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MRAC Ransomware

(mudpoBanbIIMK-BbIMOraTe/ib) (MepBOMCTOYHHK)

Translation into English

OTOT KPHUITTO-BBIMOTaTe b IU(PYeT JaHHbIe TI0/Ib30BaTe/ield C TIOMOLIbI0 KOMOMHALUK anropuTMoB RSA-2048,
AES-256 (pexxum CBC), PKCS5 (CryptGenKey asis kaxgoro ¢aiiia + Rand IV gns kaxzgoro daiina), a 3atem
TpebyeT BBIKyTI B # BTC, uToObI BepHYTh (aiinbl. OpurrHaibsHOe Ha3BaHKe: B 3allMCKe He yKa3aHo. Ha daiine
HarucaHo: XXX.exe.

O0HapyxeHHs:

DrWeb -> Trojan.Encoder.34811

BitDefender -> Trojan.Ransom.GenericKD.47668693

ESET-NOD32 -> Win32/Filecoder.0JQ

Kaspersky -> HEUR:Trojan.Win32.Stosek.gen

Malwarebytes -> Ransom.FileCryptor

Microsoft -> Trojan:Win32/Tiggre!rfn

Rising -> Trojan.Generic@ML.84 (RDML:h+04v***

Symantec -> ML.Attribute.HighConfidence

TrendMicro -> TROJ_GEN.R002COPLJ21

© I'eneanorus: ?2?? >> MRAC

IDR IDENTIFIED v

Caiit "ID Ransomware" ugentuduipyer 31o Kak MRAC.
Nudopmanus ansa naentudukanuu

AKTHBHOCTb 3TOr0 KPUIITO-BbIMOraTesist Obliia B cepeuHe Aekabps 2021 r. OpreHTHPOBaH Ha aHITIOS3bIYHBIX

HOHLBOBaTEHeﬁ, MOXXET pacCIIpOCTPaHATLCA 110 BCEMY MUDY.

K samm¢posansbsM daitnam fobasnsercs pacimpenve: MRAC

3ammuicka c TpeboBanueM BeiKyma Ha3biBaeTcsi: MRACReadMe.html
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MMREAC

el stoken and escrvprsd. Al informarnion

danlacl us = aay of e precaied Wahs

Cojiep>kaHue 3aMMCKH 0 BBIKYIIe:

MMRAC

Your information has been stolen and encrypted. All information may be in the public domain
Contact us in any of the presented ways:

Email: veronikstreem@protonmail.com

Install Psi+ app https://sourceforge.net/projects/psiplus/files

After installing Psi+ you need to log in :

Login : dbhjftdg2322345gg@jabb.im

Password: NM2Br5suBCup453ttvpKert456

There will be one added contact to which you can write.

Nothing personal, just business

ITepeBop 3anMCKU HA PYCCKHI 3BIK:

MMRAC

Bamia uadopmarys 6pu1a ykpa/ieHa v 3ammdpoBaHa. Best nHGopmarysi MokeT OBbITh B OTKPBITOM JJOCTYTIe
CBsDKUTECH C HaMU JTFOOBIM U3 TTPe/ICTaB/IeHHBIX CITI0COOO0B:

[Toura: veronikstreem@protonmail.com

Ycranosure npunoxkenue Psi + https://sourceforge.net/projects/psiplus/files
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[Tocne ycraHoBku Psi + BaM HaJj0 BOMTHU:

Jlorun: dbhjftdg2322345gg@jabb.im

[Taponb: NM2Br5suBCup453ttvpKert456

BynmeT no6aBneH oivH KOHTAKT, KOTOPOMY BbI MOXKETe TIHCAaTh.

Hwuuero simuHoro, mpocTo 6u3Hec

OBHnmaHne! Hogsie paciupenusi, email ¥ TEKCTBI 0 BBIKYIIE MO>KHO HAMTH B KOHI|E CTaTby, B OOHOB/IEHUSIX.

MoryT ObITb pa3TUuMs C EPBbIM BAPHAHTOM.

Texaunueckue geraau + I0C

MoskeT pacTipoCTpaHsSITLCS MYyTEM B3/I0Ma uepe3 He3alluilleHHyto KoHpurypauio RDP, c momoiisio email-criama
Y BPEJIOHOCHBIX BIOYKEHHH, 0OMaHHBIX 3arpy30K, O0THETOB, FKCIIIOUTOB, BPEJOHOCHOM PeK/IaMbl, BeO-UH)KEKTOB,

(hanmbLIMBBIX 0OHOBJIEHU, ITePeTTIaKOBAHHBIX U 3apa)KEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CII0CO0bBI

pacIpoCTpaHeHus KPUIITOBBIMOTaTe el Ha BBOAHOU CTpaHulle biiora.

Eciu BbI nipeHe6GperaeTe KOMIJIEKCHOM aHTUBMPYCHOM 3aruToi Kiacca Internet Security nam Total Security, To

x0Ts1 ObI ZieialiTe pe3epBHOE KOMPOBaHKUE Ba)XKHBIX (aiiyioB 1o MeTosy 3-2-1.

> YpansieT TeHeBble KONUM (hailyioB, OTK/IOUaeT (yHKLMKA BOCCTAHOBJIEHUS U UcTpas/ieHust Windows Ha sTarne

3arpys3KH.

» 3aBepiiaeT paboTy aHTUBUPYCOB, CUCTEMHBIE TIPOLIECCHI U PsAJl CY>KO, paboTa KOTOPBIX MOXKET ITOMEIIaTh

1(poBaHUIO (aiiioB.
Acronis VSS Provider
Enterprise Client Service
Sophos Agent

Sophos AutoUpdate Service

Sophos Clean Service
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Sophos Device Control Service
Sophos File Scanner Service
Sophos Health Service

Sophos MCS Agent

Sophos MCS Client

Sophos Message Router
Sophos SafeStore Service
Sophos Protection System Service
Sophos Web Control Service
SQLsafe

SQLsafe Filter Service

Symantec System Recovery
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Veeam Backup Service Data Catalog

AcronisAgent

AcrSch2Sve

Antivirus

ARSM
BackupExecAgentAccelerator
BackupExecAgentBrowser
BackupExecDeviceMediaService
BackupExecJobEngine
BackupExecManagementService
BackupExecRPCService
BackupExecVSSProvider

bedbg

DCAgent
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EPSecurityService

» [locne mmudpoBanus (ailyioB caMoyAassseTcs C TIOMOITbI0 bat-(hatisna.

Crucok TunoB ¢aiisioB, moABeprawmuxcs Mu(pPoBaHHIO:
910 mokymenTsl MS Office, OpenOffice, PDF, TekcToBbIe datibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BU/IEO,

(aiiyiel 06pa30B, ApXUBHI U TIP.

®aiinbl, CBA3aHHbIE ¢ 3TUM Ransomware:
MRACReadMe.html - Ha3BaHue (aiina c TpebOBaHKEM BBIKYTIA;

XXX.exe - Ha3BaHUe BPeJJOHOCHOTO (aiina;

MRAC.pdb - daiin mpoekra BeIMOraresiei.

Moy

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

C:\Users\user\Desktop\FulNApp\MRAC\ENC\MRAC\Release\MRAC.pdb

3anucu peecTpa, CBA3daHHbIE C 3 TUM Ransomware:

CM. HuKe pesy/bTaThbl aHA/IM30B.

MpbIoTeKChbI:

=MRAC=
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CM. HuKe pesy/bTaThl aHA/IM30B.

CeTeBble MOJK/TIOUEHNS U CBA3U:
Email: veronikstreem@protonmail.com
BTC: -

CM. HIDKe B 0OHOB/IEHUSIX IpyTHe afipeca U KOHTaKThI.

Pe3ysibTaThl aHA/IW30B:

IOC: VT, HA, IA, TG, AR, VMR, JSB

MD5: b99ce03482978a861c883bb772be3b25

SHA-1: 84ecf8f8b0de2dbb3df4b99766a84143e49eaa00

SHA-256: 768c09ad691d4af27f50934df5879166c08c0b18abf2c1al1c8561e8589a07c91
Vhash: 035056655d155560d3z22z68!z

Imphash: 000dffe70534733b98630577afdf90d9

CrerneHb pacrpoCTPaHEHHOCTH: HU3Kasl.

Vudopmariys gorosHstercs. I[TpucbuiaiiTe o6pasiibl.

Page 6 of 7


https://blogger.googleusercontent.com/img/a/AVvXsEjAhkWC94XNrmOODtSlUw05eY98LiLgwaMCsz7lautVhk4JxLF7MwFVCQJCkmRXUbWmXw2OzvPMJN3mBZKuPdQwJVfAqR8CE7ioHnawcVwNbXe04vDLUBnDaKj_95pe9HN3OhE69HxAeZO5nrFSNPtZPxySN4P6U2KKetCZkXPJi4RsRXnoO_25nEz0=s594
https://blogger.googleusercontent.com/img/a/AVvXsEjAhkWC94XNrmOODtSlUw05eY98LiLgwaMCsz7lautVhk4JxLF7MwFVCQJCkmRXUbWmXw2OzvPMJN3mBZKuPdQwJVfAqR8CE7ioHnawcVwNbXe04vDLUBnDaKj_95pe9HN3OhE69HxAeZO5nrFSNPtZPxySN4P6U2KKetCZkXPJi4RsRXnoO_25nEz0=s594
https://blogger.googleusercontent.com/img/a/AVvXsEgVZBumd2JU67D83Aqn0wBeyrsaohga0agOLbT7LqZdyff3KZT5BL6atuznsRAWCRfJ0uwGQHGU2t7fbU8NKlW5d-GzXqEXPGoC-ZmhT1wvWK-Mxj-xumRL-8siCQSKXRdeJf8I6bMkPnYNXnvyJRa6WqfEWa5fzXqVzMuWk7435a3dYRXcy5vGPXVo=s781
https://blogger.googleusercontent.com/img/a/AVvXsEgVZBumd2JU67D83Aqn0wBeyrsaohga0agOLbT7LqZdyff3KZT5BL6atuznsRAWCRfJ0uwGQHGU2t7fbU8NKlW5d-GzXqEXPGoC-ZmhT1wvWK-Mxj-xumRL-8siCQSKXRdeJf8I6bMkPnYNXnvyJRa6WqfEWa5fzXqVzMuWk7435a3dYRXcy5vGPXVo=s781
https://www.virustotal.com/gui/file/768c09ad691d4af27f50934df5879166c08c0b18abf2c1a1c8561e8589a07c91/detection
https://www.hybrid-analysis.com/sample/768c09ad691d4af27f50934df5879166c08c0b18abf2c1a1c8561e8589a07c91/61c848e6030dfb5951675a1b
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=== JICTOPUSI CEMEVICTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUI === BLOCK OF UPDATES ===

Emé He ObI7I0 0GHOB/IEHHMH 3TOTO BapHaHTA.

=== BJ/IOK CCBI/IOK u CITACHUBOK = BLOCK OF LINKS AND THANKS ===

| http://
*_ Read to links:

Message + Message + myMessage

Write-up, Topic of Support

*

Thanks:
Finch, Jifi Vinopal

Andrew Ivanov (article author)
*kx

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2021/12/mrac-ransomware.html
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