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&2 Tool: DBLL Dropper

Names DBLL Dropper
Category Malware
Type Dropper

(ClearSky) a DLL file suited for both 32 and 64-bit systems. Those files install the malicious

Description

EXE, which is the main RAT. We have called it like that because its extension is, mostly, .db.

Information  <https://www.clearskysec.com/wp-content/uploads/2020/08/Dream-Job-Campaign.pdf>

Last change to this tool card: 29 December 2024

Download this tool card in JSON format

All groups using tool DBLL Dropper

Changed Name Country

APT groups

E

Lazarus Group, Hidden Cobra, Labyrinth Chollima

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d38c25c6-2b7e-4993-937b-20ca32014058
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