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Second Zerologon attacker seen exploiting internet honeypot

By Kevin Beaumont

Published: 2020-10-16 - Archived: 2026-04-05 15:35:45 UTC

About three weeks I detected an attacker exploiting Zerologon on my personal honeypot:

There is more activity today, which shows proof of attackers using Zerologon for remote code execution on

random internet endpoints.
At 11:01UTC, IP address 124.70.137.246 arrived in BluePot and tried exploiting Zerologon.
Azure Sentinel tipped me off:
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(times in UK time, i.e. UTC+1).
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Upon examining logs we can see the problems:
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10716 105533 [SESSI0N] [4524]
10,16 105532 [CRITICAL] 2624
10716 10:5532 [CRITICAL] [£624]
1016 105535 [SESSI0N] [3556]
1016 10:55:35 [CRITICAL] |355€]
1016 10:55:35, [CRITICAL] [3556]
1016 10:55:35 [CRITICAL] 3556
10716 10:55:41 [SESSION] [335€]
10/16 105541 JCRITICAL] [3556]
10716 10:55:41 JCRITICAL] [3556]
10716 105541 CRITICAL] [3556]
10716 10:55:41 {CRITICAL] [3556]
10716 105548 [SESSION] [4624]
10716 10:5548 [CRITICAL] [86:24]

10716 10255048 GORITICAL| [8624]

Apane 06—

deuServerfuthenticate endered:
NetrSesversathenticans: Bad paaswornd O fod o
Hetrferverfuthenticae: Failed io authentic n acgeu

dEbrServer AtRENaLE Entersd: (12470037 245) 30 06¢

NetrSerwerduthenticate: Bad pasweed O for BoCounk
detrServertotnenticats: Sad passwoed 0 for SOCOu
NetrServerduthenticate: Failed fo authertica n accou

IetrServeEnditenticats entersd: (12870037 245) on acoc

Aetrserverfuthenticate: Sad passwoed O fer ccoun
AetrServerduthenticste: Sad passwoed O for account
Aetrierverfuthenticate: Sad passwoed O fer Accoutt
detrServerfuthenticate: Falled to authenticr N accout

detrServerfuthenticate entered 24.7037.246) o0 30
“ietrServerhuthenticate: Bad passwond O for an account

Netriemersuthenticrtes Baf passaornd O for n sccount

That is an IP in Huawei Cloud Service, according to Shodan:
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[124.70.937.246) on agennt

(16/10/2020, 13:22:09
Lac incidien wpdafie time

b (heget: 21T

(Mot 21241171

[Migot: 212t}

Negot 212

Hettegen CL
Netiagen CL
Metlogen L
Netiagon, CL
Methogan L
Netiagan, CL
Methogen {1
Netiogon, CL
Methogan £L
Netiogan, CL
Metiogon L
Netlogan, L
Methogan L
Netogon, L

Methogan L


https://www.shodan.io/host/124.70.137.246

