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About three weeks I detected an attacker exploiting Zerologon on my personal honeypot:

There is more activity today, which shows proof of attackers using Zerologon for remote code execution on

random internet endpoints.

At 11:01UTC, IP address 124.70.137.246 arrived in BluePot and tried exploiting Zerologon.

Azure Sentinel tipped me off:
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(times in UK time, i.e. UTC+1).
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Upon examining logs we can see the problems:
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That is an IP in Huawei Cloud Service, according to Shodan:
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