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&2 Tool: Parallax RAT

Names

Category

Type

Description

Information

Malpedia

Parallax RAT
ParallaxRAT

Parallax
Malware
Backdoor

(Morphisec) Parallax is an advanced remote access trojan that supports all Windows OS
versions. It is capable of bypassing advanced detection solutions, stealing credentials,
executing remote commands, and has also been linked to several coronavirus malware
campaigns.

Parallax is mostly delivered through malicious spam campaigns with Microsoft word
documents as the delivery vehicle of choice as will also be described in the following blog

post.

<https://malpedia.caad.fkie.fraunhofer.de/details/win.parallax>

Last change to this tool card: 05 April 2022

Download this tool card in JSON format

All groups using tool Parallax RAT

Changed

Name Country Observed

APT groups

TA2541 [Unknown] 2017

1 group listed (1 APT, 0 other, 0 unknown)
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