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&2 Tool: DarkHotel

Names

Category

Type

Description

Information

Malpedia

DarkHotel
Malware

Backdoor, Info stealer

No description available yet.

<https://securelist.com/the-darkhotel-apt/66779/>

<https://securelist.com/darkhotels-attacks-in-2015/71713/>

<https://blogs.technet.microsoft.com/mmpc/2016/06/09/reverse-engineering-dubnium-2/3/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.dubnium darkhotel>

Last change to this tool card: 13 May 2020

Download this tool card in JSON format

All groups using tool DarkHotel

Changed

Name Country Observed

APT groups

DarkHotel o, 2007-2023

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2fb9fc43-ff0e-44a0-80de-1ebae26a7e6b

Page 1 of 1


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2fb9fc43-ff0e-44a0-80de-1ebae26a7e6b
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2fb9fc43-ff0e-44a0-80de-1ebae26a7e6b
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Info%20stealer
https://securelist.com/the-darkhotel-apt/66779/
https://securelist.com/darkhotels-attacks-in-2015/71713/
https://blogs.technet.microsoft.com/mmpc/2016/06/09/reverse-engineering-dubnium-2/3/
https://malpedia.caad.fkie.fraunhofer.de/details/win.dubnium_darkhotel
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=DarkHotel&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=DarkHotel
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=South%20Korea
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=South%20Korea

