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2 Tool: AtlasAgent
Names AtlasAgent
Category Malware
Type Reconnaissance, Backdoor, Downloader

Description

Information

Malpedia

(NSFOCUS) AtlasAgent programs made by AtlasCross support multiple injection methods.
AtlasAgent implements an injection method based on kernel-layer functions, which can inject

shellcode into existing or new threads of other processes.

<http://nsfocusglobal.com/warning-newly-discovered-apt-attacker-atlascross-exploits-red-

cross-blood-drive-phishing-for-cyberattack/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.atlas agent>

Last change to this tool card: 30 November 2023

Download this tool card in JSON format

All groups using tool AtlasAgent

Changed

Name Country Observed

APT groups

AtlasCross [Unknown] 2023

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=f24309a0-38d9-4d0a-bf4a-3f2815597¢c65
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