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ToxicPanda

ToxicPanda is an Android banking RAT first identified by Cleafy in October 2024. It shows similarity to the

TgToxic campaign, but appears to be a new development rather than a derivative. The threat actors are likely
Chinese speakers. ToxicPanda initially made use of hardcoded C2 domains only, but started to incorporate a DGA
in late 2024.
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There is no Yara-Signature yet.
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