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DarkMegi rootkit - sample (distributed via Blackhole)
Archived: 2026-04-05 17:29:22 UTC
Update April 20, 2012 Kimberly wrote an excellent analysis of this sample. Please go to

Stopmalvertising to read

This is a "DarkMegie" rootkit sample, kindly donated by Hendrik Adrian. Just like described in the McAfee article
"Darkmegi: This is Not the Rootkit You’re Looking For" by Craig Schmugar, it is anything but quiet and stealthy.

In fact, it makes so many system changes that it is hard to cover it all in a quick post.

Indeed, it drops the rootkit components in drivers with the incredible padding to 25MB and generates a lot of
traffic. Unfortunately, I did not have time yet to sort out the mess and purpose of all files that this malware creates
so I am just posting it here along with sandbox results for you to analyze. If you write a detailed analysis, please

share, I will link to.
Size: 77312
MD5: 6C8F9658A390C24A9F4551DC15063927

Download

&

Download (email me if you need the password scheme)_

Download the modified / created files and analysis data

Download pcap

C:\Windows\System32\drivers\com32.sys 9728 4399b8a60977814197feae67c02a7ac2
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C:\Windows\System32\drivers\RCX50E3.tmp 26224256 9f32c51764f579512810b7ab3dela91a
C:\Windows\System32\drivers\com32.sys 26224256  dd313b92f60bb66d3d613bc49c1ef35e
C:\Windows\System32\com32.dl 45056 25cfb72df8a30cbb7e6ee852bc31c50f
C:\Windows\System32\RCX5B11.tmp 31506432  2f00e0927c07bc44d9b79ccbe567f398
C:\Windows\System32\del043.bat 86 lale7855edc0afa6624080d60da8bf44

Traffic

It is as active as a click fraud or DDoS bot but does not fit these categories.

I am not quite sure what it is doing, please look and us know :)

A — et e e e e e g i o o e e e e s e e+ e g e e
5 07 :35:54. 1640492 92 168, 2354102 &.4.4.8 (213 standard query & TR . hanans en. con

G 07 :35:50. 179944 £.£.8.8 193168 254597 [:21] standard query response A PO 30060, 336

7 OF:35: 51, 435782 193, 163,254,192 IO 39,60, 230 e 4BLET » hrrp [SvM] Segel win=B197 Lo M5S=1400 Wi=] SaCk_PLES=1

B 07 ;35; 51, 6732593 72, 39, 69, 236 152,168,254, 192 TCR hitp = 45182 [5vM, ACK] Seqel Ack=1 Wine=l0308 Lened MES=1400 wWSe=1 SACK PERM=L
9 07 ; 35: 51, 673423 192, 164, 254,192 1, 39, 69, 236 TR 49182 = brrp [A0r] Segel dckel Wined 500 Len=0

innr;as ToearT AR, 188, 254,787 7o, 19, 64, 256 WTTP SET 20011730, jpg MTTRA.1

11 0F:55: 81, 40049 Ha. . 89, 206 153 16H. 254,143 HTTP WTTESLL L 200 Gk (image jpeg)

12 OF :35: 8%, F30043 200 188, 254,102 el = L T I T TCP 40182 > hrrp [ACK] Seg=17l ack=366 Win=£5432 Lon=0

14 017 :35:53, S800313 92 168 354102 &.4.4.8 RS standard query A g0, microsof o, oo

15 07 :35:53, 7894048 &.£.8.8 153 . 168 254197 DhS Standard query response CHAMLE wew. 9o, microsofc. akadns . mer A G4 5. 35
16 07 :35: 5, 014538 157,164, 254,152 £.3.8.8 (59 Srandard query & imeges . hananren. com

17 07 :35: 8, 035619 E548.8 153,168,254, 152 (£ Standard query response 4 70 30,68, 336

1R 07;:35: 9, 0315776 157, 188, 254,182 70, 35, 68, 236 HTTPR SET /20111230, pxe HTTFL.1

18 07 :35: %1, 271270 o, 1%, 89, 200 152,180, 254,182 TCR [TCF aegeent of & ressseshled PHI]

2007 ES: 8L I700ME FO, . ESL 206 152,160 254,187 TCP [Tcr segrant of a reaiissblod Pl

21 OF:35:54. 373401 202184, 254,102 70, 39,69 236 TP ARLED 5 hrEp [ACK] Sed=343 Ack=313E Min=£5801 Lan=0

23 07 :35:54, I7IE02 70, 3%, €. 236 192,168 254102 TCP [Ter sagmant of a reassesbilod Poul

24 D7 :135: 51, 307567 70,39, 69,230 153,168 254,197 ree [P seqment of a reassesbied rou]

23 07 :135: 9, J07E99 197, 168,254,192 70, 39.69. 236 e 491ET = brop [A0F] Sege343 Ack=G110 Wire=E3800 Len=0

26 07 :35: 1, JG7747 T, 39, 69, 236 152,168, 254,192 TR (TP mageans of & ressseshlad pi)

27 D7 i35: 8, 1077l TQ, 3%, 89, 230 152,160,254, 193 TR (TP magmane of & resszeshled Po)

H 07 35: %, S07ang 192, 184, 254,707 70, 19, B4, 206 TR AULEY > brip [ACK] Seg=141 Ack-KOK? Mir-&380H Lens0

20 075515, E5A%A2 192, 164, 254,707 £1.4.11.25 TP AULEL > brep [SvM] Seee0 Win=H107 Léve0 MSS=1460 WS=1 SACK_PERM=1

A0 OF135:54, 51413 102 1638, 254,102 E1.4.11.2% TCP 4018 » brrp [5vN] Seded wWin=E10F Lins0 M55=1460 WS=1 SACK_PERM=1

31 OF:35:54, 740070 70, 3%, 9. 238 197,168 254,197 TP [TcR Sagmant of a resssesbled pou]

32 07:35:9, 741086 70, 3%, 69,236 197,168 254,197 T [1r segment of a reassesbied roul

33 O7 13515, 741127 197, 163, 254,192 703969236 e 49LET = hrrp [ACE] Spge3d3 Ack=11E% WineG5800 Lens=0

34 07 :35: 58, 741450 70, 39, 69, 236 152.168. 254,192 we [TF seqgment of 3 reassesbled P

33 07 :35: 8, 741475 T, 39, 89, 236 152,168, 254,197 TCR [TCF megeers of & reaszesbled P)

a6 07 ;3% %, 7414546 N9, 168, 254,187 T, 19, 69, 236 TR 4918 > hrip [ACK] Segeidl Ack=1d726 Wins03000 Lens=0

17 07 05: 81, a1Rr 0, 1, 68, 200 193, 160, 254, 197 TCR [TCF aegment of & resaeshled P0]

I8 OF:55: 51, fa1744 LT o L T 153168 254 1832 TCR [TcF seguant af a reaiaeshled Pou]

3% OF 135:54. JA1772 102,164, 254,102 70,39, 69236 TCP 40152 5 hrrp [ACK] Sede343 ACk=17505 WireE5800 Len=0

af 07 :35:54, 753481 1.4.11.25 192,168 254,192 TP http = 491383 [5rM, Ack] Seqeld Ack=1 Winedll Lon=) Mst=1JE0 WS=16 SACK PERM=]1
a1 07 :35:5%, 753563 197, 163,254,192 =1.4.11.25 ™ 40T » hrop [ACR] o=l Acke=]l WinsE5700 Lans=(

42 07 :35:9, 754183 197, 163, 254,192 6=1.4.11.25 ETI GET SEwlink/TLInkDd=EFL 57 HTTPAL. L

43 07 :35: 8, 76554 1.4,11.23 152,168,254, 192 we hotp = 45188 [Svy, ACK] Seqel Ack=]l Win=3190 Len=) MSS=]1d60 Wi=10 SaCk _PERM=]
& 07 ;35 M, TEAFIG 137,168, 254,192 f1,4,11.25 TR 49184 » brip [40€] Segel Acksl Winehi700 Lensd

45 07 ;35 5, £38830 w,4,11.25 152,160 254, 197 KTTR WTTR L, 1 302 Found  (text/hosl)

46 07 55: 8, B18162 ;‘!I:.J:.ﬂ:-i‘!'l-lﬂ' &, 8.8.0 S Standard query A e, mn. com

A7 OF 15554, 8594974

152168, 254,100

Standard query resgerme CHAME us. ool el glhdns. micrenelt, com A 70, 37,210,176
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il Follow TCP Stream - =N X |
Stream Content
GET /20111230. jpg HTTP, /1.1 g

HOSL: images. hananren. com i ) l
user-agent: Mozilla/d4.O+(compatible; +MSIE+E. O; +Windows+NT+5. 0] +5V1;+ NET+CLR+2. 0. 50727)
cache-Control: no-cache

HTTP/1.1 200 oK

content-Length: 140

content-Type: ima E-,-";gng

Last-Moditied: wed, Mar 2012 12:47:30 aMT
ACCEPT Hﬂ%l’.‘ﬂ: bytes

ETag: "O0ddf7c6607cdl:226™

server: Microsoft-1I5/6.0

pate: wed, 18 Apr 2012 11:36:22 MT

- S B e e S e T |
............ I e e iiesssa @ e Ve s s e e 116G, V. .. LGET 20111230, exe HTTP/1.1
Host: images. hananren. com
user-Agent: Mozilla/4.0+(compatible; +MSIE+G. O) +Windows+NT+5. 1] +5V1; +. NET+CLR+2. 0. 50727)
Cache-Control: no-cache

HTTP/1.1 200 OK

Content-Length: 105984

{ontent-1¥pe: application/octer-stream
Last-Moditied: Fri, 13 apr 2012 14:10:42 GMT
Accepr-rRanges: bytes

ETag: "Oddee3i5?flocdl:226"

server: Microsoft-IIS/6.0

pate: wed, 18 Apr 2012 11:36:25 GMT

i P o o i s e i 2 oty 5 ) o ) 0 8 1 e o e A i i) e ) gl s (el e (el o
run in DOS mode.

Some of the traffic
[process 8] 65.55.253.27 192.168.254.192 GET

/c.gif?evt=br&rid=4571d83250544049bfc2ee88060f6bc8
&exa=&cts=1334748967640&expac=&fk=W&gp=P&optkey=de
fault&clid=23A3C63D37E16EEA2397C50633E16E45&cp=def
ault&di=340&pi=7317&ps=95101&mk=en-us&pn=US+HPMSFT
3Wdefault&pid=6901517&su=http%3A%2F%2Fwww.msn.com%
2Fdefaultwpe3w.aspx&pageid=690151710&ce=1&hl=cplus
&cm=head%3Ecb1

[process 8] 65.54.81.211 192.168.254.192 GET
/i/87/DEC3F3D671E6CC76B09340612A38.jpg
[process 8] 207.46.193.176 192.168.254.192 GET

/action/MSN_Homepage_Remessaging 111808/nc?a=1
[process 8] 207.46.193.176 192.168.254.192 none

[process 8] 208.44.23.25 192.168.254.192 none
[process 8] 208.44.23.25 192.168.254.192 GET

/b?c1=2&c2=3000001&c7=http%3A%2F%2Fwww.msn.com%2F%
3Focid%3Diehp&c9=&rn=1334748958175
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[process 8] 65.55.239.146 192.168.254.192 GET
/c.gif?udc=true&di=340&pi=7317&ps=95101&Ing=en-us&
tp=http%3A%2F%2Fwww.msn.com%?2Fdefaultwpe3w.aspx&ri
d=4571d83250544049bfc2ee88060f6bc8&rnd=13347489581
76&rf=&scr=1024x768

[process 8] 65.55.239.146 192.168.254.192 GET
/c.gif?udc=true&di=340&pi=7317&ps=95101&Ing=en-us&
tp=http%3A%2F%2Fwww.msn.com%2Fdefaultwpe3w.aspx&ri
d=4571d83250544049bfc2ee88060f6bc8&rnd=13347489581
76&rf=&scr=1024x768&MUID=23A3C63D37E16EEA2397C5063
3E16E45&cb=1cd1d576b2f13a0

[process 8] 65.54.81.211 192.168.254.192 GET
/i/5E/4B835E56AC3C8535DB16275B4BAF4.jpg

[process 8] 65.54.80.242 192.168.254.192 GET
/i/BB/756A1C963A72E4AFBC36501B512725.jpg

[process 8] 65.54.81.211 192.168.254.192 GET
/V/E2/F757C6DFF15796123FA81CF7DCCF.jpg

[process 8] 65.55.239.146 192.168.254.192 GET
/c.gif?udc=true&di=340&pi=7317&ps=95101&Ing=en-us&
tp=http%3A%2F%2Fwww.msn.com%2Fdefaultwpe3w.aspx&ri
d=4571d83250544049bfc2ee88060f6bc8&rnd=13347489581
76&rf=&scr=1024x768&RedC=c.msn.com&MXFR=23A3C63D37

E16EEA2397C50633E16E45
[process 8] 65.55.239.146 192.168.254.192 none

[process 8] 23.66.231.58 192.168.254.192 GET
/gsonhs.aspx?form=MSN005&q=

[process 8] 23.66.231.58 192.168.254.192 none
[process 8] 65.54.81.185 192.168.254.192 GET
/CIS/77/000/000/000/028/440.swf?fd=www.msn.com

[process 8] 65.54.81.185 192.168.254.192 GET
/CIS/18/000/000/000/024/175.jpg

Automatic scans

Virustotal
SHA256: a2cl176ef3cc343194207e33acc19d5f8cb083a3c387a0404bd8f9d6bd29cfd6f
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SHA1: c1af1fa6937097762824d0db039777£35577727
MD5:  6c8f9658a390c24a9f4551dc15063927

File size:  75.5 KB ( 77312 bytes )

File name: DarkMegiSample

File type:  Win32 EXE

Tags: yoda yodaprot

Detection ratio: 34 /42

Analysis date:  2012-04-17 08:22:42 UTC ( 1 day, 3 hours ago )
More details

Antivirus  Result Update

AhnLab-V3  Dropper/Rootkit.77312 20120417
AntiVir HEUR/Crypted 20120417

Antiy-AVL  Trojan/Win32.Agent.gen 20120417
Avast  Win32:Malware-gen 20120417

AVG PSW.Agent.ASED 20120417

BitDefender Trojan.Generic. KDV.503006 20120417
ByteHero - 20120417

CAT-QuickHeal TrojanSpy.Agent.bwtk 20120417
ClamAV  PUA.Packed.YodaProt 20120417
Commtouch W32/Heuristic-210!Eldorado 20120417
Comodo  TrojWare.Win32.TrojanDownloader.Agent.accn 20120417
DrWeb  Trojan.PWS.Gamania.34539 20120417
Emsisoft Trojan.SuspectCRC!K 20120417

eSafe  Suspicious File 20120415

eTrust-Vet - 20120417

F-Prot W32/Heuristic-210!Eldorado 20120416
F-Secure Trojan.Generic. KDV.503006 20120417
Fortinet W32/Agent BWTK!tr 20120417

GData Trojan.Generic. KDV.503006 20120417
Ikarus Trojan.SuspectCRC 20120417

Jiangmin TrojanSpy.Agentuzc 20120417
K7AntiVirus Riskware 20120416

Kaspersky Trojan-Spy.Win32.Agent.bwtk 20120417
McAfee Artemis!6C8F9658A390 20120416
McAfee-GW-Edition - 20120417

Microsoft Trojan:Win32/Meredrop 20120417
NOD32 a variant of Win32/CsNowDown.C 20120417
Norman W32/Troj_Generic.ASBJ 20120416
nProtect Trojan/W32.Agent.77312.VC 20120417
Panda Generic Trojan 20120416

PCTools Downloader.Darkmegi 20120417
Sophos Mal/Packer 20120417
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SUPERAntiSpyware - 20120402

Symantec Downloader.Darkmegi 20120417
TrendMicro Cryp_Yodap 20120417
TrendMicro-HouseCall Cryp_Yodap 20120417
VBA32 TrojanSpy.Agent.bwtk 20120416
VIPRE Trojan-Spy.Win32.Agent

Source: http://contagiodump.blogspot.com/2012/04/this-is-darkmegie-rootkit-sample-kindly.html
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