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This article helps you to configure Azure subscription policies to control the movement of Azure subscriptions
from and into directories. The default behavior of these two policies is set to Allow Everyone. Note that the

setting of Allow Everyone allows all authorized users, including authorized guest users on a subscription to be

able to transfer them. It does not mean all users of a directory.

Prerequisites

e Only directory global administrators with direct role assignment can edit subscription policies. Before
editing subscription policies, the global administrator must Elevate access to manage all Azure
subscriptions and management groups. Then they can edit subscription policies.

o All other users can only read the current policy setting.

» Subscriptions transferred into or out of a directory must remain associated with a Billing Tenant to ensure

billing occurs correctly.
Available subscription policy settings
Use the following policy settings to control the movement of Azure subscriptions from and into directories.

Subscriptions leaving a Microsoft Entra ID directory

The policy allows or stops users from moving subscriptions out of the current directory. Subscription owners can

change the directory of an Azure subscription or use transfer features available on the Azure portal and APIs to

another directory where they're a member. Global administrators can allow or disallow directory users from

changing the directory or transfer of subscriptions.

e Set this policy to Permit no one if you do not want subscriptions to be transferred out of your directory.
This policy applies to all authorized subscriptions users including authorized guest users of your directory.
 Set this policy to Allow Everyone if you want all authorized users including authorized guest users to be

able to transfer subscriptions out of your directory.
Subscriptions entering a Microsoft Entra ID directory

The policy allows or stops users from other directories, who have access in the current directory, to move

subscriptions into the current directory. Subscription owners can change the directory of an Azure subscription or

transfer them to another directory where they're a member. Global administrators can allow or disallow directory

users from transferring these subscriptions.
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e Set this policy to Permit no one if you do not want subscriptions to be transferred into your directory. This
policy applies to all authorized users, including authorized guest users of your directory.

 Set this policy to Allow Everyone if you want all authorized users, including authorized guest users in
your directory to be able to transfer subscriptions into your directory.

Exempted Users

For governance reasons, global administrators can block all subscription directory moves - in to or out of the
current directory. However they might want to allow specific users to do both operations. For both situations, they

can configure a list of exempted users that allows these users to bypass all the policy settings that apply to
everyone else.

Important note

Authorized users (including guest users) in your directory can create Azure subscriptions in another directory

where they have billing permissions and then transfer those subscriptions into your Entra ID directory. If you don't
want to allow this, you should set one or both of the following policies:

e Subscriptions leaving Entra ID directory should be set to Permit no one.

e Subscriptions entering Entra ID directory should be set to Permit no one.
Setting subscription policy

1. Sign in to the Azure portal.

2. Navigate to Subscriptions. Manage Policies is shown on the command bar.

- . - o X
/A Subscriptions - Microsoft Azure X +
< C' A https//portal.azure.com/#blade/Microsoft_Azure_Billing/SubscriptionsBlade * e :
= Microsoft Azure P Search resources, services, and docs (G+/) T o0 & 72 © admin@contoso.com @
contoso @
Home >
Subscriptions = X
Default Directory
-+ Add E Manage Policies
View list of subscriptions for which you have role-based access control (RBAC) permissions to manage Azure resources. To view subscriptions for which you have billing access, click here
Showing subscriptions in Default Directory directory. Don't see a subscription? Switch directories
My role © Status ©
‘ 8 selected v ‘ ‘ 3 selected v ‘
Apply
Showing 1 of 1 subscriptions Show only subscriptions selected in the global subscriptions filter O
‘/0 Search ‘
Subscription name Ty Subscription ID Ty My role Ty Current cost Status ™y
@& Azure subscription 1 T1111111-1111-1111-1111-111111111111 Owner 0.00 D Active
< Previous ‘ 1 v ‘ Next >

3. Select Manage Policies to view details about the current subscription policies set for the directory. A

global administrator with elevated permissions can make edits to the settings including adding or removing
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exempted users.

Home > Subscriptions >

Subscriptions « Subscriptions | Manage policies

Default Directory

~+ Add E Manage Policies

Configure policy settings for Azure subscription operations.
View list of subscriptions for which you have
role-based access control (RBAC) permissions
to manage Azure resources. To view
subscriptions for which you have billing This policy controls if users can change the AAD directory of Azure subscriptions from this directory to a different one. Learn more

acces§, lick her.e . . . O Allow everyone (default)
Showing subscriptions in Default Directory

Subscription leaving AAD directory:

directory. Don't see a subscription? @ Permit no one

Switch directories

My role © Status © Subscription entering AAD directory:

‘ 8 selected ~ ‘ ‘ 3 selected ~ ‘ This policy controls if users can bring Azure subscriptions from a different AAD directory into this directory. Learn more
O Allow everyone (default)

Showing 1 of 1 subscriptions g\oba\ @ Permit no one

Show only subscriptions selected in the
subscriptions filter ©

O Search ‘

| Users
pi
Subscription name Ty These are special users who can bypass the policy definitions and will always be able to take subscriptions out of this AAD directory or bring subscriptions into this

Azure subscription 1

Search user name or email: ‘ Search by name or email address v

@ User Added

Exempted List

Admin01 (admin01@contoso.com) Remove

Admin02 (admin02@contoso.com) Remove

< Previous ‘ 1V ‘ Next >

4. Select Save changes at the bottom to save changes. The changes are effective immediately.
Read subscription policy

Non-global administrators can still navigate to the subscription policy area to view the directory's policy settings.
They can't make any edits. They can't see the list of exempted users for privacy reasons. They can view their

global administrators to submit requests for policy changes, as long as the directory settings allow them to.

— Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Subscriptions >

Subscriptions Subscriptions | Manage policies

+ Add [@ Manage Policies

View list of subscriptions for which you have o Only global administrators can manage the below policies. View your directory’s global administrators here.
role-based access control (RBAC) permissions
to manage Azure resources. To view
subscriptions for which you have billing
access, click here

Configure policy settings for Azure subscription operations.

. Subscription leaving AAD directory:
Showing subscriptions in Test directory.

Don't see a subscription? This policy controls if users can change the AAD directory of Azure subscriptions from this directory to a different one. Learn more
Switch directories Allow everyone (default)
My role © Status © Permit no one
‘ 8 selected v ‘ ‘ 3 selected %
Apply Subscription entering AAD directory:
Showing 1 of 3 subscriptions global This palicy controls if users can bring Azure subscriptions from a different AAD directory into this directory. Learn more
Show only subscriptions selected in the Allow everyone (default)
subscriptions filter @

Permit no one

O Search

Subscription name T,

Next steps
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e Read the Cost Management + Billing documentation

Source: https://learn.microsoft.com/en-us/azure/cost-management-billing/manage/manage-azure-subscription-policy
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