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Attacker Email Address

20120128_jatin@davpeps.onmicrosoft.com

aaron.logwood@teneo-consulting.net
aarontulchinsky@consultant.com
a.brewer@consultant.com
accounting@busdevelopmentpc.com
accounting-professionalconsults@pm.me
accounts@mckinsey-advisors.com
accountspayable@consultantfirm.us

accountsreceivable@ezracorp.org

accountsreceivables@businessexecutive-consulting.com

adamn.kendall@consultant.com
admin@azurepmail.com
admin@executive-mail.org
admin@oreumails.com
admins@mails-ecure.site
admin@spectirum.com
aetheranalyticsnow3@dbzmail.com
aetheranalytics.one@dbzmail.com
aetheranalytics.prol@dbzmail.com
aetheranalytics.pro4@techie.com

aether_analyticsteam1@dbzmail.com

aetheranalytics.teamwork01@dbzmail.com
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a.fontenot@execs.com
agritel@mweb.co.za
aimx.receipts@consultant.com
akrambghannam@consultant.com
alexander.santiago@consultants-bru.net
alex.hernandez@mb3consult.net
allen.smith@bridgewateradvisory.net
alondra-t@consultant.com
alsb.receipts@consultant.com
als.receipts@consultant.com
alternative.receivable@consultant.com
amo.receipts@consultant.com
anabell@exco-leadership.info
andadvistage@execs.com
andy.cord@abasgav.com
andy@logicestates.co.uk
angela@heidrickus.info
angel.ballo@pac-consult.com
angelina_chase@consultant.com

angelinachase@execs.com

angie.holtzman@pinnacleglobalnetwork.ws

anthony.coffman@teneostrategy.net
ap.remit@consultant.com
ar@coachingcsuites.com
ar@coaching-execs.com
ar@Ilgconsultinc.com

arnold.buckles@teneoconsulting.net

Page 2 of 19

Webmail

Webmail

Webmail

Webmail

Attacker Controlled
Attacker Controlled
Attacker Controlled
Webmail

Webmail

Webmail

Webmail

Webmail

Attacker Controlled
Webmail

Attacker Controlled
Compromised
Attacker Controlled
Attacker Controlled
Webmail

Webmail

Attacker Controlled
Attacker Controlled
Webmail

Attacker Controlled
Attacker Controlled
Attacker Controlled

Attacker Controlled



https://www.fortra.com /resources/guides/scripted-sparrow-prolific-bec-threat-group

arnoldsal@mweb.co.za
ar.slccconsulting@consultant.com
arthur.kelly@Ileadershipconsultingrcs.com
aximo.receipt@consultant.com
axiom.ssolutions@nycmail.com
back-up@armourbd.com
balc.receipts@consultant.com
bcl.receipt@consultant.com
ben.doz@consultant.com
ben.mckinney@consultant.com
bethany-davison@execs.com
bethanydavison@execs.com
bethanydavison@manageriall.com
betterup@uymail.com
billing@kornferry-inc.com
billings@consultingfirm.cloud
billing.us@post.com

billstos@libero.it
blc.receipts@nycmail.com
blq.receipts@consultant.com
bls.receipt@consultant.com
bluelinked-send@uymail.com
bqgl.receipt@consultant.com
brad.grigson@precision-consultant.net
brandi.h@consultant.com
brandon.bradley@axiom-consultation.com

brandon.dewan@advancedbusinessconsulting.net
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breanna.haugen@execs.com
breannahaugen@execs.com

brock.alonso@10g-consulting.net

bruce.sanchez@blueprint-services.net

brucestanton@consultant.com
brucestanton@execs.com
bru.receipts@adexec.com
bru.receipts@nycmail.com
bryan.johnson@pac-strategy.com
bryan.kean@execs.com
business.crestline01@techie.com
business_crestline02@techie.com
business.crestline02@techie.com
business_crestline04@techie.com
business_crestline5@techie.com

bxa.receipts@consultant.com

calvin.shaver@axiom-consultation.com

camden.willis@10g-consulting.net
campos_c9@consultant.com
candistevi@consultant.com
capstone.hub02@nycmail.com
capstone.hub3@nycmail.com
carla.krieman@ooointr.com
ceo@acoremail.com
ceo@arnmails.com
ceo@buymedcost.com

ceo@cbbrmail.com
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ceo@eoxemail.com
charles.collins@blueprintconsultings.net
charles.collins@consultant.com
charles.marisol@consultants-bru.net
chloe.rogers@kornferry.international
chloe.rogers@korn-ferry.ws
chloe.rogers@kornferry.ws
chris.fernandez@mb3consult.net
christinacampbell@consultant.com
christine.stanley@counsellor.com

christopher.camacho@brdgwateranalytics.com

christopher.james@leadershipconsultingrcs.com

christopher.meyer@brdgwateranalytics.com
christopher.meyer@bridgewateradvisory.net
christopher.meyer@prcecslt.com
circleauth.crestline02@nycmail.com
circlebizz.crestline4@nycmail.com
circlebizz.crestline5@nycmail.com
cliff.woods@pacstrategyanalytics.net

cliff. woods@presc-consultant.net
cmcenutt@consultant.com
cody.carrignton@bridgeanalyticsolutions.com
colby.jones@teneoconsulting.net
comlit@nlsva.com
connect.fusionanalyticsteam00@dbzmail.com
consultant@adspendplatform.com

controller.crestline02@nycmail.com
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controller.teneo@nycmail.com
corp.crestline06@nycmail.com
courtney.williams@vistage-global.info
cquinn@ceocoachinginternational.info
crestanalytics-bill001@dbzmail.com
crestanalytics-bill002@dbzmail.com
crest.analyticsbill00@consultant.com
crest-analyticsbill7@dbzmail.com
crestanalytics.capitalteams2@dbzmail.com
crestanalytics-consultO1@dbzmail.com
crestanalytics-consult02@dbzmail.com
crest.analyticsconsult3@dbzmail.com
crestanalyticsconsult3@dbzmail.com
crest.analytics_corp3@dbzmail.com
crest.analytics_corp5@dbzmail.com
crest.analytics_corp9@dbzmail.com
crestanalytics.globalservices4@dbzmail.com
crestanalytics_globalservices5@dbzmail.com
crest.analyticsreceiptO3@consultant.com
crest_analytics.services7@dbzmail.com
crest.analyticsteam6@consultant.com
crestanalytics_wave6@dbzmail.com
crestanalyticszinfovault4@dbzmail.com
cruz.nordmeyer@tsc-llc.net
cruz.rogers@consult-teneos.com
crystal.wilford@canvasleadership.net

csd.receipts@consultant.com
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darren.mccamant@teneo-strategy.com
dash@businesssuite-dashboard.com
dave.acuff@consultant.com
dave.miller@consultant.com
david.acuff@consultant.com
david.crosland@brdgsltn.com
david-harris@consultant.com
david.montgomery@bridgeanalyticsolutions.com
david.poindexter@abasgav.com
deborah.meyer@insead.academy
debra.berndt@vistageworldwideinc.us
denise.h.curles@consultant.com
devin.smith@10g-consultant.net
d-gallagher@execs.com
diana.nguyen@consultant.com
diane.ott@ceo-coachinginternational.com
dominicmathews@execs.com
donald.turner@abasgav.com
dustinberry@execs.com
dwayne_threatt@execs.com
ed.angelo@dr.com
eddie.stiger@consultantteneo.net
eddy.edmonds@precision-consultant.net
eleytyrhonda@execs.com
eley-tyrhonda@toke.com
ellenayancey@execs.com

ellen-yancey@execs.com
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ellenyancey_@execs.com
ellenyancey@execs.com
eric.bansemer@brdgwateranalytics.com
erin.rogers@vistage.ws
evans.welch@pac-consulting.net
exec@ddiworldinc.org
exec@taliinstituteinc.org
execu-officesfware-miosoft@post.com
executives@sslmailservices.com
felipe.perez@consultant.com
felipeperez@manageriall.com
frances.galloway@aconsulting-axi.com
frank.lewis@abasgav.com
frank.streseman@preciscsltn.com
fusion.analytics_bill@dbzmail.com
fusion.analytics_consultpro6@dbzmail.com
fusionanalytics_now@dbzmail.com
fusion-analyticspro001@dbzmail.com
gamboa@plan-wellesleyglobal.com
gary.davis@consultantteneo.net
gcaquias978@consultant.com
gcaquias@consultant.com
gcartier@?7badvisors.com
g.dunston@consultant.com
george.hebert@teneoconsulting.net
george.viars@pac-consultants.net

george.viger@consultant.com
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gilbert-dunston@execs.com
gilbert.dunston@execs.com
gilbertdunston@execs.com
gina@vistageglobal.info
glenda.caquias@consultant.com
graham.vance@bridgeanalyticsolutions.com
greg.viger@presc-consultant.net
grundiazi@virgilio.it
harold.henderson@blueprint-exp.net
heatherguldy@execs.com
helloezra@techie.com
hub.axiom01@nycmail.com
hunter.jenkins@teneoconsulting.net
hunter.taylor@pac-consult.com
hunter.taylor@teneoconsulting.net
info@abasgav.com
internet@spectirum.com
internet@ssbcglobal.org
jachill@consultant.com
jacob.abernathy@teneoconsulting.net
jacob.hill@aoiconsult.net
jake.cunningham@teneo-consulting.net
james.andrini@bridgeanalyticsolutions.com
james.speckhart@brdgwateranalytics.com
jamie@dannyandnicole.com
jamiemccarthy@consultant.com

jane@excoleadershipgroup.info

Page 9 of 19

Webmail

Webmail

Webmail

Attacker Controlled
Webmail

Attacker Controlled
Attacker Controlled
Webmail

Attacker Controlled
Webmail

Webmail

Webmail

Attacker Controlled
Attacker Controlled
Attacker Controlled
Attacker Controlled
Attacker Controlled
Attacker Controlled
Webmail

Attacker Controlled
Attacker Controlled
Attacker Controlled
Attacker Controlled
Attacker Controlled
Compromised
Webmail

Attacker Controlled



https://www.fortra.com /resources/guides/scripted-sparrow-prolific-bec-threat-group

jane@novuscoach.info
jane@pacificplacement.com
jarrett.bolsen@brdgwateranalytics.com
jasmine_d@execs.com
jasonhasty@consultant.com
jason.m.hasty@consultant.com
jeff.ramsey@consultantteneo.net
jeff.ramsey@presc-consultant.net
jeff.rodriguez@the-tconsulting.com
jennifer.daniels@coaching-execs.com
jensen.wright@10gconsult.net
jeremy.cottingim@teneo-strategy.com
jeremy.karp@coachingcsuites.com
jermaine.jones@brdgsltn.com
jett.wright@10g-consulting.net
jim.speckhart@prcecslt.com
jlora536@consultant.com
joanne-thomson@execs.com
joanne.thomson@execs.com
joe.duckworth@post.com
john.borst@presc-consultant.net

johnchance@execs.com

john.cunningham@teneo-consulting.net

john.evans@consultantteneo.net
john.felder@canvasleadership.net
john_landolfe@consultant.com

johnlandolfe@consultant.com
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jorge.zorilla@consultant.com
joselyn_izquierdo@consultant.com
joselynizquierdo@consultant.com
joselyn__izquierdo@contractor.net
joselyn.izquierdo@execs.com
joselynizquierdo@execs.com
joseph.daniela@consultants-bru.net
joshua.connors@teneo-consulting.net
j-thompson@consultant.com
julie.brimley@coachingmomentsrva.info
justin.faith@consultantteneo.net
karen@excoleadership.info
karly.wieser@billing-g100network.com
kasey.dang@consultant.com
keith.diaz@lrcs.consulting
kelvin.wolfred@jc-clubconsult.com
kenneth.brobston@brdgwater-analytics.net
kenneth.brobston@post.com
kenneth.murray@brdgwateranalytics.com
kenneth.porter@consultant.com
kernphilip43@gmail.com
kevin.sander@post.com
kevin.slaugther@preciscsltn.com
kevin-smith@consultant.com
kimaburton@consultant.com
kiya.turner@consultant.com

kumagai-m@midorisekkei.co.jp
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kurt.jackson@consultant.com
lamar.jones@consultant.com
larryrods@execs.com
latoya.adams@consultant.com
lauren@ellseycreative.com.au
leah.jenkins@novusglobal-coach.info
l.geubelle@g100chiefexecutives.com
lgeubelle@g100network.org
l.geubelle@receivable-g100ceo.com
lisa@thegrowth-coach.info
liveauth.crestline02@nycmail.com
liveauth.crestline03@nycmail.com
liveauth.crestline04@nycmail.com
liveauth.crestlineO5@nycmail.com
liveauth.crestline2@nycmail.com
lori@careermp.info

lucy.izzard@merilly.my

lynette.oleary@pinnacleglobalnetwork.info

maddox.pollack@teneo-consultants.net
mail@corpsiclouddesk.com
mails@repviadeskbound.com
mailsresearchteq@mail2one.com
mamick@kitchenkraftinc.com
manager_crestlineO3@techie.com
marketingkomtal@gmail.com
mark.scott@bridgewateradvisory.net

marlene.ramirez@consultant.com
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marleneramirez@consultant.com
marlene.ramirez@contractor.net
marleneramirez(@contractor.net
marlene.ramirez@execs.com
marleneramirez@execs.com
marleneramirez@manageriall.com
mary.b@consultant.com
marybeth.sprows@g100ceos.app
matthew.eddins@preciscsltn.com
matthew.hogg@bridgeanalyticsolutions.com
matthew.pollack@consulting-teneo.com
matthew.stanton@consultant.com
maurice@mccannestatesltd.co.uk
maverick.bergmann@teneo-consultant.com
mccarthy-jamie@consultant.com
melissa.camacho@bridgewateradvisory.net
melissa.hall@vistagepayments.info
melissa.hall@vistage.ws
merilyn_stjeor@counsellor.com
michael.meyer@bridgeanalyticsolutions.com
michael.shimley@bridgewateradvisory.net
michael.turner@bridgeanalyticsolutions.com
michael.wright@bridgeanalyticsolutions.com
mike.benetatos@consultantteneo.net
mike.bledsoe@consultant.com
mike.crosland@abasgav.com

mike.lewis@brdgsltn.com
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mike.mckinney@consultantcsr.com
m@mail-11.com
montrese.ross@consultant.com
montrese.ross@execs.com
mxs.receipts@consultant.com
mytxt_infOteq@mail2one.com
nathan.shah@pac-consulting.net
nathan.smith@novus-global.ws
nathan.smith@novus-worldwide.com
nicholas.bennett@Ilr-consult.net
nicholas.poindexter@bridgeanalyticsolutions.com
nicholas.ryan@abasgav.com
nicholas.scott@brdgwateranalytics.com
nicholas.scott@bridgeanalyticsolutions.com
nicole.dubay@vistage-worldwide.ws
nina.benedict@?7badvisors.com
nortonrosefulbright-zelispayments@consultant.com
n.penn@pennlegends.com
nyamada@biznetvigator.com
office@azurepmail.com
office@azureprivatemail.com
office.capstonel@nycmail.com
office.capstone2@nycmail.com
office.capstone3@nycmail.com
office.capstone8@nycmail.com
office@ltsmails.com

office@prvtemails.com
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official@mosmails.com
operalante@virgilio.it
pamela.curtis@consultant.com
pamela@talentmagnet-usa.info
pariveda.analytics@consultant.com
pariveda.billing1 @consultant.com
pariveda.clients@consultant.com
pariveda.consultingfirm@consultant.com
pariveda.financehg@consultant.com
pariveda.financial@consultant.com
pariveda.financialdesk@consultant.com
pariveda.management@consultant.com
pariveda.receipt@consultant.com
pariveda.receipts@consultant.com
pariveda.receivable@consultant.com
pariveda.receivables@consultant.com
pariveda.solution@consultant.com
pariveda.solutionhub@consultant.com
pariveda.solutions@consultant.com
pariveda.teamdepts@consultant.com
pariveda.treasury@consultant.com
patriciastaats@iname.com
patrick.fields@consultant.com
patrick.jackson@Irs-consult.com
patrick.peterson@corpsiclouddesk.com
patrickrey989@consultant.com

patrick.sugimoto@consultant.com
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paulmckiel@chksascs.com Attacker Controlled
paul.steede@presc-consultant.net Attacker Controlled
payables@consultantfirm.us Attacker Controlled
payables@rxglobal.com Compromised
peter.bridgman@sagefoxcsg.com Attacker Controlled
peter.carrington@bridgeanalyticsolutions.com Attacker Controlled
peter.carrington@bridgewateradvisory.net Attacker Controlled
peter.debroeck@consultantteneo.net Attacker Controlled
peter.lerma@consultant.com Webmail
peter.scott@bridgewateradvisory.net Attacker Controlled
peter.searls@brdgwateranalytics.com Attacker Controlled
peter.walker@brdgwateranalytics.com Attacker Controlled

philipp.hensler@merilly.my

philipp.hensler@ooointr.com
pilotcons@worldonline.co.za
ppierce@rhrinternational.info

ppierce@rhrinternationalllp.com

Attacker Controlled
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Webmail
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prey@consultant.com Webmail
pulse.capstone2@nycmail.com Webmail
pulse.capstone4@nycmail.com Webmail
pulse.capstone5@nycmail.com Webmail
pulse.capstone6@nycmail.com Webmail
pulse.capstone7@nycmail.com Webmail
pulse.capstone8@nycmail.com Webmail
qunette_byes@execs.com Webmail

randall.kise@consult-teneo.com

randjones@execs.com
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raven.chavez@teneo-consultants.net
ravi.khatod@corpsiclouddesk.com
remittances@usa.com
rep.crestline6@nycmail.com
rex_moore@execs.com
rex-moore@execs.com
rexmoore(@execs.com
rex__moore@outlook.com
rob.bledsoe@aconsulting-axi.com
rob.bledsoe@consultant.com
ryan.speckhart@post.com
sabrina.whisenant@consultant.com
sgl-mail@consultant.com
shaw.mckneely@teneoconsulting.net
shelllygordon@outlook.com
shimley.alan@brdgwateranalytics.com
shimley.vance@abasgav.com
shimley.wolfenbarger@bridgewateradvisory.net
siobhan.edmunds@axiom-consultation.com
slc.global@consultant.com
slcreceivables@consultant.com
sraymond771@consultant.com
stacychance@consultant.com
stanjurjens019@consultant.com
stan.jurjens@consultant.com
stblaw-zelispayments@consultant.com

stellastellinaSo@virgilio.it
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Webmail

Webmail

Webmail

Webmail

Webmail

Webmail
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sterling.pratt@consult-teneos.com
sterling.spisak@teneo-consultingllc.net
steved@novusglobal.info
steven.garcia@Ileadershiprcs.com
steve.torres@preciscsltn.com

steve.woldt@pacstrategyanalytics.net

szymon.mroz@czerniecin.onmicrosoft.com

t.allennshanji@gmail.com
tamous.willis@jc-clubconsult.com
team.aetherl@nycmail.com
teneo.controller@adexec.com
teresa.m@consultant.com
teresa_ortega@consultant.com
teresa-ortega@consultant.com
teresa.ortega@execs.com
thomas.buzzelli@execs.com
thomas.henning@e-gv.com
thomas.juanita@consultants-bru.net
thomas.taylor@Ileadershiprconsult.net
tiffani.j@consultant.com
timothybelton@consultant.com
timothy.belton@outlook.com
tom.jones@preciscsltn.com
tom@jtomconsulting.com
toniasherrard@csaffety.com
tyler.robinson@pac-analyticstrategy.net

tyrhondae@execs.com
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ulrich.brock@posteo.de Webmail
vicente.robles@aioconsult.net Attacker Controlled
vincent.hayes@consult-teneos.com Attacker Controlled
visionarysolutions.ar@consultant.com Webmail
vistageworldwide@consultant.com Webmail
wade.mckneely@pac-consulting.net Attacker Controlled
walter.godwin@teneostrategy.net Attacker Controlled
wilson.slate@teneo-strategy.com Attacker Controlled
w.ohmstede@invoice-vistage.com Attacker Controlled
work02@biznetvigator.com Webmail
yancey.e@consultant.com Webmail
yanceyellen@consultant.com Webmail
ztomita@nifty.com Webmail

Source: https://www.fortra.com/resources/guides/scripted-sparrow-prolific-bec-threat-group

Page 19 of 19



