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Introduction

LAPSUSS$, Scattered Spider, and ShinyHunters are three of the most notorious English-speaking cybercrime
groups operating today. While each group has its own distinct origins and operational history, recent developments

(especially since 2023 to 2025) reveal significant connections, tactical overlaps, and even direct collaboration.

These connections are evident in their shared proclivity for social engineering, overlapping membership, joint
public channels, and coordinated attacks on high-profile targets. The lines between these groups have become
increasingly blurred, with cybersecurity researchers and law enforcement now viewing them as part of a loosely

connected and highly adaptive cybercrime ecosystem.

Irrespective of individual attack attribution, these groups have revealed to the world the alarming cyber-insecurity
of major Fortune 100 corporations and government agencies, particularly considering that social engineering-

based attacks have remained their primary method of gaining access to target networks.

The attack vectors and exploitation techniques used by the actors were not particularly sophisticated; instead, they
were well-organized and coordinated, exploiting both human weaknesses and technological misconfigurations.
These actors rely on social engineering techniques, often impersonating employees or contractors to deceive IT

help desks into granting them access.

In this report, Resecurity has prepared a summary of the activity associated with these actors, based on human

intelligence (HUMINT) and collaboration with incident response teams from the affected victim organizations.

Resecurity does not believe that the group's recent announcement of ceasing operations is sincere. On the contrary,
our team has become aware of multiple previously undisclosed victims who are currently being extorted privately.
The group has likely decided to operate discreetly after establishing substantial credibility and a proven track
record of successful hacks and large-scale data breaches. As such, the group can now leverage its commanding
reputation to coerce victim payments without having to immediately engage the media to help amplify its ransom

threats.
Documented Connections and Collaboration
A. Joint Operations and Public Collaboration

In August 2025, a Telegram channel explicitly combined the brands and apparent memberships of Scattered

Spider, LAPSUSS$, and ShinyHunters. T

his channel was used to coordinate threats, tease data leaks, and market a new Ransomware-as-a-Service (RaaS)

offering dubbed “shinysp1d3r.” Security researchers described the channel as "chaotic," and it was eventually
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banned by Telegram

ShinyHunters confirmed that Scattered Spider provided initial access to targets, while the former handled data
exfiltration and dumps. LAPSUS$ members were also active participants in this alliance, with all three groups

working together on high-profile campaigns, such as the Salesforce and Snowflake breaches.

On September 12, the FBI released a FLASH alert on the targeting of Salesforce platforms by the cybercriminal
groups UNC6040 and UNC6395, which are responsible for a surge in data theft and extortion attempts. If this
attack method is not entirely new, Resecurity has documented several Fortune 100 companies that received

extortion emails bearing signatures and verified contact details of the ShinyHunters threat group.

Despite the group's “retirement” announcement, it is doubtful that threat actors will stop their operations. Such
'exits' have occurred before, providing hacker collectives time to regroup and reemerge later under different

names. The notorious Russian ransomware gang Conti is a prime example of this exit cover.
B. Association with "The Com" Collective
LAPSUS$

, ShinyHunters, and Scattered Spider are linked to 'The Com,' a predominantly English-speaking cybercriminal
ecosystem. This loosely organized network operates more as a cybercrime youth movement, encompassing a

broad and constantly shifting range of actors, mainly teens and 20somethings.

Some of the announcements related to successful data breaches by the actors were published at the associated

Telegram channel known as "The Comm Leaks". The amplification of the trio’s malicious campaigns via official

Com channels suggests at least some level of shared ideology, membership, resources, or possible operational

coordination. The FBI issued a Public Service Announcement (PSA) warning about the risks associated with

joining such movements.

~.

Y Public Service Announcement (g

Alert Number: 1-072325-PSA
July 23, 2025

Hacker Com: Cyber Criminal Subset of The Community (Com) is a
Rising Threat to Youth Online
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The Com is a primarily English-speaking, international, online ecosystem comprised of multiple interconnected
networks whose members, many of whom are minors, engage in a variety of cyber-enabled crimes. Members of
Hacker Com typically have a shared interest, ideology, or goal and work together, adding others to the group and

splintering when necessary to achieve their objectives.

In fact, there are several groups associated with "The Com" movement. Some of them are advertised via "Com
Advertising" and "Combosses" channels. They are indirectly linked to key actors responsible for network

intrusions and hacking activities, thereby promoting the ideology in general.
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2. Overlaps in Tactics, Techniques, and Procedures (TTPs)
A. Social Engineering and Phishing

All three groups are renowned for their advanced social engineering capabilities, including vishing (voice
phishing), phishing, and impersonation of IT staff to trick employees into granting them access or installing
malware. Both LAPSUSS$ and Scattered Spider are known for help desk impersonation and credential theft,
while ShinyHunters has recently adopted similar vishing tactics, especially in attacks on Salesforce

environments.
B. MFA Bypass and SIM Swapping
L

APSUSS pioneered the use of SIM swapping and MFA bombing (push fatigue) to bypass multi-factor

authentication (MFA), techniques now widely used by Scattered Spider and, to a lesser extent, ShinyHunters

C. Data Theft, Extortion, and Publicity
A

11 three groups focus on stealing large volumes of data and extorting victims by threatening to leak it. Their

extortion tactics often involve public shaming, leak sites, and direct communication with victims
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T

he collective has recently gamified data leaks, using public polls to decide which victim's data to release next,

maximizing psychological impact and publicity

D. Target Selection and Attack Vectors

The groups have jointly targeted organizations in the financial services, technology, retail, and airline sectors,
including Qantas, Allianz Life, LVMH, Adidas, Google, and more.

Their campaigns are characterized by rapid adaptation and creative use of cloud service vulnerabilities, especially

in VMware hypervisor environments like VMware ESXi and SaaS platforms like Salesforce and Snowflake.
3. Overlaps in Membership and Ecosystem Fluidity

The level of coordination and blending of tactics among the three groups strongly suggests at least some
operational overlap or shared resources. Security researchers have described the alliance as a "cybercrime

supergroup," indicating a possible pooling of talent and infrastructure.

The cybercrime ecosystem is increasingly fluid, with tactics, tools, and even members moving between groups,

making attribution and group boundaries less distinct.
4. Recent Developments (2023-2025)

The partnership between Scattered Spider and ShinyHunters was first teased in the Fall of 2024, but has become
especially prominent in 2025, with a marked increase in the scale and impact of their attacks. Recently, these

attacks include coordinated phishing and extortion campaigns targeting Salesforce and major global brands.

While the groups’ joint branding and shared Telegram channels first surfaced a year ago, their high-profile
reemergence in 2025 show signs of significant escalation, indicating that these groups are not only aware of each

other but are likely actively collaborating or at least coordinating their public-facing activities.

Security advisories in 2025 have highlighted the convergence of tactics among these groups, warning that the lines

between data theft, extortion, and ransomware are increasingly blurred.

Cyberattacks on Airlines

Airlines are frequently targeted by cyberattacks, resulting in operational disruptions, flight cancellations, data
breaches, and financial losses. Recent incidents include Scattered Spider's ransomware attacks on major global
carriers like WestJet, Hawaiian, and Qantas in mid-2025, the 2024 Port of Seattle attack impacting airport
services, and a 2024 Russia-focused attack on Aeroflot by pro-Ukraine hackers. These attacks exploit

vulnerabilities in aging IT systems and aim to steal passenger data or disrupt operations.

In July 2025, the cybercrime group ShinyHunters claimed responsibility for a data breach at Qantas that

compromised the personal information of nearly 6 million customers. The attack was part of a larger campaign
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targeting Salesforce users through voice-phishing, or "vishing," to steal data for extortion. The breach involved a

third-party customer service platform used by a Qantas call center.

Example of extortion email received by Qantas:

From: fulciracomp1975 <tulciracomp1975@ proton.me>

Sent:

To:

Subject: [CRITICAL - REPLY] Qantas Airways Limited Databreach/Cyberattack

This Message Is From an Untrusted Sender

This email originated from outside of the organisation and you have not previously comesponded with this sender. Do not
click on links or open attachments unless you recognise the sender and know the content is safe. f you are unable to werify
this email is legilimate, please report it using the “Report Phish’ buttan.

Hello, we are || | N NNEIIN

We're contacting you to inform you that we're the collective that's behind the Qantas Airways Limited
{gantas.com) databreach, one of the biggest in Australia's history, close in the rankings of the Optus,
Medibank and Latitude hacks.

Total Record Counts:

We possess:
- Full Name
- Email Addresses
- Phone Number
- Dates of Birth
- Frequent Flyer Numbers

And much more.

We will provide large samples of the data below.

Exposed Data:

Typical of ransomware tactics, the actors shared a substantial dump of stolen records as proof of a successful data
breach. At that time, the company did not disclose the receipt of an extortion email transparently and only

announced the data breach after a significant delay.
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Subject: [CRITICAL - REPLY] Qantas Airways Limited Databreach/Cyberattack

Hetlo, we are I
We're contacting you to inform you that Qantas Airways Limited (qantas.com) has suffered a massive databreach. | NG

Total Record Counts:

=
@
T
a
o
@
@
o
L]

- Full Name

- Email Addresses

- Phone Number

- Dates of Birth

- Frequent Flyer Numbers

And much more.

We will provide large samples of the data below,

Exposed Data:

These groups also collaborate with other cybercrime actors, including initial access brokers (IABs). For example,
in one of the posts shared by the hacking collective, they mentioned a member outside of their community

offering access to an EU-based airline on the Dark Web.

A concerning note: Resecurity has observed similar access postings listed for nearly every airline and airport
authority around the world. These accounts make these organizations vulnerable to similar attacks at the date and
time of the attacker’s choosing. Threat actors may combine a variety of methods to acquire compromised data, as
well as access credentials for further development toward a complete data breach - potentially requiring the
acquisition of infostealer logs, VPN access, and exposed tokens (non-human identities) available for sale on

underground marketplaces.
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Hawaiian Airlines and Canada’s WestJet confirmed that they were still assessing the fallout from recent
cyberattacks, though the airlines did not name the perpetrators. WestJet said in a June 18 statement that it has
made significant progress in safeguarding its digital environment and supporting the specialized teams working to
resolve the cyber incident that began on June 13, 2025. “As soon as a cybersecurity incident was identified, we
took immediate action, including but not limited to launching an investigation, engaging world-class third-party
cyber security experts and forensic specialists, and notifying our people and guests of our ongoing efforts.”
Hawaiian Airlines said in its latest cybersecurity update on June 26 that it “is continuing to address a cybersecurity
event that has affected some of our IT systems. We continue to operate our full flight schedule safely, and guest
travel is not impacted. As we navigate the ongoing event, we remain in contact with the appropriate experts and
federal authorities. We will provide updates as more information is available.” More victims in the aviation

industry could come forward, sources briefed on the investigation said.
Cyberattacks on Retailers

Starting in April, a campaign linked to Scattered Spider threat actors and the DragonForce ransomware gang has
also targeted multiple retailers across the United Kingdom, including Marks & Spencer, Co-op, and Harrods.

Victoria's Secret experienced a significant security incident in late May 2025, forcing the company to take its U.S.
e-commerce site offline for several days. The incident also disrupted corporate systems, leading to a postponement
of the company's first-quarter earnings report. While the full scope of the breach is still under investigation by
third-party experts, and the company has not confirmed if customer data was compromised, the disruption is

expected to impact the company's second-quarter operating income by an estimated $10 million.
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This security incident follows a series of attacks targeting other fashion companies in recent weeks, including
French luxury fashion brands Cartier and Dior. German sportswear giant Adidas was also breached last month,

with the threat actors stealing some of its customers' data after hacking into a customer service provider’s system.

Resecurity acquired artifacts confirming unauthorized access shared via Telegram channel

("sctt3rd"), demonstrating an internal dashboard of the retailer.
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Back in 2021, ShinyHunters claimed to have breached AT&T and put the alleged stolen data up for sale for $1
million. Fast forward three years, and another threat actor, calling themselves MajorNelson, leaked what they said
was the same data. However, AT&T denies (both in 2021 and in 2024) that the data came from its systems, telling

BleepingComputer that it saw no evidence of a breach.
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However, in March 2024, AT&T confirmed that data leaked from the 2021 breach they previously denied was
indeed theirs, acknowledging that it affected approximately 73 million current and former customers. This

admission marked a significant reversal from the company’s initial position.

A separate cyberattack transpired in April 2024 after hackers John Eric Binns and Connor “Judische” Moucka
allegedly exploited security flaws in Snowflake, a cloud data warehouse provider. This supply-chain attack
affected over 165 organizations, with AT&T among the victims. The Snowflake-related breach exposed call and
text metadata for nearly 110 million AT&T customers between May 1, 2022, and October 31, 2022, along with
some records from January 2, 2023. Notably, this breach involved call logs and interaction data but did not contain

personally identifiable information (PII) like Social Security Numbers (SSNs).

Reports indicate that AT&T paid Binns and Moucka a ransom of approximately $370,000 in Bitcoin to have the
Snowflake-related stolen data deleted. Moucka, also known as ‘Waifu’ and ‘scarlet the meow cat,’ also
frequently posted in a since-deleted Telegram channel that was active in the Fall of 2024 called

“lapsus$hiny$catteredwizard$pider."

Page 9 of 33


https://insight.scmagazineuk.com/att-breach-potentially-linked-to-snowflake-incident

https://www.resecurity.com /blog/article/trinity-of-chaos-the-lapsus-shinyhunters-and-scattered-spider-alliance-embarks-on-global-cybercrime-spree

24334 Iapsus$hiny?;_ajt?rﬁdwizard$pider

Brandan lukus Apple, | became
893839402134 cellular mate number
3 on block 51 in the gulag 51st on
0'block o

That was my new name for the next
580 years, until | broke out

the behavioral and stylometric analysis
dept. of the FBI cannot handle me bc
I'm just a meow cat

3

scarlet the meow cat

N2

&> 40 ol hA »

your strategic atlantic porrts are maybe
becoming offline

Page 10 of 33




https://www.resecurity.com /blog/article/trinity-of-chaos-the-lapsus-shinyhunters-and-scattered-spider-alliance-embarks-on-global-cybercrime-spree

As the name of the channel suggests, the collaboration between the three eponymous groups likely commenced
nearly a year before their more recent chaos-themed channel captured the attention of the cyber-threat-intelligence
(CTI) community. Additionally, Moucka’s highly active participation in this channel indicates some level of
connectivity and possible collaboration between the since arrested Snowflake hacker and these threat groups. To
this point, the ShinyHunters group was also associated with this Snowflake campaign, having taken credit for the

major Ticketmaster data breach connected to the same security incident.

Some time ago, the hacking trio mentioned AT&T again and released a screenshot purportedly showing access to
the RSA Token / VPN Management dashboard. The actors sanitized the access details, which makes it impossible
to verify this information independently. However, the fact that they are mentioning the same target again may

indicate continued interest in the telecom sector overall.

S  https//www.e-access.att.com/iamportal-prod/rsauser
@ BRAIN @ AssetLifecycle ManagementS..| = RSA Token / VPN Managem.

File Edit View Favorites Tools Help

\S_) My RSA Dashboard HOME REQUEST TO-DO REPORTS

Welcome to RSA Token / VPN Management

This Portal allows users to request, manage and troubleshoot any RSA Token / VPN related access.

Requests To Do List

Request for RSA/VPN access via any of the Action Items
following request. © No'Access Approvals
Request New Access ® No Access Reviews

Modify Access

Delete Account

View All To-
Bulk Request View All To-Do Items
Request History

The group also mentioned T-Mobile and released a potential access to the JFrog Platform. In fact, this is not the

first time advanced cybercriminals have targeted T-Mobile and have become victims of a cyber-attack.

T-Mobile has been targeted by multiple hacking groups and individuals over the years, with several high-profile

breaches. In the summer of 2021, T-Mobile confirmed a massive data breach that exposed millions of customer
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records. The hacker who took credit for this breach was Moucka’s AT&T collaborator Binns, who was also

arrested in Turkey in 2024.

Binns publicly claimed responsibility for the attack, which led to significant regulatory scrutiny and a $15 million

fine for T-Mobile in 2024. Notably, the hacking conglomerate mentioned Binns in one of their recent Telegram

updates.
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Resecurity has been tracking Binn's activity since August 2021, when he and his associates created the
intelsecrets[.]su websites to harass U.S. government officials and publicize stolen data. Binn and his associates
were using several aliases, including but not limited to "irdev007," "undOxxed," "vOrtex," "IIIIIIIIIIII", "Antonio

Santisteban", "Aslan Aliev," and "Anton Lyshevskiy," falsely claiming to be originally from Minsk, Belarus.
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Location: 48.346156, 12.137772
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Verschiossene Tir
Ventilator

On some of his profiles, Binn also falsely claimed to be from Russia and even created several accounts on
Russian-speaking Dark Web forums and email providers. One such account has been identified by Resecurity,
along with his personal cellphone number registered via a foreign mobile carrier. Possibly, the actor thought that

such measures could improve his OPSEC and complicate further investigation.
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In one of the email messages acquired by Resecurity's HUNTER (HUMINT) team, the actor attempted to contact
the now-deceased John McAfee and accused law enforcement of wrongdoing against him. He also mentioned

several FBI employees and IC members at the intelsecrets[.]su website, threatening them.

Re: Technical details for operation canister

Johnny Bgood <mcafeenomad@gmail.com> Q

este y il Add category

I'm fully aware of this.

On Fri, Jul 19, 2019, 4:11 AM Antonio Santisteban <irdev@list.ru> wrote:
lam:
John Er.in Bi.nns from Karsiyaka, lzmir, TR
DOB 01/30/2000
a US citizen who formerly resided the Mclean, VA and Pittsford, NY
In my case, | was recommended by Paul Joseph Arcangeli and tortured at a black site in Germany after a false accusation of
ISIS affiliation

“Operation Ca.nister”
Technical Details
NOTE: Not an official government document!

Step One: Identification of a target
A target is identified through the existing “community watch” network or recommended by someone inside an agency (FBI, DoD,
CIA). The latter can happen after a target has personal relationship problems with an agency worker.

Step Two: Unregistered criminal informants and other community watch members keep an eye on the target. The target's
electronic devices are infected with malware (often through zero-day exploits) and the target is heavily monitored.

The actor attempted to monetize stolen T-Mobile data for $150,000, to be paid in cryptocurrency. Notably, he

agreed to use escrow via RaidForums and provided numerous samples confirming the breach.
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mob-tmo-prepay2016 Nakul Natu 310260629743802 20-
MAY-86 13965016 2086 18,52

The actor also shared a screenshot from a possibly compromised system, showing a successful login dated

September 29, 2015, via SSH. According to him, this access was obtained to penetrate the T-Mobile network.
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The actor shared various internal identifiers, hostnames, and references. He also indicated that the system could be
used by one of the FBI units for lawful interception purposes, and such access would provide extremely extensive

visibility into the activities of mobile carrier customers.
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Resecurity acquired data samples containing consumer details, along with IMSI and other fields, stored in Elastic

data lake.
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Binn's activity demonstrated some of the first episodes in cybercrime history of targeted attacks against law
enforcement and telecommunications companies, and it is likely that the collective has continued to conduct these

attacks at a much more sophisticated level. For example, one year later, other groups like Lapsus$ also claimed

responsibility for breaching T-Mobile's internal systems.

The actors also mentioned Bouygues Telecom, the third oldest mobile network operator in France, after Orange
and SFR, as one of the targeted telecoms. At the beginning of August, Bouygues Telecom, a large French mobile

carrier, disclosed a cyberattack and data breach affecting more than 6 million customer accounts. At that time, no

specific threat actor or group was identified.
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At the same time, the data presumably stolen from Bouygues Telecom began to appear on the Dark Web for sale.
Resecurity has acquired a substantial number of records from several different actors, confirming the involvement
of access brokers during the early stages of the intrusion. As of today, a group calling themselves "J Ransomware"
claimed responsibility for the attack and shared the stolen data in the form of a Torrent file available for download
via their Data Leak Site (DLS) on the TOR network.

d e > C O B sharejtorxyz/torrents/ w @ &

/ torrents

odirectories 23files 1.3 MiB total Stist garid
& NAME | Q search size MODIFIED
Ty
[ atpchaco.com.ar.zip.torrent 34KiB 7/9/2025,9:35:46 AM
[ ausfect.com.au.zip.torrent 96KiB 7/9/2025,10:04:48 AM
[ automobile-mueller.info.zip.torrent 14KiB 7/9/2025,10:09:38 AM
O aym.com.mx.zip.torrent 225KiB. 8/2/2025,1:14:14 PM
[ bouyguestelecom.com.zip.torrent 60KiB
[ brdigital.net.br.zip.torrent 12KiB 7/9/2025,10:15:49 AM
[ cisin.com.zip.torrent 75KiB 7/8/2025,5:21:31 AM
[ dayco.zip.torrent 20Ki8 7/10/2025,2:20:16 AM
[ diffazurfrzip.torrent 244KiB 7/8/2025,6:42:57 AM
[ fecovitazip.torrent 226KiB 7/12/2025, 3:56:59 PM
[ ferretornillos.com.zip.torrent 12KiB. 7/9/2025,10:21:10 AM
[ gimaex.com.zip.torrent 160KiB. 7/28/2025, 10:04:00 AM
O immobilia.hu.zip.torrent 3.0KiB 7/8/2025, 6:43:46 AM
O ta.comvn.zip.torrent 7.5KiB 7/9/2025,11:58:55 AM
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These details may suggest a possible overlap between the activities of the hacking "trio," independent access
brokers, and ransomware groups. Given that the cybercrime ecosystem is highly dynamic, actors may collaborate,
exchange, share, and reuse stolen data and access among themselves to identify the most effective monetization

strategies.

Cyberattacks on Law Enforcement

Neither ShinyHunters nor Scattered Spider has a documented history of directly attacking law enforcement
agencies. Contrarily, some new content has started to emerge, although the details remain limited due to the
potential sensitivity of such activities, and that the trio’s recent breach claims are false. Before the group
disappeared from public channels, the hacking trio claimed to have breached various law enforcement agencies,
including the FBI. In their postings, they published data samples and screenshots suggesting a possible

compromise of an account within an undisclosed law enforcement system.
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The actor with the alias UNC6395 shared several text files containing identifiers of various applications and

hostnames referencing the U.S. government.
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It is possible that the group attempted to demonstrate resilience after legal actions were taken against one of their
members by French and U.S. law enforcement authorities.
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The actors also shared screenshots from the so-called NICS E-Check system (National Instant Criminal

Background Check System). Law enforcement and criminal justice agencies use this system to conduct
background checks.
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Similar messages have been directed by the trio toward Italian law enforcement. The actors leaked a possible
report, presumably authored by the police, related to their activities. Resecurity’s dark web data collection has
identified users accessing the NICS system from devices controlled by threat actors, including accessing systems

from infected devices outside the United States.

o 2 Rapporto_Investigativo_Carabinieri_Collaborazione_con_Interpol_e.pdf s~ Q= - @ x

@?. Legione Carabinieri “Marche”

) Comando Provinciale di. Ancona
Réparto Oper

N

Nucleo Investigativo
o 1" Sez aggiomamento o 08.25.2025

IL COMANDANTE

In the trio’s last posts before their farewell announcement, the group also claimed to have breached sensitive law
enforcement data-sharing portals belonging to the UK’s National Crime Agency, responsible for a string of

successful arrests targeting Scattered Spider members, and Google.

The trio also shared a screenshot from the Law Enforcement Notification System (LENS). This web-based system
provides local law enforcement with information on federal offenders currently under supervision by the U.S.
Courts. As with the NICS system mentioned above, Resecurity’s dark web data collection has found users
accessing the LENS system from devices under threat actor control, including from infected devices outside the
United States.
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Cyberattacks on Salesforce

Most recently, ShinyHunters and their collaborators have made headlines for actively targeted Salesforce
environments in a series of high-profile cyberattacks throughout 2025. These attacks involved sophisticated social
engineering, vishing, and OAuth token abuse to compromise Salesforce accounts and exfiltrate large volumes of

data from numerous blue chip companies.

The group exploited OAuth tokens to access Salesforce environments, enabling them to steal massive amounts of
data from hundreds of organizations. ShinyHunters claimed to have stolen over 1.5 billion Salesforce records
from 760 companies by compromising OAuth tokens associated with Salesloft and Drift integrations. This

allowed the group to access and exfiltrate customer relationship management (CRM) data at scale.
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Recently, a widespread attack involving unauthorized access to
salesforce records through the Drift (Salesloft) application has been
publicly reported. On August 23, 2025, Salesforce notified JFrog of
potential suspicious unauthorized access originating from the
Drift-Salesforce connector.
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The actors shared multiple dumps and outputs demonstrating the exploitation of vulnerable instances belonging to
major Fortune 100 companies worldwide. Notably, the complete data has not been publicly released; only

fragments and screenshots have been shared as proof. The actors are concealing the full extent of the compromise,

which involves a massive volume of stolen data.

Example of a compromised Salesforce instance:
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The issue affected over 20 companies, including cybersecurity vendors:

TheCommNews

@ salesloft Drift OAuth Breach Hits Major Tech Firms

In a major supply chain attack, threat group UNC6395 exploited
compromised OAuth tokens from the Salesloft Drift-Salesforce
integration, bypassing MFA and exfiltrating sensitive Salesforce
data — including support cases, business contacts, AWS keys, and
Snowflake tokens.

Logs were reportedly deleted to hide the intrusion. So far, over 20
companies have been confirmed as victims, including

# Palo Alto Networks
# Tenable

# Cloudflare

@ Cyberark

@ Zscaler

@ Proofpoint

@ Rubrik

@ BeyondTrust
@ Fastly

@ Dynatrace

@ Qualys

# Nutanix

@ Elastic

# Sigma Computing
@ Esker

@ workiva

@ Cato Networks
& JFrog

@ Bugcrowd

@ Heap

@ Megaport

% Tanium

& PagerDuty

@ SpyCloud

e

( o Track updates here: [driftbreach.com](https://driftbreach.com)

1. Expect the list to grow as the investigation continues.
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Attack on Jaguar Land Rover (JLR)

Jaguar Land Rover (JLR) has been the target of several significant cyberattacks in 2025. The most recent attack
discovered on August 31— a breach of historically catastrophic proportions— has been credibly attributed to the

threat actor trio of Scattered Spider (also known as Octo Tempest/UNC3944), ShinyHunters, and LapsusS$.
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There is no indication this breach, which has shut down JLR’s global production line for over the last three weeks
and threatens a major auto industry supply-chain disaster, is linked to the broader Salesforce campaign. In fact,
intelligence collected by Resecurity suggests this attack is part of a unique exploit campaign that has no links to

the Salesforce supply-chain saga.

d « C o8 jlr.com w

e

&
E}@

Company~  Brandsv  Investors v ] R Results Centre~  People~  Newsw

STATEMENT ON CYBER INCIDENT

Since we became aware of the cyber incident, we have been working around the clock
alongside third-party cybersecurity specialists, to restart our global applications in a
controlled and safe manner.

As aresult of our ongoing investigation, we now believe that some data has been affected
and we are informing the relevant regulators. Our forensic investigation continues at pace and
‘we will contact anyone as appropriate if we find that their data has been impacted.

We are very sorry for the continued disruption this incident is causing and we will continue to

update as the investigation progresses.

Notably, a separate earlier breach in March 2025 was attributed to the HELLCAT ransomware group, which
counts an actor known as "Rey" from Raidforums as a leading member. Rey, reportedly relied on infostealer
harvesting to steal Jira credentials from an LG Electronics employee (siphoned by Lumma malware). Jira is a

widely used software development collaboration tool that helps engineers manage projects and track issues.

Infostealers are a type of malware designed to harvest sensitive information from infected devices covertly. This
includes login credentials, session cookies, browser-stored passwords, and other authentication data. Once
exfiltrated, this information is sold on cybercrime marketplaces or used directly by attackers to access high-value
platforms like Salesforce. Ordinary infostealer families used in enterprise attacks include Azorult, Lumma,

RedLine, Raccoon, and Vidar.

Infostealers harvest not only usernames and passwords, but also active session cookies. Attackers use these to
hijack authenticated sessions, gaining immediate access to Salesforce without triggering login alerts or MFA
challenges. Attackers also trick users into authorizing malicious “Connected Apps” in Salesforce, which can
generate long-lived OAuth tokens. These tokens grant persistent access to Salesforce data, often bypassing MFA

and other controls.
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Rey exfiltrated gigabytes of data from JLR, including Jira issues, source code, employee databases, usernames,
emails, and dev logs, which were then leaked on forums to facilitate phishing and lateral attacks. Notably, an
account with the same alias was present in the member list of the chaos-themed Telegram channel created by the
hacking trio. However, there is no conclusive evidence these personas belong to the same actor. Shortly after
Rey’s March 2025 posting, hacker "APTS" dumped 350GB more using 2021 creds.

Page 27 of 33



https://www.resecurity.com /blog/article/trinity-of-chaos-the-lapsus-shinyhunters-and-scattered-spider-alliance-embarks-on-global-cybercrime-spree

Jaguarlandrover Jira 2025/Jan
by APTS - Friday March 14, 2025 at 08:02 AM
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password: of
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There is no evidence that Rey, Knox, APTS, or the broader HELLCAT collective were involved in the more
recent and disastrous September attack. JLR has confirmed the September 2025 cyberattack, stating it caused

severe operational disruption and resulted in confirmed data theft.

Notably, right before this string of JLR-related leaks, Rey published data from an unnamed government system,

presumably related to Florida.

DATABASE FL Department of State - Leaked, Download!

FL Department of State - Leaked, Download!

Rey

Hidden Content

Circling back to JLR, Wired reported that the automaker may be “losing up to £50 million ($67 million) per week
in the shutdown.” Additionally, Wired said that, as the production shutdown stretches out until at least the
beginning of October, “the knock-on impacts are being felt at the hundreds of companies that supply JLR with

parts and materials and risk turning the attack into a full-blown crisis.”

While JLR has not publicly named the threat actors, the claims and evidence from Scattered Spider,
ShinyHunters, and their collaborators are widely accepted by the cybersecurity community and media as

credible. This attack caused severe operational disruption and a confirmed data breach.

The actors shared several samples of stolen data without providing exact timestamps or sources. As suggested by

independent cybersecurity experts, the data could be stolen at a different time and reused as a result of the
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previous successful breach.
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The ransomware attack on JLR further highlights the risks associated with IT/OT convergence in the automotive
sector and across the broader manufacturing industry. “While it is unclear which specific JLR systems have been
impacted by the hackers and what systems JLR took offline proactively, many were likely taken offline to stop the

attack from getting worse,” according to Wired.

As of September 1, 2025, systems across JLR’s global production centers were offline, disrupting assembly,
logistics, retail operations, and supplier contracts. This has left completed cars undelivered. In JLR's latest cyber-

incident update, dated September 23, they said the production shutdown will persist until October 1 at the earliest.
New Forum - New Breach

In late August 2025, a new underground forum called "Breachsta.rs" emerged on the Dark Web.
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A registered account named "ShinyHunters" was identified there. However, it remains uncertain whether this
account belongs to the actual threat actors or if someone is reusing their "brand." In one of the latest posts, threat
actors claimed to have exfiltrated over 160 million records from the National Credit Information Center (CIC) of

Vietnam. Resecurity covered these events in a separate threat intelligence report. This is a staggering number,

considering Vietnam’s population is under 102 million, which suggests that the dataset includes historical records

and possibly multiple entries per individual.

d « [¢] O & breachstars,

BREACHSTARS 3 Databases ¢y Upgrade O Credits (D) Rules I Changelog signin  |'Signup

[FULL VN COUNTRY] Credit Institute of Vietnam 2025 160M+

By ShinyHunters in €

ShinyHunters

Bjorka

Bjorka

panic

Page 30 of 33


https://www.resecurity.com/blog/article/shinyhunters-attacked-vietnams-financial-system-cic-data-leak
https://www.resecurity.com/blog/article/shinyhunters-attacked-vietnams-financial-system-cic-data-leak

https://www.resecurity.com /blog/article/trinity-of-chaos-the-lapsus-shinyhunters-and-scattered-spider-alliance-embarks-on-global-cybercrime-spree

Notably, other actors on the forum are offering stolen access credentials to Salesforce, which will serve as one of

the main catalysts for further successful cyberattacks.
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Time to Say Goodbye?

Law enforcement and cybersecurity agencies have begun to mention LAPSUS$, ShinyHunters, and Scattered
Spider together in briefings and advisories, reflecting the growing perception of overlap and possible joint
operations among these groups. The groups’ ability to rapidly adapt and escalate their attacks has made them a top
concern for both private sector security teams and law enforcement. The boundaries between LAPSUSS,
Scattered Spider, and ShinyHunters have become increasingly fluid, with evidence of both operational overlap
and tactical convergence. These groups now represent a loosely connected, highly adaptive cybercrime ecosystem,

posing an advanced persistent threat (APT) to large enterprises worldwide.

According to recent reports, the trio announced that they were retiring and ceasing their activities. The groups
stated they had "achieved their goals of exposing weaknesses in digital security". Already, these claims have
proven to be nothing more than performative trolling. On September 18, just days after the gang posted their
retirement announcement, a RAMP forum account credibly believed to be operated by the ShinyHunters leader

claimed credit for a new campaign targeting the financial services sector in the forum chat.
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Resecurity believes that these groups will continue their malicious activities using different names or reorganize
like Conti rather than truly disbanding. Additionally, the groups themselves hinted that future data breach
disclosures involving their names do not necessarily mean they are still active, suggesting some ambiguity in their

retirement.

The text of the "goodbye letter" was published on breachforums|.]Jhn, a domain registered by the actors a few days

before the announcement:

Message x| + v 56 8

« C W 8 nipsibreachforums.hn u% % O ¥ =

Dear World,

We apologize for our silence and the ambiguities of our message, whose sole destinataries did not understand the
profound meaning.

These 72 hours spent in silence have been important for us to speak with our families, our relatives, confirm the
efficiency of our contingency plans and our intents.

They had been hoped for a long time.

As you know, the last weeks have been hectic. Whilst we were diverting you, the FBI, Mandiant, and a few others
by paralyzing Jaguar factories, (superficially) hacking Google 4 times, blowing up Salesforce and CrowdStrike
defences, the final parts of our contingency plans were being activated

You might or might not have realized, but our behaviour evolved recently. When we entered into Google systems,
we decided not to pursue over a certain point. In between others, we willingly left them in wonder of whether
Google's Workspace, Person Finder, GMAIL including legacy branches got dominated

This has been happening more and more, as we decided to progressively abandon some of our tools (Hello,
Tutanota) and our correspondents to their own faith.

Will Kering, Air France, American Airlines, British Airlines, and among many other critical infrastructure face a
databreach? I'd wonder too if | was them, as they know some have yet to receive any demand for ransom - or
anything else.

Are their data currently being exploited, whilst US, UK, AU, and French authorities fill themselves with the illusions
they have gotten the situation under control?

Do they know that we're observing them as they painfully try to upload their HD logos to the BF servers? As they
painfully try to convince judges that they have found, for the second time in a row, the real Hollow? As they
pretend to arrest members of the real dark forces, on the other side of the Mediterranean, whilst protecting their
leaders?

Message x|+ v -8 x

« C M B hipsi/breachforums.hn nw % O ¥ =

Have they not realized we were everywhere?
Vanity is never a victory. Manipulation of opinion is nothing but vanity.
This is why we have decided that silence will now be our strength

You may see our names in new databreach disclosure reports from the tens of other multi billion dollar companies
that have yet to disclose a breach, as well as some governmental agencies, including highly secured ones, that
does not mean we are still active.

Judicial decisions will keep on busy police officers, magistrates and journalists
They will all be dead traces of the past.

We want to share a thought for the eight people that have been raided or arrested in relations to these campaigns,
Scattered Spider and/or ShinyHunters groups since beginning on April 2024 and thereaftert 2025, and especially
to the four who are now in custody in France

We want to expand our regrets to their relatives, and apologise for their sacrifice. Any State needs its scapegoat.
Those carefully selected targets are the last collateral victims of our war on power, and the use of our skills to
humiliate those who have humiliated, predate those who have predated. We have ensure that the investigations
targeting them will progressively fall apart, and that their mild vanity peccati will not inflict on them, long term
consequences.

We have done so by ensuring ourselves enough of our dirty laundry would hint to them, whilst keeping them away
from any serious liability. We've learnt this from the best. This fine, funambulist equilibrium, so few are capable of
reaching. Those techniques are taught every day at Langley.

Itis the last lesson we wanted to share with you. Talent and skill is not everything. Planning and power rule the
world.

We will not try to help anyone anymore, directly or indirectly, to establish their innocence.
We've decided to let go.

Itis now time to offer you what you have been waiting for. The truth.

This is also the first time the hacking "trio" has mentioned the specific team members involved in their activities:
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Our objectives having been fulfilled, it is now time to say goodbye.

IF you worry about us, don't. The most stupid (Yurosh, Intel) will enjoy our golden parachutes with the millions the
group accumulated. Others will keep on studying and improving systems you use in your daily lifes. In silence.

Others finally will just go gentle into that good night.
Thank you to everyone who has watched and stuck around.

Goodbye.

The cached copy of their announcement is available via Wayback Machine.
Significance

In closing, Resecurity has identified new, previously undisclosed attacks carried out by this Trinity of Chaos,
along with reports of new victims receiving extortion emails. This development underscores the urgent need to

accelerate defensive measures and improve employee awareness of such threat actors and their TTPs.

While there is a concern about other actors impersonating the group to carry out malicious activities, the new
attributable operations still pose a significant threat to organizations worldwide. Prompt action and heightened

vigilance are essential to mitigate potential damages from these emerging threats.
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