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 Tool: Spidey Bot

Names Spidey Bot

Category Malware

Type Info stealer, Credential stealer

Description

(Cofense) Spidey Bot is a less common information stealer first seen in 2019. It is designed to
collect stored passwords and other data from a variety of distinct sources within infected

environments. The targeted information can include VPN, internet browsers, email clients,
gaming software, and cryptocurrency.

Information <https://cofense.com/blog/luxury-hotels-remain-target-of-social-engineering-attack/>

Last change to this tool card: 12 October 2023

Download this tool card in JSON format

All groups using tool Spidey Bot

Changed Name Country Observed

APT groups

      ↳ Subgroup: Scattered Spider [Unknown] 2022-Aug 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e50a5bbe-cd91-4b89-9f4d-0e6351da8bb0

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e50a5bbe-cd91-4b89-9f4d-0e6351da8bb0
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