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 Tool: Asacub

Names
Asacub
Trojan-SMS.AndroidOS.Smaps

Category Malware

Type Banking trojan, Backdoor, Info stealer

Description

(Kaspersky) Although Asacub’s capabilities gradually evolved, its network behavior and

method of communication with the command-and-control (C&C) server changed little.
This strongly suggested that the banking Trojans, despite differing in terms of capability,

belong to the same family.

Information
<https://securelist.com/the-rise-of-mobile-banker-asacub/87591/>
<https://securelist.com/the-asacub-trojan-from-spyware-to-banking-malware/73211/>

MITRE ATT&CK <https://attack.mitre.org/software/S0540/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/apk.asacub>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:asacub>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Asacub

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)
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