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The Meltdown and Spectre bugs have generated a lot of media attention, and users have been urged to update their

machines with fixes made available by various vendors.

While some patches have created more issues than they fixed, we came across a particular one targeted at German

users that actually is malware. In fact, German authorities recently warned about phishing emails trying to take

advantage of those infamous bugs.

We identified a recently registered domain that is offering an information page with various links to external
resources about Meltdown and Spectre and how it affects processors. While it appears to come from the German
Federal Office for Information Security (BSI), this SSL-enabled phishing site is not affiliated with any legitimate

or official government entity.

lalla=®] =
/I
/ B BSIFB - Informationen - = X\
& C | @ Secure | hitps//sicherheit-informationstechnik.bid [ AT v g
LEICHTE SPRACHE GEBARDENSPRACHE KONTAKT Suchbegriff p
* Bundesamt
fiir Sicherheit in der BSI FUR BURGER
Informationstechnik

INS INTERNET - MIT SICHERHEIT

Risiken Empfehlungen Digitale Gesellschaft Service

Service

Kritisches Sicherheitsupdate: Spectre
und Meltdown

Prozessoren verschiedener Hersteller weisen gravierende und schwer zu behebende Informationen
Sicherheitslucken auf, wie Sicherheitsforsche von Google Project Zero und der Technischen
Universitat Graz aufgezeigt haben. Die gefundenen Schwachstellen, die als "Spectre" und

Inhaltsverzeichnis

Aktuell

Burger-CERT-Abos

"Meltdown" bezeichnet werden, ermaglichen das Auslesen von sensiblen Speicherinhalten des RS5-Newsfeed
C.ompute_rs. Das Bundesamt flr S_icherhe\t in der Informaticnstechnik rat zwingend dazu das Burger GERT,
Sicherheitsupdate umgehend zu installieren.
Kontakt
' . S » Uber das BSI
Wie konnen Systeme kurzfristig geschiitzt _
Mediathek

Werden? Checklisten und Tipps

- . - Plrmnae

Moreover, the same fraudulent domain has a link to a ZIP archive (Intel-AMD-SecurityPatch-11-01bsi.zip)

containing the so-called patch (Intel-AMD-SecurityPatch-10-1-v1.exe), which really is a piece of malware.
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Updates zum SchlieBen der Liicken:

Das Sicherheitsupdate sollte umgehend auf allen normalen PCs installiert werden. Alle
gangigen Windows Betriebssysteme werden unterstiitzt.

| Microsoft Windows:

Bitte laden Sie sofort das Sicherheitsupdate herunter und installieren Sie dieses:

[Link Zum Herunterladen: Hier]

Die Installation findet im Hi:l’ C\Users\ .0 ownloads\Intel- AMD-SecurityPatch-11-01bsizip\. | = || & |[xZ31]
File Edit View Favorites Tools Help
o
= v o o= X i
Unter Umstinden Kann es vd Add Exract Test Copy Move Delete Info
falschlicherweise ausschlag| 4 & .\ Users WENN\Downloads\Intel- AMD-SecurityPatch-11-0lbsi.ziph -

Liicken

innerhalb der Prozessoren A

das Update Kurzzeitig zu pau Mame Size Packed Size Moedified
Iﬂlntel -AMD-SecurityPatch-10-1-v1 .exe | 246 272 132033 2018-01-1115:59
4| i | 2

(0 ohject(s) selected

Upon running it, users will infect themselves with Smoke Loader, a piece of malware that can retrieve additional
payloads. Post-infection traffic shows the malicious file attempting to connect to various domains and sending

encrypted information:
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Protocol Method Result Host U Body Content-Type

HTTPS GET 200 sicherheitdinformationstechnik.bid /132,253 application,zip

HTTP POST 502 service-consultingavarage.ru [ 512 text/html; char...
HTTP POST 502 |ocalprivat-support.ru [ 512 text/html; char...
HTTP FOST 502 coolwatertd-supportid.ru [ 512 text/html; char...
HTTP POST 502 service-consultingavarage.ru [ 512 text/html; char...
HTTP POST 502 localprivat-suppart.ru [ 512  text/himl; char...
HTTP POST 502 coolwaterdtd-supportid.ru [ 512  text/html; char...
HTTP POST 502 service-consultingavarage.ru [ 512  text/html; char...
HTTP POST 502 localprivat-supportru [ 512  text/html; char...
HTTP POST 502 coolwater{td-supportid.ru [ 512 text/html; char...
HTTP POST 502 service-consultingavarage.ru [ 512 text/html; char...
HTTP FOST 502 |ocalprivat-support.ru [ 512 text/html; char...

A4 Progress Telerik Fiddler Session #97 - http://service-consultingavarage.ru/ EI@
I! Request | ! Response | E Properties |

| Headers | TextView | Syntaxiiew I WebFaorms | HexView | Auth | Cookies | Faw | 150N | XML

POST htip: //service-consultingavarage.ru/ HTTP/1.1

Cache-Control: no-cache

Pragma: no-cache

Ccontent-Type;: j j = = =

User-aAgent: !
Proxy-Connection: Keep-Alive

Content-Length: &3

Host: service-consultingavarage.ru
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| Find... (press Ctrl+Enter to highlight all) || Viewin Notepad

The Subject Alternative Name field within the abused SSL certificate shows other properties associated with the

.bid domain, including one that is a German template for a fake Adobe Flash Player update.
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(Y] Progress Telerik Fiddler Session #1 - http://sicherheit-informationstechnik.bid:443 - O *
Reqguest Response Properties
1 ¥ Respo B

Headers TextView SyntaxView ImageView HexView WebView Auth  Caching Cookies Raw  JSOM XML

Encrypted HTTPS traffic flows through this CONNECT tunnel. HTTPS Decryption is enabled in Fiddler, so decrypted sessions running in this
tunnel will be shown in the Web Sessions list.

Secure Protocol: Tls12

Cipher: Aes128 128bits

Hash Algorithm: Sha?h6 %hits

Key Exchange: ECDHE_RSA ((kae(&) 256bits

== Server Cerfficate s=========
[Subject]
CN=:5ni253413 cloudflaressl.com, OLU=PositiveSSL Multi-Domain, OU=Domain Control Validated

[lssuer]
CN=COMODO ECC Domain Validation Secure Server CA 2, O=COMODO CA Limited, L=5alford, S=Greater Manchester, C=GB

[Serial Mumber]
566223914FD2EBCTCCTDF7DB3ABE2484

[Not Before]|
1/10/2018 4:00:00 PM

[Not After]
T/20/2018 4:59:55 PM

[Thumbprint]
2DAZ587448D568CI6046B8BFF56CE4A43D965127

[Subject At Mames]

sni253413 cloudfaressl com, * bggolook com, * bgsearchgo com, * higmountsurveys online, * checkminfo com,

* convenzionigalilei attervista.org, * de{lashplayer-update download, * dietanadzis.club, * easyweightlosing co, *filesexe fr,

* foundationracing ms, * honestsurveys review, " infodatalookup.com, * lookdataup .com, * lookupalrts com, * lookupint.com, * mototout-
temain fr, *.oxoohin.info, * peoplrecords.com, * searchveri.com, * select.md, * sicherheitinformationstechnik bid, * spilookup com,

* spylookup .com, * storagecontainersmemphistn.com, ° surveyarip space, ° thinnersol.com, * truedatacheck .com, bggolook .com,
bgsearchgo .com, bigmountsurveys onling, checkminfo.com, convenzionigaliei altervista.org, deflashplayer-update download,
dietanadzis.club, easyweightlosing.co, fille-sexe fr, foundationracing ms, honestsurveys review, infodatalookup .com, lookdataup .com,
lookupalts .com, lookupint.com, moto-tout-temrain fr, oxoohin.info, peoplrecords .com, searchveri.com, select md, sicherheit-
informationstechnik bid, spilookup com, spylookup com, storagecontainersmemphistn.com, surveyarip space, thinnersol com,
truedatacheck .com

18:12  624/1,510 |Find... (press Ctrl+Enter to highlight all) | | View in Notepad |E|

We immediately contacted Comodo and CloudFlare to report on this abuse and within minutes the site did not
resolve anymore thanks to CloudFlare’s quick response. Malwarebytes users were already protected at zero-hour

against this malware.

Malwarebytes | PREMIUM

Scan Scan Schedule

Custom Scan Results: 1 of 1 identified item is selected

To quarantine the selected items, click Quarantine Selected. If you don't want to quarantine any of the detected items, click
Cancel. More Informaticn

v Threat Type Name Object Type Location

v CX) Malware Generic.Malware/Suspicious File CANTEL-AMD-SECURITYPATCH-10-1-V1.EXE

Online criminals are notorious for taking advantage of publicized events and rapidly exploiting them, typically via
phishing campaigns. This particular one is interesting because people were told to apply a patch, which is exactly

what the crooks are offering under disguise.

It’s always important to be cautious, especially when urged to perform an action (i.e. calling Microsoft on a toll-

free number, or updating a piece of software) because there’s a chance that such requests are fake and intended to
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either scam you or infect your computer. There are very few legitimate cases when vendors will directly contact
you to apply updates. If that is the case, it’s always good to verify this information via other online resources or

friends first.

Also, remember that sites using HTTPS aren’t necessarily trustworthy. The presence of a certificate simply
implies that the data that transits between your computer and the site is secure, but that has nothing to do with the

intentions or content offered, which could be a total scam.

Indicators of compromise

Fraudulent site:

sicherheit-informationstechnik[.]bid

Fake patch (Smoke Loader):

sicherheit-informationstechnik.bid/Download/Sicherheitsupdate/Intel-AMD-SecurityPatch-11-01bsi.zip Cl

Smoke Loader callbacks:

coolwater-1ltd-supportid[.]Jru localprivat-support[.]ru service-consultingavarage[.]ru

Source: https://blog.malwarebytes.com/cybercrime/2018/01/fake-spectre-and-meltdown-patch-pushes-smoke-loader/
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