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Recently we got access to several elements of the espionage toolkit that has been captured attacking Vietnamese

institutions. During the operation, the malware was used to dox 400,000 members of Vietnam Airlines.

The payload, distributed disguised as antivirus, is a variant of Korplug RAT (aka PlugX) — a spyware with former
associations with Chinese APT groups, and known from targeted attacks at important institutions of various

countries. In this article we will describe the process of extracting the final payload out of it’s cover.

Analyzed samples

Set #1:

e 884d46c01c762ad6ddd2759fd921bf71 — McAfee.exe (harmless: reference)
e ¢52464e9df8b3d08fc612a0f11fe53b2 — McUtil.dll (shellcode loader)
o 28f151ae7f673c0cf369150e0d44e415 — McUtil.dll.mc — shellcode

o 321a2f0abe47977d5c8663bd7a7c7d28 — unpacked payload (DLL)

Execution flow:

McAfee.exe -> McUtil.dll -> McUtil.dll.mc -> payload (DLL)

A look at the package

This spyware has an interesting, modular package. As a whole, it tries to pretend to be McAfee antivirus:

| | ang 2015-06-26 14:54 File 1KE
@ MchAfee.exe 2013-08-29 08:50 Application 138 KB
|E] MclUtil.dil 2013-08-29 08:50 Application extens... 4 KB
| | Mcltildil.mc 2013-08-29 08:50 MC File 115 KB
|| tjuiiarpujhzx 2016-05-19 04:47 File 2 KB
|| vekmfmujufficwveip 2013-08-29 08:50 File S8 KB

If we take a look at the executable, we see that is has been signed by the original certificate:
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# Authenticode signature block and FileVersioninfo properties

Copyright Copyright @ 2008 McAfee, Inc.
Product McAfee Cem Module

Original name MCoemcpy. exe

Internal name IMC oSmc py

Flle version 21,1150

Description McAfee OEM Info Copy Files
Signature verification @ Signed file, verified signature
Signing date 12:47 AM 8/13/2008

Slgners [+] McAfee

[+] VeriSign Class 3 Code Signing 2004 CA
[+] VeriSign Class 3 Public Primary CA
Counter signers [+] VeriSign Time Stamping Services Signer - G2
[+] VeriSign Time Stamping Services CA
[+] Thawte Timestamping CA

It is not fake — the executable is a legitimate product. However, it is bundled with the DLL that is not signed — and
this it the point that attackers used in order to hijack the execution.

Note that the app used in the attacks is very old (compiled in 2008). The current versions of McAfee Antivirus that

we managed to test are no longer vulnerable to this type of abuse.

Behavioral analysis

After being deployed, the application runs silently. We can see the main component executing svchost.exe, and
then terminating itself. It is caused by the fact that the malicious code has been injected into svchost, and will
continue operating from there. Looking at the current directory of svchost.exe we can find that it inherits default

directory of the malicious app:
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-~

[ swchost.exe:3008 Properties El

| TCR/IP I Security | Environment | Job | Strings
Image | Performance | Perfarmance Graph I Threads
Image File

@ Host Process for Windows Services
Microsoft Corporation

Version: 6.1.7600, 16385

Build Time: Tue Jul 14 01:19:28 2009
Path:

C:\Windows\System32\svchost.exe
Command line:

C\Windowsisystem32isvchost.exe

Current directory:
Ci\Usersitester\DesktopiMcafee’,
Autostart Location:
HKLM\System\CurrentControlSetServicesmhosts

The bot makes reconnaissance in the LAN by scanning for other computers. It enumerates full range of local

addresses, from the lowest to the highest:

Sy b e

avchost exe 62 UDP 1357 * *

H & B

It also tried to connect with it’s C&C (air.dscvn.org), however, at the moment of tests the domain was down:

8.8.8.8 DNS 75 Standard query 0x31b8 A air.desvn.org

B8.8.4.4 DNS 75 Standard query 0x31b8 A air.desvn.org
89.108.185.20 DNS 83 Standard query OxeS586 PTR 1.2.0.10.1in-addr.arpa
46.112.81.27 DNS 133 Standard query response OxeS86 Mo such name
46.112.81.27 DS 139 Standard query response 0x31b8 Mo such name
Unpacking

The application have several layers of loaders before it reach the final functionality. The exe file, as
well as the DLL are harmless. All the the malicious features lies in the external file, that is a blocks

of obfuscated shellcode. Within the shellcode, another DLL is hidden — that is the core spy bot.
Loading the shellcode

The payload is loaded in an obfuscated way containing some interesting tricks. The authors took great care that it

will not be easy to analyze the modules separately.
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Execution starts from the harmless McAfee.exe. Malware utilized the fact that this application loads a library

called McUtil.dll from the startup directory. It doesn’t make any integrity check, so in fact, if we rename any

library to the desired name, the executable will just load it:

pusn 1us
push ecx

call mcafee. 404115
add esp,C

lea edx,dword ptr ss:[fespl

push edx

call dword ptr ds:[<&LoadLibraryws]
Test eax,eax

McUtil.dll is supposed to deploy the next file: McUtil.dll.mc — however, to make the flow more difficult to follow,

it doesn’t run it directly. Instead, it patches the caller executable (McAfee.exe) and makes it execute the function

responsible for reading and loading the next file. Below we can see the fragment of code, that writes the hook into

the memory:

T2FFLIRE

TEFFLICE || -
FEFFLICE ] .
EETNER

CACL ERX

LEA ECK,CLOCAL.13

FPUSH ECK

PUSH EndE

LEA ESI,OWORD PTR DS: [ERX+EMZFAC]

PUSH Ex1E

PUSH ESI

CALL DWORD PTR DZ:[<%KERMELZ2Z.VirtualProtect

MOU B, G
TEST BVTE PTR DS:[Ou7FaFF201@a], CL
JHE SHDETP¥cUtLl.?3FF11E6

MeAfee. BE4EEGEEE

plldFrotect = @Balz2Ce08
HewProtect = PAGE_EXECUTE_READWRITE

Size = 18 [16.]
Addres== = MoAfes.AB482FEC
UirtualProtect

CSEFLL0E |} . [OR DWOR R DS:[B-FSFF2@1a], ECH

o L EDK, MUt i L. FEFF1E88 load_shel loode
7SFFLI0E |} . |SUB EDR,ESI McAfes, Ba4a2Fac
73FFL1100 |} . |SUB ED¥,B8=5
CSFFLLIEA || . [MOU DWORD PTR D5:[B:73FF38881, EDX kernel32. FGAEABAA

* | MOU BYTE PTR DS:[ESI],B=EZ apcode:  JMP
JEFFLLEZ |} . |[MOW ERH,ERH MzAfes. BE4HEEE0E
T2FFLLEE (|« |MOY AL,.BYTE PTR DS:[Bu73FF3@EE]
73FFLLFE |} . |[MOW BYTE PTR DS:[ESI+&x11,AL
FSFFLLFZ |} . |[MOW ERH,ERH MeAfes, Ba4E06086
7SFFLLFE |} . |[MOU EDR,DOWORD PTR D5:[ExFSFFa086]
T3FFLLIFE |} . |SHR EDX,8=%2
7SFFLLFE |} . |[MOU BYTE PTR DS:[ESI+&8=21,0L
7aFF12E1 |} . [ MOW ERH,ERH M=Afee . BE486686
73FF1263 || . |MOU ERX,DWORD PTR DS:[B+73FF3088]1
7aFF1zes || . [SHR ERX,B=18
7EFF1ZEE |} . [MOW BYTE PTR DS:[ESI+E231,AL
FEFFLZEE ||« |[MOW ERH,ERH MzAfes. BA4HEEE0E
FEFF1z1E () . | HOWY ECK,.DWORD PTR DS: [8q72FFa30@00]
7a3FF1216 |} .« |SHR EDX¥,8n1s
7aFF1212 |} . [MOU BYTE PTR DS:[ESI+&8=41,0L
TIFF121C MOL ERR, ERX McAfes, BE4E0686
T3FF121E HMOL ERR, ECH
TaFF1228 POP ESI M=Afee. BB4E2FAC
TaFF1221 MO ESP,EBP
7aFF1223 || - |POP EBP M=Afee. BB4E2FAC
7aFF1z24 |L. | RETH
‘4|
EST=AH482FAC [ McAfee. BE4BZFALC]
Address [Hex dump Disassembly Comment
EEEEEEH IR TEST EARH,ERX MeAf e . HE4AEEEE
Ba482FBEE|] .« 9947 88 ML DWORD PTR DOS5: [EDI+E431, EAY MoAf . BB4EEEEG
Ga4a2F1L|) .~ 74 17 JE SHORT McAfes.@@482F2A
Ga4a2F13|) . 32Ca #OR EAM, EAX MoAf . BB4EEEEG
Ga4azF1s|) . SEB3C24 @2826) MOY ECH, DWORD PTR S55:[ESP+@m283]
Ga4a2F1c 23CC #0R ECH,ESP
Ba4a82F 1E E2 218FEEEE | CAEE Mchfee.0@483EAR4
Ba482F232 2104 BCEZEEE) A0D ESP, Bx28C
aa4a2Fz2|) . C3 RETH
BE4EA2F2A|) »  FF15 3CFE486| CALL OWORD PTR DS: [£&KERMEL32.GetlLastEr]CGstLastError
BE4EAZFSA|] . SBSC24 BS8Z8| MOW ECH, OWORD PTR 55: [ESP+8:2881
Ba482F27 |1 . 22CC #OR ECH, ESP
Ba4a2F22|) . ES fEOFEEEE | CALE MoRfes.8B463EAR4
Ba482F2E|] .«  S1C4 GCeze@m| ADD ESP, @x28C
gasozrag|ll c3 RETH

That’s how the above fragment of caller’s code looks after patching. Instead of the first two lines we can see a
jump into the McUtil.dIl:
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HETUEN TO rSEElecs LICUT LL. ¢ SEE Lo
Address |Hed dump Disassembly Comrent
Ba48zFac|| .— ES EFEBEEYS | JMF HMclUtil.7SFFl8ea

BE4EzF11|] o 74 17 JE SHORT McAfes.@8482F2A

BE4EzF13(] . 33C8 WOR ERH, ERAE

BE4E2F15|] o  SBECZ24 B38zE MOU ECH, ODWORD PTR 55: [ESP+ExZ03]

EE4EzF1C(] . 33CC WOR ECH, ESP

AA4EZF 1E ES S18FBEAE | CALL McRfee. BE4AIERG

HA4EZF232 21C4 BCB2PEE| QD0 ESP, 812680

EE482F29] . C3 RETH

Gad4azFzAll » FFIS 2CFA40E1 CALL DWORD FTR DS: [<%KERMELZZ2,.GetlLastEx] CGetLastErvor
Ea4azFza(] .« SBSC24 @S8281 MO ECH,DWORD PTR S5: [ESF+@x282]

BE4EzF3F|] .«  33CC WOR ECH, ESP

EE4EZFE9|] «  ES &EAFEEEE | CALL McAfes.BB483EA4

EE4EZFZE(] . S81C4 BCBZBDE| ADD ESP, R 260

modnzrad|Ll C3 RETH

Patching function is in DlIMain of the McUtil.dll — so, it is called on load. The patched line is just after the call

that loaded the library:
BEMAZEFA CALL MoAfes. BR4A4115
BE4EZEFF ADD ESP, g:iC
BE4AZFE2 LEA ED, OWORDCFTR S5:[ESF]
BEAZFBE FUSH EDH MoUtil.dll
BALAZF BE CALL DWORD FTR DS:[<&KERMELZZ.Loadl ibraryl>] [LLoadl ibrarul

JHMP MUt i L. 73FF 1888 {-patched line

Ga462E11 || w | JE_SHORT MoAfee. BE4G2F2A
Ba4E2F 13 WOF EAM, EAX
BE4E2F 15 MU EC, DWORD PTR S5: [ESP+8x285]

So, the hook will be executed as soon as the loading function returns.

Inside the function called by the hook, the external file is open:

FZkE 1HEE
TIFF1a2h

TIFF1834
TIFF1a32
TIFF1a93
TIFF1a3E
TIFF18A8
TIFF18R2
T3FF18R4
TIFF18R2
72FF 1EAE

PLUSH ECH
CALL ER:

TEST ERX,ER

LoMe SHURET Molt Ll @S3FE 1EEn

JHMP SHORT MoUtil.?3FF1E9E

¥ |PUSH MUt il. P3FF2844

. |LER ECx,DOWORD FTR DS:[ESI+ECHE#2+812]

P EHH.DNDED FTR DS:[8:72FF2EEC]
JHME SHORT McUtil.7?3FF1BES

. | FUSH Hcle i1, 7aFF2els ASCII
. |ECALL EDI

. | HOU DWORD FTR DS: [@s7aFFSEEC], EAX

5 | PUSH Melle il PEFF28ea ASCIT

It is read into the memory and then execution is redirected there:
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T3FF1809 . | TEST ERX,ERX
T3FF160E o [ JHE SHORT MclUtil.@3FF18ED
T3FF1a00 . |PUSH MelUtil.73FFzBE18 FileHame = "kernel3z2.dLL™
T3FF1B8EZ . |CALL OWORD PTR D5:[<%KERMEL3Z.Loadl ibrarvyA*>] |LLoadl ibraryA
TIFF1HES . |MOW DWoRD FTE O5: CEs7IFFEEEC], ERX
¥ |PUSH MeUtil.vT3FFZBEC ASCII "FReadFile™
TIFF1HEFZ . |FUSH ERX
. |CHALL EEX kernel3z2.GetProcAddress
T3FF18FS . |PUSH Bu@E
T3FF16FY . |LEA ED¥,CLOCAL. 11
T3FF18FA . |FUSH EDX ntdll.KiFastSustemCal LRet
T3FF168FE . |PUSH B 106E7FE
TIFF118a . |FUSH ESI
TIFF1161 . |FUSH EDI
. |CHALL ERX
T3FF1184 . | FUSHAD
T3FF1185 . |MOW ECH, BxE
T3FF118A . |PUSH ECH
T3FF118E . |HMOW ECH, [LOCAL.Z21] the read content (shellcodel
0 CHALL EC# “<—call the shel locode
T3FF111G . |FOFPAD
T3FF1111 . |MOW ERH,OWORD FTR DO5: [E«73FF3EEEC]
TIFF111& . | TEST EHX,EHX
T3FF111% o [ JME SHORT Mecltil.73FF112A
T3FF111A . |PUSH MelUtil.73FFzZB12 FileMame = "kernel3z2.dLL™
T3FF111F . |CALL OWoROD PTR D5:[<%KERMEL3Z.LoadL ibrarvA>] |kLoadl ibraryA
TIFF1125 . |HOU OWoRD FPTE DOS5:[E«Y3FFEEEC], ERAX
> |PUSH Mcltil.7Y3FF2E7a rProcHamedrOrdinal = "Slesp™
14
Stack S5: [BE12CEBOC I=@1230REE
Address |Hex dump Disassenbly Comrent
H1230EEE] -~ ES B10E8E0E JMP 81 23EEE5
H1230EE5) - ES 4FFFC120 JMP 2EE4F 759
Bl 23086/ ED IHM ERX, DX I-0 command
B1Z223AEEE EB FOF EEX kerne 32, GetProcAddress
B12308EC BE FUSH C5
B1230EE0 21C1 1BSYECHE |HOD ECH,B#HEECIVIE
B1230E135 B9 0331704F MOV ECH, Bx4FrO3183
H1230E15 F7Cz FFCHEEFE | TEST EDX, By FOBECHFF
H1230E1E S1CY ED149F9E |AHODO EOI, @49@9F14ED
H1230E24 BF DOBEE=HZ1 MO EDI ., Bx21385EDE

Unpacking the final payload

The shellcode is heavily obfuscated:

[SFETETETETE

A1z238880
Blz3E812
A122681:2
B122661E
A1226624
B1226829
a1zze8zF
A1238835
A123883E
A1226848
012268645
B1226847
B1226843
alzz884E
A1238858
A1238855
A1 2368856
B12268861
B1 2260868
B122685E
B1226880C
aizzeash
A1z238872
A1238877
B1z238873
B1226887F
81226635

This is not the main stage, but an unpacker and loader of the main spyware. It decompresses the following content

into a buffer:

4

DEC EDI

TEST ECK,@=ESEEDZD
HODO ECX,8=HEECZY 1E
MOU ECY, @udF 702162
TEST EDK, BuFEEECAFF
AOO EDI, @=989F 14ED
MOU EDI,@=212R5EDE
AHD EDI,@=01C1ASCYS
TEST EDI,Ex7252F2Es
AOO ECH, 8:12E33C0H4
OF ERX, BxE37456092
OF ERX, BuC4RE0R7F
JGE SHORT B122064AR
JL SHORT B8123604A
JMP 22COEACF

AOD AH, EBYTE PTR DZ: [EAR]
OR ERH, AxCAZS7198
TEST EDK,Bnel24BESS
CHMP ECX, BuSCoRCECE
JMP 812386867

JMP 9AF1CFEC
HLHTEEETE PTR DS:[EE=+AL]

61230873
B123E56S

EYTE PTR DS: [EAXI, AL
EDI, B 29AFE3CS

EDI, A= 3A2FFOBE
9lz30058
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BF 26E4EE FPUSH @uiC

BFZEE4ES | | JMP host.BF2EEFEL

BF26E4ED LEA EAX,OWORD PTR S5:[EEF-Gx4C]
BF 26E4F@ FUSH ERX

BFZEE4F 1 MOY ERX, OWORD PTR DSz [ESI+B:C]
BFZEE4F4 SUE EAK, G54

BF 26E4F 7 FUSH _ERX

BF ZEE4F2 MOU ERX, OWORD FTR DS:[ESI+ExE]
BF 26E4FE ADD EAK, G

BF 26E4FE FUSH ERX

BF 26E4FF FUSH EBX

BF 26ESEE FUSH DWORD PTR S5: [EBP-E:121

BF 26ECAS PUSH G2

BF 26ESAS CALL DWORD FTR S5: [EEBP-B:C1] ntdll.Rt IDecorpressBuffer
QEQEEQID TCCST OO Oy

] |_|

ERx=Ea161868E

Address |Hex dump HSCII

HEE1ZEEEE| 52 56 B8 B8 B0 00 B8 B9 B0 00 B8 B8 B0 O0 B8 B8 KU, ... ... ..., ..
GELIZEE16|( A6 00 88 88 A0 OO B8 89 A0 OO0 B8 89 A0 B0 B8 88| ... . ceiannnnnn
EALISEEZE | A6 B0 B8 89 A0 00 B8 89 A0 00 B8 89 B0 B0 B8 88| .. .. . ieiaenennn
EE1IZEEZE | 08 00 88 @8 60 0D B8 88 80 00 B8 88 D2 00 B8 88| .. e s i enaeaEaan
FE1ZEE4E | BB OO B8 B8 A0 00 B8 B8 A0 0D BB B8 A0 B0 BB B8| .. e s ieinnnnan
FE1SEEEE| BB B0 B8 B8 A0 OO B8 B8 A0 0D BB B8 A0 B0 BB B8| .. ... .. e e e eaees
FELSEEEE | BB AR B8 B8 A0 B0 B8 B8 A0 OO B8 B8 A0 B0 BB BB| .. ... ceceeaees
FALIZEETE| AR BA B8 B8 A0 OO B8 B3 A0 00 B8 B3 A0 B@ B8 B@| .. ... cccevannnn
HE1ZEEEE | A0 B0 B8 88 A0 00 B8 B9 A0 00 B8 B8 A0 OO0 B8 B8 .. ... i eieeanans
GELIZEE%0 (A6 G0 88 859 A0 GO0 B8 89 A0 00 B8 89 A0 B0 B8 88| ... . ceiannnnnn
EELSEEAE| A6 B0 B8 89 A0 00 B8 89 A0 00 B8 89 A0 B0 B8 88| .. .. . ieiaeannn
EE1SEEED| B8 0D B8 @8 G0 0D B8 88 00 0D B8 B8 G0 00 B8 B8 .. e s i e iannnnnn
FE1SEEACH| BB B0 B8 B8 A0 B0 B8 B8 A0 0N BB B8 A0 B0 BE B8| . s i aaannnnnn
FE1SEE0E| BB B0 B8 @8 BB B0 B8 B8 58 56 B8 88 4C @1 BS 88| ........ AU LB,
FE1ZEEEE|( D9 AS 60 54 AB GO B8 B8 AR B0 B B8 EB @8 B2 21|(J4amT........ a.@t
EA1ZEEFE|AE A1 BA B8 AE ES A1 89 A0 OC B8 83 A0 00 B8 88| M. . PO, .meee. .-
FE1ZE1EE( 2R 12 B8 88 A0 10 B8 B9 A0 OO B2 B9 A0 00 B8 18| 4. k. ... 8... .}
GEalzEl e[ aE 16 88 88 A0 G2 88 89 A5 60 Al 89 A0 00 88 88| . k... 8. . %.8.....
EALIZE1ZE( A5 B8 A1 89 A0 OO B8 88 A0 OO @3 89 A0 A4 @8 88| $.68....... L T
EE1ZE1Z3E|( 08 00 88 @8 8z oo 48 8% @0 0D 18 88 68 10 B8 88| ... 8. 05, . k.. k..
FE1ZEL4E (A8 BE 18 B8 AB 10 B8 B8 BB OO BB B8 10 00 B8 88| .. k.. k... .a b

FAIZELIEE) B BB B8 88 B8 B0 B8 88 4C ZH B2 88 75 B0 B8 88| ........ L#B.n...
FEIZEIEE) BE BB BE 88 B8 B0 B8 83 B8 B0 08 88 B8 B0 B8 B8 ...... . ccseaaaan
CEIZEIVE AR BB B8 83 B8 B0 00 88 B8 DB B2 68 9C 12 00 68 ......... dg. tt. .

CEIZE126) BE BB B8 B8 B8 OO GG B3 BB B0 00 08 B8 B0 00 B8 ....... .00 eeaan
BETZE1296) B8 BB B8 B8 B8 B0 GG B8 B8 B0 00 B8 B8 B0 B0 B8 ..... .. e eeaan
CEIZEIAG) BB BB BE B8 B8 BB GG B3 B8 B0 00 B8 B8 B0 B0 B8 ...... .0 eeaaan
CEIZEIED) BE 00 B2 88 B4 O3 00 89 88 00 00 089 88 00 00 88|, . 8. % ciieenaas

FAIZEICE B BB B3 88 B8 B0 B8 83 B8 B0 05 88 88 B0 B8 B8 .. 0ecssesrannnan
AATZAING AR AR GR AR AR GR GR AR RF F7 G1 AR AR 10 GR Q6 IER B

Then it reserves additional memory and starts remapping this content, chunk by chunk. By the way in which it
parses it, we can notice similarity with process of remapping raw PE file into a virtual image. And indeed, the
unpacked content is a PE file — only the headers are distorted. Delimiters XV were used to substitute the typical
“MZ”.. “PE” values:

[#] _00130000.mem

Offsec(h) OO0 01 02 03 04 O5 06 O7 08 09 04 OB OC OD OE OF

00000000 58 56 00 0O QO QO OO OO QO QO 0O QO QO 0O OO Oq
00000010 00 00 00 OO0 OO0 OO0 OO OO OO0 OO0 OO0 OO OO0 OO0 OO Oq
00000020 00O 00 OO OO OO0 OO0 OO OO OO0 OO0 OO0 OO 00 OO0 OO0 Oq
00000030 0O 00 00 0O OO0 QO OO OO OO0 QO 0O OO DE OO0 OO0 OO
00000040 Q0O 00 0O O0OQ OO0 OO0 OO0 OO OO0 OO0 OO OO 00 OO0 OO0 Oq
00000050 00O 00 00 0O QO QO OO OO QO QO OO QO QO 0O OO Oq
00000060 00 00 OO0 OO0 OO0 OO0 OO0 OO OO0 OO0 OO0 OO 00 OO0 OO Oq
00000070 00 00 00 OO0 OO0 OO OO OO OO0 OO0 OO OO 00 OO0 OO0 Oq
00000080 0O 00 0O 0O OO0 QO OO OO OO0 OO0 0O OO 00 00 OO O
00000080 00 00 00 0O OO OO OO OO OO0 OO0 OO OO OO0 OO0 OO0 Oq
00Q000AQ OO0 OO OO OO OO QO OO OO OO QO OO OO OO OO OO Oq
00Q000EO 0O 00 OO OO OO0 OO0 OO0 OO OO0 OO0 OO0 OO 00 OO0 OO O4
00Qo0oOCo 00 00 00 0O OO0 OO OO OO OO0 OO0 OO0 0O 00 00 00 O4
00Q000DO 00 00 00 00 00 00 00 00 S8 Sd 00 00 4C 01 05 00
Q000000ED D9 AS 6D 54 00 OO0 OO0 OO OO0 OO 0O OO EO OO0 02 21
Q00Q000F0 OB 01 OA OO OO E&8 01 OO OO DC OO OO OO OO OO 0O
00000100 3R 12 00 OO OO0 10 OO OO OO0 OO0 02 0O 00 OO0 00 10

Reconstructing the header is not difficult — we must just substitute back those values by their real meaning:
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i _00130000.mem | ] _00130000.exe

Cffset(h) 00 01 02 03 04 05 O O7 08 05 0A OB OC OD OE OF

00000000 @D 5A OO0 00 00 OO0 OO0 OO OO OO OO OO OO OO OO0 OO
00000010 0 OO0 OO 0O OO OO OO OO OO OO OO OO OO OO OO Oq
00000020 00 OO0 OO 0O OO OO OO OO OO OO OO OO OO OO OO0 OO
00000030 00 00 OO 0O OO OO0 OO OO OO OO0 OO OO DB OO OO0 OO
00000040 00O OO0 OO 0O OO OO0 OO OO OO OO OO OO OO OO OO0 OO
00000050 00 00 OO0 0O OO OO0 OO OO OO OO OO OO OO OO OO0 OO
00000060 0O OO OO OO OO OO0 OO OO OO OO OO OO OO OO OO0 OO
00000070 00 00 OO0 0O OO OO OO OO OO OO OO OO OO OO OO0 OO
0Q0Q000&0 0O OO OO OO OO OO0 OO OO OO OO OO OO OO OO OO0 OO
00000090 00 00 OO0 0O OO OO0 OO OO OO OO OO OO OO OO OO0 OO
000000AQ 0O OO0 OO 0O OO OO OO OO OO OO OO OO OO OO OO0 OO
0Q0000BO 0O OO OO 0O OO OO0 OO OO OO OO OO OO OO OO OO0 OO
0QQQQQoCco 00 00 OO QO OO OO OO OO OO 0O OO0 OO OO 0O 00 OO
0Q0Q0QoDQ 0O OO0 OO0 00 OO0 OO0 00 0O 50 4ﬂ 00 00 4C 01 05 00
QQ0000EQ D9 AS 6D 54 00 00 0O 0O 00 0O 00 0O EO 00 02 21
QQOO0QO0QFD OB 01 OA 0O OO E& 01 OO OO DC OO OO OO OO OO0 0O

After this small modification, the dumped image can be parsed as a normal PE file
(321a2f0abe47977d5c8663bd7a7c7d28). Sections are not named, but all the content is valid:

Mame Raw Addr. Rawsize Virtual Addr.  Virtual Size  Characteristics  Ptrto Reloc.  Mum. of Reloc.  Mum. of Linenum.
> 400 1EE00 1000 1EVBE 60000020 i} 0
B 1EC00 4000 20000 3FaC 40000040 i} 0 i}
[ 22C00 200 24000 7624 0000040 0 0 0
b 22E00 200 2C000 4 40000040 0 0 0
> 23000 2200 20000 21F4 42000040 i} 0 0
Raw & X | Virtual ¢

20000
; 24000
o | 1ECo0
g
a 25668
=
=

File characteristics describes the payload as a DLL, however, it doesn’t have any export table, so we cannot read

it’s original name.

Looking at the imports loaded by this piece we can suspect that it is the final payload. It loads and uses many

functions related to the network communication, i.e:
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Y

1801DEGE push offset aWsasocketa :; "WSAZocketpA®
1801DEY¥3 call load_ws32

1801DEY¥8 push eax 3 hhodule
10M1DEY? call ds:-GetProcAddress
1881DE¥F mov ds:hWsASocket, eax

il s 5

1801DEBY

1801DEEBY loc_1881DESA4:

1881DE84 push edi

1881DE8S push edi

1881DE8G push edi

18601DER7 push 2

1801DEBY push 2

1801DEBB push 2

1881DEBD call eax : hWSASocket

We can also find the fragment responsible for retrieving the local IP of the current machine and performing LAN

scanning that we observed during behavioral analysis.

Authors took care so that the payload will not be run independently. That’s why they checks if all the elements are

called in the expected order. We can find hardcoded names of the main elements, used for the check:

PRAERTEAREE TWOoLu Luny LY vt v ]

18881BF8 push eax

18881BF9? mov ebx, offset unk_108828ESC

18801BFE call sub_188113A7

18881CA3 lea esi, [esp+6Ch+var 28]

18881CH7 mov [esp+iCh+var_6C], offset aMcafee_exe ; “HcAfee.exe”
18801CHE call sub_188819E9

18881C13 mow esi, eax

18801C15 call sub_ 18881614

Conclusion

Users are more vigilant about executables — but this time, neither EXE nor DLL file contained the malicious code

— they were just used as loaders of the shellcode.

Malwarebytes Anti-Malware detects this threat as ‘Trojan.Korplug’.

Appendix

http://e.gov.vn/theo-doi-ngan-chan-ket-noi-va-xoa-cac-tap-tin-chua-ma-doc-a-NewsDetails-37486-14-186.html —

info from Vietnamese CERT

http://blog.trendmicro.com/trendlabs-security-intelligence/new-wave-of-plugx-targets-legitimate-apps/ — similar
attack from 2013

Korplug RAT targeting military of Afganistan and Tajikistan
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https://blog.malwarebytes.com/threat-analysis/2016/08/unpacking-the-spyware-disguised-as-antivirus/%3C/figcaption
http://e.gov.vn/theo-doi-ngan-chan-ket-noi-va-xoa-cac-tap-tin-chua-ma-doc-a-NewsDetails-37486-14-186.html
http://blog.trendmicro.com/trendlabs-security-intelligence/new-wave-of-plugx-targets-legitimate-apps/
http://www.welivesecurity.com/2014/11/12/korplug-military-targeted-attacks-afghanistan-tajikistan/

https://blog.malwarebytes.com /threat-analysis /2016 /08 /unpacking-the-spyware-disguised-as-antivirus/

https://www.blackhat.com/docs/asia-14/materials/Haruyama/Asia-14-Haruyama-I-Know-You-Want-Me-

Unplugging-Plug X.pdf — Korplug RAT analysis (presentation from BlackHat)

This was a guest post written by Hasherezade, an independent researcher and programmer with a strong interest
in InfoSec. She loves going in details about malware and sharing threat information with the community. Check

her out on Twitter @hasherezade and her personal blog: https://hshrzd.wordpress.com.

Source: https://blog.malwarebytes.com/threat-analysis/2016/08/unpacking-the-spyware-disguised-as-antivirus/
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