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&2 Tool: Winexe

Names Winexe
Category Tools
Type Remote command

Winexe is a lightweight, open source tool similar to PsExec designed to allow system

Description administrators to execute commands on remote servers. Winexe is unique in that it is a
GNU/Linux based client.

<https://github.com/skalkoto/winexe/>

Information <https://netzpolitik.org/2015/digital-attack-on-german-parliament-investigative-report-

on-the-hack-of-the-left-party-infrastructure-in-bundestag/>

MITRE ATT&CK  <https://attack.mitre.org/software/S0191/>

Last change to this tool card: 30 December 2022

Download this tool card in JSON format

All groups using tool Winexe

Changed Name Country Observed
APT groups
Sofacy, APT 28, Fancy Bear, Sednit [ 2004-Apr 2025 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ac51ad41-80d8-4d30-b162-763f68df1fel
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