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 Tool: BiBi Wiper

Names

BiBi Wiper
BiBi-Linux Wiper

BiBi-Windows Wiper
BABYWIPER

Category Malware

Type Wiper

Description

(Blackberry) On Oct. 30, Israeli-based incident response company SecurityJoes posted

findings about a new wiper malware for Linux systems used by pro-Hamas hacktivists in the
Israel-Hamas war. The company is currently tracking the malware as the BiBi-Linux Wiper.

The next day, the BlackBerry Research and Intelligence Team found a variant that targets

Windows systems, which we’ve labeled the BiBi-Windows Wiper.

Information

<https://blogs.blackberry.com/en/2023/11/bibi-wiper-used-in-the-israel-hamas-war-now-runs-

on-windows>
<https://www.securityjoes.com/post/bibi-linux-a-new-wiper-dropped-by-pro-hamas-hacktivist-
group>

Last change to this tool card: 23 October 2024

Download this tool card in JSON format

All groups using tool BiBi Wiper

Changed Name Country Observed

APT groups

  HomeLand Justice 2022-Jan 2024  

1 group listed (1 APT, 0 other, 0 unknown)

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=631d299c-8ecd-451d-8d5c-f1d3cebe8afe
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