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Defenders must understand how malware works to counter threats targeting Apple products. This volume explores
infection methods, persistence mechanisms, and reverse-engineering techniques to analyze malicious code. Front
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Part I: Mac Malware Basics

PART |

MAC MALWARE BASICS

Before we dive into advanced mabware analysis topics,
it is important that you understand the fundamentals
of Mac malware. In the first part of this book, we'll
explore these basics, incuding:

#  lafectbon Vecters: The means by which malware galns baivial access wea
svstem. Thotagh most Mac makware relies on various social engieering
schemes, other more sophisticabed and effective methods of stealkibily
Infecriig #ysie s are gainig popularity.

= Methoss of Persisience; The means by which mahsare ensures it will
be msomatscally re-executed by the operating system, generally on
system sLarbup or user bogin, Though anackers regularly abuse oaly a
sigall bandlul ol tiese metlsods, we'll cover & myriad af surrepitioes
meams by which malware can achieve pemsistence

#  Capabilivies: The malvares pavload, used to schileve hs goals Oylees.
criminals typacally create makbvare 1o pumse financial gains, whereas
stare-spomsored cyberespionage maheare seeks bo spyon users, We'll
expkire hotl

Before we dive into advanced malware analysis topics, it is important that you understand the

fundamentals of Mac malware.

In the first part of this book, we'll explore these basics, including: infection vectors, methods of persistence,

and capabilities.
Read Chapter »

Chapter 1: Infection Vectors
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INFECTION VECTORS

A malware's infection vector is the means by
which it gains access to a system. Th rclughnﬁt
the years, malware authors have relied on
mechanisms ranging from simple social engi-
neering tricks to advanced, remote zero-day exploits
to infect Macs, In this chapter, we'll discuss many of
the most common techniques used by Mac malware

authors.

By far the msast popalar methed of idecting Macs with malicious code
imvolves iricking wsers e mfecting themeelves, generally by direcily down-
lcading and running the malicious code. (By contrast, techmiques like remote
exphloitarion are lar les prevalent) To achleve this, anackers odien nake use
of coenian sockal eiggineerig amacks, including rech-sigrpon sexms, diseins-
nating fake wpdates. fake applications, trojaneed applications, and mieced
pirmed applications

Apple, of course, i keenly aware of smact)% infectson trends and e
Eaect that the enajoray of sih islectons reguine explicit ueer Ieraction i

A malware's infection vector is the means by which it gains access to a system. Throughout the years,

malware authors have relied on mechanisms ranging from simple social engineering tricks to advanced,

remote zero-day exploits to infect Macs.
In this chapter, we'll discuss many of the most common techniques used by Mac malware authors.
Read Chapter »

Chapter 2: Persistence
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PERSISTENCE

Once malware has successfully gained

access 1o a syslem, il= nexl goal i usaally 1o
persist. Penititrm is the means by which mal

weare installs itself on o system W ensuare 7 will

astomatically re-execute upen startup, user login, or
some other determinastic event. The vast majority of
Mac mnalware snempis 1o gain persistence; atlerwise,
a aystem rebood may act as iis death knell.
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startup, user login, or some other deterministic event.

Though attackers regularly abuse only a small handful of these methods, we'll cover a myriad of

surreptitious means by which malware can achieve persistence.

Read Chapter »

Chapter 3: Capabilities

Page 4 of 16


https://taomm.org/vol1/pdfs/CH%202%20Persistence.pdf
https://taomm.org/vol1/pdfs/CH%202%20Persistence.pdf
https://taomm.org/vol1/pdfs/CH%202%20Persistence.pdf

https://taomm.org/voll/read.html

CAPABILITIES

When analyring malware, it's often para
micunt o understand what hapgpens after a
socoessiul infectsan. In other words, whae dioes

the makware actually dof Though the answer
tir this question will depend on a particular malware's

poal=. it may inchede surveying the system, escalating
pawvibege, aneodliig coBisiarel oufilsranig B ransanil g seen Ao, o
swets (kg arwplactieasy. s ENiL clogster, we 1] ke 3 derdled bask =
the rapabililos commara s Toapsl brs Mac sroBeare

Categorizing Mas Malwars Capabilities
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When analyzing malware, it's often paramount to understand what happens after a successful infection. In
other words, what does the malware actually do? Though the answer to this question will depend on a
particular malware's goals, it may include surveying the system, escalating privileges, executing

commands, exfiltrating files, ransoming user files, or even mining cryptocurrency.
In this chapter, we'll take a detailed look at the capabilities commonly found in Mac malware.

Read Chapter »

Part II: Mac Malware Analysis
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PART Il

MAC MALWARE AMNALYSIS

Mow that vou undersiand Mac malware's infecthon
vectors, persistence mechanivms, and capabalites,
let's discuss how you can effectively analyes nuali-

cious samples. W'l cover both static and dyoamic

approaches
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Now that you understand Mac malware's infection vectors, persistence mechanisms, and capabilities, let's

discuss how you can effectively analyze malicious samples.
We’ll cover both static and dynamic approaches:
Read Chapter »

Chapter 4: Nonbinary Analysis
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NONBINARY ANALY SIS

This chapeer foruses on the static analyss
of nombimary file formats, such as pack-
ages, disk images. and soripis, thas vou®ll
commanly encounter while analyeing Mac
mabware, Packages ansl dask images are conspressed
file formats often wsed 1o deliver maheare 10 2 user’s
syRemn. When we conse across these conspeeseed file
types. our goal is to extract their comtents, including

anw wmlissis fles These Al bor enamiple & mabess s anialles. can come
e v pein formais, Chosgh srest comrmmonby as sileer soaps o coempled
barwries pedicy vy mn gl icstnon Benelie) | Broeess of o plaisbes
reaclalibiy seripis are rather ra rarrally apslvee, dyeogh mabeare
amiboes slicn aiternpi fo compliosie the malmin by gpplyng olfescation
irchnigny. On thie obey hared, comgeled bnares sre roi sradily
siprsdable by Bepmeme. Amabroeg weh blo rogeises bk s wrdcrsapdng
ol ke wae O barary file s o well as ibe e ol specils Bemary asaly
s mads, Subeeggerai chapien =il cover b mgees

This chapter focuses on the static analysis of "nonbinary" file formats, such as packages, disk images, and

scripts, that you'll commonly encounter while analyzing Mac malware.
Read Chapter »

Chapter 5: Binary Triage
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BINARY TRIAGE

In the kast chapser, I inirodaced siatic analby.
sis (ools anel bechmiques and applsed them o

warbous reanhinary file formars, soch as desins
bt mecime and seripes In Chis chapter, we'll
cantimie our discussion of static analysis by fecusing on

Apple’s native executable file format, the venerable
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In this chapter, we'll continue our discussion of static analysis by focusing on Apple's native executable file

format, the venerable Mach object file format (Mach-O).

As the majority of Mac malware is compiled into Mach-Os, all Mac malware analysts should understand
the structure of these binaries, as at a minimum, this will allow you to differentiate the benign from the

malicious.
Read Chapter »

Chapter 6: Disassembly and Decompilation
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GISASSEMBLY AND
DECOMPILATION

In the previous chapter, we cosered varis
oy static analysis tools useful for traging
unknown Mach-Or binaries. However, if you

want 1o comprehensively understand a novel

Mac malware specimen, you'll need a foundational
understancing of assembly code, as well as an ability

v leverage sophisticated bnary analysis weals.

Ba phes i L|1-1-\.. w10 Al dlonin smeauihy Lagiagd boskon aied San
Wl o e TR At asadis apedoadhes ol didasernl assd decoagibe
Rhats W Il codecluts be appiving (e sualyds spprasces with D peac 5
ol ar e dng 1eel capabls of recoiaitisedig iy cedds bnos bisae
swaiiabis Sumvpar Wik happea aed siles sdassed Smary ssabmds ok
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If you want to comprehensively understand a novel Mac malware specimen, you'll need a foundational

understanding of assembly code, as well as an ability to leverage sophisticated binary analysis tools.

In this chapter, we'll first discuss assembly language basics and then move on to the static analysis
approaches of disassembly and decompilation. We'll conclude by applying these analysis approaches with

Hopper, a popular reversing tool capable of reconstructing binary code in a human- readable format.
Read Chapter »

Chapter 7: Dynamic Analysis Tools

Page 9 of 16


https://taomm.org/vol1/pdfs/CH%206%20Disassembling%20&%20Decompilation.pdf
https://taomm.org/vol1/pdfs/CH%206%20Disassembling%20&%20Decompilation.pdf
https://taomm.org/vol1/pdfs/CH%206%20Disassembling%20&%20Decompilation.pdf

https://taomm.org/voll/read.html

DYNAMIC ANALYSIS TOOLS

In the previows chapiers, we discussed
miethods of static amalysis used to examine
files without actually ranning them. CHien,
berareves, i mey be more effcsent o smply exe-
cute & malicicus file to passively obseree s behanior and
actions, This is especially true when mahware aathaors
have implemented mechanisns dessgned specifically
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When analyzing a malicious sample, it may be more efficient to simply execute the item and passively

observe its behavior and actions.

This is especially true when malware authors have implemented mechanisms designed specifically to
complicate or even thwart static analysis, such as encrypting embedded strings and configuration

information or dynamically loading more code at runtime.
Read Chapter »

Chapter 8: Debugging
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DEBUGGING

While the passive dynamic analysis tools
covered in the last chapier can often pro-
vidde insight into & malicious sample, they
allow vou bo obmerve the sample’s actions only
indirectly and may not fully reveal its internal work-
ings. In certain cases, vou'll need something more
comprehensive,
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The ultimate dynamic analysis tool is the debugger. A debugger is a program that allows you to execute
another program instruction by instruction. At any time, you can examine or modify its registers and

memory contents, manipulate control flow, and much more.

In this chapter, I'll introduce various debugging concepts by means of the de facto debugger for macOS:
LLDB.

Read Chapter »

Chapter 9: Anti-Analysis
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ANTI-ANALYSIS

In the previmes chapters, we keveraged both

static and dynamic analysis methods o
uncover malware's persistence mechanksms,

core capabilities, amd most closely held wenets

Of conarse, malware authors are not happy about their
creations being lamd bare for the world v see. Thiss,
thiey allen seek 10 complicate analysis by writing anti-
analysis kogic or other protection schemes. In order (o
successiully analyee such mahaare, we must first sden-

tify these prodections and then circunment them

b s chyageiry we D foc e prvs-arshres gpyerraraes coermere amerg
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In the previous chapters, we leveraged both static and dynamic analysis methods to uncover malware's
persistence mechanisms, core capabilities, and most closely held secrets. Of course, malware authors are
not happy about their creations being laid bare for the world to see. Thus, they often seek to complicate

analysis by writing anti- analysis logic or other protection schemes.
In this chapter we'll discuss anti-analysis approaches common among macOS malware authors.

Read Chapter »

Part III: Analyzing EvilQuest
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PART il

ANALYTIING EVILQUEST

It's time to put the universal adage “practice makes
perfect” imto, well, practice, In Part 111 of this book,
vou'll apply all that vou've learned in Pars T and 1T 1o
thoroughly analver the mtriguing Mac malwane speci-
men known as EvilQuest. Discovered in the summer
of B2, this malware appearncd at first blush o be lis-
tle more than a run-cd-themill peece of ransonware.
Howewer, further analvsis uncovered something Far
maore sophisticated
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It's time to put the universal adage "practice makes perfect" into, well, practice.

In Part III of this book, you'll apply all that you've learned in Parts I and II to thoroughly analyze the

intriguing Mac malware specimen known as EvilQuest.
Read Chapter »

Chapter 10: EvilQuest's Infection, Triage, and Deobfuscation
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EVILQUEST'S INFECTION,
TRIAGE, AND DEOBFUSCATION

EvilChuest is a consplex Mac malware speci-
men, Because i empleys anti-anakysi= logic,
a viral persssicnos meechanism, and insid s
pyloaads, W'y practically begging o be anaboed

Lee's apply the skills you've gained from this book o
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EvilQuest is a complex Mac malware specimen. Because it employs anti-analysis logic, a viral persistence
mechanism, and insidious payloads, it's practically begging to be analyzed. Let's apply the skills you've

gained from this book to do just that!

This chapter begins our comprehensive analysis of the malware by detail- ing its infection vector, triaging

its binary, and identifying its anti-analysis logic.
Read Chapter »

Chapter 11: EvilQuest's Persistence and Core Functionality
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EVILQUEST'S PERSISTENCE AND
CORE FUNCTIONALITY ANALYSIS

Mo that we've triaged the Evil(hoes speci.
men ard threartedd it anti-anscbis lisgic, we
can contipue our analysis. In this chapier
w1 eletail the malware’s methods of persstence,
which casure i Is autansatically restaried each time an
infecved system B rebooted, Then we'll dive into the
wyriad of capabilities sipported by Chis nsidious threat
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Now that we've triaged the EvilQuest specimen and thwarted its anti-analysis logic, we can continue our

analysis.

In this chapter we'll detail the malware's methods of persistence, which ensure it is automatically restarted
each time an infected system is rebooted. Then we'll dive into the myriad of capabilities supported by this

insidious threat.

Read Chapter »

End Matter
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~Maria Markstedter (@Fodxl), founder of Azeria Labs
and Forbes Person of the Year in Cybersecurity
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The book's end matters contains its index, and more.
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