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DOC00039217.doc  is a malicious Word document that utilizes VBA macros to initiate a multi-stage infection,
ultimately deploying the TrickBot banking trojan.

Filename: DOC00039217.doc

MD5: 31529e5221e16a522e8aece4998036d7
Sample: Download via Reverse.it

Technical Analysis Walkthrough

Ett fel inträffade.

Det går inte att köra JavaScript.

Stage 1: Document & VBA Analysis

Initial header analysis reveals "PK" signatures and XML references, confirming this is an Office Open XML
(DOCM) file masked as a .DOC. By renaming the extension to .ZIP, we can extract the internal contents.

The vbaProject.bin  file contains the primary downloader script. Upon execution, it reaches out to
http://appenzeller.fr/aaaa  to retrieve the second stage.
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https://www.reverse.it/sample/f934141126cdc13d1078e8c463b7241594d354c5513aa025d32853a658d237e7?environmentId=100


Stage 2: VBScript & PowerShell Loader

The file aaaa  is a VBScript that leverages Wscript.Shell  to invoke PowerShell. It constructs a dynamic URL

( amphibiousvehicle.eu/0chb7 ) to download the final payload.

The payload is saved to the %TEMP%  folder as petya.exe . Despite the name, this is not the Petya ransomware,
but the TrickBot trojan.

Unpacking the Payload (PECompact2)

The binary is packed with PECompact2. To find the Original Entry Point (OEP), we load the file into a debugger
and locate the last JMP instruction before the null-byte padding.

 

Persistence & Process Hollowing

The malware establishes itself in the %AppData%\Roaming\winapp  directory as odsxa.exe . It uses Process
Hollowing to inject its malicious code into a legitimate svchost.exe  process.
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This allows the malware to operate within the security context of a trusted system process.

C2 Communication & Modular Payload

The injected process first retrieves the victim's public IP via ipinfo.io/ip , then begins beaconing to multiple

hardcoded C2 IPs over HTTPS.

Over time, the malware downloads encrypted modules into the \modules  folder, extending its capability for
credential theft and banking fraud.
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Conclusion & Detection

This multi-stage campaign highlights the evolution of TrickBot as a successor to Dyreza. The use of PowerShell
loaders and encrypted modules makes it a highly flexible and dangerous threat.

Best Practices:

Block known C2 IPs at the perimeter.
Disable all Office Macros unless verified by the sender.

Monitor for suspicious svchost.exe  behavior and %AppData%  folder modifications.

Further Reading: MalwareBytes | Fidelis Security
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https://blog.malwarebytes.com/threat-analysis/2016/10/trick-bot-dyrezas-successor/
https://www.fidelissecurity.com/threatgeek/2016/10/trickbot-we-missed-you-dyre

