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Threat Research | FireEye Inc

Find out more about FireEye.com, the world's leading cyber security company, which provides security services to
more than 1.5 million customers across the globe, and offers a wide range of products and services.
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Vendetta New Threat Actor from Europe

FileHash-MD5: 3 | FileHash-SHA256: 20 | URL: 1

Starting in April this year, 360 Baize Lab intercepted a large number of attack samples from an unknown hacker

organization. The hacker organization sent a phishing email to the victim by forging a police station investigation
letter, COVID-19 detection notice, etc. , Through the backdoor virus to control the victim’s machine, steal

valuable sensitive data related to the target. The PDB path of the virus samples used by the organization points to
a user named "Vendetta", and we will later also name the hacker organization Vendetta.
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