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 Tool: AuditCred

Names
AuditCred
ROptimizer

Category Malware

Type Backdoor

Description
AuditCred is a malicious DLL that has been used by Lazarus Group during their 2018

attacks.

Information
<https://blog.trendmicro.com/trendlabs-security-intelligence/lazarus-continues-heists-

mounts-attacks-on-financial-organizations-in-latin-america/>

MITRE ATT&CK <https://attack.mitre.org/software/S0347/>

Last change to this tool card: 22 April 2020

Download this tool card in JSON format

All groups using tool AuditCred

Changed Name Country Observed

APT groups

  Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=7ff4fc78-fe0e-43a5-b17e-e64994aa8849
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