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claimer

“Case studies and examples are drawn from our
experiences and activities working for a variety
of customers, and do not represent our work for
any one customer or set of customers. In many
cases, facts have been changed to obscure the
identity of our customers and individuals
associated with our customers.”
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PLATINUM

N

,AUM continues to evolve, find ways to maintain ifi,

Microsoft Report in April 2016

* Low profile group

e Targets - South / Southeast Asia

e Custom backdoor and tools

* At least four zero-day exploits

* Hot-patching technique to inject code

©2018 FireEye

Microsoft Blog post in June 2017

e Use of Intel AMT Serial over LAN for communications
* OS based firewall bypass

e Seen in file transfer tool
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Mandiant case

= Mandiant called in to investigate suspicious activity on a handful of hosts
= Compromise confirmed

— Breach attributed to a known threat group (not PLATINUM)
— Use of Metasploit, webshells, ZXShell, plink... fairly low-tech and noisy.

©2018 FireEye
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Investigative cycle

¢ Host inspection

» HX used for analysis (triage, live response)

» HIP for real-time alerting

New
Investigation
I0Cs

¢ Network monitoring / analysis

» PX network sensors
. . Information s“;\leeh?vs al?d Anglvsi
» Client network infrastructure Discovery etwor nalysis
Monitoring

& Malware reverse engineering (FLARE)

©2018 FireEye



Suddenly things got interesting...

= What is thise...

deployment-guide.pdf AgentSetup_HIP_xAgent Bundled.msi

C:\Program Files\Common Files\System\temp\alg.exe a -hpqwerty -r -dh ps_dl.dat "C:\Program Files\receptor\”

C:\Windows\Temp\alg.exe a -hpgwerty -r -ri3 -dh temp_00l1l.dat agent_config.json ragent_install.log connector-

= |Live response analysis

— Unknown malware in folder C:\Program Files\7-Zip\Lang\
— Freshly installed

— Regular Powershell event log clearing

— Persistence unknown

— Submitted to FLARE for triage, named REDPEPPER

©2018 FireEye
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:\Program
:\Program
:\Program
:\Program
]

:\Program
:\Program
:\Program
:\Program
:\Program
:\Program
:\Program

:\Program

Files\7-Zip\Lang\bg.txt
Files\7-Zip\Lang\br.txt
Files\7-Zip\Lang\bz.txt
Files\7-Zip\Lang\ca.txt

Files\7-Zip\Lang\id.txt
Files\7-Zip\Lang\iis.txt
Files\7-Zip\Lang\io.txt
Files\7-Zip\Lang\ios.txt
Files\7-Zip\Lang\it.txt
Files\7-Zip\Lang\iys.txt
Files\7-Zip\Lang\ja.txt
Files\7-Zip\Lang\kaa.txt




R E D P E P F) E R * C:\Program Files (x86)\7-zip\Lang\bz.txt

* C:\Program Files (x86)\7-zip\Lang\iis.txt
. * C:\Program Files (x86)\7-zip\Lang\ios.txt
= WM perSlSTeﬂCe * C:\Program Files (x86)\7-zip\Lang\iys.txt

— Filter “7zip_32”

— Consumer friggered on event log message “The Security Cenfer service entered the
running state.’

— Basebé4 encoded powershell loader loading an encrypted shellcode and final
payload

= Backdoor with statically linked OpenSSL (1.5MB)

— 3DES encrypted configuration file
— 3DES to HTTP/HTTPS C2
— SSL communications

= Working hours and self-delete timer

= Evolution of Microsoft's “adbupd” backdoor
— but does noft trigger on the YARA rule

©2018 FireEye
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PE metadata

* Known bad filenames
* Payload has single export name
“GetStartObjectEx”
* Encrypted on disk
» Use of custom PE loader —won't
appear as DLL export in running

process
e Search strings in process address

space (noisy)

©2018 FireEye

Hunting for REDPEPPER

Persistence/Loading

 WMI filter and consumer
e Search for baseé4 encoded Powershell
from “iis.txt”

* Requires a special regex audit

* Resource heavy

* EID 104 specific to Powershell: The
Windows PowerShell log file was cleared

C:\Program Files (x86)\7-zip\Lang\bz.txt
C:\Program Files (x86)\7-zip\Lang\iis.txt
C:\Program Files (x86)\7-zip\Lang\ios.txt
C:\Program Files (x86)\7-zip\Lang\iys.txt

Real-fime

e HIP alerts on obfuscated Powershell



= Network

— C2s from the configuration files

— Old user-agents
= |[E7, IE8, IE?, IE10
= Chrome 14.0.835.187
= Firefox 3.6.13, 4.0, 5.0

GET /stocks/deals.php HTTP/1.1
Accept: */*

C:\Program Files (x86)\7-zip\Lang\bz.txt
C:\Program Files (x86)\7-zip\Lang\iis.txt
C:\Program Files (x86)\7-zip\Lang\ios.txt
C:\Program Files (x86)\7-zip\Lang\iys.txt

User-Agent: Mozilla/5.0 (Windows NT 5.1) AppleWebkit/535.1 (KHTML, like Gecko) Chrome/1l

4.0.835.187 Safari/535.1
Host : I

Connection: Keep-Alive
Cache-Control: no-cache

©2018 FireEye
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Continuing the investigation

= Hits on WMI and obfuscated PowerShell

— REDPEPPER - 64 bit version with different flenames and path
— Several unknown hits using a similar loading technique

= C:\ProgramData\Apple\setup\BonjourSupport.txt

—_—

* C:\Program Files\WIinRAR\Formats\tar.txt
« C:\Program Files\WIinRAR\Formats\bz.txt
« C:\Program Files\WIinRAR\Formats\cab.txt
« C:\Program Files\WIinRAR\Formats\gz.txt

= C:\Program Files\Windows NT\TableTextService\TableTexTServiceDaGG.dll

= |ive response analysis suspects different malware

= TableTexTServiceDaGG.dll submitted to FLARE for analysis

= Was eventually named REDCURRY

©2018 FireEye



REDCURRY (“KB”)

= Same loading technique as REDPEPPER
— WMI persistence
— Several baseé4 encoded files

= Final payload this time was packed, and
obfuscated

- 1IE<|eongger records keystrokes in encrypted
iles

" Found several versions

= Encryption keys slightly different per victim (a
few bytes)

- Unpcckedém\élood identified as

Trojan_WIin32_PlaKeylog_B by Microsoft YARA
ruIeseF(PLATINUM)

©2018 FireEye

cmp rbx, r1§
cmounz  ebp, risd loc_1800243CH loc_ 180024360 loc, 1
™ loc_180021E€1 |jup loc_18000FC08| . eu:quord_180046808| |

tr

Decompilation failure:
1800181A3: positive sp value has been found

Please refer to the manual to find appropriate actions

{_| Don't display this message again (for this session only)




* C:\Program Files\Internet Explorer\F112props.dll

H U ﬂ Ti ﬂ g fO r R E D C U R RY * C:\ProgramData\CyberLink\cbd\tokens.txt

* C:\Program Files\Windows NT\TableTextService\TableTexTServiceDaGG.dll

PE metadata Persistence/Loading Real-time

e WMI filter and consumer e HIP alerts on obfuscated Powershell

* Known bad filenames

e Payload has four exports e Search for baseé4 encoded Powershell or (correlation observed to PS Empire)
“ExLinkFn”, “ExLinkFnW", “MZ" header

“ExUnlinkFn”, “ExUnlinkFnW" * Requires a special regex audit

* Encrypted on disk * Resource heavy

* Use of custom PE loader —won't « EID 104 specific to Powershell: The
appear as DLL export in running Windows PowerShell log file was cleared
process

* Search strings in process address

space

©2018 FireEye
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Hunting for more

= ShimCache/AmCache sweeps

= Simple & inaccurate description: records executed binaries (win)

= Good method to find files which may have been be deleted

= Hits for some of the preferred filenames of this threat actor

= Hits on « alg.exe » => live responses

= Unknown malware found!

— C:\Program Files (x86)\Cisco Systems\VPN Client
— Different loading than REDPEPPER and REDCURRY
— Eventually named REDSALT.

©2018 FireEye

C:\Program Files (x86)\Cisco Systems\VPN Client\cisco_cert_mgr.exe
C:\Program Files (x86)\Cisco Systems\VPN Client\cisconetworks.dat
C:\Program Files (x86)\Cisco Systems\VPN Client\cvpnd.exe
C:\Program Files (x86)\Cisco Systems\VPN Client\internal.ini

[...]

C:\Program Files (x86)\Cisco Systems\VPN Client\gt-m1335.dll
C:\Program Files (x86)\Cisco Systems\VPN Client\gtwidgetsé4.dll
C:\Program Files (x86)\Cisco Systems\VPN Clienf\routexchange.dll.mui
\Cisco Systems\VPN Client\SetMTU.exe
C:\Program Files (x86)\Cisco Systems\VPN Client\VAlnsté4.exe

C:\Program Files (x86)\Cisco Systems\VPN Clienf\vpnapi.dll

)
)
)
C:\Program Files (x86)
)
)




RED S ALT == cvpnd.exe {a Applications
E] ﬂ Compatibity Modes | .74

----- ... CiscoVpn BE Compatibility Modes
= Backdoor functionality | “*—] Ejﬁd""g d':"es E’"E‘?-&mvm

= Persistence using ACI shims

— Shim loads obfuscated 15t DLL (95% junk code)

— 1s' DLL decrypts and loads a second DLL (Rijndael)

— 2nd DLL decrypts and loads resource (optional) which is packed payload
= Found several versions

— ACI shim and loader tuned for each compromised host

— Final payload often the same
" Final unpacked payload identified as Trojan_Win32_Plagon by Microsoft YARA rule

©2018 FireEye
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REDSALT

*Service, COM, Winlogon events, ACI shims

Persistence * Booftkit (pre-Vista)?

* File or reqistry

Conﬁguro’rion e Each entry is RC4 encrypted
*Key changes for each sample

* Encrypted file dropped on the system

Active mode « HTTP/HTTPS with configured URLs (Wininet API)

* Door knocking - raw sockets wait for a “magic” packet then open ports
e Capability of proxying to next host

e Communications using IPV4/IPVé or Intel AMT SOL on recent versions

* Compatible with “Zc tool” referenced in MS report

Passive mode

©2018 FireEye



REDSALT — AMT SOL

x(UZ + 20) = ©;

uY4 = CreateFileA("\\\\.\\COM3", 0xC0000000, O, 6, 3u, O,
*x(u2 + 8) = uy;

if ( x(v2 +12) )

if ( »(v2 + 16) )
(

ifC w4 15 =1 )

{
DCB.DCBlength = 0O;
memset(&DCE.BaudRate, 0, 0x18u);
CommTimeouts.ReadTotalTimeoutConstant =
CommTimeouts.WriteTotalTimeoutConstant =
uTt 115200;
U8 = 256000;
u9 = 384000;
ulD = 512000;
ull = 1024000;
CommTimeouts.ReadIntervalTimeout = 200;
CommTimeouts.ReadTotalTimeoutMultiplier = ©
CommTimeouts.WriteTotalTimeoutMultiplier =
if ( GetCommState(u4, &DCB) )

(
do

500;
500;

DCB.BaudRate = x(&u7 + u3);

if ( tSetCommState(x(v2 + 8), &DCB) )
break;

++y3;

}

while ( v3 < 5 );

if ( SetCommTimeouts(x(u2 + 8), &CommTimeouts) )
x(v2 + 4) = 1;

©2018 FireEye

0);

if ( networkObj )

if ( networkObj->flag_AMT )
{

result =

}

else

AMT_Send(&g_AMTstruct, buf, len);

us

= send(networkObj->socket, buf, len, flags);
iE |
(

uS > 0 )

vl = GetTickCount();
networkObj->field_14
networkObj->timer =

}

result =
)
}
else

(
)

return result;

:e;
vl;

uS;

result = -1;
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REDSALT - Inferactive mode

C:\Users\Administrator\Desktop>zc.exe 192.168.22.150 445 dcc)
: 3389: 3389

[WINDOWS-PC21>PN
1:192.168.22.230
TP: 445
C:dcct3st2018:D: 1300: 1300
CWINDOWS-PC21>HP oiin

Command:RS
Command:
Command:
Command:
Command:
Command:
Command:
Command:
Command:

Command:

dect3st2018
[WINDOWS7-PC31>

o
C—HIL—TU—-HO—-0

1)
2)
3)
4)
2)
6)
Z)
8)
2)
10
11
12
W

@C:\Windows\Temp\>del mé&4.exe

idel mb64.exe

Deleting: C:\Windows\Temp\m64.exe with 1 pass(es)
1 file deleted with 1 passes

©2018 FireEye
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Hunting for REDSALT

General w;_l
[MIOUITTea Ruie:
= Event Iogs Rule ID: {4555A2B1-EBF6-4ADF-ABCD-4892B3CESFFE) i
Rule Name: Core Networking - Network Monitor (TCP-In)
— Program-Telemetry logs for InjectDLL shims e It
are a gold mine A oo i
Action: Allow
— Firewall rule changes (hardcoded names) Appksicn Pt 8
. Protocol:TCP
= Persistence — search for small sdb Sacitiy O o
Edge Traversal: None
. " . . Modifying User: SYSTEM
u Unlque exporT Sta r’rThreodA’erLogon Mzdifying ApS:rucaﬁon: C:\Program Files (x86)\Cisco Systems\VPN Client\cvpnd.exe

— Search in memory

Log Name: Microsoft-Windows-Windows Firewall With Advanced Security/Firewall

— Stack string in 15t stage DLL

©2018 FireEye



H U n Ti n g fo r R E DS A I_T Compeatibility fix applied to C:\Windows\SysWOW&64\netstat.EXE.

Fix information: InjectDII, {3432bc96-d181-4529-b261-1a3964961b6c}, 0x40206.

= Example event logs for InjectDIl shim

500 | Information | Compatibility fix applied to C:\Program Files (x86)\Cisco Systems\VPN Client\cvpnd.exe. Fix information: InjectDIl, {3432bc%6-d181-4529-b261-
103964961b6c}, 0x00010206.

500 | Information | Compatibility fix applied to C:\Windows\SysWOWé4\netsh.exe. Fix information: InjectDIl, {3432bc?6-d181-4529-b261-1a03964961béc}, 0x00040206.
500 | Information | Compatibility fix applied to C:\Windows\SysWOWé4\netsh.exe. Fix information: InjectDIl, {3432bc?6-d181-4529-b261-1a03964961béc}, 0x00040206.
500 | Information | Compatibility fix applied to C:\Windows\SysWOWé4\netsh.exe. Fix information: InjectDIl, {3432bc?6-d181-4529-b261-103964961béc}, 0x00040206.
500 | Information | Compatibility fix applied to C:\Windows\SysWOWé4\netsh.exe. Fix information: InjectDIl, {3432bc?6-d181-4529-b261-103964961béc}, 0x00040206.
500 | Information | Compatibility fix applied to C:\Windows\SysWOW é4\ipconfig.EXE. Fix information: InjectDlIl, {3432bc?6-d181-4529-b261-1a3964961b6c}, 0x00040206.
500 | Information | Compatibility fix applied to C:\Windows\SysWOW é4\netstat.EXE. Fix information: InjectDIl, {3432bc96-d181-4529-b261-103964961béc}, 0x00040206.

500 | Information | Compatibility fix applied to C:\Windows\SysWOW é4\netstat.EXE. Fix information: InjectDIl, {3432bc96-d181-4529-b261-103964961béc}, 0x00040206.

500 | Information | Compatibility fix applied to C:\Windows\SysWOWé4\WindowsPowerShell\v1.0\powershell.EXE. Fix information: InjectDIl, {3432bc96-d181-4529-b261-
1a3964961b6c}, 0x00040206.

500 | Information | Compatibility fix applied to C:\Windows\SysWOW é4\systeminfo.EXE. Fix information: InjectDIl, {3432bc96-d181-4529-b261-1a3964961bé6c}, 0x00040206.

500 | Information | Compatibility fix applied to C:\Windows\SysWOW é4\netstat.EXE. Fix information: InjectDIl, {3432bc96-d181-4529-b261-103964961béc}, 0x00040206.

500 | Information | Compatibility fix applied to C:\Windows\SysWOWé4\WindowsPowerShell\v1.0\powershell.EXE. Fix information: InjectDIl, {3432bc96-d181-4529-b261-
1a3964961b6c}, 0x00040206.

500 | Information | Compatibility fix applied to C:\Windows\SysWOW é4\systeminfo.EXE. Fix information: InjectDIl, {3432bc96-d181-4529-b261-1a3964961bé6c}, 0x00040206.

500 | Information | Compatibility fix applied to C:\Windows\SysWOWé4\WindowsPowerShell\v1.0\powershell.EXE. Fix information: InjectDIl, {3432bc96-d181-4529-b261-
103964961bé6c}, 0x00040206.

500 | Information | Compatibility fix applied to C:\Windows\SysWOWé4\cmd.EXE. Fix information: InjectDIl, {3432bc?6-d181-4529-b261-103964961béc}, 0x00040206.

©2018 FireEye



H U n -l-i n fOr R E DSA LT * C:\Program Files (x86)\Cisco Systems\VPN Client\qtwidgets64.dll
g * C:\Program Files (x86)\Hewlett-Packard\HP Hotkey Support\hpbluetooth32.dll
* C:\Program Files\DVD Maker\en-US\WM2CLIP.dII

= Stack strings in all first stage DLLs + C:\Program Files\DVD Maker\en-US\WMMA4CLIPdIl
* C:\Program Files (x86)\SnapComms\Client\673\SnapclientSSes.dll
e C:\Program Files (x86)\VERITAS\VxPBX\bin\vxlis_64.dll
= Only offset on stack changes C:\Program Files (x86)\VERITAS\VxPBX\bin\vxlis_64.d
aaa Leppruar_u4], eax
loc_1001B421: jmp short loc_10007037
FF 8D 7C 6D FF FF dec [ebp+hFile] L
75 D1 jnz short loc_100° I K
@ loc_10007037:
C7 45 CC 53 74 61 72 mov dword ptr [ebp-34h], ‘rats’ C7 45 C8 53 74 61 72 mov dword ptr [ebptvar_38], 'ratS’
C7?7 45 DO 74 54 68 72 mov [ebptvar_30], 'rhTt’ C7 45 CC 74 54 68 72 mov [ebptvar_34], :rhTt:
C7 45 D4 65 61 64 41 mov [ebp+var_2C], 'Adae’ C7 45 DO 65 61 64 41 mouv [ebptvar_30], .nc.jae.
C7 45 D8 74 57 69 6E mov [ebptvar_28], 'nilit’ C7 45 D4 74 ST 69 6E mov [ebptvar_2C], 'nlilt.
GEEirEe om0 ges wow = wELE
mou ebptuar_20], _24],
FF 15 20 90 04 10 call ds:GetCurrentProcessld FF 15 10 BO 01 10 call ds:GetConsoleCP
83 CO 2C add eax, 2Ch 68 D4 0B 02 10 push offset alznn ;. "UZNN"
99 cdq E8 4F SF 00 00 call _atol
6A 07 push b 83 C4 o4 add esp, 4
59 pop ecx 05 89 00 0O 00 add eax, 89%h
F7 F9 fdi0 o 25 07 00 00 80 and eax, 80000007h
83 FA 05 cmp edx, 5 79 05 jns short loc_10007084
TF SF jo short loc_1001B4CS '}l
™t
- ] 48 dec eax
_19319596‘ 2: C8 F8 ::c :::, OFFFFFFF8h
E—— | — ey J v

©2018 FireEye
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Hunting for REDSALT I

= Remove displacement and keep .
static portion of the instruction

C:\Program Files (x86)\Cisco Systems\VPN Client\gtwidgets64.dll

C:\Program Files (x86)\Hewlett-Packard\HP Hotkey Support\hpbluetooth32.dll

C:\Program Files\DVD Maker\en-US\WM2CLIP.dI|

C:\Program Files\DVD Maker\en-US\WMMA4CLIP.dI|

C:\Program Files (x86)\SnapComms\Client\673\SnapclientSSes.dll
C:\Program Files (x86)\VERITAS\VxPBX\bin\vxlis_64.dll

displacement

dword pir [ebp + X]
loc_1001B421:

value |rF 8p 7c 6D FF FF dec [ebp+hFile]
jnz short loc_100

mov r16/r32, ™1
imm16/32

mov dword ptr [ebp-34h], ‘rats’

mov [ebptvar_30], 'rhTt’

mov [ebptvar_2C], 'Adae’

mov [ebptuar_28], 'nilit’

mov [ebptuar_24], ‘ogoL’

mou [ebp+uar_20], ‘n'

call ds:GetCurrentProcessId

add eax, 2Ch

cdq

push T

pop ecx

idiv ecx

cmp edx, S

jo short loc_1001B4CS

J 1

_1001B506|

—_—
-t | ey

$stack_string = { C7 45 ?? 53 74 61 72 C7 45 ?? 74 54 68 72 C7 45 ?? 65 61 64 41 C7 45 ?? 74 57 69 6E C7 45 ?? 4C 6F 67 6F }

©2018 FireEye

aaa Leppruar_u4], eax
jmp short loc_10007037

(R R 2

loc_10007037:

mov dword ptr [ebptvar_38], 'ratS$’
mov [ebptvar_34], 'rhTt’
mou [ebp+var_30], ‘Adae’
mov [ebpt+var_2C], ‘niWt’
mou [ebp*var_28], ‘ogolL’
mov [ebptvar_24], 'n’
call ds:GetConsoleCP
push offset alznn ;. "UZNN"
call _atol
add esp, 4
add eax, 89%h
and eax, 8000000Th
jns short loc_10007084
%l
dec eax
or eax, OFFFFFFF8h
inc eax
0



REDSALT Encryphon

= Blowfish

= Hardcoded keys K1 and K2 for network communications
= C2key (file and internet)
— K =md5(xor(K1, K2))
— K2 is a slight shift from K1
= Door-knocking / Internal initial packets
— K=md5(K1)
— Configured password for authentication
K1 and K2 unchanged for years according to available samples

= Blowfish small block size makes for potential SNORT sigs

— More chances to find fixed patterns to hit on

©2018 FireEye

nnnnnnnnnnnnn
000000000000
3333333

222222

03D98D SBECDSFC 0SADI
3A CFIB921F 04425604 00312E30 00424
’5 BE69BF94 0B2B41BS 7CSBFCS3 SCS38
'0 C7641E89 704CCCA2 5761006A CI9CA"
5 DI454KO03I 00010001 4D410800 YODS!
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Hunting for REDSALT

= Network C2 comms

— Malware looks for content starting with JOB_NO=

— Padding at the beginning of the data up to 8 bytes

— Compute all possible values for C2 for the first 8 bytes and encrypt with K
= 1JOB_NO=
= 20JOB_NO
= 300JOB_N

X+7

0 1 X
S I Y

©2018 FireEye
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Hunting for REDSALT

= Network internal comms

— Malware looks for content starting with campaign password
— Padding at the beginning of the data up to 8 bytes
= |f known password, compute possible values like for C2
= |f unknown password, lucky hit possible ©
— 8 byte padding: 80000000
= Mistake to put padding zeroes at the beginning

X+Y

0 1 X
g |+ [~ 115 [w o] |o] - | omons

©2018 FireEye
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Going further

= REDPEPPER and REDCURRY use the same custom packer

= Sweeping for the packer may yield some results

= Packer basics

— Exports and imports rewritten on DLL load

buéh esi buéh edi

Add A and B——» add esi, ecx Add AaondB —» add edi, ebx
— Same methodology used for each sample mou  ecx, esi push  edi
pop esi pop ebx
. . . Push A —» push esi pop edi
— Registers, constants, instructions change Push added value——» push  ecx PushA ——> push  edi
mov edi, 111110DEh Push added value —» push ebx
= Some Sli h_I_ O'I"I'erns PUSh O 'subh eg%, 111110DEh mzz ecx, ??FFFFF(&Sh
us —> pus edi a ecx, 77h
g p mou edi, 6C6C63BBh Push O — push ecx
add edi, 73h mov ecx, 6C6CB43Ah
Push OX6C6C642E= ——> push  edi sub ecx, OCh
"llg.” mov edi, 43447D29h PUSh OX6C6C642E= ——> pysh ecx
PUsh Ox32336C 45 sub edi, 111110C4h "lld.” mov ecx, 43447DS6h
usn UX = ——» push edi sub ecx, 111110F1h
"23le” mou edi, 5p61549ah  PUSh OX32336C65 = ——> push  ecx
add edi, 111110D1h "23le” mov ecx, GET2659Dh
Push Ox6E72656B = —» push edi sub ecx, 32h
nnrekn cmp ebx, ebx PUSh OX6E72656B = —_—> pUSh ecx
Always —>» jz loc_1008584F "nrek” cmp eax, eax
true mou [edi], edx Always  ——> jz loc_4OETFO
tfrue mov [eax+1Dh], eax

©2018 FireEye
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rule packer_esi_ EP_787

{

©2018 FireEye

strings:

$esil = { BE
$esi2 = { BE
$esid4d = { BE
S$esi5 = { BE
$esi7 = { BE
$esi8 = { BE
$esil0 = { BE
$esill = { BE
S$esil2 = { BE
$esil3 = { BE
$esild = { BE
$jmp = {

22
2?
22
2?2
22
22
2?2
g
2?
2?2
22

10
10
11
11
EF
EF

FF FF
FF FF
FF FF
EE EE
EE EE

//$mz = { 4D 5A }

condition:

11
"G
11
11
EE
EE

11
13
11
1 4
EE
EE
FF
FF
FF
EE
EE

$jmp and any of ($esi*)

81
81
81
81
81
81

81 C6
81 C6
81 Cé6
81 Cé6
81 C6

EE
EE
EE
EE
Cé
Cé6

E8 05 00 00 00 (EB|E9)

2?2
22
2?2
2?2
22
2?2
¥ &4
2
2?
22
2?

2?

Example YARA rule for ESI

10
10
11
11
10
10
00
00
00
11
11

2?2

11
bal
11
11
) U &
11
00
00
00
11
11

Y i ¢

11
2 &
11
11
11
11
00
00
00

11
2?2

56
56
56
56
56
56
56
56
56
56
56

8B

BE
BE
BE
BE
BE
BE
BE
BE
BE
BE
BE

PE

2?2
22
2?
2?
22
22
?2?
2?2
22
2?2
2?

29

2?
22
22
2?2
22
&z
22
22
2?
2?2
22

8B

?2?
27
2?
2?
2?
2?
?2?
F 44
22
2?
2?

22
2?2
2?2
2?2
2?2
22
?2?
2?
2?
2?
2?

EC }

81
81
81
81
81
81

(C6
(C6
(C6
(C6
(C6
(C6

EE)
EE)
EE)
EE)
EE)
EE)

e
22
“is
2?
27
2?2

(10|11) 11 11 56 BE }
00 00 00 56 BE }
(10|11) 11 11 56 BE }
00 00 00 56 BE }
(10|11) 11 11 56 BE }
00 00 00 56 BE }

81 (C6|EE) 2? (10|11) 11 11 56 BE }
81 C6 ?? 00 00 00 56 BE }

81 EE ?? 00 00 00 56 BE }

81 (C6|EE) 22 (10|11) 11 11 56 BE }
81 (C6|EE) 2?2 00 00 00 56 BE }



Hunting for the Packer

= Limited resource intensive hunts (nervous client...)

— Needed 1o translate YARA into regex
— Limited to PE files only
— Limited number of possibilities
= [ ots of interesting hits found on Exchange servers and Domain Controllers
— Older variants of REDSALT, REDCURRY
— REDMAIL
— REDSAFFRON
— pthreadvc3.dll
— Vxlogagt.exe
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‘ © Firei.}.; | JBER DEFENSE SUMN
Wait... REDSALT, REDCURRY againe

= REDSALT

— COM and Winlogon Events for persistence
— No first stage DLL with stack strings

C:\Program Files\Common Files\System\mslsf\mslsf64.dll
C:\Program Files\Common Files\System\mslsf\msvtvc.DLL
C:\Program Files\Veritas\NetBackup\bin\vxlogctl.exe
C:\Program Files\Veritas\NetBackup\bin\vxlogcfg.exe
C:\Program Files\Veritas\NetBackup\bin\vxlogcfg.dll

— Firewall IOC would have caught these

= REDCURRY

— No persistence

* C:\Program Files\VMware\VMware Tools\Drivers\memctl\vmaudio.cat
— No PowerShell event log clearing  C:\Program Files\Windows Mail\Setup\wabimp.dII

— No baseb4 encoded files
— Memory only hunting would have failed too (malware no longer active)

= QOverall, good example of how difficult it can be to write a generic IOC
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‘ <© FireEye ‘ E/LI-I'B‘ER_DEFENSE SUMMIT

“Transport agents let you install custom
software that is created by Microsoft, by
R E D MA' I_ ( bk G P 19 ) third-party vendors, or by your organization,
on an Exchange server. This software can
then process email messages that pass
" Microsoft Exchange transport agent “msdbagt.dll” through the transport pipeline.”

— .NET file specified in Exchange configuration file agents.config
— Blended in as “Microsoft Exchange ODB Agent”
= Obfuscated .NET calls a packed © DLL “msdbeng.dll”

— GP export — process email

— PM export — uninstall / delete
= Configuration file “ExchPrf.inf” contains a list of targeted email addresses and a blacklist (spam)
= Compress and encrypt targeted emails to configured directory on disk

— 128 bit AES keys generated using CryptGenRandom()

— AES keys encrypted with hardcoded public RSA 1024 bit key
= Execute commands in an email from a configured sender as a batch script

m Ei(gs]’rés)omple in the environment dropped on 2010 (recall first public report identified being MS April

= No exfilfration mechanism... whate
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REDSAFFRON

= Found on:;

— Exchange (2008, 2012) - packed © but not obfuscated
— Workstation (2015) — packed and obfuscated, loaded like Redcurry / Redpepper

= Main purpose is acting as a malware carrier for data exfiltration and communication
between hosts

* C:\Windows\SysWOW64\UCappi.dll
*  C:\Windows\SysWOW64\UCmappi.dll

* C:\Windows\Syswowe4\Ucmmp.dll

* C:\Program Files\Windows Mail\setup\msadco.dll

— Interoperate up to 10 utilities/malware
— Listening to raw socket “pings” to initiate coms on another port
= Configuration file encrypted using ICE

= Helper utility — “showcfg”, “updatectg”, etc.
= Sample configurations retfrieved

— Start keylogger and unrecovered malware

— Start keylogger and Redmail, send keylog data and encrypted emails to another
workstation running REDSAFFRON
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REDSAFFRON network encryp’non o’ ’

++index;
seed'+= *kengtesf+;

l while ( index < keySize );

_ if [ ;etworkKegSize > )
GenerateKey() {
do
l : seed = Ox343FD »* seed + Ox269EC3; // rand

randIndex = ((seed >> 16) & OXTFFF) % 15; // get ran
x(i++ + networkKey) = x(&hexTable + randIndex);// pu

Network Key )
while ( i < networkKeySize );

V=0 ——— AES 256 ECB +«— Vlelelle Hlele]
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REDSAFFRO

= Weakness in key generation . J
++index;
- Example 32 char NetworkEncryptKey + 16 byte rand() s . i s,
= Only 60946 different possible keys T 1 AP KRGS )

= 4000 possible keys with known rand() bytes

— Packets can be brute forced without knowing NetworkEncryptKey or rand() bytes
= Search for DWORD decrypted “magic” (Ox1E3F2) at offset 16
= Search for DWORD decrypted protocol flags at offset 20 (1, 2, 4, 6, 7, 18, 21, 22)

— Suitable for targeted hunting in an engagement, not general detection (SNORT SO
rules, Surricata LUAJIT, ...)
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Conclusion

= Very interesting group with very good opsec

— Time triggers to delete malware, secure delete, working hours configs...
— References to our engagement found in keylogs...
— Op paused when Mandiant arrived
= Some malware deleted
= Some malware was put on standby
= NO active malware communications captured
— Undetected for 9 years ®
= Low profile

= Take the best out of public knowledge and use it
= Not all |IOCs are born equall
= Trying to hide will sometimes reveal you ©
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Thank you



