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Information which is sensitive to the operation and architecture
of the process environment may be encrypted to ensure
confidentiality and restrict access to only those who need to

Kknow, [1112]

Information which is sensitive to the operation and architecture
of the process environment may be encrypted to ensure

confidentiality and restrict access to only those who need to

Know. [1112]

The encryption of firmware should be considered to prevent
adversaries from identifying possible vulnerabilities within the

firmware.

When at rest, project files should be encrypted to prevent

unauthorized changes. (2]

The encryption of firmware should be considered to prevent
adversaries from identifying possible vulnerabilities within the

firmware.

Encrypt any operational data with strong confidentiality
requirements, including organizational trade-secrets, recipes, and

other intellectual property (IP).

Consider implementing full disk encryption, especially if

engineering workstations are transient assets that are more likely
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to be lost, stolen, or tampered with. 2]
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