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 Tool: MediaPl

Names
MediaPl
EYEGLASS

Category Malware

Type Backdoor

Description

(Microsoft) MediaPl is a custom backdoor capable of sending encrypted communications to its

C2 server. MediaPl is configured to masquerade as Windows Media Player, an application
used to store and play audio and video files.

Information
<https://www.microsoft.com/en-us/security/blog/2024/01/17/new-ttps-observed-in-mint-
sandstorm-campaign-targeting-high-profile-individuals-at-universities-and-research-orgs/>

Last change to this tool card: 06 March 2024

Download this tool card in JSON format

All groups using tool MediaPl

Changed Name Country Observed

APT groups

  Magic Hound, APT 35, Cobalt Illusion, Charming Kitten 2012-Jun 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=05633e71-9acc-4421-b4ee-8a20ab4c596e
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