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Small Sieve can contact actor-controlled C2 servers by using the Telegram

API over HTTPS.LH

Small Sieve has the ability to add itself to
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\OutlookMicrosift

for persistence.[Z]

Small Sieve can use cmd.exe to execute commands on a victim's system.[g]

Small Sieve can use Python scripts to execute commands.2!

Small Sieve can use a custom hex byte swapping encoding scheme to

obfuscate tasking traffic. 121

Small Sieve can use SSL/TLS for its HTTPS Telegram Bot API-based C2

channel.[1!

Small Sieve can only execute correctly if the word Platypus is passed to it

on the command line.[2l

Small Sieve has the ability to download files. 12l
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Use

Small Sieve can use variations of Microsoft and Outlook spellings, such as

"Microsift", in its file names to avoid detection.!?!

Small Sieve has the ability to use a custom hex byte swapping encoding
scheme combined with an obfuscated Base64 function to protect program

strings and Telegram credentials. 2]

Small Sieve can obtain the IP address of a victim host.[2]

Small Sieve can obtain the id of a logged in user.2l

Small Sieve has the ability to use the Telegram Bot API from Telegram

Messenger to send and receive rnessages.[Z]
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