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Iranian Hackers Have Been Infiltrating Critical Infrastructure Companies

A new Iran-linked hacking group called APT 34 has been spotted lurking in the networks of financial, energy,
telecom, and chemical companies.
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The international intelligence agency always has a keen interest in Iran's hacking activity. And new research

published by the security firm FireEye on Thursday indicates the country's efforts show no signs of slowing. In
fact, a new network reconnaissance group— FireEye calls them Advanced Persistent Threat 34—has spent the last
few years burrowing deep into critical infrastructure companies.
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https://www.fireeye.com/blog/threat-research/2017/12/targeted-attack-in-middle-east-by-apt34.html


The intersection of technology, power, and culture. Start your free trial and get access to 5 all-new premium

newsletters—cancel anytime.

START FREE TRIAL

Already a subscriber? Sign In

The intersection of technology, power, and culture. Start your free trial and get access to 5 all-new premium
newsletters START FREE TRIAL

https://www.wired.com/story/apt-34-iranian-hackers-critical-infrastructure-companies/

Page 2 of 3

https://www.wired.com/v2/offers/wira01042?source=Site_0_JNY_WIR_DESKTOP_PAYWALL_IN_CONTENT_BARRIER_0_INTL_ACQ_NLI_JULY_2025_NEW_OFFER_ZZ&redirectURL=https%3A%2F%2Fwww.wired.com%2Fstory%2Fapt-34-iranian-hackers-critical-infrastructure-companies%2F
https://www.wired.com/auth/initiate?source=JOURNEY_PAYWALL&redirectURL=https%3A%2F%2Fwww.wired.com%2Fstory%2Fapt-34-iranian-hackers-critical-infrastructure-companies%2F
https://www.wired.com/v2/offers/wira01042?source=Site_0_JNY_WIR_DESKTOP_PAYWALL_IN_CONTENT_BARRIER_BAR_0_INTL_ACQ_NLI_JULY_2025_NEW_OFFER_ZZ&redirectURL=https%3A%2F%2Fwww.wired.com%2Fstory%2Fapt-34-iranian-hackers-critical-infrastructure-companies%2F


Lily Hay Newman is a senior writer at WIRED focused on information security, digital privacy, and hacking. She

previously worked as a technology reporter at Slate, and was the staff writer for Future Tense, a publication and
partnership between Slate, the New America Foundation, and Arizona State University. Her work ... Read More

Don't Just Keep Up. Get Ahead

Sign up for the Daily newsletter to get our biggest stories, handpicked for you each day.

Source: https://www.wired.com/story/apt-34-iranian-hackers-critical-infrastructure-companies/

https://www.wired.com/story/apt-34-iranian-hackers-critical-infrastructure-companies/

Page 3 of 3

https://www.wired.com/author/lily-hay-newman/
https://www.wired.com/author/lily-hay-newman/
https://www.wired.com/author/lily-hay-newman/
https://www.wired.com/author/lily-hay-newman

