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Quick Analysis of a Trickbot Sample with NSA's Ghidra SRE
Framework
Archived: 2026-04-05 20:41:53 UTC

This post is not a deep analysis of TrickBot. Here, I did a quick analysis of a TrickBot sample from early 2019 by
using the Ghidra Software Reverse Engineering (SRE) Framework, developed by the NSA, that was released
some hours ago. This is not a deep analysis of TrickBot, I only wanted to learn a bit about Ghidra and I used this
framework to find some interesting parts of the code of TrickBot that were introduced in the newer versions of the

malware. Hope you enjoy it!
Starting with Ghidra Framework

About Ghidra, when you start the framework, you should create a project and a workspace:

& Ghidra:
File Edit Project Tools Help

LEEEREIR

Tool Chest

%V

Ackive Projeck: ywy

Then, we can import files, for example PE files:
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G Irmpart cfternpftrick.bin

Format: |Portable Executable (PE) o @
Language: |x56:LE:3Z:default:windows
Destination Folder: S

Program Mame: | krick.bin

Zancel

Ghidra CodeBrowser

Once PE file is imported, CodeBrowser can be launched:

ﬁ CodeBrowser Aotk bin
File Edit Analysis hu;i.nl-_ru Search  Select Tool:  Window |'l:|.
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Initially, PE headers are parsed but code is not analyzed, the framework asks you if analyzers should be launched,

and what analyzers should be launched. This is the list of analyzers (they are marked the analyzers that are marked
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by default):

Analyzers
Enabled | Analyzer Mame
] Aggressive Instruction Finder (Prokakype)
Apply Data Archives
ASCIT Strings
0 Call Convention Identification [
Call-Fixup Installer
h ] Condense Filler Bytes (Protobvpe)
0 Create Address Tables
0 Data Reference
0 Decampiler Parameter ID
Cecompiler Switch Analvsis
] Demangler
{ Disassemble Entry Points
: Embedded Media
f External Entry References
! Function IC
( Function Start Search
[ Furction Start Search After Cade
I Function Start Search After Data
i Mon-Returning Functions - Discovered
i Mon-Returning Functions - Known
PLE
h Reference
h Scalar Operand References
i Shared Return Calls
Skack.
Subroutine References
! Windows =86 PE RTTI Analyzer
] WindowsPE x86 Propagate External Parameters
. WindowsResourceReference
i xB6 Constant Reference Analyzer
i %86 Function Callee Purge
Select &l Ceselect Al Restore Defaults

Once analyzers finish, CodeBrowser interface is like this:
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Code is fully decompiled and while you browse each function, the decompiled code is showed in the right

window.

Browsing Code

Browsing code is similar to IDA, you can double-click a name to jump there (for example double-clicking the
destination of a call <destination>, would take you to the destination function). You can move easily to the
previous location with Alt+left (equivalent to Esc in IDA) and next location with Alt+right (equivalent to
Ctrl+Enter in IDA).

Other navigation options:
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Go To Prograrm.., Ctrl+F 7
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@ Mext Selected Range Ctrl+Right Brace
@‘ Fresious Selected Range Ctrl+Left Brace
B et Highlight Range Ctrl+0
@’ Presious Highlight Range Ctrl+3

Mext Color Range
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@ Toggle Code Unit Search Direction Ctrl+2At+T
L Mext Instruction Crl + 20t +|

D Mext Data Ctrl +4lt+D
W MNext Undefined Ctrl+Alt+1
L MextLabel Ctel +4lt+L
F  Mext Function Ctel +AlE+F
B’ Mext Instruction Mot Ina Function Ctel +20t+M
W MNed Different Byte Walue Chrl+ 2/t +4
B Mext Bookmark Ctrl+ 2t +B

You can search for text, like IDA Alt+t, however (and I found this an interesting characteristic), you can select

where do you want the text is going to be searched:
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Find TrickBot Config Xor-layer Decryptor

For example, we can try to search for XOR instructions, and we get a list of matches:
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«F Search [ Search Text - "XOR" [Listing Display Match], Search Text - "X0..,

| Help
Search Text - "WOR" [Liskting Display Match] - (erick:b = B |_|%|

Location [, | Label Mamespace Presigm
00d16:20d FLIM_00d16200 HOE EEX, EBX
oodigzcd LAE_D0di6Zzcd  Global HOR EAM, EAX
Qod16E0z FUM_00d16Zf0 ®OE EBX,EBX
00d16455 FLIM_00d163d0 HOE ECH,ECH
0o0d1659d FUM_00d16590 HOR EBX,EEX
Q0d16623 FUM_00d16590 HOE E&X, EbLX
00d 1 BEAE FLIM_D0d16590 HOE EDX, EDX
oodiarel FUM_00d16790 HOR EDH,EDX
Q0d16575 ConfigDectyptiorLayer EEX,dword ptr [ECK]
00d 16595 FUIM_D0d16390 HOE ELX,EALM
00d168de FUM_00d163b0 HOR EDH, EDX
Q0d16924 FUM_o0d163k0 HOE E&X, EbLX
00d1699: FUrM_D0d16360 HOE ED¥,EDH
Q0d1659ca FUrM_00d1aak0 HOL EDX,EDX
Qod1&9F0 FUr_o0d163k0 HOE ED¥,EDX
00d16a3c FUM_D0d16a30 HOE ECH,ECH
00d1659d LAB_N0diAa%d  Global HOE ECH,ECH
Q0d171es FUM_00d17190 HOE E&X, EbLX
00d1723a FUM_D0d1 7230 HOE ELX,EAM
00d17385 LAB_00d17385 Global HOR EAX, EAX

In the analyzed sample (a trickbot from early 2019), if we look for XOR instructions, we can find easily some
XOR instructions modifying memory, and one of them belongs to the function that decrypts the XOR layer of the
trickbot config:
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= — - = = .
L
peuny SPCRy - g L P b " 2 wold  cdecl Confighecryptiorlayer (uint
3
LEA EDI, [0xd26a20 + EDI])=>DAT 00d26aal 4
5 uint *puvarl
Mo EDW,EST [ uint uWar:
MoV dword ptr [EEP + param 1], EDI=2:DAT 7 uint Fpuvar3
CHMP ECH,EdX 3 uint Fpuvard
JNC LaE D0dlessc 9
Hov EDI,dword ptr [EEP + param_ 3] L0 Vard = (uint *) {(param_2 + 3T & OxE
SR EDL ECX Tl |11 maVarl = (uint =) i(int)&DAT 004262910
PITEH EEX 12 mVard = gDAT 004AZ&6a%0;
13 if (param 1 < puWVars3) [
B 00d1aETS I L4 param 3 = param 3 - {int)iparam 1;
MoV EEY, dword ptr [EDX]=:DAT 00426390 L5 do |
¥OR EEX,dword ptr [ECX] L& u = FpuVard
ADD ED, Dxd 17 puWard = puVard + 12
jplnkts dword ptr [ECH + EDI*0x1],EEY ] *luint *)({ (int)param 1 4+ param 3)
ADD ECH, Oxd 19 param 1 = param L 4 1:
CHF ED, dword ptr [EBEFT + patam 1] 20 if [puWarl <= pu¥Vard) |
JaC [..TLR_I'I'Iri'_l‘-T.FH'? 21 ] 1 = ZDAT 00d4dZ6a90;
MoV EDW,E3T 2 }
3 while (param 1 < m 3z
AR D0d158387 i 1 }
CHMFP ECK,EAX 25 return;
ac LAB 0D0ALSETS 26 | )
rarp EEX E 27

(Btw, as we can see in the image, when you select with the mouse a line in the disassembly window, the

equivalent line is highlighted in the decompiled window).

Using references to find more interesting parts of the code

Once you have located an interesting point in the code, you can show a tree of calls to that point:

Clear Register Walues,,,

met Register Values.., Ctrl+R

Colars *
Fallthrough *
References #

Add Reference from...
Add/Edit... R

Delete References C

Showy References to Address

ﬁ] Showe Call Trees

The tree makes easy to follow the incoming or outgoing references to the interesting function:
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€4 Function Call Trees: ConfigDecrypkiarLayer - (krick, bind

Incoming Calls oukgoing Calls

y B ncoming References - ConfigDecryptXorLayver F Cukgoing References - ConfigDecryptXorLayer

=% § Decrypt_ECS_or_COMNFIG
-8 § FUN_00d12110
&% § FUN_00d1ac00
&% § FUN_ood1dz10

Filtar: L1 UFilkere

Additionally, you could highlight (select) back or forward refs to an address in the disassembly and decompiled

windows.

TrickBot ECS signature and Config Xor Decryptor

By using the call trees, we can find easily the functions that decrypts the XOR layer of the elliptic curve signature
or the XOR layer of the TrickBot Config:

I 4 hndetinedqd Decrypc ECS_or_CONFIG(int b_decrypt_ecs_ot_config,int ouchuf)
- B
anE LAE D0l 2d2d Q
T undefinedd uWacl;
LAE DOdl2dl & uine Yemchur s
10 cAr duord poe [EEF + ouchuf],0x0 ; Nt enchut s
gige of ®or-=cnorypted config b
s ESL, D35 L if (b _deccypt ecs or config == L} |
JZ LAE DDAlEdic Lz i 3
FIIEH duord poe [EEF 4 ouchut] a
FUSH E: 1
FOEH CONFIG_AES Xored 3 J* size of xor-epcrypted ecs *
L7 ET ¥ =
L8 enchif = (wint ®1sECS Sigmature Fored:
LAE DOdl2d24 '
ChLL Confighececyptior Laysr ] ahEa |
=1 J* ogize of xor-encrypred config ®
ADT ESF, mc u¥arl = Dx590:
LI
LAE O0dliddc
oy EAr =5
FarF ESL o & " -
POF EET cnchus = (uing ®)ECONFIG_AES Fored:
FET e
CCh za ConfigheceyptXocLayse (=ncbhuf , encbuf=s  outbug] ;
rE CCh 30 return wWaels
CCh o <1
> Cj Decompie: Decrypt_ECS,., E::'I Defined Stangs =

In addition, you can open a function graph window, similar to IDA graphs. Here is the XOR decryptor loop of
TrickBot:
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= Function Graph - ConfigDecryptxorLayer - 7 vertices (Erick. bin)

O X
_y.|~-686d MOV EDI,aword ptr [EEE + param..
«.6870 SUB EDLECH
. 6872 PUSH EEX

[:‘::‘::'.EET-‘E-L.’&E_EINIE&?I E-OCO N
LAB 00416873

.-[f873 MoV
L6875 XOR
*|...§877 ADD x4
W EB7a MOV dword pte [E0F + EDT*021],..

«-687d ADD ECK, Oxd
- &880 CMPF ECX, dword prte [EEF + param.
-« G883 JC LR 00416887

Do Lao I

SNy ol

¥ -
Lg~0 M
LAB 00415887
8887 (MP ECK, EAX
...6888 JC LAR 00d16873

‘o0d1es3) =

...688b POF EEX

You can move easily on the graph, and zoom in/out with the mouse wheel:
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4 Function Graph [CodeBrowser: yynftrick.bin]

File Edit Mnalysis Mawigation  Search  3elect Tools Help
B¢ =- oo

= Function Graph - FU § . | 3 | f;. :nn - Bd | 4 - Q - | ﬁ|

5

¥

TrickBot Strings Decryptor

About strings.. All the strings used by the newer versions of TrickBot are encrypted. While IDA was able to

construct a nice table of strings that makes easy to find the decryptor:
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Ghidra were not able to identify all the strings and construct a nice table, it is much lesser intuitive:
00dz54L0 51 undsfin=sdl 51k
DAT Oods54all AREF| 2] stringsbhecryptor: Uldlteac (K]
StringsDecryptor: 00dlEe o (*

ONAz5411 62 undefinedl 62

3 GalbtloubSswqpsbBSgESNObIT O0d2b4dl: SREEF[Z]: Jdltedd (™

ecryptor: O0dlEedc (F
00dZ541Z 53 32 5l rE2bECEUESIugp IbESgEINQLT 1"

00d25424 50 E
o0dz542e T2 »2 TEL
DOAZ542E 46 : 45t
oodzsd45 3 r 32k
00dz5431 5L 1
o0dz5432 62 >3
00AzZ5E435 55

Maybe I missed something with Ghidra, but I selected the option Analysis->One shot->Ascii Strings, and these

are the results. This makes difficult, for example, to find strings' decryptors.

w0 duord phr [ + patam 1] D lundefinsd 7 decl StringsDecryptoriint pal I _
Mow Spdword ptr [E + local o] -
ADD EDX, ¢l

Mow dword ptr [ + local 1. =wg S20beCE undefined

e LAE O0dlfe6s 6| char ®

B_00dlfeds *FEF[ !
Mo Eax,dword ptr [EEP + param 2] - paran 1
FITSH vhile [pacam_1 !'= 0)

Moy hile % ay
PITSH AN 00dzEd1 ¢
CALI Jrringshecryl 3 ¥

param 1 param 1 1
ADD B, 008 =1 +

w7 dword per [ + local 81, E 3

Mo v,dword por [EEF 4 local 2 pularl = Stringsbecryptoriub( sparam Z)z
o Fap I 15 FErurE

EOF
EET

Conclussion
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in spite of the fact that I really love IDA (and WinDbg), I liked this framework, and I will continue using it.

Source: http://www.peppermalware.com/2019/03/quick-analysis-of-trickbot-sample-with.html
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