https://embee-research.ghost.io/agenttesla-full-analysis-api-hashing/

AgentTesla Malware Analysis - How To Resolve API Hashes With

Conditional Breakpoints

By Matthew

Published: 2023-05-07 - Archived: 2026-04-06 00:43:29 UTC
Summary

This article covers the Analysis of a multi-stage AgentTesla loader. The loader utilizes a Nullsoft package to drop
an exe-based loader and multiple encrypted files. We'll follow the loader as it locates and decrypts the encrypted

files, ultimately resulting in Shellcode which deploys AgentTesla malware.

Topics Covered

o Initial Analysis of Nullsoft File

o Extraction of exe and encrypted files.

e Static Analysis of exe using Ghidra.

o Static Analysis of Shellcode Using Ghidra

o Identification of Stack Strings

e Identification of API hashing

e X32dbg for Decoding Individual hashed APIs
e x32dbg for Decoding API Hashes in Bulk

Sha256: 7512be2746137d9694e3ec3a83e8ab4c6e4d826798a04381de53d4c6973d519¢f

Link:
https://bazaar.abuse.ch/sample/7512be2746137d9694e3ec3a83e8ab4c6e4d826798a04381de53d4c6973d5191/

Primary Analysis
After unpacking the initial .zip pw:infected - An .exe is obtained.

Name Date modified Type

7512be2746137d9694e3ec3a83e8ab4c6e4d826798a04381de53d4c6973d519f.zip 4/17/2023 2:19 PM 7zFM.exe file

ii 7512be2746137d9694e3ec3a83e8ab4c6e4d826798a04381de53d4c6973d519f.exe 4/17/2023 7:19 AM Application

Using detect-it-easy , we can determine the file is packaged using the Nullsoft Scriptable Install System.

Page 1 of 61


https://bazaar.abuse.ch/sample/7512be2746137d9694e3ec3a83e8ab4c6e4d826798a04381de53d4c6973d519f/?ref=embeeresearch.io
https://sourceforge.net/projects/nsis/?ref=embeeresearch.io

https://embee-research.ghost.io/agenttesla-full-analysis-api-hashing/

Detect It Easy v3.01 - o X

File name

C:\Users\Milhouse\Desktop\AgentTesla\7512be2746137d9694e3ec3a83e8ab4c6e4d826798a04381de53d4c6973d519f.exe

File type Entry point Base address
PE32 00403640 00400000

|_| [ e B T |

Sections TimeDateStamp SizeOfImage Resources
0005 2021-09-26 04:56:47 0003c000

Scan Endianness Mode Architecture

Detect It Easy(DiE) LE 32 1386

installer Nullsoft Scriptable Install System(3.08)[Izma,solid]
linker Microsoft Linker(6.0*)[GUI32]
overlay NSIS data(-)[-]

D Deep scan

100% 260 msec

Our initial approach with any scriptable installer is to attempt to unzip the file. This is because most exe-based

installer scripts are just a zip file with a small exe stub that unzips and executes the files.

Unzipping the folder using 7-zip reveals four files. Including a randomly named cwlkewfbz.exe and a Nullsoft
Script .nsi .

Our initial assumption was that the .nsi script would execute the cwlkewfbz.exe file, so we decided to look

into the script to see if this was true.

Name Date modified Type

B [NSISLnsi 4/17/2023 7:19 AM NSI File
E cwlkewfbz.exe 4/11/2023 6:37 AM Application

[ ] djdqvg.sra 4/11/2023 6:37 AM SRA File
[ ] pgkayd.aq 4/11/2023 6:37 AM AQ File

We assumed the script would be text-based and viewable with a text editor. So we used Notepad++ to view it.

The initial parts (below) look like junk - but after a short scroll to line, a potential execution path and parameters
of cwlkewfbz.exe can be observed.

It appears (lines 55,68) the cwlkewfbz.exe is intended to execute from the users %TEMP% folder with

pgkayd.aq file as a parameter.

This was interesting information and implied that the malware requires two "pieces" in order to
function. In situations like this, generally the .exe is a loader, and the real malware is contained in an

encrypted file passed as a parameter (in this case the pgkayd.aq )
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54 InstTvpe S (LSTR 37) ;  Custom
55 | InstallDir STEME |

56

57 <SNIPPED>

58

59 —|Function .onGUITInit

60 InitPluginsDir

61 ; Call TInitialize Plugins
62 ; SetDetailsPrint lastused

63 SetOutPath STHNSTDIR

64 SetOverwrite off

65 File djdgvqg.sra

66 File pgkayd.aq

67 File cwlkewfbz.exe

68 I ExecWait "S\"SINSTDIR\cwlkewfbz.exeS\" SINSTDIR\pgkayd.aq" |
69 PO o2

70 Abort

71 Pop 52

A review of the pgkayd.aq file using detect-it-easy revealed no recognized file formats, but the overall

entropy was high. This suggested that pgkayd.aq might be encrypted or obfuscated.

If a strong encryption was used, then the entropy would be flat and generally higher (usually around 7.9

for good encryption). This suggested a low-effort Or low-quality encryption may be used.

B8 Entropy - O X

Type Total Status Offset
Binary 7.20053 packed 00000000 00001de0

Entropy Bytes
Regions
Offset Size Entropy Status
0000 1de0 7.20053 packed

1,000 2,000 3,000 4,000 6,000 7,000 8,000

We reviewed the file for any plaintext strings that may indicate its purpose. But this revealed only seven strings.

None of which were helpful.
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e Strings
g

0x00000000 - 0x00001ddf ( 0x00001de0 )

Offset ~
000002ef
00000344
00000427
00000ab0
00000b46
00000b6b
0000118d

Size
0000000c
0000000d
0000000d
00000012
0000000c
0000000a
0000000d

401Y7a*?X580
01373gR7]804p
8=13gdcRemR R

b"8Z5P4409Y4X4R0_8

240[3\2488 _x
j213ArABZ7
804Z2Y4X5P058

[ anst [ unicode 10 = Search

String

Reviewing the other djdqvq.sra file within the folder, an extremely high (and flat) entropy is observed.

The high and flat entropy strongly suggests that djdqvq.sra is encrypted.
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Entropy — O X

Type Total Status Offset

5 Reload
Binary 7.96693 packed 00000000 000429dc

Entropy Bytes
Regions

Offset Size Entropy Status
00000000 000429dc 7.96693 packed

50,000 100,000 150,000 200,000 250,000 300,000

Save
Close

Back to cwlkewfbz.exe

After a review of the djdqvg.sra and pgkayd.aq files revealed they were likely encrypted. We returned to the
cwlkewfbz.exe file.

Detect It Easy v3.01 - O X
File name
's\Milhouse\Desktop\AgentTesla\7512be2746137d9694e3ec3a83e8ab4cbe4d826798a04381de53d4c6973d519f\cwlkewfbz.exe|
File type Entry point Base address

PE32 ~ 00401b0c > Disasm 00400000 Memory map
PE Import Resources

Sections TimeDateStamp SizeOfImage Resources

e Entropy
0005 > 2023-04-11 06:37:20 00021000 Manifest

Hex

MIME
Hash

Strings

Scan Endianness Mode Architecture

Detect It Easy(DiE) LE 32 1386

compiler Microsoft Visual C/C++(-)[-]
linker Microsoft Linker(14.35**)[GUI32]

Options

D Deep scan About

204 msec Exit
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This reveals a C/C++ file with no significant areas of entropy.

The lack of high entropy areas suggests that the file does not contain any embedded encrypted content.

Entropy - O X

Type Total Status Offset
PE32 6.43912 not packed 00000000 0001be00

Entropy Bytes
Regions

Offset Size Entropy Status
PE Header 00000000 00000400 2.76081 not packed
Section(0)['.text'] 00000400 00012200 6.61759 packed
Section(1)[.rdata'] 00012600 00007800 5.15966 not packed
Section(2)['.data’] 00019e00 0000000 2.93358 not packed
Section(3)['.rsrc’] 0001aa00 00000200 4.71288 not packed

40,000 80,000 100,000 120,000

Save
Close

Reviewing the imported functions reveals the usage of VirtualAlloc . This is a valuable function/API that we

can later set a breakpoint on to extract information about allocated memory.

Although Virtual Alloc has legitimate uses and is not malicious on its own - it also a common API used
by malware to allocate new memory regions. The purpose of these regions is often to store decrypted

payloads and additional stages of malware.

Thunk Ordinal
0001ae76 SetlastError
0001ae86 HeapAlloc
0001ae92 HeapReAlloc
0001aeal HeapFree
0001aeac GetProcessHeap
0001aebe Sleep
0001aec6 GetTickCount
0001aed6 VirtualAlloc
0001aee6 VirtualFree
0001aef4 MapViewOfFile
0001af04 UnmapViewOfFile

0
1
2
3
4
5
6
7
8
9

(=]

Lastly, we used detect-it-easy to perform a string search on cwlkewfbz.exe . Ihad hoped that there might be

strings that could indicate the purpose or origin of the Malware.
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Sadly, the string search did not determine anything interesting, just a bunch of Windows and C++ library

shenanigans.
Analyzing cwlkewfbz.exe - x32dbg

We decided to move beyond basic analysis. Our approach was to use x32dbg to monitor the previously noted

usage of VirtualAlloc
We hoped that this might reveal an additional payload or decrypted content.

We opened the cwlkewfbz.exe file in x32dbg and allowed it to execute until the initial entry point.

Options  Help.

<> Source ® References W Threads s Handes  §7 Trace

Hide FPU

ow 00501084

-Text:0050180C cwlkewfbz.exe:$180C #FOC <ENtryPoint>

W pump! WM Dump2 WM Dump3 WM Dump4 MM DumpS @ Warch1

00 plh
E.h
0C 00 OE 00
5

Breakpoint at 76BDF9F0 set!

We allowed the Malware to continue to execute.

However - the VirtualAlloc breakpoint was never hit and the process was immediately terminated.

M pump 1 1l Dump 2 Ml Dump 3 Ml Dump 4 Ml Dump 5 @ watch 1 Locals 2 stuct

Address  Hex ASCII

Debugging stopped!
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Since the breakpoint on VirtualAlloc was never triggered; we knew something must have happened between

the entry point and the Malware’s initial call to VirtualAlloc.
There are a few ways that this could be investigated

» Exit Breakpoint - Can be used to view the function that triggered the process termination,

e Ghidra - To locate paths to VirtualAlloc and diagnose any potential issues, anti-debugging or similar.
Static Analysis Using Ghidra
After the initial breakpoint failed, we used Ghidra to gather more information about paths to VirtualAlloc.

Since the breakpoint was not being hit at all - we wanted to use Ghidra to investigate any paths between the

EntryPoint and VirtualAlloc .
There are two main features that I'll use to achieve this

Cross References (x-refs) - To see where a given resource (function, API, string, etc) is used within a program.

(Essentially a ctrl+F for binary files)

Function Tree - A graphical representation of cross-references. Allows you to see which function calls a given
resource and which function calls that function. And so on. Quite literally, a "tree" of function calls that enables

you to visualize paths of execution.
Using cross-references - We would be able to find out where VirtualAlloc is called within the program.

Using the Function Tree - This would allow me to view the path taken to get to VirtualAlloc and potentially

identify reasons why VirtualAlloc is not being triggered.

How to use cross-references in Ghidra

To locate cross references to VirtualAlloc - We first located VirtualAlloc within the Symbol tree of Ghidra.
Symbol Tree — Imports — Kernel32.DLL — VirtualAlloc

(You could browse through the symbols manually or use the filter to speed things up)
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c2 Symbol Tree

v B, Imports
v B KERNEL32.DLL
> i

we then accessed cross-references by right-clicking on the VirtualAlloc symbol and selecting. Show References
to .
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a1 Symbol Tree

v B, Imports
v @ KERNEL32.DLL

> 1. VirtualA"--
Edit External Location

= Go to External Location
Show References to
Edit Function...

Cut

Delete

This revealed the cross references. With only one function that calls VirtualAlloc - We clicked on this function

to view its contents and establish context around the VirtualAlloc call.
(The context/data reference can be ignored, this is not a function call)

&4 Edit Help

References to VirtualAlloc - 2 locations

005013ed tr [->KERNEL32.DLL:... COMPUTED_CALL

Here (below), the surrounding code and context are revealed.

This is the code that executes (39) the VirtualAlloc function. In this screenshot, we can see that the
VirtualAlloc function is called (39), then _memcpy is used (47) to copy data into the buffer, then the buffer is
xor'd A with a key (49).
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Here is a slightly better view with only the most relevant information visible.
Line 39 - Call VirtualAlloc to create a memory buffer

Line 47 - Copy some data into that buffer

Line 49 - Use XOR " To decode the data in that buffer.

Line 51 - Execute the buffer as code.

(*_Dst) ()

From this, we can determine that the Virtual Alloc buffer is being used to store and execute some kind of code.
This is great - but why is the VirtualAlloc function never hit in the first place?
For this - we need to see what happens before VirtualAlloc .

Since we have already located the relevant function - we can scroll up to see what happens before VirtualAlloc

and determine why it might not be being hit.

Below we can see the contents before the VirtualAlloc call on Line 39.

Page 11 of 61



https://embee-research.ghost.io/agenttesla-full-analysis-api-hashing/

Decompile: FUN_00401300 - (cwlkewfbz.exe)

(hFile, (
) A

(hFil
(hFile) ;

There's quite a bit happening - so here’s a breakdown. The first is an anti-debug/anti-emulation check using

timers.

Lines 14-19 - This is an anti-debug/emulation check to bypass sandboxes that patch the Sleep function with a

value of 0.

Line 14 - GetTickCount is used to check the number of milliseconds that have elapsed since the system was

started.
Line 15 - The Malware calls Sleep for Ox2be (702) milliseconds.

Line 16 - GetTickCount is used again to determine how many milliseconds have elapsed since the system was

started.

Line 17 - If less than 700 milliseconds have passed, set a variable to @ and don’t continue execution.
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Windows Calculator (programmer mode) can convert the 0x2be into decimal to obtain 702 milliseconds.

| HEX  2BE

DEC 702

Although this anti-analysis check was interesting - we had a gut feeling that it wasn't the issue, so we didn’t

investigate it further.
In lines 21-24 below - we can see the CreateFileA function is called.
This is used to open a file from disk (the first parameter, stored in param_3).

We wanted to know which file was being opened and whether the failure to open this file may be what is breaking

the malware execution.

We decided to use a debugger to monitor the first argument to CreateFileA

We did this by creating a breakpoint with bp CreateFileA and allowing the Malware to execute.

& symbols <> source # References > ds  “m Handles  §7 Trace

Hide FPU

dword ptr ds:

dword ptr ds:[<&Def

dword ptr ds:[76c4 ernel32.&createrilea>]=<kernelbase. Createrilea>

.Text:76BE3800 kernel32.d11:523800 #14800 <CreateFilea>

W pump2 WM Dump3 W0 pump4 MM Dump5 @ Watchl Locals 2 stuct

B AB AB AB|AB EE FE 00
F 8D EE|65 00 18 00

00 00 00(00 00 00 00|00
00 00 00 00/00 00 00 00(00 00 00
00 00 00 00/00 00 00 00(00 00 00

(Above) - the breakpoint is immediately hit.
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(Below) - Confirmation that the first argument 1pFileName is the one containing the file name.

C++

HANDLE CreateFileA(
[in] LPCSTR 1pFileName,
[in] DWORD dwDesiredAccess,
[in] DWORD dwShareMode,

[in, optional] LPSECURITY_ATTRIBUTES lpSecurityAttributes,
[in] DWORD dwCreationDisposition,
[in] DWORD dwFlagsAndAttributes,
[in, optional] HANDLE hTemplateFile

So we followed the first argument, which can be found on the right side of the debugger window.

We viewed the contents of the first argument [esp+4] using Follow in Dump

Default (stdcall) Unlocked

1: [esp+4] 013D4BFD 013D4BFD

§: Egigiﬁ% 38888882 83888882 Follow 113FC90 in Disassembler
4: [esp+10] 00000000 00000000

5: [esp+14] 00000003 00000003 Follow 113FC90 in Stack

p Follow [113FC90] in Disassembler

0113FC8C | 00501368 :
0113FC90 | 013D4BFD Il Follow [113FC90] in Dump

0113Fc94 | 80000000
0113FC98 | 00000001 Copy
0113FC9C | 00000000

M pump 1 il Dump 2 il Dump 3 1M Dump 4 1M Dump 5 @ watch 1 Locals

Address  Hex
013D4BFD
013p4c0D
013p4cl1p
013p4c2D
013D4c3D
013p4c4D
013p4cC5D
013D4C6D
013p4C7D
013D4c8D
013D4c9D
013D4CAD

We then scrolled up slightly. This revealed the command line of the file being executed.

Notably, the command line is empty after the cwlkewfbz.exe .

M pump 1 M Dump 2 W Dump 3 MW Dump 4 Dump 5 @ watch 1 Locals 72 Sstruct

Address

013D4B6D

013D4B7D oo

013D4B8D sers\Mil

013D4B9D sktop\AgentTesla
013D4BAD \7512be2746137d9
013D4BBD 694e3ec3a83e8ab4
013D4BCD c6e4d826798a0438
013D4BDD 1de53d4c6973d519
013D4BED f\cwlkewfbz.exe"
013D4BFD .« «««ip
013D4c0D = .
013D4C1D

013D4C2D

013D4C3D

013D4c4D

ST
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We suspected this was causing issues. So we allowed the function to execute and checked the return value to

determine if an error was occurring, which may break the Malware.

Unsurprisingly - the return value for CreatefFileA is Oxffffffff (EAX in top right) - which indicates an error.

Hide FPU

ult (stcall)
+4] 013D48FD 013048FD
000 00

The call to CreateFileA is within a long series of if-else statements which ultimately execute the 2nd stage.

If any statements fail, the Malware sets Bvar3 to 0 and exits.

Line 22 - Since the result of CreateFileA is an error Oxffffffff , the Malware will not continue to the next API

of CreateFileMappingA.

(hFile, (

Fixing the CreateFileA

It was now reasonably safe to assume that the CreateFileA error was causing the Malware to terminate before
the call to VirtualAlloc .

To fix this and continue execution - we needed to know which value was being expected in the call to
CreateFileA

Our previous analysis of the .nsi script reveals the file that should be in this command line. pgkayd.aq
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InstTvpe $(LSTR 37) ;  Custom
IInstallDir

Gl

<SNIPPED>

@ -1 5

o1l
1 &

O WO W

—|Function .onGUITInit
InitPluginsDir
; Call TInitialize Plugins
; SetDetailsPrint lastused
SetOutPath
SetOverwrite off
File djdgvqg.sra
File pgkayd.aq
File cwlkewfbz.exe
ExecWait " \cwlkewfbz.exe \pgkayd.ag" I
oD
Abort
Pop

SN

5i
—

e ls) e W e Il e M- e NI ) Bl

1 O
H O W0 |

-
)

Analysisatch the command line in x32dbg.
We can use x32dbg to modify the command line to the correct values that match the .nsi script.

Within x32dbg you can browse to File -> Change Command Line

File View Debug Tracing Plugins

Open F3

Recent Files

Attach Alt+A
Detach Ctrl+Alt+F2
Database

Patch file... Ctrl+P
Change Command Line

Restart as Admin

Exit
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And then crudely add the value pgkayd.aq from the .nsi script. (We found that the full path was not required)

File E&lkéwfbi.exe
ExecWait "
Pop

N Nt

\cwlkewfbz.exe \pgkayd.aq"

The modified command line looked like this.

2 Change Command Line X

1c3a83e8ab4c6e4d826798a04381de53d4c6973d519f\cwlkewfbz.exe" pgkayd.aq

OK Cancel

After restarting the program, the first argument to CreateFileA now contains the correct file.

Breakpoints W MemoryMap [ Call s t 8 symbols <> Source ® References ™ Threads = Handles ¢ Trace

2010¢476 jmp dword ptr ds: Hide FPU

dword ptr ds:

dword ptr ds:

dword ptr ds:[76c41020 <kernel32.&Cr ilea> Tbase. CreateFileA>

.Text:76BE3800 ker $23800 #14800 <CreateFilea»

W pumpl WM Dump2 M Dump3 WM Dump4 MM Dumps @ Watch1 locals 2 Struct
11

00 00 00(00 00 00 00|00 00 00

00 00 00 00/00 00 00 00|00 00 00 00|00 00 O A Tkewfbz. "248058040134"
00 00 00/00 00 00 00/00 00 00 00

00000000100 00 00 00100 Q¢

gEFF VvirtualAlloc Hide FPU

8BEC

5D
25 6C13C476 r ds &virtualAlloc> MP.&VirtualAlloc
cc

00000304

F 1 AF O

0 SFO DF O
CFO TF1 IF 1

Lasterror 00000000 (ERROR_SUCCESS)
B

Defaut (stdcall)

MoveFileA : [esp+4] 00000000 00000000

2: [esp+8] 00001DEO 00001DEQ

. 3: [esp+C] 00001000 00001000
edi=0 4: [esp+10] 00000040 00000040
: [esp+14] 00000000 00000000

. text:76BDFIFO kerne132.d11:$1FIFO #109F0 <virtualalloc>

We now need to monitor the memory being allocated by VirtualAlloc. This can be done using a similar process

that we detailed in our Redline/Amadey Post.
Using this process - we can be alerted if any content is written to the newly created buffer.

e Set a breakpoint on VirtualAlloc
e Use Execute Until Return to obtain the return value (containing the address of the memory buffer)

 Set a hardware breakpoint on the buffer - This will trigger an alert when the buffer is accessed.
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e Monitor the "alerts" until the buffer contains something of interest.

Creating a Hardware Breakpoint To Decode Malware

To create the Hardware breakpoint from VirtualAlloc - we can hit CTRL+F9 (Execute Until Return) and then

Follow in Dump on the return value in EAX.

Breakpoints M ® calistack g SeH [ st %5 Symbols <> Source ® References s B Handles  §7 Trace
00

= Modify value

Increment value

.Text:75AE7ASC kernelbase.d11:$127A5C #126E5C

i W pump2 WM Dump3 WM Dump4 MM Dumps @ wa 2 struct
Cirl+C.

Hex
00 00 00 00[00 00 00 00(00 00 00 00[00 00 00 00
00 00 00 00 00 00 00|00

00

Highlight

Undo

0000
00 00 00 00(00 00
00000 00100 00

With the resulting memory contents in the dump window - we can select the first bytes and create a hardware

breakpoint.
Dump - Right Click — Breakpoint -~ Hardware Access — Byte

Then continue execution
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cwlkewfbz.ey B Binary y | hread: Main Thread 8828 - x32dbg

File View LC ptions  Help
Copy k
- O = t s 2 & v b
Follow in Disassembler
= Memory Map Call Stack

10

mov ecx,eax
Label Current Address kernelbase.75AD3ES0

kernelbase.75AE7A58

Follow in Memory Map

Watch DWORD

Modify Value

Breakpoint .~ Hardware, Access

-text:75AE7A B Find Pattern... Ctrl+B + Hardware, Write

Find References Ctrl+R Hardware, Execute

-

Sync with expression S “* | Memory, Access

Allocate Memory "“4 Memory, Read

Go to

m Dump 1 Memory, Write & watch 1

Address He: Hex "*, Memory, Execute
02890000 | 00

02890010 | 00 Text 00 00 00
02890020 | 00 00 00 00
02890030 00

02890040 Integer 00

02890050 00

02890060 00
02890070 Float 00
02890080 00
02820090 Address 00
02B900A0 00
02890080 B D bl 00
02B900C0 kd Uisassembly 00
028900D0 o v uv wu 00
02B900ED 00 00|00 00 00
02B900F0 00 00|00 00 00
02890100 00 00|00 00 00
02890110 00 00|00 00 00

Once the hardware breakpoint has been set - We can allow the Malware to continue to execute.

Soon - the hardware breakpoint is triggered and a single byte DB is written into the buffer. We can hit CTRL+F9

to continue execution and allow the buffer to finish filling up.

Page 19 of 61



https://embee-research.ghost.io/agenttesla-full-analysis-api-hashing/

Address  Hex
02980000
02980010
02980020
02980030
02980040
02980050
02980060
02980070
02980080
02980090
029B00A0
029B00B0
029B00C0O
0298B00D0
029B00EQ
029B00F0
02980100
02980110
02980120
02980130
02980140
02980150
02980160
02980170
02980180
B0190

Hardware breakpoint (byte, read/write) at 02980000!

The buffer quickly fills up - but does not contain a MZ header (indicating an unpacked file). There are also no

visible strings within the dumped content.

Address  Hex ASCII

02980000
B0010 0 a
B0020 a<..;UuEMUkn1A0
B0030 2a3Uc?E<...42c0
B0040 %04URD4 'D6306+3a
B0050 ?..;0*CEOgNio53P
B0060 ..805%p8»q?;2:8»
B0070 u 6a»Ybeabo»H0.A
B0080 »V.iv.@3037 . »1/7
B0090 a;p.6c»t(20%gEx}
BOOAO I+u<pnG-'0.30hof

29800B0 -w8LS$¥%mIr.D;F

029800C0O .eokc»Nm6;4'gA?

029800D0 .<@

029B00EQ fo

029B00F0

02980100

02980110

02980120 e = 3c

02980130 p.0R3°u.mjeol

02980140

02980150

02980160 ° @D

%% | LeXECaAa+0
02980170 .tIR0.@»beoca»Y b
02980180 ..580; >:8»
02980190 a :
029

In situations like this - we generally suspect one of two things

o The “junk” is raw machine code (also referred to as shellcode), which often looks like junk.
o The “junk” is not fully decoded yet - in which case we can continue to execute and trigger hardware

breakpoints until something of value appears.

The second option is useful - because the buffer needs to be accessed each time the buffer undergoes a round of

decoding - a process that will trigger a hardware breakpoint.
Validating Potential Shellcode
The x32dbg Disassembler can be used to validate whether or not the bytes are shellcode.

This can be done by selecting the dump data and selecting Follow in Disassembler

We can see this in action below - note how the first disassembler bytes are DB A3 , which aligns with the

contents of the dump window.
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CPU l Log - Notes Breakpoints R Memory Map Call Stack SEH ! Script E Symbols

02980000 DB

029800 A3 3730356D mov dword ptr ds:[6D353037 ],eax
02980006 BB D866BA46 mov ebx,46BA66D8

02980008 3C 88 cmp al,88

0298000D 1218 adc b1,byte ptr ds:[ebx]
029B000F 3035 6FDB3ABB xor byte ptr ds:[BB3ADB6F ],dh
029B0015 sti

029B0016 29AFFF4

029B0018 2 3F 3F

029B001B 29B005B

029B001D

029B001E xor edi,ebx

02980020 Xxor esp,eax

02980022 al,8A

02980024

029B0026

02980027

02980029 ec p

029B002A fldcw word ptr ds:[ebx+6E]
029B002D 6C

029B002E

0298B002F xor byte ptr ds:[edx],dh
02980031 popad

02980032 mov b1,DC

B3 DC
02980034 63B3 453C8A17 arpl word ptr ds:[ebx+178A3cC451],si
0298003A 103432 adc1 blyte ptr ds:[edx+esi],dh

a

02980000

W Dump 1 gl 7l Dump 3 M0 Dump 4 il Dump 5 @ watch 1 Locals 2 struct

Address  Hex ASCII

02980000 0£705m»@f°F<...0
02980010 500:»0a060?v>030
02980020 3a<. . UMEMUkNTRAO
02980030 2a3Uc®E<...42c0
02980040 %04URD4'D6306+34
02980050 ?..;0+CEOgNio53P
02980060 . .805°p8»q?:2:8»
02980070 u 6a»Ybeabo»HO.A
02980080 »V.iVv. @303 i
02980090 aip.6cr»t(2u
029B00A0 I -10.30hof
029B00B0 .W8L$#%mIr.D;F
029 cO A

In this case - the disassembled content did not look like valid shellcode. (You can usually tell this by the presence
of bigred ?777)

We decided to continue execution.
Continuing Analysis - Locating Shellcode

Since the initial bytes did not appear to be shellcode or anything of value - we decided to continue execution.
This triggered another hardware breakpoint on the same bytes and location as before.

In the below screenshot - we can see EIP thatan xor instruction triggered the breakpoint. This is a strong

suggestion that decoding is taking place.
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10050146C || 33cl Xor eax,ecx

0050146E 884D F8 mov ecx,dword ptr ss:[ebp-8]
00501471 034D FC add ecx,dword ptr ss:[ebp-4]
00501474 8801 mov byte ptr ds:[ecx],al
00501476 EB C7 cwlkewfbz.50143F

00501478 FF55 F8 dword ptr ss:[ebp-8]
00501478 68 00800000 push 8000

00501480 6A 00 push 0

005014¢ 8B55 F8 mov edx,dword ptr ss:[ebp-8]
005014 52 push edx

005014¢ FF15 5C405100 dword ptr ds:[<&virtualFree> ]
0050148 8845 EC mov eax.dword otr ss bn-141
«

ecx=32 '2°'

.text:0050146C cwlkewfbz.exe:$146C #86C

M pump 1 1M Dump 2 1Ml Dump3 1M Dump 4

Address

02980000 37 30 12

02980010 3A FO

02980020 6C £ UUEMUKNTAO
02980030 63 SE<...42c0
02980040 F7 %#0alnp4' D630
02980050 3 ?..;0+xCEOgNio53P
02980060 . .805°p8»q?:2:8»
02980070 u 6a»Ybeabo»H0.A
02980080 »V.iV.@303 " /7
02980090 a;p.6c»t( gE+
029B00A0 u<pnG-'0.30haf
02980080 .w8LS$¥%mIr.D;F
029800C0 .ookc»Nmé;4'gA?
029800D0 .<@;42 Ym»U 3 u<
029B00EO =

029B00F0

02980100

02980110 Olec't4»M4»
02980120 D.bd580+0E9;. . IE
02980130 b.dR3°u.mjeol8e;
02980140 U w..480%x<
02980150 3 - &

02980160

02980170

02980180

02980190

029B01A0

Command:

Hardware breakpoint (byte, read/write) at 029B0000!

We then found that continuing execution did not have the intended result that we wanted. The data was decoded as

expected, but a hardware breakpoint was not triggered when the first byte was executed.
Hence - the resulting shellcode was able to execute without triggering a breakpoint.

To solve this - we went back to Ghidra and checked where the buffer was being executed.

We then manually set a breakpoint on this address (the one containing the CALL) so that we could obtain the

buffer just prior to it being executed.

This was only a few instructions after the second hardware breakpoint was triggered.
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(TLDR: once you hit the second hardware breakpoint, the CALL address will already be in your

disassembly window, about 6 lines after EIP)

.- Log - Notes Breakpoints Memory Map Call Stack f SEH ! Script E Symbols

10050146C | 33cl Xor eax,ecx
005014 6E 884D F8 mov ecx,dword ptr ss:[ebp-8]
00501471 034D FC add ecx,dword ptr ss:[ebp-4]
00501474 8801 mov byte ptr ds:[ecx],al
00501476 EB C7 kewfbz. 50143F

FF55 F8 word ptr ss:[ebp-8]
00501478 68 00800000 push 8000
0050148 A 00 push 0

00501 F8 mov edx,dword ptr ss:[ebp-8]
00501 push edx
00501 5¢405100 dword ptr ds:[<&virtualFree>

00501 EC mov eax,dword ptr ss:[ebp-14]
00501 push eax

00501490 64405100 dword ptr ds:[<&UnmapV ofFile> ]
00501496 FO mov ecx,dword ptr ss:[ebp-10]
00501499 push ecx

0050149A 88405100 dword ptr ds:[<&CloseHandle>
005014A0 F4 mov edx,dword ptr ss:[ebp-cC]
005014A3 push edx

005014A4 88405100 dword ptr ds:[<&CloseHandle>
005014AA mov esp,ebp

005014AC 5D pop ebp

005N144n 10

4

Allowing the Malware to continue to execute until the CALL. We can see a new buffer in the dump window E9
97 of 00

CPU . Log - Notes Breakpoints R Memory Map i' Call Stack g SEH ! Script E Symbols

33c1 Xor eax,ecx
884D F8 mov ecx,dword ptr ss:[ebp-8]
034D FC add ecx,dword ptr ss:[ebp-
8801 byt r ds:[ecx],al
EB C7 kewfbz.50143F
FF55 F8 dword ptr ss:[ebp-8]
68 00800000
6A 00 0

F8 dword ptr [ebp-8]

5C405100 dword ptr ds:[< irtualFree> ]
EC v eax,dword ptr [ebp-14]
h eax
64405100 dword ptr ds:[< vofFile> ]
FO mov ecx,dword ptr

88405100 11 dword ptr ds:[<&C Handle> ]
2 mov edx,dword ptr [ebp-C]
sh edx
88405100 dword ptr ds:[<&CloseHandle> ]
mov esp,ebp
pop ebp
rat 10

dword ptr ss:[ebp-8]=[010FFA4C]=02E80000

.text:00501478 cwlkewfbz.exe:$1478 #878

M pump 1 il Dump 2 il Dump 3 i il Dump 5 @ watch 1 Locals 2 struct

- yu
LU.IV.u. O&#,
5 A

We can validate that this is shellcode by using Follow in Disassembler to view the contents as disassembled

code.

This time there are no glaring red 7?7 or other shenanigans.
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02E80000 E9 970F0000 2E80F9C
02E80005 55 push ebp
02E80006 8BEC mov ebp,esp
02E80008 56 push esi
02E80009 8875 08 mov esi,dword ptr ss:[ebp+8]
02E8000C BA 26230000 mov edx, 2326
02E80011 LY4 push edi
02E80012 EB OE 2E80022
02E80014 8BCA / x , edx
02E80016 D1E8 1
02E80018 ClE1l 07

02E8001B 46

02E8001C 0BC8 or ecx,eax
02E8001E 03CF add ecx,edi
02E80020 03D1 add edx,ecx
02E80022 OFBE3E movsx edi,byte ptr ds:[esi]
02E80025 mov eax,edx
02E80027 test edi,edi
02E80029 2E80014
02E8002B pop edi
02E8002C pop esi
02E8002D 5D pop ebp
02ERNNDE 4

4

02E80F9C

02E80000

M pump 1 Ml Dump 2 Ml Dump 3 L gl @ watch 1 Locals 2 struct

Address  Hex

02E80000 u. °&#.
02E80010 2 E.I
02E80020 N.%>.A.Yué_A]
02E80030 LULIV. UL O&#.
0280040 E
02E80050

02E80060

02E80070

02E80080

02E80090

02E800AQ

02E800BO

02E800C0O

02E800DO

02E800EQ

02E800F0

02E80100

02E80110

At this point, you could allow the shellcode to execute. However, we will be analyzing the shellcode manually.

Continuing execution at this point will trigger breakpoints on api’s that are shared between the
shellcode and initial cwlkewfbz.exe which is still loaded into x32dbg. If you continue execution this
way - you can generally continue to debug the shellcode as if it were a regular process. The drawback is

that you will not trigger breakpoints on any new api’s imported and/or executed by the shellcode.

This section was admittedly confusing. If you have gotten lost at any point, restart the process and set a
Hardware Breakpoint (Execute) on the return value from VirtualAlloc. This will take you straight to the

current point of analysis.
How to Save Shellcode Using X32dbg
Since this is an education-focused post - we will instead be dumping the shellcode and analyzing it manually.

You can do the same by reaching the point where the shellcode is executed.

Then selecting Follow in Memory Map and Dump Memory to File
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Aain Thre

Iptions  Help

Ciri+B

Ctri+B

Ctrl+R

We then saved the content as shellcode.bin

How to Manually Analyse the Shellcode

At this point, we loaded the shellcode.bin file into Ghidra for further analysis.

Since this is shellcode - The architecture will need to be manually speAnalysiso that Ghidra can load it

successfully.

For the majority of Windows shellcode you will encounter. You can simply enter x86 into the filter. Then select a

size based on the architecture of process which initially loaded the shellcode.

In this case - the initial file cwlkewfbz.exe is LE (little endian) and 32-bit. This information can be obtained

using detect-it-easy.
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Detect It Easy v3.01 - o X

File name

s\Milhouse\Desktop\AgentTesla\7512be2746137d9694e3ec3a83e8ab4c6e4d826798a04381de53d4c6973d519f\cwlkewfbz.exe

File type Entry point Base address MIME

PE32 00401b0c > Disasm 00400000 Memory map
PE Import Resources

Sections TimeDateStamp SizeOfImage Resources
— Entropy
0005 > 2023-04-11 06:37:20 00021000 Manifest

Hex

Hash

Strings

Scan Endianness Mode Architecture

Detect It Easy(DiE) LE 32 1386

compiler Microsoft Visual C/C++(-)[-]
linker Microsoft Linker(14.35**)[GUI32]

Options

’m [7] Deep scan About
100% > Log 155 msec Exit

Any option that is both 1little and 32-bit will be suitable.

We have generally found that the Compiler column makes no difference for shellcode. Only the Endian ,

Size and Processor columns matter.

¥ Language

Select Language and Compiler Specification

default 32 | i Visual Studio

Description
Intel/AMD 32-bit x86

v| Show Only Recommended Language/Compiler Specs

Once the options have been selected - you can click ok and continue (OK) with the file analysis.
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@3 Im port /C:/Users/Milhouse/Desktop/AgentTesla/7512be2746137d9694

Format: | Raw Binary
Language: | x86:LE:32:default:windows
Destination Folder: | TestProject:/

Program Name: | shellcode.bin

Options...

Once completed - Ghidra will proceed to decompile the code and it should look like this. Note how there are

functions and annotations in both the decompiler and disassembler windows.

How to Force Disassembly of Shellcode With Ghidra

If there are no functions or annotations present in your shellcode, Ghidra failed to recognize the start of the code.
You can easily correct this by selecting the first byte, right-click and Disassemble .

If anything still looks funny or the decompiler window remains empty - Right-Click again and select Create
Function
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h W FH T OE

Once this is setup - You can click the one and only available function.
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Decompile: thunk_FUN_00000f9c - (shellcode.bin)

recurn;,

Analysis of The Shellcode Using Ghidra

This reveals a function FUN_00000f9c that begins by initialising a bunch of stack variables which can largely be

ignored for now.

Decompile: FUN_00000f9c - (shellcode.bin)

Scrolling down further, we can see some potential stack strings.

Identifying Stack Strings in Ghidra
You can generally suspect stack strings when you see lots of hex or decimal values being set on stack variables.

Since null bytes are used to terminate each string - this is also a dead giveaway.
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These stack strings can be decoded in Ghidra by right-clicking on each value and selecting char.

Once the first stack string is decoded, we can see a value of djdqvqg.sra . Which is the remaining file in our

unzipped nullsoft folder.

After this value - are a few more stack strings which we presume to be folder and file names for later use.

Identifying API Hashing in Shellcode

Immediately following the stack strings - there is a suspicious function FUN_00000073 that is called repeatedly.
Each call to FUN_00000073 contains the same first argument, as well as a second argument containing hash-like

value.

Onlines 111 and 113 - We can see that a returned result is executed as code. This is an extremely strong
indicator that FUN_00000073 is an API hashing function.
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Based on the above analysis - we have enough information to determine that the function performs api
Analysisand resolution. You could always manually inspect the function to determine the exact hashing type, but

this is a manual process for a future blog post.

Instead - we will focus on a repeatable method to resolve unknown api hashes using a debugger. This method
should work regardless of the api hashing method used and does not rely on 3rd party scripts or an internet

connection.

How to Defeat API Hashes With A Debugger

A debugger (x32dbg/x64dbg) can be used to monitor the input and output of the API-hashing function and easily
obtain the decoded APIs and their corresponding hashes. This is primarily achieved using the logging feature of
x64dbg.

To Do This

e Load shellcode into a debugger using blobrunner

e Set Breakpoints on the api hashing function FUN_00000073

e One breakpoint for the beginning (containing the hashed api name)

e One breakpoint for the end (containing the resolved api)

e Once working - convert the breakpoints into conditional breakpoints that log the interesting values.

e View the log window for hashes as well as decoded api’s

How to Load Shellcode Into a Debugger (x32dbg)
Since shellcode can not be loaded directly into a debugger - We will use Blobrunner from OALabs.

The purpose of Blobrunner is to load the shellcode and provide a process that can be attached to using a

debugger.

To do this - you can download blobrunner from GitHub, copy it to the same directory as your shellcode, then open

a command line and run blobrunner.exe shellcode.bin

(Make sure to place the blobrunner files in the same folder as your shellcode, and use the 32-bit version

blobrunner.exe and not blobrunner64.exe )
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B [NSISLnsi

I blobrunner.exe
E cwikewfbz.exe
| | djdqvq.sra

B pgkayd.aq

. shellcode.bin

Date modified

4/17/2023 7:19 AM
6/13/2020 6:54 AM
4/11/2023 6:37 AM
4/11/2023 6:37 AM
4/11/2023 6:37 AM
4/20/2023 12:29 PM

https://embee-research.ghost.io/agenttesla-full-analysis-api-hashing/

Type

NSI File
Application
Application
SRA File
AQ File
BIN File

19f>blobrunner.exe shellcode.bin

Successful execution will show a small window containing a base address 0x00860000 where the shellcode has

been loaded into.

Note that the base address will be different for each execution.

Using file: shellcode.bin
Reading file...

File Size: ©x2000

Allocating Memory....Allocated!
| -Base: ©x00860000
Copying input data...
Using offset: 0x00000000
Navigate to the EP and set a breakpoint. Then press any key to jump to the shellcode.

Once the base address 0x00860000 of the shellcode has been obtained- you can open x32dbg and attach it to

Blobrunner

Attaching to Blobrunner using X32dbg
X32dbg can be used to attach to the blobrunner process containing shellcode.
File -> Attach -> Blobrunner.exe
Once attached - a breakpoint should be created on the base address containing the shellcode.
In this case - the address was 0x00860000

The command bp 0x00860000 will create the breakpoint.
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At this point - you can press any button in the Blobrunner command window and the shellcode breakpoint should

be triggered.

[*] Allocating Memory....Allocated!
[*] | -Base: ©x00860000
[*] Copying input data...

Setting a Breakpoint on the API Hashing Function
At this point - A breakpoint should be set on the API hashing function FUN_00000073
To set the breakpoint - we can either

e Sync the addresses between x32dbg and Ghidra (see our previous blog).

e Set a breakpoint on the base address + 0x73.

The easiest way to is to set a breakpoint on the base address 0x00860000 + @x73

Command: bp 0x

Breakpoint at 00860073 set!

Allowing the shellcode to execute the program - the breakpoint on the API hashing function 0x00860073 is

triggered.
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[00560075 ] push_ebp
00860074 mov ebp,esp
00860076 push ecx
00860 push ecx
00860 push ebx
00860079 push esi
0086007A 57 push edi

00860078 mov edi,dword ptr ss:[ebp+8]
0086007E xor esi,esi

00860080 mov eax,dword ptr ds:[edi+3C]
00860083 8B4438 78 mov eax,dword ptr ds:[eax+edi+78]
00860087 03c7 add eax,edi

00860089 8850 20 mov edx,dword ptr ds:[eax+20]
0086008C 8B58 1C mov ebx,dword ptr ds:[eax+1C]
0086008F 03D7 add edx,edi

00860091 8B48 24 mov ecx,dword ptr ds:[eax+24]
00860094 03DF add ebx,edi

00860096 8840 18 mov eax,dword ptr ds:[eax+18]
00860099 03CF add ecx,edi

00860098 8955 FC mov dword ptr ss:[ebp-4],edx
0086009E 894D F8 mov gword ptr ss:;eEp—Sj‘ ,ecx

AnocAn onar no o

4

bmod Eoo oo o a mow

At the point where the breakpoint is triggered, we can see the first API hash of 0x7f91a078 contained in the
second argument to 0x00860073

(Note that x32dbg assumes 5 arguments by default, we can ignore args 3,4 and 5 as we know the

function only takes two)

Default (stdcall) Unlocked

[esp+4] 76BC0000 kernel32.76RC0000 A
[esp+8] 7F91A078 7F91A078

[esp+C] 75AE38B2 kernelbase.75AE38B2

[esp+10] 02000002 02000002

[esp+14] 00000000 00000000

This first hash of 0x7f91a078 corresponds to the first call at @x00000f45

To obtain the decoded API name - Execute Until Return and monitor the return value in EAX .
This reveals that the first hash of @x7f91a078 corresponds to Kernel32.ExitProcess .

Hide FPU

76BE5980
005C1000
FFDBFELF

7F91A078
006FFB50
006FFB34
002FD314
006FFE60Q

Allowing the Malware to continue to execute - the API hashing function is triggered again. This time with a hash
of 0Ox7faebc34 .
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Default (stdcall) Unlocked

[esp+4] 76BC0000 kernel32.76BC0000 2
[esp+8] 7FAE6C34 7FAE6C34
[esp+C] 76BE5980 <kernel32.ExitProcess> (76BE5980)

[esp+10] 02000002 02000002
[esp+14] 00000000 00000000

Executing until return - we see that 0x7faebc34 resolves to kernel32.VirtualAllocExNuma .

It is now worth noting that the decoded API hash resides in the return value EAX whenever EIP is at the end of
the API hashing function @x008600c9 .

e if EIP == 0x008600c9 — then EAX == Decoded API name

C2 0800
8845 F8
OFB/0470

ss : [ebp+C]
EFLAGS 00!
f) 1 AF
ss: [ebp+10 OF 0 SE O
[t CEo TFO IF1

X ,ea ror 00000000 (ERROR_SUCCESS)
c1,byte ptr ds: [ed tus C0000034 (STATUS_OBIECT_NAME_NOT_FOUND)

();

xNuma =

Marking up Ghidra is not a complicated process - but it is somewhat tedious and hence will be left as an exercise.

How to Automate API Hashing with A Debugger (x32dbg)
At this point, we now know a few key pieces of information

e The exact location where the API resolving function starts <base> + 0x73
e The exact location containing the hashed API name (2nd arg, [esp+8] )

e The exact location where the decoded API name can be found <base> + 0xc9

We can now simply create breakpoints with log conditions to obtain the hashes and decoded values.
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This will require two primary conditional breakpoints.

1. On the API hashing function <base> + 0x73 - This is to log the hash
2. On the End of the API hashing function <base> + 0xc9 - To log the decoded value

This can be achieved by restarting blobrunner (Making sure to set breakpoints according to the new base address)

File Size: ©x2000

Allocating Memory....Allocated!
| -Base: ©x00980000

Copying input data...

Using offset: 6x00000000

Command: bp O

Breakpoint at 00980000 set!

As well as setting a breakpoint on the new address of the API resolving function.
Command: bp 0x00980000 +0x7 |

Breakpoint at 00980073 set!

Blobrunner can now be executed - Which will trigger a breakpoint on the start of the api resolving function
<base> + 0x73

B cpu . Log - Notes & Memory Map iﬂ Call Stack =R SEH

00980073 | push ebp

00980074 mov ebp,esp
00980076 push ecx

00980077 push ecx
00980078 push ebx
00980079 push esi
0098007A push edi

Remember the hashed value contained the second argument [esp+8] . This is the first value that should be
logged.,
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Default (stdcall) Unlocked

[esp+4] 76BC0000 kernel32.76BC0000 A
[esp+8] 7F91A078 7F91A078
[esp+C] 02000002 02000002

[esp+10] 00B80000 00B8000O
[esp+14] 86000385 86000385

We can go ahead and EDIT the breakpoint. Adding the following conditions.

e Log Text - Hash: @x{x:[esp+8]} - This will log the hex value contained at [esp+8]
e Hash: this is just generic text for readability

e 0Ox prependa Ox to each printed hex value

{x:[esp+8]} - print the hex x representation of the value at [esp+8]

e Command Text - run; - this will continue execution instead of pausing at the breakpoint.
The conditional breakpoint should look like the below screenshot.

Edit Breakpoint 01230073
Break Condition:
Log Text: Hash: Ox{x:[esp+8]}
Log Condition:
Command Text:
Command Condition:

Name:

Hit Count:

Singleshoot |M| Silent Fast Resume Save Cancel

Now when the Malware executes - Hashed values will be printed to the Log Window.

Next, we’ll add a second breakpoint to log the decoded values.
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TR

Breakpoints

- Notes
'r I

at
at

Let's now take it a step further and print the decoded API names.

Memory Map

We can do this by restarting the program and recreating the initial conditional breakpoint.

A second conditional breakpoint will need to be created at the end of the API hashing function <base> +@xc9 .

Breakpoints ﬂl Call Stack SR SEH l Script
Cc2 0800

8845 F8

O0FB70470

880483

03c7

EB E9

ﬁ Symbols

Once the end of the api hashing function <base> + @xc9 has been located - A second conditional breakpoint can

be created.

00D400CF
00D400D3
00D400D6
00D400D8
00D400DA
00D400DB
00D400DD
00D400EOQ
00D400E1
00D400E3
00D400ES5
00D400E7
00D400EA

c2 080N

8B45

OFB704

it Binary

880483

03c7

Copy
Breakpoint
Follow in Dump w Toggle

Follow in Memory Map

Graph

Set Conditional Breakpoint  Shift+F2

F2

"+ Set Hardware on Execution

(Remembering that we want to log the API name at EAX, but not the actual value of EAX). This can be done by

using {a:eax}

B oo

B Notes
000200 |

Breakpoints
0800

- Memory Map

Callsack o seH M scipt 4 symbols > Souce B References Threads

65

2
£l
E
Bl
E:

It stdcall)
4] 000
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The syntax of {a:eax} can be obtained from the x64dbg documentation - this will print the address information

which contains any relevant function names. (As per the x64dbg documentation)

- ——r oy e e e it =

e x hex: sc2sa (default for integer values)
e a address info: ee4e1010 <module.EntryPoint>

e i instruction text: jmp ex77ac3cs7

We can use this to set the following conditional breakpoint at the return address <base> + 0xc9 .

Edit Breakpoint 016200C9
Break Condition:
| Log Text: API: {a:eax}

Log Condition:

Command Text: run;|

Command Condition:

Name:

Hit Count:

Singleshoot || Silent Fast Resume Save

Cancel

Now when the Malware is executed - A list of hashes and their decoded values can be observed in the Log

Window.
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—

Memory Map

Alternatively - You can start adding breakpoints on the future functionality of the Malware.

Eg Setting breakpoints on newly resolved API's ReadFile , VirtualAlloc etc.

Auto-creating breakpoints on Hashed APIs

Additional breakpoints can be created manually eg bp ReadFile - but they can also be auto-created by

modifying the command text to bp eax; run;
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bp eax; run;

ot (M) Silent Fast

The Malware will now automatically create and trigger breakpoints on any function that was resolved via api
hashing.

Since API hashing is generally used to hide suspicious imports - each new breakpoint should reveal something of

interest.

v 00U proapeg o By

76BDFIFOQ | <kernel32. .VirtualAlloc> Enabled |mov edi,edi

76BDFAFO | <kernel32. .virtualFree> Enabled |mov edi,edi

76BE1FEQ | <kernel32. .GetsSystemInfo> Enabled dword ptr ds:[<&GetSystemInfo> ]
76BE3550 | <kernel32. .GetCurrentProcess> Enabled dword ptr ds:[<&GetCurrentProcess> ]
76BE5980 | <kernel32. .ExitProcess> Enabled |push ebp

76BF6390 | <kernel132. -VvirtualAlTlocExNuma> Enabled |[mov edi,edi

Here are some short examples of information gathered from newly auto-created breakpoints.

1StrCatW - which appeared to be creating a folder path containing the final djdqvg.sra file from the original
Nullsoft folder.

Here is a copy of the original Nullsoft folder.

Name Date modified Type

[ | [NSIS].nsi 4/17/2023 7:19 AM NSI File
IE blobrunner.exe 6/13/2020 6:54 AM Application
B cwikewfbz.exe 4/11/2023 6:37 AM Application
[ ] djdqvg.sra 4/11/2023 6:37 AM SRA File
W pgkayd.aq 4/11/2023 6:37 AM AQ File
B shelicode.bin 4/20/2023 12:29 PM BIN File

Here are the two values being concatenated by 1strcatW - They combine to create C:\\\\users\\\\
<user>\\\\Appdata\\\\local\\\\temp\\\\djdqvq.sra

Istrcatw <how EPU
OO0F8F8F8
00CccB000
ebp+C]:"a breakpoin 78423767
: : ,]” p 01230000
00F8FB90
00F8F8EC

esi "
[ebp+8]:&"blobrunner Default (stdcall) ¥ ¥ o

1: [esp+4] OOF8F8F8 OOF8F8F8 L"C:\\Users\\Milhouse\\AppData\\Local\\Temp\\"
2: [esp+8] OOF8FB3C OO0F8FB3d L"djdqvqg.sra"”

3: [esp+C] 003A0043 003A0043

4: [esp+10] 0055005C 0055005C

5: [esp+14] 00650073 00650073
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This would make a good hunting IOC if you discovered this malware sample in your environment.

PathAppendWl - Revealed an interesting path for an exe file. c:\\\\users\\\\
<user>\\\\appdata\\\\roaming\\\\eirbw\\\\gcluga.exe

PathAppendw Show FPU

O00F8F3F8
76445ECO
5352D6FB
00F8F038
O0F8F8E4
O00F8EBCO

JMP . &PathAppendw

4

Default (stdcall) T ¥ 5

1: [esp+4] OOF8F3F8 OOF8F3F8| L"C:\\Users\\Milhouse\\AppData\\Roaming\\eirbw"
2: [esp+8] OOF8FB24 00F8FB24|L"gcluga.exe"

3: [esp+C] 00F8FCO0 OOF8FCOQ!

4: [esp+10] 002FD314 002FD314

5: [esp+14] 00CCBOOO 00CCBOOO

After a few more API calls related to persistence (via run key) and the creation of that eirbw folder.
An attempt was made to open the djdqvg.sra file via CreateFilel

CreateFilew Show EPU

O0F8F8F8

00ccB000

7842247

00000000

00F8FB90

00F8F8D8
1

DefineDosDevicel Default (stdcall) - v 5

1: [esp+4] OOF8F8F8 00F8F8F8 L"C:\\Users\\Milhouse\\AppData\\Local\\Temp\\djdqvq.sra"
2: [esp+8] 80000000 80000000

3: [esp+C] 00000001 00000001

4: [esp+10] 00000000 00000000

5: [esp+14] 00000003 00000003

To keep the Malware happy and avoid patching memory - We copied the djdqvq.sra file to the
c:\\\\users\\\\<user>\\\\appdata\\\\local\\temp folder.

[} C:\Users\MiIhouse\AppData\LocaI\Temp|

Name Date modified Type

4/11/2023 6:37 AM SRA File

The Malware was then allowed to continue to execute - at which point it hit another call to VirtualAlloc

Execute Until Return was used obtain the resulting buffer in EAX , and then a hardware breakpoint was created

to observe it’s contents.
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TSAETASC <2 1000

7 F 85c8

7 E8 EAC3FEFF
EB FO

cc

ernelbase. d11:5127A5

W pump 1 M Dpump2 MM pump 3 MM Dpump 4 W pump 5 @ Watch 1 Locals 2 stuct
RAress  Hex RSCIT
00 00 00 00(00 00 00 00(00 00 00 0000 00
0 00 00 00|00 00 00 00|00 00 00 0000 00 O

00|00 00 00 00 00 00

0 00 00/00 00 00 0000 00 00
0 00 00/00 00 00 00|00 00 00 00 -
00 00 00 00/00 00 00 00|00 00 00 00100 00 00 00| .

The ReadFile API is then triggered (via auto-created breakpoint) - and the contents of the djdqvq.sra file is
loaded into memory in the buffer created by VirtualAlloc

Here we can see the djdqvg.sra contents in a hex editor.

jﬂ djdgve.sra

Cffset(h) 00 01 02 03 04 05 06 07 0% 0% OA OB OC 0D OE OF Decoded text
00000000 22 6D AC 2C 38 Cl 02 22 €2 79 T$"Qémne, 8A. "hyE
00000010 68 EC F2 19 9F &4 E5 B2 77 70 C9 14 ..hB,id.¥da, wpkE.
00000020 78 2D 47 95 AS FF BY 42 26 44 8D 3E #°xzm.-G*¥%2B&J.Z
00000030 5B 2F 99 7F 0OC 8D 4C 2C B4 1E 6C  .....[/™...L, .1
00000040 28 1E 24 €3 L4 FE 93 SD 85 F& 5D ea:alp+..cep™._ 8]
00000050 0L C3 CO 83 1E E1 1B 29 24 75 92 Ceiiw.Ahf.a.)nus

Observing the memory buffer reveals identical contents - confirming that this is djdqvq.sra

M Dump 1 L Ml Dump 3 MM Dump 4 il Dump 5 & watch 1 Locals 2 stuct

Address  Hex ASCII

1AD80000 2C I$"Q6m-e,8A. "hyE
1AD80010 9F ..hb.70..da wpE.
1AD80020 A5 a°xm. -G. ¥y'B&]J
1AD80030 7F A |
1AD80040 63 ! o
1AD80050 83 C.IjN.A .
1AD80060 Dah,x2<pamée.a.m
1AD80070 %WEPrA£}.0A.D! . .
1AD80080 y
1AD80090

1AD800AO0

1AD800BO

1AD800CO

1AD800DO . a
1AD800EOD j$. .. %07, «=
1AD80OFO +@7EA. 3vy
1AD80100 QLUJeIFfI¥.yE
1AD80110

1AD80120

1AD80130

1AD80140

1An@Nn1CN

4

Command:

Hardware breakpoint (byte, read/write) at 1AD80000!

This data is likely encrypted - The Entropy graph is extremely high in detect-it-easy.
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Type Total Status Offset
Binary 7.96693 packed 00000000 000429dc

Entropy Bytes
Regions

Offset Size Entropy Status
00000000 000429dc 7.96693 packed

100,000 150,000 200,000 250,000

The Malware was allowed to continue execution. This was in hopes that it would trigger another hardware

breakpoint during the decoding of the encrypted content.

After continuing (and clicking continue through a few exceptions) - the first byte 49 is turned into a promising
4D , the first half of an MZ 4D 5A header.

M Dump 1 I 1l Dump 3 M Dump 4 il Dump 5 B watch 1 Locals

Address ASCII
1AD80000

.M
#W&PrAL£}.BA. 0! ..
gures...| y

The Malware can be allowed to finish decoding using Execute Until Return .

Execute Until Return will work, but can be slow. An alternative is to set a breakpoint on the next call

instruction after the triggering of the hardware breakpoint.

In this case, the next call was 2 instructions after the initial hardware breakpoint was triggered.
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B Lo

B Dump 1

Address

1AD80000
1AD80010
1AD80020
1AD80030
1AD80040
1AD80050
1AD80060
1AD80070
1AD80080
1AD80090
1AD800A0
1AD800BO
1AD800CO
1AD800D0O
1AD800EQ
1AD800FO
1AD80100
1AD80110
1AD80120
1AD80130
1AD80140
1AnQN1EN

4

The PE File can be saved to disk using Follow in Memory map

Hex

- Notes

010414D5
010414DA

https://embee-research.ghost.io/agenttesla-full-analysis-api-hashing/

Breakpoints
E9_OFFDFFFF
FF75 FO

ODF4FFFF
8945 E4
837D E4 00
74 EF

6A 00
FF95 7CFFFFFF

M0 Dump 3

M0 Dump 4

l Script

Memory Map j' Call Stack E Symbols Source

p 10411E9

h dword ptr ss:[ebp-10]

1 10408EF
m dword ptr
cmp dword ptr
je 10414DA

“R SEH

-1c],eax

0
1 dword ptr
esp,ebp
pop ebp
h ebp
ebp, esp

Locals ? Struct

ICIDESE TRONE 45
is program canno
t be run in DosS
mode....$ A
>qC2z.

1hd"

{.0atm«"
©a

§.4d

and Dump Memory To File
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0103000t

0103100 22

0104000t
0105000t
010570Q¢
010600CH
011300CK
0122CO0%
0123000t
0125300t
0133000
0136500t
0137000t
0146C00!
01470001
0148000t
1920000t
1923500!
1924000t
1933C00!
1934000t
1937500t
19380001
1947D00!
19480001
19493001
1968000t
19684001
1969000!
1982000t
198F800!
1AC3000!
1AC4 000!
1AC7 500!
1AC8000!
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Follow in Disassembler .030000)

Follow in Dump 050000)

[diskvoTlume2\Windows\S

Dump Memory to File
Comment ' .230000)
Find Pattern... Ctrl+B

Switch View

Find references to region

Allocate memory

Free memory

Add virtual module
1480000)
Go to 3

'680000)

Set Page Memory Rights
1820000)

Memory Breakpoint

1 A7 - COp\/
1AD8000V 1fUUUSEUUU

We saved the file as unpacked.bin

Analysis of unpacked.bin

This unpacked.bin file was a 248KB PE - without any recognized packers or obfuscation.
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Detect It Easy v3.01 - U X

File name

irs\Milhouse\Desktop\AgentTesla\7512be2746137d9694e3ec3a83e8ab4c6e4d826798a04381de53d4c6973d519f\unpacked.bin|

File type Entry point Base address MIME

PE32 v 00401896 > Disasm 00400000 Memory map
Hash
PE Import Resources Qverlay Strings

Sections TimeDateStamp SizeOfImage Resources

TR TR Entropy
0004 > 2023-04-11 06:37:11 00042000

Hex
Scan Endianness Mode Architecture

Detect It Easy(DiE) LE 32 1386

compiler Microsoft Visual C/C++(-)[-]
linker Microsoft Linker(14.35*%)[GUI32]

Options

Signatures D Deep scan About
> Log 199 msec Exit

Based on the entropy graph - there were no glaring signs of hidden encrypted files or content.

Entropy - O X

Type Total Status Offset
PE32 6.33001 not packed 00000000 0003e000
Entropy Bytes

Regions

Offset Size Entropy Status

PE Header 00000000 00000400 2.57057 not packed
Section(0)['.text'] 00000400 0000c600 6.57429 packed
Section(1)['.rdata’] 0000ca00 00006200 4.80932 not packed
Section(2)['.data’] 0001200 00000a00 2.10682 not packed
Section(3)[".rsrc’] 00013600 0002a200 6.16906 not packed
Overlay 0003d800 00000800 0.00070 not packed

150,000 200,000 250,000 300,000

Save
Close
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Reviewing the imported functions - there was a suspicious reference to CLRCreateInstance . This is typical when

a file contains an embedded .NET payload.

(313

l Reload

Hex Hash 64

Hash 32

Disasm 0000002a8963ce34

Strings

Memory map iginalFirstThu imeDateStam orwarderChai

ELoRY) 00013a2¢

Heuristic scan
IMAGE_DOS_HEADER 00013b74

~ IMAGE_NT_HEADERS 00013b84
IMAGE_FILE HEADER 00013bdc
~ IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES 0001367
Sections
Resources
Debug
Load Config
Overlay

Thunk

00000000
00000000
00000000
00000000
00000000

92972e19

00000000
00000000
00000000
00000000
00000000

Ordinal

Name
00013c22
00013c46
00013c62
00013c6c
00013c8e

Hint

FirstThunk
0000e000
0000e148
0000e158
0000e120
0000e150

Hash
11674284
2df58286
9alecc6f
053f29cc
6cf57251

Disasm I:‘ Readonly

KERNEL32.dIl
SHELL32.dll
ole32.dll
OLEAUT32dII

mscoree.dll

Name

We loaded the file into Ghidra and checked x-refs (cross-references) to CLRCreateInstance . The API was called

only once from the function FUN_00401000 .

CLRCreateInstance is called only once from the function FUN_00401000 - which itself is only called once from

FUN_0040147b .

The function FUN_0040147b that eventually calls CLRCreateInstance , is responsible for loading an embedded

resource and passing it to the CLRCreateInstance function.

Below you can see references to FindResourcell and LoadResource - prior to calling the function which

contains CLRCreateInstance
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lpName

ril
In

Checking the unpacked.bin file using resource hacker. An embedded pe file can be observed in the resource

section.

Since this resource is not encrypted or obfuscated, there were no signs of embedded content in the Entropy Graph.

RH Resource Hacker - unpacked.bin — O X
File Edit View Action Help RCData: 1:1033
o a Didog :
DREMMAF vo0QLEBSP OO
v )| RCData 00013658/4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00  |MZ
% 1:1033 00013668 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 @

0001367800 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

0001368800 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00

00013698 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68 ! L !Th
000136A8 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F is program canno
000136B8|74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 t be run in DOS
000136C8|6D 6F 64 65 2E 0D OD OA 24 00 00 00 00 00 00 00 mode . $
000136D8 50 45 00 00 4C 01 03 00 7C 6D 07 64 00 00 00 00 PE L Im d
000136E8 00 00 00 00 EO 00 02 01 OB 01 30 00 00 96 02 00 0
000136F8 00 08 00 00 00 00 00 00 FE B4 02 00 00 20 00 00

0001370800 00 00 00 00 00 40 00 00 20 00 00 00 02 00 00 e
0001371804 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00

00013728 00 00 03 00 00 02 00 00 00 00 00 00 02 00 40 85 Q
00013738 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00

00013748 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00

00013758 A4 B4 02 00 57 00 00 00 00 CO 02 00 46 05 00 00 W F
0001376800 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00013778 00 EO 02 00 OC 00 00 00 00 00 00 00 00 00 00 00

00013788 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00013798/00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

000137A8/00 00 00 00 00 00 00 00 00 20 00 00 08 00 00 00

000137B8 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 H
000137C8 00 00 00 00 00 00 00 00 2E 74 65 78 74 00 00 00 .text
000137D8 04 95 02 00 00 20 00 00 00 96 02 00 00 02 00 00

000137E8/00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60

000137F8|2E 72 73 72 63 00 00 00 46 05 00 00 00 CO 02 00 SSECRENY
00013808 /00 06 00 00 00 98 02 00 00 00 00 00 00 00 00 00

Since the file was named resource 1 - We lazily saved the file as 1.bin .
Analysis of The Final Stage

We again used detect-it-easy - which revealed the file was a .NET based program.
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Detect It Easy v3.01 - o X

File name

C:\Users\Milhouse\Desktop\AgentTesla\7512be2746137d9694e3ec3a83e8ab4c6e4d826798a04381de53d4c6973d519f\1.bin|

File type Entry point Base address MIME

PE32 =~ 0042b4fe > Disasm 00400000 Memory map Hash
as|
PE Import Resources .NET Strings

Sections TimeDateStamp SizeOflmage Resources

Entropy
0003 > 2023-03-07 23:59:40 00030000 Manifest VEE)

Hex
Scan Endianness Mode Architecture Type

Detect It Easy(DiE) LE 32 1386 GUI

library .NET(v4.0.30319)[-]
compiler VB.NET(-)[-]
linker Microsoft Linker(48.0)[GUI32]

Options
Signatures D Deep scan About
Scan
> Log 298 msec Exit

There are no significant areas of high entropy, but there is a large flat section that may contain something

interesting and/or badly obfuscated.

Entropy - O X

Type Total Status Offset
PE32 6.16326 not packed 00000000 0002a000
Entropy Bytes

Regions

Offset Size Entropy Status

PE Header 00000000 00000200 2.67210 not packed
Section(0)[".text'] 00000200 00029600 6.18773 not packed
Section(1)[".rsrc'] 00029800 00000600 3.98546 not packed
Section(2)[".reloc'] 0002900 00000200 0.08436 not packed

100,000 150,000

1.bin was loaded into Dnspy for additional analysis.
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Dnspy revealed a lot of obfuscation and functions that were difficult to analyse,

stem.Ling;
m.Runtime. CompilerServices;

ype References
b =B References

.V.A(734611754));

stem.Runtime.CompilerServices.Compil:
a()

time.CompilerServices. Compi

Modules

Process All

It would be possible to analyse this obfuscation and manually rename each function, but that process is extremely

tedious and time-consuming.

Instead, We decided to use a tool called Garbageman. (Download Link Here)

Garbageman is a tool that can run a .NET program, and automatically capture strings and byte arrays that were

created in memory.

TLDR: You can run .NET Malware and easily obtain strings, embedded payloads and (if you're lucky)

C2 information.

Garbageman can be downloaded from the release page and then transferred into an analysis machine.

GarbageMan version 0.2.4

Minor features and fixes, including database insertion parametrization by @alphillips-lab

Contributors

=)

L

vAssets 4

[ocuminazen |

From here the release can be unzipped as a regular zip file.

(Note that 7-zip failed to unzip on our analysis machine, but the built-in unzip tool worked just fine - right

click -> open with -> windows explorer to unzip with the regular windows zip handler.
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Open with

Restore previous versions

Send to
Cut
Copy

Create shortcut
Delete

Rename

Properties

GarbageMan
-0.2.2.zip

GarbageMan-0.2.2 » GarbageMan-0.2.2

Name

R bin

B oref

l runtimes

B database.db

@ garbageman.config

@ GarbageMan.deps.json
d GarbageMan.dll

(& GarbageMan.pdb
@ GarbageMan.runtimeconfig.dev.json

@J GarbageMan.runtimeconfig.json
B cMLibdil

& GMLib.pdb

B Humanizerdll

. ICSharpCode.AvalonEdit.dll

Microsoft.Bcl.Asvnclnterfaces.dll

M Windows Explorer

> B Search the Microsoft Store

This will create a folder containing Garbageman.exe

Date modified

4/20/2023 7:51 PM
4/20/2023 7:51 PM
4/20/2023 7:51 PM
4/20/2023 7:52 PM
4/21/2023 1:57 PM
7/20/2022 8:44 AM
7/20/2022 8:44 AM
7/20/2022 8:44 AM
7/20/2022 8:44 AM
7/20/2022 8:44 AM
7/20/2022 8:44 AM
7/20/2022 8:44 AM
7/20/2022 8:44 AM
6/2/2020 4.07 PM

12/28/2021 11:59 AM

Choose another app

Type

File folder
File folder
File folder
Data Base File

XML Configuration Fi...

JSON File
Application extension

Application

Program Debug Data...

JSON File
JSON File

Application extension

Program Debug Data...

Application extension
Application extension

lication extension

4,408 KB
1KB
35 KB
206 KB
139 KB
50 KB
1KB
1KB
62 KB
25 KB
251 KB
607 KB
15 KB

Running Garbageman
Garbageman can be run by directly executing the Garbageman.exe file.

To run a suspicious file using Garbageman, File -> New -> Execute
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ﬁ GarbageMan
File | Tools Help
|+|J New » QG‘ Attach to process
‘B Open database *# | Execute
X Close database | Open process dump
O  Exit
Item Address Size  Type Value

The full path to 1.bin will need to be specified in the executable option.
Most of the remaining options can largely be run as default - with a few changes...

e Increase the snapshots to 5

e Set the interval to 200ms .
This will create 5 snapshots - at 500ms, 700ms, 900ms, 1100ms and 1300m:s.
The exact timings don’t matter - but it is ideal to get multiple snapshots from the first 1-2 seconds of execution.

Once this is set - you can select “Start”
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€9 RunExecutable — L] X

Run executable

Executable »h4c6e4d826798a04381de53d4c6973d519f\1.bin| |Pick file

Arguments

Delay 500 ms | Snapshots |5 Interval
Features Features (next snapshots)
Basic Basic
Heap Heap
Stack Stack

Database file name database.db Pick file

Start Cancel

This will run the tool and capture relevant snapshots. After which a menu like this will be presented.,

This admittedly looks confusing - but for the most part - only the bottom left corner is important.

The bottom left corner is what allows you to search and view content that was captured in the snapshots.
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We recommend the following options as a starting point.

e Snapshot = Any - Search all available snapshots

e Type = Byte or String - Show only bytes or strings

e Value = Blank - Add additional filters later.

e Order By = Address - This Groups similar content together (Change to size when looking for embedded
payloads)

e Limit = 1000 (or infinite) - Display as much data as possible

e Order = Asc - Start from the "beginning" of the file. (Setto Desc if hunting for large content)

Snapshot | #4 - 1100 ms (PID: 6548) ¥ Thread 735 ~
General | Heap |Stack
Ga to address ump 7] anstyze refs aut [ Bookmarks | [ @ Back | [ View automatically
i 6F 7A F
|—""" Address Sze  Type Velue LT s et o
o £00000000309100¢ 12 Free - E 36 34 3B 28 78 36 34
1 0000000030916 12 Fres 30 29 20 47 65 63 68 6F
|2 £00000060369101F 12 Free 31 20 46 €5 72 G5 65 &F
|3 ©00000000300102 34 System Exception
a 81 tem OO
|'s (T stem, S1ackOn
|s 12688 System p
7 17 ga tom Threadi o
e £0000RBAA3B911C 84 System Threading.ThreadAbortException
a £0009000A3A9121( 12 Suctam Mkiact
Snagshot | Any * | Type byte Value Ordorby | Address ~ | Limit | 1000 * | | Ase 5 search
Snap  Address Sire  Type
Ikl 1©002G00BRI00ED0I 20 Systerm Byte]] Referencing To
|2 BO000R0BO3B0E0S 20 System Byte(]
|3 ©00000000309E05( 20 System Byte(] Jddress Type
4 BRQ0088RA3R9E09L 20 System Bytel]
: 5 80000AARAIBBDEE! 268  System Byte(]
|'s ©0000R0BR3BE0% 17 System Byte() HITR/
5 ©002E00BRI0BELD: 28 System Byte]] He G
|'s 0000800B03IBBEICE G5 System Bytel] 5 Microsoft-DotNETRuntime-Pinnab
| ©0000000030BFCTE 4108 System Byte(] . System Servicehodel, Version=d
|l2 0000000B030BFCIL 4108 System Bytel) . System Servicehodel, Version=4 Raferenced By
|3 B0000A0BR3BBFCTE 4108 System Bytel] . System ServiceModel, Version=4 FrP—
|4 90000000030BFCTE 4108 System Byte(] . System Servicehodel, Version=4 e Tpe
091 44 e SFidall
|5 9000000803BCEARE 63 System.Bytel] 3.Systern.Diagnostics Eventing.Fr
5 ©0000000030CB7E 14 System Byte(] L
IE 00000000030CRERE 17 System Byte]] 0

(e

35 2E 30 20 28 57 69 BE Moz
31 30 2E 38 38 20 57 69
38 30 71 76 3A 3% 33 3F
2F 32 30 31 30 30 31 39
78 2F 39 39 2E 38

1 Firefon/e9.8

Printable: Mozillars.0 (Wincows NT 10.0; Winfid; x64:; rv.99.0) Gecke/20100101 Firefow/99.0

Value

Value

Snapshot | Any ¥ ‘ Type [byte | Value ‘ ‘ Order by ‘Address v ‘ Limit ‘ 1000 v ‘ ‘Asc i ‘ | P search
Snap  Address Size  Type Value

1 0000000003098D9( 20 System.Byte[] o.M &
2 0000000003098D9( 20 System.Byte[] o,

3 0000000003098D9( 20 System.Byte[] o.M

4 0000000003098D9( 20 System.Byte]] Yo

5 ©0000000030BDB6( 268  System.Byte[]

5 00000000030BDDE 17 System.Byte[] HTTP/

5 000000BRO30BELD: 28  System.Byte[] H,-..G......0.

5 ©000P00BRO3BBE3CE 65  System.Byte[] 5.Microsoft-DotNETRuntime-Pinnab

1 ©000000B0030BFC7( 4108 System.Byte[] , System.ServiceModel, Version=4

2 ©00000BR036BFC7( 4108 System.Byte[] , System.ServiceModel, Version=4

3 00000000030BFC7( 4108 System.Byte[] , System.ServiceModel, Version=4

4 00000000030BFC7( 4108 System.Bytel] , System.ServiceModel, Version=4

5 00000000030C0914 44  System.SBytel[]

5 0000000BO30COAAL 63  System.Bytel] 3.System.Diagnostics.Eventing.Fr

5 00000000030COB7¢ 14 System.Byte[] .

5 00000000030CEB8E 17  System.Byte]] 0.... v

The initial results are fairly benign, and there are lots of duplicates.

But there is an interesting User Agent Header and reference to apify.org.
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4 0000OOLLO3OFEOFE 16 System.Byte[] true

1 000000PRB30F615¢ 33 System.Byte[] https://api.ipify.org

2 000000RRB30F615¢ 33 System.Byte[] https://api.ipify.org

3 000000RB30F615¢ 33 System.Byte[] https://api.ipify.org

4 000000PRB30F615¢ 33 System.Byte[] https://api.ipify.org

1 ©0000000030F61A( 90 System.Byte[] Mozilla/5.0 (Windows NT 10.0; Wi
2 00000000030F61A( 90 System.Byte[] Mozilla/5.0 (Windows NT 10.0; Wi
3 00000000030F61A( 90 System.Byte[] Mozilla/5.0 (Windows NT 10.0; Wi
4 0000BLVRO3OF61A( 90 System.Byte[] Mozilla/5.0 (Windows NT 10.0; Wi
1 00000OROO30F62B. 16  System.Byte[] true

2 00000RRO030F62B. 16  System.Byte[] true

2 APARAAAAA3AFAIRL 1A Quetarm Ritall +ria

and then a pretty interesting reference to a yandex email address. This is something pretty unique and specific and
worth googling.

4 00000000030F674¢ 27 System.Byte[] smtp.yandex.com

1 0000VVPRB3OF679¢ 33 System.Byte[] prince.omd@yandex.com
2 00000ROOO30F679¢ 33 System.Byte([] prince.omd@yandex.com
3 00000PPOO30F679¢ 33 System.Bytel] prince.omd@yandex.com
4 000000RB30OF679¢ 33 System.Byte[] prince.omd@yandex.com
1 0000PORR3OF67E( 28 System.Byte[] ubduipymcemperot

2 0000PORO3OF67E( 28 System.Byte([] ubduipymcemperot

3 00000000030F67E( 28 System.Bytel] ubduipymcemperot

4 0000BRROO3OFE7E( 28  System.Bytel[] ubduipymcemperot

1 00000PROO30F683¢ 33 System.Bytel] prince.omd@yandex.com
2 000000R0030F683¢ 33 System.Byte([] prince.omd@yandex.com

Identification of AgentTesla

Googling the email address contained in the dump - numerous references to Malware are immediately shown.

prince.omd@yandex.com

ERET =) Images [*] Videos @ Maps &) Shopping ™ Books A Flights s Finance

Hatching.io
@ htt :

Malware sandboxi

smitp.yandex.com; Por

See more -

PR

ord: transfo

The first link is a triage report for AgentTesla. In an IR situation - this could be a good hint as to the malware

family involved.
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B General ~

Target

CONTRACT85378600101001010_pdf.exe Score

10"

agenttesla collection

keylogger spyware

Size
383KB

Sample
230410-pf13hsbasSw

MD5
87d1663ce0al75e09cc30eaad0d071e2

SHA1

c9640e168d3394aa43590eeb0180f2aafe1b9079 stealer trojan

SHA256
a259e91f8ab724be3908f2d4c8dda9397d9bb512853009164f58
Sbead32e44f9

SHASR1?

The Triage report contains an extracted malware config - with values very similar to what was found in

Garbageman.
B3 Malware Config A
Extracted
Credentials
Protocol: smtp
Host:
smtp.yandex.com
Port:
587
Username:

prince.omd@yandex.com

Password:
ubduipymcemperot

(The Malware also contains references to SMTP and port 587)

Snap  Address Size  Type Value

4 00000PVO3OF66DE 16 System.Byte[] true i
1 00000LVO3OF66FE 15 System.Byte[] 587

2 00000LVO3OF66FE 15 System.Byte[] 587

3 00000LVO30F66FE 15 System.Byte[] 587

4 00000VVO30F66FE 15 System.Byte[] 587

1 00000000O30F671( 17 System.Byte[] false

2 000000RB30F671( 17 System.Byte[] false

3 00000LVO30F671( 17 System.Byte[] false

4 00000LVO30F671( 17 System.Byte[] false

1 0000ROROV3OF674¢ 27 System.Byte[] smtp.yandex.com

2 000000VO30F674¢ 27 System.Byte[] smtp.yandex.com

3 0000RORO3OF674¢ 27 System.Byte[] smtp.yandex.com

4 00000ORO3OF674¢ 27 System.Byte[] smtp.yandex.com

1 0000POROB3OF679¢ 33 System.Byte[] prince.omd@yandex.com
2 00000OOOO30FE79¢ 33 System.Byte[] prince.omd@yandex.com

At this point some interesting information had been found, and it is ideal to try and hone in and establish more

context.

To simplify the output and reduce duplicates. The search can be reduced to a single snapshot. (Any snapshot

containing useful information can be used, and you should experiment with multiple snapshots)

Snapshot 4 was used for this case.
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Snapshnl ‘ #4 - 1100 ms (PID: 6548) v ‘ IThread 736 v
General | Heap ‘ Stack ‘
[ {n) First | | Last | Go to address ‘ |Ju$| Analyze refs aut |i Bookmarks | [ @ Back
Item Address Size  Type Value
5548 0000P0PPO3OF615¢ 33 System.Byte[] BIN “
5549  ©00OOOOOO30F617¢ 56 System.String https://api.ipify.org
5550  ©00000OOO3OF61AC90  System.Byte[] BIN
5551 00000000B30F620¢ 170  System.String Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:99.0) Gecko/20100101...
5552  000OOOOOO30F62B: 16  System.Byte[] BIN
5553 000000PRO3OF62C: 22 System.String true
5554  ©00000OOO30F62D( 17  System.Byte[] BIN
5555  ©00POB0030F62F¢ 24 System.String false
5556 ~ 00000POOO3OF630f 16  System.Byte[] BIN
L5557 @PR0A0AAARA3OF631¢ 22 Sustem Strina true e
Snapshomype \byte ‘ Value Order by | Address v ‘ Limit ‘ 1000 ‘Asc % ‘ ) search
Snap  Address Size  Type Value
4 00000000O30F63A 15  System.Bytel] 240 -
4 000000VO30F668( 14 System.Byte[] 20
4 000000VVB30F66BE 13 System.Byte[] 1
4 000000AO30F66DE 16 System .Bytel] true
4 00000OVO30F66FE 15 System.Byte[] 587
4 000000RPB30F671( 17 System.Byte[] false
4 0000BOROB3OF674¢ 27 System.Byte[] smtp.yandex.com
4 000000PRO3OF679¢ 33 System.Byte[] prince.omd@yandex.com
4 ©000BOROB3BFE67E( 28 System.Byte[] ubduipymcemperot
4 000000PRO30F683¢ 33 System.Byte[] prince.omd@yandex.com
4 000000VB30F689 17 System.Byte[] false
4 000000VO30F68CE 17 System.Byte[] false
4 00000VROB3OF68E( 19 System.Byte[] appdata

With duplicates removed - there are references to Discord, Webmail, Facebook, and Twitter.

Snapshot | Current ¥ ‘ Type \byte Value Order by Address v ‘ Limit ‘ 1000 v ‘ ‘ Asc v ‘ 2 search
Snap  Address Size  Type Value

4 00000000030FE9F( 13 System.Byte[] 1 ~
4 00000000030F6A5( 20 System.Byte[] facebook

4 00000000030F6A% 19  System.Byte[] twitter

4 0000000O30F6ACE 17 System.Byte[] gmail

4 0000000RO3OF6AE( 21 System.Byte[] instagram

4 00000000030F6B2 17 System.Byte[] movie

4 0000000O30F6B5¢ 17 System.Byte[] skype

4 00000RRRO30FEB7( 16  System.Byte[] hack

4 00000000030F6BA- 20 System.Byte[] whatsapp

4 00000000030F6BDE 19 System.Byte[] discord

4 000000LVO3OF6COE 17 System.Byte[] login

4 00000000030F6C3 19 System.Byte[] webmail

4 000000RRO30F6CH. 16 System.Byte[] mail

a4 000VOLLA3OF6CA( 1A Quetam Rutall cinn

Reviewing the second result from the previous Google search (Ahnsec Labs) - There is a suggestion that

AgentTesla uses SMTP as a means of exfiltration and command and control.

This suggests that the discovered email address is the C2 of the file. The blog also suggests that the value ubd*

found alongside the email address, is actually the password to the smtp server.

Although it uses emails (a.k.a. SMTP protocol) to leak collected information, there are samples that used FTP or

Telegram API. The C&C information of recently collected samples is as follows.

e SMTP Server: smtp.yandex[.Jcom
User: prince.omd@yandex[.Jcom
Password: ubd*****perot
Receiver: prince.omd@yandex[.Jcom
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At this point in the analysis - We would have strong confidence that the sample was AgentTesla.

FoAnalysisonal confirmation. We scrolled down until more interesting, unique, and attack-related strings could be

found.

This revealed some strings related to targeted applications.

Snapshot | Current ¥ | Type |byte Value Order by | Address v | [imit | 1000 ¥ | | Asc ¥

Snap Address Size  Type Value

4 000000000312D81¢ 16 System.Byte[] true A
4 000000000312D86¢ 25  System.Byte([] == Torch Browser

4 000000000312D8A( 27 System.Byte[] Torch\User Data

4 000000000312D974 16 System.Byte][] true

4 000000000312D99( 21 System.Byte[] Cool Novo

4 000000000312D9D¢ 44 System.Byte[] MapleStudio\ChromePlus\User Data

4 0000000B312DAF- 16 System.Byte[] true

4 000000000312DB1( 18 System.Byte[] Kometa

4 000000000312DB4( 28 System.Byte[] Kometa\User Data

4 000000000312DC1( 16 System.Byte[] true

4 000000000312DC4 17 System.Byte[] - Amigo

4 000000000312DC7¢ 27 System.Byte[] Amigo\User Data

4 000000000312DD3¢ 16 System.Byte[] true

4 ©00000000312DDA( 17 System.Byte[] wmeli- Brave

4 000000000312DDD? 49 System.Byte[] BraveSoftware\Brave-Browser\User

4 000000000312DF1¢ 16 System.Byte[] true v

A quick Google search reveals numerous results (Including Splunk) for Agent Tesla malware.

intext:"iridium browser" intext:amigo intext:brave intext:torch malware
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intext:"iridium browser" intext:amigo intext:brave intext:torch malware X

[Z) Images [*] Videos EREE {) Shopping [ Books ® Maps X Flights b Finance

About 21,600 results (0.41 seconds)

Bleeping Computer
https://iwww.bleepingcomputer.com > News » Security

Phishing campaign uses PowerPoint macros to drop Agent ...

13 Dec 2021 — ... Torch Browser, Yandex Browser, QIP Surf, Amigo, Kometa, Citrio, Opera
Browser, CentBrowser, 7Star, Coccoc, and Iridium Browser.

People also search for

brave browser malware is brave browser safe

iridium browser android

Splunk
https://iwww.splunk.com > en_us » blog » security > in...

Inside the Mind of a 'Rat' - Agent Tesla Detection and ...

16 Nov 2022 — NET assembly Agent Tesla malware that will be executed in memory using ...
"%APPDATA%\\Yandex\\YandexBrowsen\\User Data"; "Iridium Browser", ...

Vipre
https://labs.vipre.com » latest-email-spam-wave-targets...

Latest Email Spam Wave Targets Top European Countries

12 May 2021 — Opera Browser, Yandex Browser, Iridium Browser, Chromium, 7Star, Torch
Browser, Cool Novo, Kometa, Amigo, Brave, CentBrowser, Chedot, ...

malware.news
https://malware.news > trojan-agent-tesla-malware-anal...

Trojan Agent Tesla — Malware Analysis

5 Apr 2020 — Iridium Browser; Comodo Dragon; Cool Novo; Chromium; Torch Browser; 7Star;
Amigo; Brave; CentBrowser; Chedot; Coccoc; Elements Browser; Epic ...

At this point - We were happy to consider the Malware as AgentTesla. And the C2 information to be successfully

discovered.
Snapshoype byte Value Order by |Address v | |imit | 1000 v | | Asc v 2 search
Snap  Address Size  Type Value
4 00ROPORA3BFE3A( 15  System Byte[] 240
4 08000000838F668( 14 System.Byte[] 20
4 000000BRe38F66BE 13 System.Byte[] 1
4 B0000000030F66D 16 System Bytel] true
4 OORORORAIBFEEF 15  System Byte[] 587
4 0P00RBRAB3BFET1( 17 System.Byte[] false
4 B000BBOBB3BFET4L 27  System.Byte[] smtp.yandex.com
4 DODBBERRO3BF6T79E 33 System.Byte[] prince.omd@yandex.com
4 008BBBBBR3BFETE( 28 System.Byte([] ubduipymcemperot
4 B0000POBO3BFEB3E 33  System.Byte| prince.omd@yandex.com
4 P0P0PRRAR3BFEBS: 17  System Byte(] false
4 0000eee0830F68Ct 17 System.Byte[] false
A AAQODADARAIAFERRS 1/ Coimbmmn Bkl i ol e
Conclusion

This post concludes. We intentionally tried to cover as many topics as possible to demonstrate useful analysis

techniques. Hopefully, you've learned something new.
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enjoy these posts and want to support the creation of more. Consider signing up for the site.
JOoy P pp gning up

Resources

Source:

Hardware Breakpoints - https://reverseengineering.stackexchange.com/questions/28045/what-is-hardware-

breakpoint-and-when-we-need-to-use-it

x64dbg Documentation -String Formatting -

https://help.x64dbg.com/en/latest/introduction/Formatting.html

GarbageMan - Download - https://github.com/WithSecureL.abs/GarbageMan/
GarbageMan - Website - https://labs.withsecure.com/tools/garbageman
Triage Report - Agent Tesla - https://triage.hatching.io/230410-pf13hsba5w
Ahnsec Labs - Agent Tesla - https://asec.ahnlab.com/en/51274/

https://embee-research.ghost.io/agenttesla-full-analysis-api-hashing/
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