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With contribution from
.5, | S2W LAB Talon

SoW (Story of the Week) publishes a report summarizing ransomware’s activity on the Darkweb. The
report includes summary of victimized firms, Top 5 targeted countries and industrial sectors, status of

dark web forum posts by ransomware operators, etc.

Executive Summary
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1. [Statistics] There are a total of 34 ransomware victims in one week, and the US still accounts for the largest
share at 23.5%, but the overall distribution is even in Southeast Asia and South America

2. [Darkweb] The operator of the Suncrypt ransomware guarantees a reliable transaction with the victim, and
finally writes a security report on what to do to avoid such a breach

3. [Cryptocurrency] Suncrypt uses ChipMixer to launder Bitcoin received from victims

4. [Darkweb] LockBit2.0 Affiliate Program Promotion Activities Spotted on RAMP Forum

5. [Termination] KelvinsecTeam banned from the deep web hacking forum after its long journey of posting

thousands of hacking related contents

1. Weekly Status

A. Status of the infected companies (07/12~07/18)

e For a week, a total of 34 infected companies were mentioned

11 threat groups’ activities were detected
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A. Status of the infected companies (07/12~07/18)

An Name E pate updat... = HQ
07/12/2021 Germany
07122021 Switzerland
071202021 Spain
071242021 france
071242021 United States
Q71242021 france
07/12/2021 Peru
o712/2021 Indonesia
71212021 Taiwan
07/13/2021 Syria
07/13/2021 United States
07/13/2021 Spain
07/13/2021 Belgium
0713/2021 Peru
0714/2021 United Kingdom
Q714/z2021 Mexico
071472021 United Kingdom

Santinized by S2W LAB ~ , ..., Aomaria
07/15/2021 United Kingdom
07/16/2021 United Kingdom
07172021 Australia
07/17/2021 United States
07/17/2021 India
07/17/2021 United States
07172021 Partugal
0717/2021 United States
07/18/2021 Vietnam
07/18/2021 Italy
07/18/2021 Austria
a7/18/2021 United States
07/18/2021 Germany
07/18/2021 Malaysia
0718/2021 United States
o718/2021 United States

B. TOP 5 targeted countries
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25%
India
75%
Australla
2.9%

Romania
259%

Mexica
29%

Belgium

2.9%

Syria

2.9%

Taiwan
2.5%
Indonisia
25%
Switzerand
2.5%

Peru

5%

1. United States — 23.5%

2. United Kingdom — 11.8%

3. Germany & Spain & France & Peru — 5.9%
4. Others — 2.9%

C. TOP 5 targeted industrial sectors
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2. Logistics & Transportation & Government- 8.8%
3. Others — 2.9%

D. Top 5 Ransomware
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lockbit

prometheus
EB%

avos
17.6%

i
11.8%

1. Lockbit — 32.4%

2. Avos — 17.6%

3. hive — 11.8%

4. prometheus — 8.8%
5. grief — 5.9

E. Current status of data leak site operated by ransomware groups

¢ We are keep monitoring the status of data leak sites operated by ransomware groups and approximately 22
sites operate stably while 6 sites are unstable.

o “Latest Updated” is based on the date the victim company information was updated.

Monitoring data leak site operated by ransomware
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Aa Ransomware & Status =] Latest Updated
Grief Live 07/12/2021
Prometheus Live 07/13/2021
Mount Locker Live 03/17/2021
Conti Live 07/12/2021
Pysa Live 06/15/2021
LV Ransomware Live 06/22/2021
Vice society Live 07/18/2021
Hive Live 07/17/2021
LockBit Live 07/18/2021
Cuba Live 06/25/2021
PayZKey Live 05/02/2021
Nefilim Live 05/31/2021
RansomExx Live 06/03/2021
Marketo Live 07/12/2021
Astro Team Live 05/24/2021
REvil Live 06/30/2021
Suncrypt Live 06/20/2021
Payload bin Live 06/08/2021
CLOP Live 06/30/2021
DoppelPaymer Live 06/25/2021
XING LOCKER Live 07/15/2021
Lorenz Live 06/24/2021
? "Leaks from darknet..." Live 06/28/2021
Arvin Club Live 06/28/2021
Ragnar Locker Live 06/25/2021
Avaddon Down 06/10/2021
? NONAME Down 06/21/2021
SynAck Down 06/16/2021

o Current status of monitoring data leak site operated by ransomware
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Date

A. Suncrypt ransomware

» Suncrypt, which had not been updated by the victim company for half a year, was recently confirmed to
have resumed activity after the victim’s negotiation page was discovered

TOP 5 targeted industrial sectors & countries

» The industries affected by Suncrypt were mainly Services, Technology, and Retail, and HQ was mainly
attacked by United States, Belgium, and Germany.
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Suncrypt infected companies
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A2 Victim = Date = Industry
08/01/2020 Consultancy
08/08/2020 Manufacturer
08/14/2020 Retail
08M14/2020 Services
08/21/2020 Services
08/24/2020 Education
08/25/2020 Technology
09/26/2020 Energy
08/28/2020 NfA

e 09/09/2020 Construction

09/10/2020 Services
0910/2020 Technology
09/15/2020 Energy
09/15/2020 Materials
09/15/2020 Technology
0918/2020 Manufacturer
09/22/2020 Retail
097272020 Services
09/29/2020 Retail

A-1. Suncrypt infected companies
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e In June 2021, Company C in the United States is infected with Suncrypt ransomware, internal files are
leaked and encrypted, and the main website is subjected to DDoS attacks until pay BTC to Attacker
e Malware SHA256 : 509e16db291fb5b1ecf79154590f038d76e6579425daaee035db6480b4f2c33c

e Via Ransom note, Suncrypt guides you through 1:1 chat page and details for negotiation

Press enter or click to view image in full size

If you get this message, your network was hacked!

After we gained full access to your servers, we first downloaded a large amount of sensitive data and then
encrypted all the data stored on them.

That includes personal information on your clients, partners, your personnel, accounting documents, and other

crucial files that are necessary for your company to work normally.

We used modern complicated algorithms, so you or any recovery service will not be able to decrypt files without
our help, wasting time on these attempts instead of negotiations can be fatal for your company.

Make sure to act within 72 hours or the negotiations will be considered failed!

Inform your superior management about what's going on, invite someone who is authorized te sclve financial
issues to our private chat. To get there you should download and install TOR =r and follow the link below:

If you and us succeed the negotiations we will grant you:
+ complete confidentiality, we will keep in secret any information regarding to attack, your company will act as if
nothing had happened.
comprehensive information about vulnerabilities of your network and security report.
software and instructions to decrypt all the data that was encrypted.

all sensitive downloaded data will be permanently deleted from our cloud storage and we will provide an
erasure log.

Our options if you act like nothing's happening, refuse to make a deal
or fail the negotiations:

* inform the media and independent journalists about what happened to your servers. To prove it we'll publish a
chunk of private data that you should have ciphered if you care about potential breaches. Moreover, your
company will inevitably take decent reputational loss which is hard to assess precisely.

inform your clients, employees, partners by phone, e-mail, sms and social networks that you haven't prevent
their data leakage. You will violate laws about private data protection.

start DDOS attack on you website and infrastructures.

personal data stored will be put on sale on the Darknet to find anyone interested to buy useful information
regarding your company. It could be data mining agencies or your market competitors.

publish all the discovered vulnerabilities found in your network, so anyone will do anything with it.
Why pay us?

We care about our reputation. You are welcome to google our cases up and be sure that we don't have a single
case of failure to provide wha we promissed.

Turning this issue to a bug bounty will save your private information, reputation and will allow you to use the
security report and avoid this kind of situations in future.

e 1:1 chat page with Suncrypt operator

Press enter or click to view image in full size
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xa I"‘JiS Chronological Browserll AtHpASTE B3] { AW4 @ 2021-07-15 05:14:29 > 271 o S EEIEER LR FEERY C|

Hallo!

1F you will remain silent for 72 hours your axfiltrated data will be pested at our news wibsite.
Don't spend time and money on any recovany senvice, this will not help.

It % better to inform the managment a: soon as possible.

A case if we will make an agresment you will receive the following @ 1) The decryptor 2) The erasune log (asth the full listing of the exfiltrated data) 3) urity report in
ardar to avoid this kind of sitwations in futun,

Wee are ready to help you!
Hedbo its teeh. DDoS will be stoped when we hive a progress in negotistions

Pleate chack up at least onos & diy in arder to thow intenst in this negatiationd. In case if you will remain silent for 72 hours we will infanm the medes about the succesfull
cybar attack and post 10% of your data. If you am looking towards resolving this with minimal losses its time to message us.

Hella.Please view the random samples of the raw files that were exfiltrated from your network. We providing this 2= a proof that your servers were compromised. Full file

tree will be vailable after you will make an agreement with the support. Dow‘rllmdi

Hi, we have followed your instructions and we are wanting 1o know what our next dleps are? Can you please stop calling our employees and just commmunicate with us
hare from now on?

I . #i Hello, thank you for your message. No avallable specialists at the moment. Please check back during the business howrs: 10 AW 1o & PM CET,

A-2. Negotiation the price of the victim company

e A negotiator is involved to mediate the price between Suncrypt and the victim company.
o The negotiator offers an amount of 750,000 (USD) from Suncrypt for the following three items that the

victim company can provide if paid

1. Decryptor : decrypt files encrypted by ransomware
2. The erasure Log : A deletion log to confirm that Suncrypt has deleted all the leaked files

3. The security report : to avoid this kind of situations in the future

e He also mentioned that paying the amount will stop DDoS attacks on the company’s website, and that the

price can be lowered through fast delivery and negotiation
Press enter or click to view image in full size

Chronological Browserll AHHlASTE T4} { AW @ 2021-07-15 05:14:29 » 271 B HEIERERCAPRIRY O}

Hella,wait support

Hallo | will parfosrm the mediation batween you and the group that penetrated your network, These would be rno calls st all i you have contacted the group withen T2 hour
5

The amownt estimated for your entity to olbtsin 3 Rems Eted above is 750 000 USD.

The groug wil stop the DDoS atteck as 5000 83 the funds are transfemed. In case if we will have positive dynamics | will request to stop the sttack peior to the transfer, The
amount is negotisble, but i recemned caloulations that justify the price, 5o the best way to bring it down is cooperation and the fast transfer.

Please check: badk at least once a day.
Alio please remave the samples from the file hosting after reviev. The data contains confidential mformation and the further lescksge coenario should be excluded.

Ofcary, thank yeu. We have dewnloaded the sample files and deleted them from the website. We have a meating tamarrew marming 1o discuss this matter as well as
raviwing the sample files. We will got back to you as soon as possible.
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» After several rounds of negotiations, the victim company finally offered a $279,944 amount, and Suncrypt

accepted it.

 Victims responded that they could not pay with Monero from a legal point of view, only Bitcoin, according
to the U.S. Department of Justice’s (DOJ) Guidline on Privacy Coins.

Press enter or click to view image in full size

N e=IRVil=g Chronclogical Browserll XHLAITE g  AWA @ 2021-07-15 05:14:20 > 27 B M EARRIRIRFRER Cf2 2 C

Hello, we spent the majority of the day disoussing this matier and wanting to protect our peo formation. We understand that you need 8 win condition and we are.
doing our best to meat that, As mantioned, we are going cut of busingss which makes this vary d ., Since the banis sna closed in the U5, wewon't be able to make
payment today. We can offer $279,944 and i you agree, we can make payment early Mandry.

Helle, bt me check [t up Aght now. |

PFlease hald on for 15 minutes

The group accepted your offer. Wa will provide btc wallat id on Sunday.
lfpdatlﬁugmmﬂlymiduh&ummmlnld |

Wi are happy to hear that you have accepted our offer. Unfortunately, due to the necent US DO guidu{inu: about privacy coins, then i:jm‘! no way forus from a Ingal
perspective to make payment in Monere. We'd like to resolve this situation and pry asap on Moenday, but BTC is the only option for us. Thark you

e Accordingly, Suncrypt delivered the bitcoin address and the victim company transferred about 7.04 BTC to
the address.

o Payment date : 2021-06-15 05:46
e Bitcoin Address : bc1qqqj3tjvOyztrvda95paaudrwve2gkqpwqfld7v

Press enter or click to view image in full size
NEIRVII=] Chronological Browser Ml RIuIASRIS B3l ¢ AWM @ 2021-07-15 0511429 > 27H B e=c

Helloyour are welooeme, W will provide bie wallet later today

BTC wallet : bl qqaj3tivdyzinvdagSpaaud v 2gkapg Ty

Sand us MesEage & 00N as you make a transfer. After 3 confiemations of blodkchaln we will drop decryptor here. Erasure bog and secusity report will be ready maxt 24 hour

o After confirming the amount paid, Suncrypt provides the first three items (Decryptor, The erasure Log, The

security report) that he said will be provided when the transaction is complete.

1) Decryptor
e decrypt files encrypted by ransomware and detailed instructions

Press enter or click to view image in full size
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VY= IRT =l Chronclogical Browserll XHHIA3GE T  AYA @ 2021-07-15 05:14:29 » 271 BT ELEARITRERIR LR CH2 2 C

Wa sant the payment. Please provida decryption tool, file trea and erasure logs.
Haello
Pz wait i will chck
i 580 payment is on the way after 3 confirm i will drop decryptror hene
Can you share how we got breached?
Wi will send you security report tomarrow. But if you want to know now - was used fortinet exploit

Your transaction till nat have confirme. After it will confirm i will drop decryptor and lesve chat. Suppart will be here o st you

2) The erasure Log
e An erasure logs to prove that Suncrypt has deleted all files stealed from the victim company

Press enter or click to view image in full size

3) The security report

e Suncrypt also provides complete after-sales service in details report that to avoid this kind of situations in

the future

Press enter or click to view image in full size
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i Chronoclogical AHpA B E B ALHAF @ 2021-07-15 . 270 o CIEE
r L ; 1-07-15 05:14:29 ~
Xarvis e A%t < 05:14:29 = 2021-07-15 05:14:29 =

The security report for S Defend your credentials fram mi ¥ Limit administrator privi the smallest group pessible. Even if you have
5 5 counts and force users to justify any additional

accounts added to the administrator group. The next thing that you should do 5 B A c of your forest and domain to at
least 2012 R2. This domain functlml le 5 o fai g Ago Usersdil, ith othar protections, the members of the

1 Authentication, or Cr 5 provide powerful protections that make

onal regq i this security update, the default

o aaked lagon thiz default you can add the

folbowing registry dwud TokenLeakDetectDelaySecs, and set it toa recommeancded value of 30 seconds.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentCantrolSet\Cantral\Lsa), Stop storing passwards (n mernary by ehanging the AéceUsel ogonCredential 360 registry
satting to 36 0FE™ instead of the default value of #Ece13€0 and passwords ane no longer available to Mimikatz .

HEEY_LOCAL MACHINE\Syster\CurrentControlSet\Control\Security Providers\WiDigest Start monitoring your systems for unauthorized software and
malware, which should help identify Mimikatz installation and activity. Yous€™Hl have to test these changes to sea what brealks, but tha idea is to implemant
some fairly basic changes to protect your netwark. |n your specific case the critical vulnerabiliry contained Forti VP, please update FortiVpn and monitor for
updates and Windows updates. Inform your IT stuff to remove the posibility of storing user passwords within the network.Also wa recommend you to use
SentinelAV and dattoo backup system_ Alsa Veeam Tapes is good  but pe with veeam should be in WORKGROUP and user should be different frem main
domain. Evary PC should have AV, Don't ket any pe without AV, Also try configune 2FA (at all network pe) when you connect to remota desktop. Use
passward on AV, Also tip for you: If you want chage Fortigate VPN te ather . Wi dont reccomend you to use Sonke VPN, Pulse Secure, because its under
massive hack

Hedlo. Thank you for providing the decryptor and security report. Really appreciate it. Can you please provide the erasurestotal exfil log? Thank you again

A-3. Security consulting offered by Suncrypt

1. Defend your credentials from mimikatz

e Limit administrator privileges to the smallest group possible
o Even if you have thousands of user accounts, you should probably only have 2-5 administrator accounts
 Start with two accounts and force users to justify any additional accounts added to the administrator group

e upgrade the schema and functional level of your forest and domain to at least 2012 R2

**This domain functional level adds a fairly new group called “Protected Users”. Along with other protections,
the members of the Protected Users group cannot authenticate by using NTLM, Digest Authentication, or

CredSSP. These changes provide powerful protections that make Mimikatz almost worthless.

Get S2W’s stories in your inbox

Join Medium for free to get updates from this writer.
Remember me for faster sign in
2. Verify KB2871997 has been installed to apply additional required security.

o After you install this security update, the default setting for non-protected users on Windows 7 and
Windows 8 is to not force clear leaked logon session credentials
o To override this default you can add the following registry dword, TokenLeakDetectDelaySecs, and set it

to a recommended value of 30 seconds
**HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\Control\Lsa\TokenLeakDetectDelaySecs

 Stop storing passwords in memory by changing the “UseLogonCredential” registry setting to ‘0’ instead of

the default value of “1” and passwords are no longer available to Mimikatz
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**HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SecurityProviders\WDigest
UseLogonCredential 0 : not store credentials in memory
UseLogonCredential 1 : store credentials in memory

3. Start monitoring your systems for unauthorized software and malware, which should help identify Mimikatz

installation and activity

4. In your specific case the critical vulnerabiliry contained Forti VPN, please update FortiVpn and monitor for

updates and Windows updates
5. Inform your IT stuff to remove the posibility of storing user passwords within the network

6. Also we recommend you to use Sentinel AV and dattoo backup system. Also Veeam Tapes is good ,but pc with
veeam should be in WORKGROUP and user should be different from main domain

7. Every PC should have AV. Don’t let any pc without AV
8. Also try configure 2FA (at all network pc) when you connect to remote desktop
9. Use password on AV

10. Also tip for you: If you want chage Fortigate VPN to other . We dont reccomend you to use Sonic VPN,Pulse

Secure, because its under massive hack

A-3. Transaction analysis

 Bitcoin transaction analysis paid by victim
e Payment date : 2021-06—-15 05:46
e Amounts : 7.044 BTC

Press enter or click to view image in full size
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Victim Payment

Bitcoin transaction analysis via Xarvis

6.1951973 BTC amount, which is about 88%, finally flows to the following two addresses, and money
laundering is performed through coin mixing

ChipMixer(coin mixing) 1

Address : 1CWnkH6kmZMUPsMCe8PN77Ndo2ASHhA8Sg

Amounts : 4.9340973 BTC

Transactions time : 2021-06-16 07:40

ChipMixer(coin mixing) 2

Address : 1GykxLzh7Eftbyd7ABW1D74tGFUziLyqxK

Amounts : 1.2611 BTC

Transactions time : 2021-06-25 09:41

Press enter or click to view image in full size

Menayfhern Tracer O | Moneyliow Trscer

ChipMixer 1 ChipMixer 2
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e If you look at the amount divided by performing Coin mixing, it is distributed in exactly the same amount.

e In particular, the pattern in which the same amount is divided by a combination of 0.001 BTC, 0.002 BTC,
and 0.004 BTC is a typical feature of mixing performed by ChipMixer, and it is suspected that coin
laundering was attempted using ChipMixer.

e Currently, there are addresses that have some remaining amount excluding them, and it seems that
monitoring is needed for transactions in this addresses.

e Address : bclqapaljnz2zxfmpfgz9kq2prswsuxhe5412k9u7y

e Amounts : 0.7048 BTC

. Bitcoin Address

Node Info

Bitcoin Address
bc1gapaljnz2zxfmpfgzSkg2prswsuxhe5412k9u7

¥

Total Transactions

Total Received 0.7048 BTC

Total Transferred 0 BTC

Balance 0.7048 BTC
Last Transaction 2021-06-23

Firstseen Unknown c

Trace Moneyflow

C. RAMP(Babuk/Payload.bin)
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e It has been changed to a membership forum, and the number of community active users and po

gradually increasing

Press enter or click to view image in full size

Chronelogical Fup~3gE B ALAF @ 2021-07-15 7Y ot
1-07-15 18:00:23 ~
Browser L M < 18:00:23 5 2021-07-15 18:00:23

Xarvis

Farum rules

You must agree fo the fcllowdng in order ta reglsier

@DopyM AOCTYNeH Nochne perucTpauuny, BepuMKauMmu Ha email HeT, MoXeTe yKasaTb
negoe.
He 3HaHWe He ocBOGOKAAET OT OTBETCTEEHHOCTH

SANPEUWEHO:

pafiara o adhena na P CHE

AYTILHIMOETEG O perTy AL

LTI G DITHORUEH T 110 OTIOCHUGDNCH K TETHIS AR

NECRIDHTA Molicro nopua

MECNAFAHA HITYILIGHHA 230N

NECOIFTHA NATERD

NEENAFHA BCA-ICKONT FAaA MIATHILHOCTI Nopsuauei ¥ e

FHLEHOH [MCKTBO-GHIG, ICKAIAHHOD FINCERACHHCD 0ACTEHD)

P8 rod enceter e 2asdi " ROdpTLSRaRmoR Mobos oL 0 MoGed WATSDUNTE CETHine & AnibaNRDivUC Inmailil Seibin

Agied | | Cancsl

Peraresd by FluxB8

sts is

In Ho
fu

e User status as of 2021.07.20
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¢ Admin Orange, Moderator 777 Users are the most active
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C-1. The post of selling FortiNet VPN

REvil ransomware has posted a purchase article on an underground forum to purchase VPN-related access

information, and there is a possibility that ransomware groups may use VPN-related access information purchased

through DDW in a ransomware attack

e Currently, the RAMP forum is operated for the purpose of promoting affiliate programs and sales services

related to ransomware RaaS, so the credential information posted on the forum is highly likely to be

misused by ransomware groups

e According to a post posted on July 15, 2021, a user has announced that Fortinet VPN access information

will be posted

Press enter or click to view image in full size
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Moo dear forum users!
: we post several valid FortiNet VPN access to the public

geo: india-large networks are available,
o do not think badly about india (: there
will he other accesses
once a day, a pack of several access points will change one to another, in
order to somehow neutralize the flow.

!Attention!
we are not responsible for your actions on the network
valid checked 2 days ago we
urge you to prudence, adhere to moral and ethical standards, respect
non-profit organizations aimed at altruistic actions such as public
haspitals, funds: animal assistance, funds dealing with environmental
problems.
at home: people with disabilities, elderly
universities of
any other organizations aimed at disinterested and selfless assistance to
those in need

for access to contact PM, also be ready to answer a few
questions about work - to avoid getting access into those hands
who do not need them or are not qualified
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e The user who posted the first thread has not yet found any additional posts about VPN access information

e Forum admin posted credentials to access vsphere data center

C-2. Sharing hacking tools
» Tools used for hacking are shared among forum members

Press enter or click to view image in full size
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e Mimikatz: A tool that can steal Windows account passwords

e Netscan : port scanning tool

e Dsquery: Active Directory query tool (collect user accounts, domain trusts, permission information)
e Psexec : Used to download or upload files via network share.

o Babuk Builder: A tool to create Babuk ransomware
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C-3. LockBit promoting LockBit affiliate program

e OnJuly 15, 2021, it was confirmed that the operator of LockBit, which has been showing the most activity
for the past week, is actively promoting the LockBit affiliate program.

¢ Compared to other ransomware, the activity level was low, and information about 11 new victims was
posted on the Rick site this week.

o The industries affected by LockBit were mainly Transportation, Retail and Financial, and the HQ was

mainly attacked by United States, United Kingdom and Australia.

TOP 5 targeted industrial sectors & countries

Press enter or click to view image in full size
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The post of LockBit promoting LockBit affiliate program
Press enter or click to view image in full size
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Vendor Naprhitpesan nporpakMa LockBit 2.0 spesento pozclHonnner walep naprwipen,

Pazpafotea pegetca ¢ centalpa 2019 roga, manucas ma wnctom Cn ASM » ne imseer sasucumocted. Wndposanme
NPOMCEBIAT KySeaMy, SEPE3 NORT JaBepaueHin (/0 - complation POl aNropHTH WHEPOBIHIER ASS + ECC, 33 583
OO WHKTO HE CMOT NPOMSSECTH Qewndipamcy.

SHCKNGEHBHEE NDEHMYUBITED — HT0 CHODGITE WHBPBNIRA W SYHA CAORACNPOCTRAHERHA,

Bam gocTaToMBo NONYYATE SOCTYN K SIAasH0Mys Cepaepy, 4 octansmoe LockBi 2.0 caenaer can. Sanyck nponcxagut
HE BOEE MALHHAX SOMEHHOA COTH, NEH HANKYHI NEAB ASMMHUCTDATODA HA KOMTDONAGEE ACH4HA,

Kpatemii diyHLmonan:

= agMuM nakonp o TOR;

- cOugerne ¢ koMnasned Jepes TOR, uar ¢ PUSH ysegomaeHaMi;

= BOTOMATHYECKAS TRCTORAA Abuihponia;

- BETOMATIMECKER Bl AtwinchpoBUIKE]

«  NOPT-CHAMBE N0 MOKANMIMM MONCETRM, HAXOAMT 008 wapi DFS, SMB, WebDav;
- AETOMATINECHOE PACRRCCTRAHEHIE B SOMEHHCH CETH B run-time Bes nomowm CKpnaTas;
©  INBOPIUSMIE MOwSIOWX Crnl 1 Npouecoon;

- GRospoBKA 3AMYCKA NPOUSCEOS NOISOARKGUINE YEITe MPOLECE WHSDCBAH A

= YCTAMOBKD Npan Ha gain o ovamie Gnownpyicans ampualyTon;

= FARNEHIE TeHeBB WO

- HOHTHPCBAHIG CXPWTWE Padasnos, drag and drop faiinos v nanos;

= CMICTICE AOTGE W CAMO YARREHNE,

= DD W IH CHPWTMA peidd pasoTs;

- BAAYEK BAKNEHHEY KOMALKTEpan depes Wake-on-Lan;

*  PACHEYATEA TREGOSANNA HA COTEBMN MPHHTERAX;

- paBATRAT HE BORX BEpCIEN: CeMERCTER Windawe:

LockBit 2.0 sanmeTcA caMbiM Spcrphiv nporpamssof wadposansumiod o mape. Hrols me Bums ronocnosmsimm s
NEArATORHAN CPABHITEABHYH TARAINLY JAMELS CHOPOCTH WHDEOBAHMR RDW OA0HAKOBL PEADENEN & HEKOTORMI
NoQobHLMi MPOTRAMMEME, ME CHPBIBAA WX HA30aHKi,

CpaBHHTEALHIA TARNHLA CROPOCTH WHPOBBHHA J0CTVIHA B KBWEN BIONE NG Sieke

Ecan y Bag £cTe comHednn B gakuod Talnre, Bu soxeTe NOOBEEHTE MY MEDOPHALING, CHAMAR CIMAML KB KOTODBI
NPOMIBOQMIOCs TECTHRCBARISE NO copinke = RansomwareSamples. 7z

BUECTE © NPCIRAMMOR WHDPIBANLUIHO Bhl NONYHAETE SOCTY K CAMOMY GRCTROMY CTHNNGRY B MApE - StaalBit,
WOTODBIT ASTOMATIMECKT CX AW IBBAET BOE thafinm ATasyEMol KOMNAHI B HaW afHoARERHEA BRor.

CPaBHMTENLHAR TARNHLA CHOPOCTH CHAUMOANMA HHDOPHILNN DTV RMO R KOHMAKIG TaH =8 SOCTYHD B HAWEH
Grare.

Bt COMM PHUDETE KAKET Gy/LeT CYHHE BRIKYTA 0 NPOLIE OSWEHUR C JMWWHPADAHHOA KOHNIHWER, DRNATY NonyYanTe
Ha CHOM AHMHRS KOWenk:Cn B yaoinodl BanoTe, Nocne wero NEPEEOSHTE NPOUSHT OT BRIKYIA HAM,

LockBit 2.0 e paforaeT B CIPRHAX NOCTCOBATCHOTR MPCCTRAMCTEA,

PABGTAEM TOABKD C ONBITHBIMI MEHTECTEMMI, KOTODEE NDOEECCHO HANHO BRAARGT TAKIMIS MICTRY HEHTANK KiK
Mgtasploit Framewark w Cobalt Strike,

VEROBUA SOTLYAHIMECTES MHANBARYAREHES ANR HESABAG KAHEHTA.

€ mamut B coenaete Gonblos TRPRETOR 20 DMXCAMIE, 90M ¢ ARYTOA NAPTIEPCKOR NPOrPAMMOR 13 MESOMD,

Bres & SAHHLIMKN ROHOAH N OTHATEBLIHEN SAMAATITL BLIKY

KoNTasTe! ANR CoRIW:

[Ransemware] LockBit 2.0 is an affiliate program.

Affiliate program LockBit 2.0 termporarily relaunch the intake of partners,

The program has been undereay since September 2019, it it desighed in arigin © and ASM languages without sy
dapandendies, Encryption is implemantad in parts via the completian part {17Q], ancryption algenthm AES + ECLCL
During two years nane has managed to decryat it

Unparallgled benefits are ancryption spead and seifsproad function.

The anly thing yeu have ta do is to get access to the core server, while LockBit 2.0 will da all the rest. The lsunch is
realized an all devices of the domain netwark In case of adm ratar rights on the domain cantroller,

3. Posts related to Underground Forum @Dark Web

A. Banned @teamkelvinsecteam

Press enter or click to view image in full size
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tearnkelvinssctears Forsm Info teamkelvinsectean's Forum Statistics tearnkelvinsectears swands.

Total Th

o Teamkelvinsecteam is an active user on Radiforums, and has posted more than 1,000 hacking related posts

during the active period

It is known as a famous hacking group within the forum and has a high reputation

 All posts written in the past are now deleted
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Conclusion

e As the Suncrypt ransomware victim paid a high cost, it is necessary to review and apply the security

consulting content that could be obtained as a post-service service to other companies.
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e As the number of active users in the RAMP forum increases, continuous monitoring of users and posts is

necessary.

ONTALON

e Homepage: https://www.s2wlab.com
o Facebook: https://www.facebook.com/S2WLAB/

o Twitter: https://twitter.com/s2wlab

Source: https://medium.com/s2wlab/w4-july-en-story-of-the-week-ransomware-on-the-darkweb-c61965d0386a

Page 23 of 23


https://www.s2wlab.com/
https://www.facebook.com/S2WLAB/
https://twitter.com/s2wlab

