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complement this information with additional observed deployment activity and encryption characteristics in samples

analyzed by this team.

PlugX is a long-running Remote Access Trojan (RAT) that has been consistently linked to multiple China-aligned threat
actors and espionage operations worldwide. Since its public identification around 2008, it has been attributed to groups such
as Mustang Panda, APT41, APT10, and Deep Panda, among others. These actors have deployed PlugX in targeted
campaigns affecting government institutions, diplomatic entities, defense organizations, technology companies, energy
providers, and NGOs across Europe, Asia, and North America. Its sustained use over more than a decade reflects both its

adaptability and its operational value within China-linked cyber-espionage ecosystems.

From an operational standpoint, PlugX is typically delivered through spear-phishing emails carrying malicious attachments,
weaponized Word or Excel documents with macros, executables disguised as legitimate software, or via supply chain
compromise scenarios. A recurring characteristic of PlugX campaigns is the abuse of DLL side-loading, in which legitimate
and often digitally signed applications are leveraged to load malicious DLLs, thereby reducing suspicion and bypassing
certain security controls. This combination of social engineering, trusted software abuse, and modular payload design has

enabled PlugX to remain a relevant and frequently observed tool in international cyber-espionage operations.

Initial Deployment

In this case, during the deployment of PlugX, the G DATA antivirus executable (Avk.exe) is used to load the malicious DLL
Avk.dll via DLL side-loading. In the case analysed by LAB52, the infection chain begins with a phishing email titled

“Meeting Invitation” followed by a date. The content includes two links:

e A URL redirecting to the Ministry of Foreign Affairs of Iceland.

¢ A URL allowing the download of a .zip file containing two files:
o Invitation_Letter_No.02_2026.csproj
= Script used to download and execute artifacts.
o Invitation_Letter_No.02_2026.exe

= MSBuild.exe, used as a LOLBIN to execute the script that downloads and runs the software (.csproj).

MName Date modified Type Size
a Invitation_Letter No.02_2026.csproj 2/6/2026 6:12 AM C# Project Source File 4 KB
@ Invitation_Letter_Mo.02_2026.exe 2/4/2026 £:53 AM Application 250 KB

During execution, the malware displays a decoy document.
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Republic of Kosovo
Ministry of Foreign Affairs and Diaspora

You are cordially invited to attend a scheduled Webex Meeting hosted by the Republic of Kosovo.

™ Date: Tuesday, February 10, 2026

© Time: 2:00 PM - 4:00 PM

@ Time Zone; (UTC+01:00) Pristina, Kosovo
© Duration: 2 hours

Join Meeting

Join from the meeting link:
https://mfa-ks.webex.com/mfa-ks/j.php?
MTID=m8e3a4129¢7h0e4 129d6f3c2e91a6b7d4

More Ways to Join
Join by meeting number:
* Meeting number (access code): 2567 914 3821

* Meeting password: FEM9K2gA

Tap to join from a mobile device (attendees only):
+383-38-200-1234,,256791438214# Kosovo Toll

Join by phone:
+383-38-200-1234 Kosovo Toll
Global call-in numbers

Join from a video system or application:
Dial: 25679143821 @mfa-ks.webex.com

You can also dial 210.4.202.4 and enter your meeling number.

The .csproj file contains three Base64-encoded URLSs using the domain:

https[:1//onedown[ . ]gesecole[ . ]net/download
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=] Invitation_Letter_No.02_2026.csproj # E1
16 using Microsoft.Build.Utilities;
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The downloaded files correspond to:

AVK.exe — a legitimate G DATA Antivirus executable, which fails if executed directly because it requires AVK.dII.
After download, it is renamed with a random filename.

Avk.dll - identified by VirusTotal as Korplug (a PlugX variant). It is renamed upon download so it can be loaded via
DLL side-loading by AVK.exe.

AVKTray.dat — an encrypted file not found in VirusTotal, also renamed during download.

During execution of the main file (Invitation_Letter No.02_2026.exe), the following actions occur:

Execution of Invitation_Letter_No.02_2026.csproj, leading to the download of the mentioned files and subsequent
execution of Avk.dll via DLL side-loading, enabling payload injection.
Creation of files in %TEMP%/[a-b0-91{8} which are deleted after use. These files share the same random folder name
and use the following extensions: .cs , .cmdline , .pdb , .TMP, .dll, .out.
Persistence via the Run registry key “G DATA”, executing Avk.exe as follows (numeric values may vary; examples
shown): "C:\Users\Public\GDatas\Avk.exe" 865 322
Communications with:

https[:]//decoraat[.]net:443

Obfuscation Capabilities

Through analysis of the infection procedure, the following encryption-related capabilities were identified:

» Avk.dll obtains the name of the file to be loaded (AVKTray.dat) from an XOR-encoded string hardcoded in the .rdata

section using key 0x7F.
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It is possible that other loaders use the same procedure while varying the filename and corresponding value, but maintaining

the same structure.

 In addition to key 0x7F, analysis of Avk.dll code revealed that key 0x98 could also be used in other scenarios,

although it is not activated for these files.

DA View-EIF B B DA View-C 0 m 1DA View-E a 1DA View-A 0o m Genesal regist
* [ awx.dll:7s7rie0l 29 FE Ul esl, edi i Integer Subtraction || EAX coomoe7s /¢ bttt */
o | aw.dll:7s7¢1003 62 €8 push  BFFFFFFESH EBX £OGGBEIS
o | aw.dil7s7riecs sF pop  edi ECX 2860REBS.
AVK.dLL:7S7F1806 B8 95 00 60 00 mov ebx, 98h EOX 80800844 /* b3 */
AVK.d11:757F1608 €51 QIOFFSEO -» FREEFFFE
AVK.d11:757F1008 loc_757F1008: 3 CODE XREF: AVK. EDI FFFFFFFE
" | av.dil:sreiece ss e test  edi, edi 3 Logical Compors EBP GIOFFEES -> BIBFFDSC -> GIOFFDAS =3 [...] => 00800600
2| awk.dll:7s7r1000 74 14 i short loc_757F10F3 ; Jump if Zero (2F=1) ESP 03IOFFSSO -> 779BICES (ntdll.dll
* | avk.dll:s7e100¢ 83 Fe PE cep  edi, GFFFFEEFER ; Compare Two Operands
ol dLL7SII0EL 64 7F push  7Fh
o pop eax
N cmavz  eax, ebx ; Move if Zero (ZFs1)
N 0 7F 75 xor  ax, avik_tls_used[edi] 3 Logical Exclusive OR
= mov s
.d11:757F10F7 EB E2 jep  short loc_757F1808 Ju
AK.d11i7STFI0FS ;- e emmesemeeeoooeooooo. (|[6] 7804 AEPC  Ready Lexe
AVK.d11:757F10F0 55 7600 10BD  Resdy TRASST
AVK.d11:757F10FS 1.~.¢ m'unn ; CODE XREF: AVK.dll:avk ||[65) 1268 &4 Ready TRASI
© % | avK.dl1:7STFI0F9 F2 OF 10 @5 00 20 7F 75 xmndt, quord 757F 2008 i Move Scalar Double-Pres |[|[S3) 3788 ECC  Ready FroALSM
TISHNOWN TETFIOFA: AVH.dll:avi ModuleMain+ER lsyua-vanw with EIF) w|||e] M1 EB4  Ready TISASET
< > B2 ers  Reaty TRaASET)
@) Hex View-1 Stack view
@9612499 AF 77 1C B0 C1 53 50 EB 79 38 04 00 88 45 FC 63 Crr=ze = osewes (o
90512440 €4 OB 89 07 8B C7 5F SE 5B 88 ES SD C2 98 00 €8 3OFFESE - G60600H
- EmEEnAEs e rae & sreerssc - esaresss > axsersec - (I
@95124C0 53 49 04 BS 34 46 55 00 5 C9 OF 45 C1 €3 CC CC oxrsco o> 77aEezee (ot
90812200 [ 88 EC 6A FF 68 CB 66 §7 00 64 Al 90 90 00 00 7k
©AB124E0 5@ B1 EC 30 ©1 00 80 Al 08 82 8A 60 33 (5 89 45 - a0
©OB12370 FO 53 56 57 50 60 45 F4 64 A3 99 00 0 00 88 50 ::::::: :m: SaA a‘r
20612000 10 66 B0 B2 B0 G0 6A 0D 68 70 J6 A 00 99 50 €8 GIFFS6 > QOTIRES /* BT 7
©BF12B10 EG AB 55 B3 00 53 C4 OC 63 FF 0@ 00 0@ 63 70 36 A36FFST4 - OUTI0REL I b'ay” *f
@9512620 BA O 6A PO FF 15 60 20 §3 00 50 €8 0 36 04 60 oseers7s o> sossenrt ooy
90612630 66 70 36 BA B0 FF 15 FG 22 03 00 6A 14 33 CB €7 . EE
28512840 45 DB 80 0O 00 00 C7 45 E3 69 00 00 99 50 40 08 et -
©@B12B50 C7 45 EC 0O 00 80 80 68 §3 46 83 00 C7 45 €5 00 36FFS8e - QIOEPSEC o3 (
29612850 90 98 89 C7 45 EC €7 00 00 60 66 99 45 D& €8 30
£ £E £F £7 4% EF OB OA G4 G4 B9 7R % A2 A4 AN GIOFEISN -3 QEORRC (debupld

aazicaIa E
00001EDO O0BLIADO: WinMain(x,x,,x)

o Avk.dll decrypts AVKTray.dat using XOR with key 0x4F.

B oaveetr B 0 DA View-D 0 m DA View-C Il ] 1DA View-B o m IDA View-A
* [ debugl7e:25316837 68 db 68h ;
* | debugire:esiiesds @9 d 9
* | devugrresesineess oo ]
debug179:0531683A ;
78:05316834
debugl79: 05316834 loc_S31683A: ; CODE MREF: debugl7®:@531684641
B0 32 4F ptr [edx], #fh
debug178:65316830 83 C2 61 add  edn, 1 3 Add
debug170:05316848 83 £9 @1 wb eex, 1 ; Integer subtraction
debug170:05316883 83 F9 00 p  eon @ ; Compare Two Gpe
2| debugaro:esaneass 75 £2 jni  short loc_S316834 3 Jump iF Hot
debug170:05316848 puth  ew
* | debugirezesaisass £7 €7 3 57 68 9a Ttest  edi, SASESTICH ; Logical Comp TACK | WEAP | CODE | DATA | RODATA | MM | VALUE
r2 | debugir0:0531604F 74 04 §r short loc 5316655 3 Jump if Zero (zf=1) ol
debugi7e: 5316851 66 83 CE 00 e she ; Logical Inclusive OR
1| debugirezesaissss L
Y. | debusto:osavsass Lo<_5316855: 3 CODE MREF: debugl7D:@531684F15
debug179:05316855 87 CO xchg  eax, eax ; Exchange Register/Memory with Register
* | debugrrmzesarses? rc clé ; Clesr Direction Flsg ;';‘""' Har | ate Hame
* | debugiie:esiiesss 58 pop eax =] 704 EX Ready Lexe
‘| sevugrre:osaneasa rr oo call  eax 3 Indirect Coll Mear Procedure I il TasiN
* | debugire:esiissse rs omc i Complement Carry Flag .:.1 e #4 Redy TN
* | debugarozesaneesc rs cme ; Complement Carry Flag ol ame Ecc Resdy THass®
* | debugire:esiiesso c2 oo 0o retn @ i Return Mear from Procedure S ™12 B4 Resdy TSR
| devgrresesmesso o Smn 58 Ready TSI
i 0831683hs debagl?isloc 516834 (Symcheenized with E12) | aaee amas  meady TroASIT0
< >
& Hex View-1 Stack view
@527/7C0 00 00 09 00 00 DD 09 99 DO 00 00 B B0 00 09 0O y ’:: T ——
@527FF00 0 00 60 60 00 00 00 89 00 00 00 OO 00 00 89 00 e
0527/7£0 89 08 BO B0 00 0D 00 8 86 00 00 DO B0 60 80 80 e
[SIPRPRS S0 NN B0 50 00 03 55 BB 00 00 00 58 08 W 58 00 10810 @527FE1E -> @3230638 (debuglés) -> $0000002
©5200000 66 A9 4A €8 66 C1 (2 98 £B 00 63 09 00 40 [ A7 § L)
e o 1014 ©527761C -> 779909C0 (ntdl1.dll ! unk_779969C6)
T j0918 9527F620 -> 7FFE0386 (debuptis) -> $000GN09
oo Ll el e e fan ol {0B1C ©527FE24 -> GI22FETE -> OS2B00B0 (debuglss) -> CBAAADSS
05200040 &F 4F 4F 4F 4F 4F 4F 4F 4F 47 4L 4F 4F 41 30 FS o s e iy D rerrrees
05200050 A1 4F FD 46 62 GF F7 4€ ) 82 6€ 18 27 26 3C 6F s e e
0520060 3F 30 20 28 30 2 22 6F 2 2E 21 21 20 38 ¢F 20 3 SN (il -> seeien
1:082C @527FE34 -> @S2TFEL4 -> SDANIER
05280078 24 6F 30 A 21 6F 26 21 6F 08 00 1C 6F 22 20 28 T i ST s { o,
o) M L IE G GG T e L) 3:0034 B527FE3C => SIIFAS => B527FASS > [...] => FFFFFFFF
5250050 7F E2 €113 2C E2 €1 13 2 E2 CL 13 2 F6 AA 18 maae acavress . marisas fmedih Aviy

e The payload includes the decoy PDF within the overlay section. Embedding the decoy as part of the overlay is

common in PlugX.

Page 4 of 10



https://lab52.i0/blog/plugx-meeting-invitation-via-m sbuild-and-gdata/

.reloc|@le0ag7ed: ©0 20 20 00 60 20 00 00 B0 00 22 90 00 20 00 90-90 00 00 90 90 22 90 00 0O 00 00 00 00 00 8@ e
overlay |#@009680@: 5@ 81 (0 @0 0@ 0@ @@ 58 66 A9 F6 3D 50 56 BE 63-CF (8 (B 5E 58 55 7B @2 8D 1B 5D 5A 52 66 83 FA put Xf-—P-W“c*I'r“XU{.i‘]ZRfI-
overlay |#00096820: (D F8 38 FC 90 58 50 5A B9 00 68 ©9 00 80 32 4F-83 (2 01 83 E9 @1 83 FO @@ 75 F2 50 F7 C7 3C 57 - "EXPZ' ho (208708004 ukP:'(N

overlay : 6B 9A 74 @4 66 83 CE @9 87 C@ FC S8 FF D@ F5 F5-C2 00 80 PS5 50 44 46 2D 31 2E 37 BA 25 C3 A4 C kUtefaf clox L]+ xpoF-1.7mxfi}
overlay|seeesssse: €3 B6 C3 OF GA 32 20 30 20 6F 62 GA OA 3C 3C-2F 4C 65 GE 67 74 68 20 33 20 30 20 52 2F 46 69 JH |f=2 @ objmcc/Length 3 @ R/Fi
overlay | #@ees6sse: 74 65 72 2F 46 6C 61 74 65 44 65 63 6F 64 65-3E 3E @A 73 74 72 65 61 6D @A 78 9C AD 59 59 8 1ter/FlateDecode>>Estreamxe | YY1
overlay |#200968a@: 46 10 7E 9F SF 21 98 B7 (@ 6A BB AA FA 12 @C-92 69 A4 @9 31 F1 43 E2 85 3C 84 3C 38 87 43 ' Lj|1-tﬂiﬁoltcfi<i<8cci

overlay|seee9csce: 1D 12 13 C8 DF 4F 75 75 B7 8E 55 6B (6 EB 09 C6-83 A4 EE EA AE E3 AB 73 55 @0 05 BF 87 C7 EE 03  »1!!MouuyAuk b0 pariennisus g chet
overlay|#800968e@: BF 7F BC 7B FB CB 3F 55 FF FA 7C K PDF_at #96853 (overlay:53) ) 46 67 2A AF Al F6 16 AA 4F BF 1 200 {(Vg2U - |°3RE-§-B42FgTnitmOye
overlay|#0ee9c9ee: [E F8 AA FA F3 30 F2 AE (7 E3 EB BE BE 39 F6 CD-71 34 47 EF 8F 50 1F 1E FA F3 B1 EF BE A3 3F F§  ~"-:s0zu|ndid 94=qaGal]va-sinii?+
overlay|seeescoze: ES E9 74 7A 7C 7D FE 66 AB 54 DB F6 43 3A 99-FF 7D FA FD D@ 3F 1D 8C AD 7D ES 1C DS BD 6F nvotz|mf:TC:0 }-212ei;}orio~
overlay|#00696948: R7 SF AB C7 0B 54 50 DS D3 BB 1F 4F @A 5A 38 29-8C 3F D4 3E FB AF 6E F1 A4 8C 3C DA FO ES £4 DY 2 _X|oTCrlyvomzs)e? banntAic rozy

overlay|#000a109b: 2 20 69 64 3D 22 57 35 4D 30 4D 7@ 43 65 68 69-48 7A 72 65 53 7A 4E S4 63 7A 6B 63 39 64 22 3 " id="WSMeMpCehiHzreSzNTczkeod"?
overlay|#80@al0bb: E @A 3C 78 3A 78 6D 70 6D 65 74 61 20 78 60 6C-6E 73 3A 78 3D 22 61 64 6F 62 65 3A 6E 73 3A »E<x:xmpmeta xmlns:x="adcbe:ns:m
overlay|#0@Qaledb: 5 74 61 2F 22 3E @A 20 3C 72 64 66 3A 52 44 46-20 78 6D 6C 6E 73 3A 72 64 66 3D 22 68 74 74 eta/">B <rdf:RDF xmlns:rdf="http
overlay|#ee@alefb: 2F 2F 77 77 77 2€E 77 33 2E 6F 72 67 2F 31 39-39 39 2F 3@ 32 2F 32 32 20 72 64 66 2D 73 79 &l £/ /v w3 . 0rg/1999/02/22-rdf -syn
overlay|#0@0alllb: [P4 61 78 2D 6E 73 23 22 3E OA 20 20 3C 72 64 66-3A 44 65 73 63 72 69 70 74 69 6F 6E 20 72 64 tax-ns#">® <rdf:Description rdf
overlay|#@e@al113b: 61 62 6F 75 74 3D 22 22 20 78 6D 6C 6E 73 3A-7@ 64 66 3D 22 68 74 74 7@ 3A 2F 2F 6E 73 2 @& :about="" xmlns:pdf="http://ns.a
overlay | #880a115b: 6F 62 65 2E 63 6F 6D 2F 70 64 66 2F 31 2E 33-2F 22 3E @A 20 20 20 3C 7@ 64 66 3A 50 72 6F dobe.com/pdf/1.3/">8 <pdf:Prod
overlay|#0@0all7b: [S 63 65 72 3E 4C 69 62 72 65 4F 66 66 69 63 65-20 32 35 2€ 38 2€ 33 2€ 32 20 28 58 38 36 SF ucer>Libre0ffice 25.8.3.2 (X86_6
overlay|#080a119b: 29 3C 2F 7@ 64 66 3A 5@ 72 6F 64 75 63 65 72-3E @A 20 20 20 3C 7@ 64 66 3A 5@ 44 46 56 65 7. 4)</pdf:Producer>® <pdf:PDFVer
overlay|#0@Qalibb: [P3 69 6F 6E 3E 31 2€ 37 3C 2F 70 64 66 3A 50 44-46 56 65 72 73 69 6F 6E 3E 0A 20 20 3C 2F 72 sion>1.7</pdf:PDFVersion>8 </rd
overlay|#e@@alldb: 3A 44 65 73 63 72 69 7@ 74 69 6F 6E 3E @A 20-20 3C 72 64 66 3A 44 65 73 63 72 69 70 74 69 & f:Description>® <rdf:Descriptio
overlay|#0@@al1fb: BE 20 72 64 66 3A 61 62 6F 75 74 3D 22 22 20 78-6D 6C 6E 73 3A 78 60 70 3D 22 68 74 74 70 3A 2 n rdf:about="" xmlns:xmp="http:/
overlay|#000a121b: DRF 6E 73 2E 61 64 6F 62 65 2E 63 6F 6D 2F 78 61-70 2F 31 2E 3@ 2F 22 3E GA 20 20 20 3C 78 6D /ns.adobe.com/xap/1.0/">8  <xmp
overlay|#880a123b: 43 72 65 61 74 6F 72 54 6F 6F 6C 3E 57 72 69-74 65 72 3C 2F 78 60 7@ 3A 43 72 65 61 74 6F 7. :CreatorTool>Writer</xmp:Creator
overlay|#0@0al25b: 6F 6F 6C 3E @A 20 20 20 3C 78 6D 70 3A 43 72-65 61 74 65 44 61 74 65 3E 32 3@ 32 36 2D 30 3 Tool>®8  <xmp:CreateDate>2026-92

overlay|#0€@a127b: 3@ 36 54 31 32 3A 35 39 3A 35 34 28 3@ 38 3A-3@ 3@ 3C 2F 78 6D 7@ 3A 43 72 65 61 74 65 44 & -86T12:59:54488:08</xmp: CreateDa
overlay|#000a129b: 74 65 3E @A 20 20 20 3C 78 6D 70 3A 4D G6F 64 69-66 79 44 61 74 65 3E 32 30 32 36 20 30 32 20 te>8  <mp:ModifyDate>2026-02-0
overlay|#@e@al2bb: 6 54 31 32 3A 35 39 3A 35 34 2B 3@ 38 3A 3@ 3@-3C 2F 78 6D 7@ 3A 4D 6F 64 69 66 79 44 61 74 6! 6T12:59:54488:00</xmp :ModifyDate
overlay|#080al2db: PE @A 20 20 20 3C 78 6D 7@ 3A 4D 65 74 61 64 61-74 61 44 61 74 65 3E 32 3@ 32 36 20 30 32 20 »8  <xmp:MetadataDate>2026-82-0

overlay|#0@0al2fb: P36 54 31 32 3A 35 39 3A 35 34 28 30 38 3A 30 30-3C 2F 78 6D 7@ 3A 4D 65 74 61 64 61 74 61 44 & 6T12:59:54+08:00</xmp :MetadataDa
overlay|#0@@al31b: [74 65 3E @A 2@ 28 3C 2F 72 64 66 3A 44 65 73 63-72 69 7@ 74 69 6F 6E 3E @A 20 3C 2F 72 64 66 te>®  </rdf:Description>® </rdf:
overlay|#000a133b: B2 44 46 3E @A 3C 2F 78 3A 78 6D 70 6D 65 74 61-3E @A 20 20 20 20 20 20 20 20 20 20 20 20 20 RDF>E</x:xmpmeta>s

The configuration can also be observed in the decrypted payload. In this case, the RC4 key is as follows:

Offset Description Value

0x00 RC4 key length 0Bh (11 bytes)
0x04 RC4 key (12 bytes) fzsbnWTgLLqgp
0x16 Start of encrypted data

When decrypted using the key according to its length (fzshnWTgLLq), hexadecimal strings are obtained and interpreted
similarly to what was explained in IIJ-SECT, using the same algorithm to obtain the C2, which in this case is

decoorat[.]net. The configuration also indicates the use of HTTPS over port 443 (BB01).

000000000000000000000000000000000000000000000000000000000000000000000000C00000000000R000
0000000000000000 060000 200000 00000000000000000000000000000000030000
669699BG@6EGBG689666996966_169%66666609 0000472f5e47305f0477f18ffaa7d2bfbfd7cdef9507761
f5f3711000000000000000100bbO1000R00OC00RR4T72f 52473050477 f18ffaa7d2bfbfd7cdefo507761F5f37
11600000000000000100bbO1200REORARERV472f5e47305F0477f18ffaa7d2bfbfd7cdefo507761f5f 3700000
20600000000000000000000000080000000000002000000000000000000000000000000000000000000000000
2000000000000000000000000000000000008000000000000000000000000000002000000C000000000000000

API Hashing

Both Avk.dll and the injected payload use API hashing to obfuscate module and function addresses invoked during

execution.

¢ Avk.dll uses DJB2-based API hashing.

¢ The injected payload uses API hashing based on ROL-19 plus cumulative character summation.

The list of hashes used by the attackers has been provided. Notably, the list for Avk.dll enables identification of these files in
memory and facilitated the discovery of additional hashes. However, the hash list used by the payload would only be

observable in memory in this case.

It cannot be ruled out that unrelated malware samples may also use the same APT hashing algorithm.

Meeting Invitation from APT Groups
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There are precedents of advanced persistent threat (APT) campaigns using themed invitations (events, receptions,

conferences) as spear-phishing lures to distribute malware or sophisticated loaders and compromise strategic targets.

For example, UNC6384 (with tactical and infrastructure overlaps with Mustang Panda) exploited vulnerability ZDI-CAN-

25373 to deploy PlugX, using a supposed European Commission meeting agenda as an infection lure.

APT?29 (also known as Cozy Bear / Midnight Blizzard, linked to Russia) sent emails containing fake invitations to dinners
or diplomatic events that directed victims to malicious links or documents deploying loaders such as ROOTSAW,
WINELOADER, or GRAPELOADER against political parties and government entities in Europe. These campaigns

leveraged the trust associated with formal invitations to deceive victims and deploy persistent malware.

A campaign documented by FireEye showed that APT34 used spoofed LinkedIn invitations to entice recipients into opening

malicious documents that installed backdoors such as TONEDEAF and credential-stealing tools.

There are also historical reports of groups such as Lotus Blossom using emails offering invitations to cybersecurity

conferences to deliver trojans such as Emissary, although this corresponds to an earlier phase of APT activity.

These campaigns represent just one example of how threat actors leverage social engineering techniques based on calendar
events or invitations, using seemingly legitimate contexts to lower victims’ defenses and encourage them to open files or

follow links that ultimately trigger sophisticated infection chains.

Conclusions

The analysis of this campaign reinforces how PlugX continues to evolve while maintaining many of its historically
consistent tradecraft elements. In this case, the use of legitimate G DATA antivirus components — particularly a freely
available executable — highlights the actors’ continued reliance on DLL side-loading to blend malicious execution with
trusted software. Avk.dll functions as a relatively simple yet effective loader, structured around a minimal set of core
routines and a localized junk function to hinder static analysis. Its responsibility is clear: retrieve and decrypt the payload
stored in AVKTray.dat, whose filename is embedded within the DLL in XOR-encoded form. Although two potential XOR
keys are present in the code, only one is actively used in this sample. This detail opens an interesting analytical avenue, as
the structured method of storing encoded filenames inside DLLs could provide valuable leads for identifying related activity

or future variants.

From a defensive perspective, understanding this filename obfuscation approach may support the development of preventive
detection rules, particularly if patterns in naming conventions or encoding logic can be generalized. Further comparative
analysis across samples could determine whether a reusable script or shared development methodology underpins these

loaders.

Operationally, the loader triggers a context change event to initiate payload execution within the same process, maintaining
stealth and reducing behavioral anomalies. Its consistent use of DJB2-based API hashing ensures that all function calls are
resolved indirectly, complicating static detection efforts. Detection rules have already been defined based on this behavior,
and initial results suggest the possibility that this sample represents one of the most recent operational instances observed.

Additional analysis of newly identified artifacts will be necessary to confirm this hypothesis.

Finally, the injected DLL — decrypted from AVKTray.dat — embeds a decoy PDF within its overlay section, a technique
that aligns with long-standing operational patterns associated with PlugX. Incorporating the decoy directly into the overlay
allows the malware to present a convincing lure to the victim while keeping the malicious logic tightly coupled within the
same artifact. This dual-purpose design reflects a mature development approach in which social engineering and technical
execution are carefully integrated. Given the recurring use of PDF decoys in recent activity, this choice appears deliberate
and consistent with the broader objective of maintaining credibility while minimizing suspicion during the early stages of

compromise.
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Intelligence Availability Notice

This article presents selected insights derived from our broader threat intelligence operations and coverage. Additional
details related to this campaign, as well as other investigations and ongoing intelligence activities, are enriched and available
through our private intelligence feed.

Indicators of Compromise (I0C)

Files
Siz
Name Hash SHA256
(kb
AVKTray.dat e7ed0cd4115f3ff35c38d36cc50c6al3eba2d845554439a36108789cd1e05b17 67:
Avk.dll 46314092c8d00ab93cbbdc824b9fc39dec9303169163b9625bae3b1717d70ebc 51
AVK .exe 8421e7995778faf1f2a902fb2c51d85ae39481f443b7b3186068d5¢33c472d99 94:
Invitation_Letter No.02_2026.zip 29cd44aa2a51a200d82cca578d97dc13241bc906eaba33b132c6ca567dc8f3ad 11z
Invitation_Letter_No.02_2026.csproj  de8ddc2451fb1305d76ab20661725d11c77625aeeaal447faf3fbf56706c87f1 3,2
Invitation_Letter_No0.02_2026.exe 5f9af68db10b029453264cfc9b8eeed265549a2855bb79668ccfc571fb11f5fc 25¢
Size
Name Hash sha256 Description
(KB)
AVKTray.dat
file
AVKTray.dat
d red d293ded5a63679b81556d2c622c78be6253f500b6751d4eeb271e6500a23b21e 658 decrypted
ecrypte
P with XOR
key 0x4F
Size
Name Hash sha256 Description
(KB)
Pdf inside
the overlay
of the dll
Pdf injected.
d ) 6df8649bf4e233ee86a896ee8e5a3b3179c168ef927ac9283b9451868629¢ee7 57 This is a
eco
y decoy that
will be
shown to
the user.
Communications

https[:]//onedow[.]gesecole[.]net/download

https[:]//decoraat|.]net:443
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Persistence

¢ Files saved in:

C:\Users\Public\GDatas

e Modification of key:

https://lab52.i0/blog/plugx-meeting-invitation-viamsbuild-and-gdata/

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current Version\Run

API Hashing

AVK.dll

e Modules

Hash
0x7040EE75

0x22D3B5ED
e APIs

Hash
0x13B8A163
0x382C0F97
0x668FCF2E
0x5D01F1B2
0x877EBBD3

O0xOE19ESFE

Hash
0x15A5ECDB
0x4725F863
0x8B8E133D
0x2E979AE3
0x1703AB2F
0x082962C8
0x0E4DA1C11

0x0COD8989A

Inyected Payload from AVKTray.dat

Module
Kernel32.dll

ntdll.dll

Kernel32.dll
GetModuleFileNameW
VirtualAlloc
VirtualFree
CreateEventW
SetEvent

Sleep

ntdll.dll

NtCreateFile
NtQueryInformationFile
NtClose

ReadFile
NtTerminateProcess
NtProtectVirtualMemory
RegisterWait

RtlDeregisterWait
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e Modules
Hash Module
0x794D2C1B ntdll.dll
0x7C0A2A4A kernel32.dll
0x534AE0B8 kernelbase.dll
0x6A47F6BB winhttp.dll
0x3CF5E5AD ws2_32.dll

e APIs
Hash ntdll.dll
0xECOE4D4E NtAllocateVirtualMemory
0x0306F0EC NtProtectVirtualMemory
0x91AF6E44 NtFreeVirtualMemory
0x794D2C1B NtQueryInformationProcess
0x534AE0B8 NtSetInformationThread
Hash Kernel32.dll
0x7CO0A2A4A LoadLibraryA
0x794F23CA GetProcAddress
0x57B0B568 VirtualAlloc
0x5C28F480 VirtualProtect
Hash winhttp.dll
0x534AE0B8 WinHttpOpen
0x0306F0EC WinHttpConnect
0x0D56A5E9 WinHttpOpenRequest
0xE8560C81 WinHttpSendRequest
0xFOBSEEC9 WinHttpReceiveResponse
Hash ws2_32.dll
0x3CF5E5AD socket
0x793C2E6A connect
0x1B7FBEC4 send
0x47F8F21D recv
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Source: https://lab52.i0/blog/plugx-meeting-invitation-via-msbuild-and-gdata/
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